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INTERNET DATA BROKERS: WHO HAS 
ACCESS TO YOUR PRIVATE RECORDS? 


WEDNESDAY, JUNE 21, 2006 

House of Representatives, 

Committee on Energy and Commerce, 
Subcommittee on Oversight and Investigations, 

Washington, DC. 


The subcommittee met, pursuant to notice, at 10:00 a.m., in Room 
232 of the Rayburn House Office Building, Hon. Ed Whitfield 
[Chairman] presiding. 

Members present: Representatives Whitfield, Walden, Burgess, 
Blackburn, Barton (ex officio), Stearns, DeGette, Schakowsky, Dingell 
(ex officio), and Inslee. 

Staff Present: Tom Feddo, Counsel; Mark Paoletta, Chief Counsel 
for Oversight and Investigations; Clayton Matheson, Analyst; Matthew 
Johnson, Legislative Clerk; John Halliwell, Policy Coordinator; Chris 
Knauer, Minority Investigator; Consuela Washington, Minority Senior 
Counsel; and Alec Gerlach, Minority Staff Assistant. 

Mr. Whitfield. This hearing will come to order. Today the 
Oversight and Investigations Subcommittee will examine issues 
surrounding data brokers who operate on the Internet and obtain and sell 
personal information about our fellow citizens without the consent of 
those people. Documents are sold, such as Americans’ personal cell 
phone records, their credit card statements, their bank accounts, their 
Social Security numbers, and other very private information. 

All of us assume these records are secure. But, unfortunately, that is 
not the case. 

Earlier this year, the Energy and Commerce Committee reported a 
bill out to make it more difficult and to make it explicitly illegal to 
obtain, possess, or sell any kind of personal information without the 
consent of the person whose information is being sold. And these 
hearings stem from work that began in February of this year and helped 
that effort. 

When the committee wrote to a total of 1 8 data brokers around the 
country, we sought to learn more about this shadowy industry that buys 
and sells phone records and other personal consumer information. How 
do the data brokers obtain this information? Who is buying the records 
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and driving the market? How large is the industry? Who exactly is 
procuring this information and from where? It probably comes as no 
surprise that the vast majority of the companies we wrote seeking such 
information were uncooperative. 

Ultimately, Chairman Barton issued subpoenas for records of 12 of 
the data brokers to obtain the information that we needed. 

Several data brokers failed to comply with the subpoenas. These 
individuals and their attorneys should note, however, that we will 
encourage this committee to hold all of them in contempt. We will not 
permit our constitutional obligations to protect the American people to be 
undermined in this way. 

In the meantime, despite the delay in unresponsiveness, the 
subcommittee has acquired literally tens of thousands of documents. 
And what we have found to date has been eye-opening to say the least. 

There are hundreds of data broker companies operating on the 
Internet. They offer just about any nonpublic information under the sun: 
cell phone and landline call records, bank account activity, post office 
box, private mailbox information, blind credit reports. Social Security 
records, credit card transaction histories, e-mail account information, and 
it goes on and on. 

Even cell phone pings or locators are available, providing the 
purchaser an almost exact real time location of a cell phone as long as the 
phone is turned on. 

Most of this information is gathered by a relatively small group of 
companies and individuals who primarily use pretext— that is, lies, 
deception, and impersonation— to acquire the records they are seeking. 
The data broker is often just a middleman who receives a request from a 
customer for a piece of information. The data broker turns to the inner 
web of pretexters to acquire the information and then marks up the price 
when passing the records back to the customer. The pretexters procure 
the information from phone carriers, utility companies, the Post Office, 
other corporate and government repositories of personal consumer 
information. The primary key that allows pretexters to unlock the doors 
to this information is the Social Security number of the victim. The 
pretexters will often enhance their impersonation by using spoofing 
hardware or software to make their phone number appear to be any 
number they desire it to be. 

Our investigation has shown that all of this information is for sale to 
virtually anyone who wants to buy it. 

The data brokers conduct at most superficial due diligence with 
respect to either their customers or their third-party vendors who procure 
the information. 
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It is apparent from the records that there are literally tens of 
thousands of victims of this industry. And none of these people know 
their records have been procured or sold and that their privacy has been 
invaded. They do not have the opportunity to consent to the activity. 

This morning we are going to hear testimony from somebody who 
discovered that he was the victim of a data broker and what he did about 
it. And we appreciate very much his willingness to testify and tell his 
story today. 

Our second panel will include two individuals who will explain in 
detail how pretexting works and what can be done to stop it. 

Mr. James Rapp, formerly the owner of Touch Tone Information, 
which was a successful data broker company that operated in Denver, 
Colorado, during the 1990s. After being convicted for his activities, 
Mr. Rapp left the data broker industry. 

Earlier this year, committee staff had the opportunity to interview 
him at length, and he is here to explain just how pretexting is 
accomplished and what kinds of records are vulnerable, and we 
appreciate his being willing to do that. 

Mr. David Gandal refers to himself as a skip tracer who has been 
involved in the automobile repossession industry for much of his life. 
When our investigation began, Mr. Gandal contacted the committee and 
offered to informally provide us with information about the data broker 
industry, its key players, and the practice of pretexting. His information 
has been particularly helpful to our understanding of the industry. And 
we want to thank him and appreciate his testimony. 

Our last panel today includes 1 1 witnesses from various data broker 
companies to which the subcommittee wrote. All 1 1 of these witnesses 
have informed us that they will invoke their Fifth Amendment rights 
against self-incrimination today and refuse to answer any questions. 
That is regrettable because we have important questions to ask them; we 
would like to have their answers. The American people whose private 
records they exploit, the numerous victims of their profits, deserve 
answers. 

We will give them an opportunity to answer some of our questions 
today, and I think that their response will show the American people and 
the Congress that this industry needs to be shut down as soon as possible. 

I note that our investigation has also sought to determine who the 
customers are that purchase these cell phone records and other personal 
information and who drives this multi-million dollar industry. As one 
might naturally think, many private investigators, lawyers, and tabloids 
purchase these records. But our work has also discovered that 
automobile finance companies and repossession companies and major 
banks and major corporations around America use this information. 
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Americans will also be interested to learn that law enforcement 
agencies are sometimes the customers of data brokers. 

And in tomorrow’s hearing, we intend to explore the issue of Federal 
and local law enforcement officials and how they use this information, 
and they will be here tomorrow. 

These hearings will not mark the end of this work. We have been in 
contact with the Nation’s major cell phone carriers, and in the coming 
weeks, we will be meeting with them to learn what they are doing to 
prevent data brokers from obtaining access to private information of their 
customers. 

Additionally, we intend to meet with some of the major banks and 
corporations who are purchasers of these records and other personal 
consumer information to learn what they are doing and why they are 
buying these records. 

I look forward to today’s testimony on this very important subject. I 
want to thank the witnesses for their attendance. And I now turn to the 
distinguished Ranking Member for today, Ms. DeGette of Colorado, for 
her opening statement. 

[The prepared statement of Hon. Ed Whitfield follows:] 

Prepared Statement of the Hon. Ed Whitfield, Chairman, Subcommittee on 
Oversight and Investigations 

Good morning and welcome. Today, the Oversight and Investigations 
Subcommittee will examine the very serious issues surrounding data brokers who operate 
on the Internet, and who procure and sell Americans’ personal cell phone call records and 
other information. I’m sure many Americans have always assumed - as I have - that 
these records are very secure and nonpublic. Unfortunately, this is not the case, as we 
will hear today. 

Early this year, the Committee began legislative work to draft a bill that would help 
to keep call records secure. That bill was reported out of the Committee with unanimous 
support, and I hope that these oversight hearings add new impetus for the Congress to 
quickly pass the bill. These hearings stem from work that began in February of this year, 
in parallel with the Committee’s legislative efforts, when the Committee wrote to a total 
of 18 data brokers around the country. We sought to learn more about this shadowy 
industry that buys and sells cell phone records and other personal consumer information: 
How do the data brokers obtain access to private information? Who is buying these 
records and driving the market? How large is the industry? Who exactly is procuring the 
information, and from where? 

It probably comes as no surprise that the vast majority of the companies we wrote 
seeking such information were uncooperative. Many either ignored or partially 
responded to the Committee’s letters. Many individuals declined to be interviewed. Few 
data brokers provided relevant records. Ultimately, Chairman Barton issued subpoenas 
for records to 12 of the data brokers, because this Subcommittee was determined to 
conduct meaningful oversight and get answers to its questions. Still, several data brokers 
failed to comply with the subpoenas. These individuals and their attorneys should note 
that I will encourage this Committee to hold them in contempt. We will not permit our 
constitutional obligations to be undermined in this way. 
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In the meantime, despite the delay and unresponsiveness, the Subeommittee has 
aequired literally tens of thousands of doeuments - through the subpoenas and from other 
sourees. The doeuments show the pervasive and invasive nature of this market, and they 
reveal an amazing pieture. What we have found to date has been eye-opening to say the 
least. There are hundreds of data broker eompanies operating on the Internet. They offer 
just about any non-publie information under the sun: eell phone and landline eall reeords, 
bank aeeount aetivity, post offiee box and private mail box information, “blind” eredit 
reports, soeial seeurity reeords and information, eredit eard transaetion histories, and 
email aeeount information. Even eell phone “pings” or “loeates” are available, providing 
the purehaser an almost exaet real-time loeation of a eell phone, as long as the phone is 
turned on. 

We have persuasive evidenee that most of this information is gathered by a 
relatively small group of eompanies and individuals who primarily use “pretext” - that is, 
lies, deeeption, and impersonation to aequire the reeords. In this business, the data broker 
is often just a middleman who reeeives a request from a eustomer for a pieee of 
information. The data broker turns to the inner web of pretexters to aequire the 
information, and then marks up the priee when passing the reeords baek to the eustomer. 
The pretexters proeure the information from phone earriers, utility eompanies, the post 
offiee, or other eorporate and government repositories of personal eonsumer information. 
The primary key that allows pretexters to unloek the doors to this information is the 
soeial seeurity number of the “vietim.” The pretexters will often enhanee their 
impersonation by using “spoofing” hardware or software to make their phone number 
appear to be any number they desire. 

Our investigation has also shown that all of this information is for sale to virtually 
anyone who wants to buy it. The data brokers eonduet, at most, superfieial due diligenee 
with respeet to either their eustomers or their third-party vendors who proeure the 
information. It is apparent just from the reeords that this Subeommittee has examined 
that there are literally tens of thousands of “vietims” of this industry. What’s more, none 
of these people know that their reeords have been proeured and sold, and that their 
privaey has been invaded. They did not have the opportunity to eonsent to this aetivity. 

This morning we will hear testimony from somebody who did diseover that he was 
the vietim of a data broker. He will tell us about his outrage, and what he did to put a 
stop to it. We appreeiate his willingness to tell his story today. 

Our seeond panel ineludes two individuals who will explain how pretexting works, 
and what ean be done to stop it. Mr. James Rapp formerly owned Toueh Tone 
Information, Ine., a very sueeessful data broker eompany that he operated in Denver, 
Colorado during the 1990’s. After being eonvieted for his aetivities, Mr. Rapp left the 
data broker industry. Earlier this year. Committee staff had the opportunity to interview 
him at length, and he is here voluntarily today to explain just how pretexting is 
aeeomplished and what kinds of reeords are vulnerable. 

Mr. David Gandal refers to himself as a “skiptraeer” who has been involved in the 
auto repossession industry for mueh of his life. When our investigation began, Mr. 
Gandal eontaeted the Committee and offered to informally provide us with information 
about the data broker industry, its key players, and the praetiee of pretexting. His 
information has been very helpful to our understanding of the industry, and we appreeiate 
his eoming forward and voluntarily providing that insight to the investigation. 

Our last panel today ineludes 1 1 witnesses from the various data broker eompanies 
to whieh the Subeommittee wrote. All 1 1 of these witnesses have informed us that they 
will invoke their Fifth Amendment rights against self-inerimination today, and refuse to 
answer our questions. This is regrettable, beeause we have some very important 
questions to ask about their aetivities. The Ameriean people whose private reeords they 
exploit - the numerous vietims of their profits - deserve answers. We will give them an 
opportunity to answer some of our questions today, and I think their responses will show 
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the American people and the Congress that this industry needs to be shut down as soon as 
possible. 

I note that our investigation has also sought to determine who the customers are that 
purchase cell phone call records and other personal information and who drive this multi- 
million dollar market. As one might naturally think, many private investigators, lawyers, 
and tabloids purchase these records. Our work has also revealed, however, a surprising 
“who’s who” of major corporations - large banks, auto finance companies, and 
repossession companies. Americans will also be interested to learn that law enforcement 
agencies are sometimes customers of data brokers. At tomorrow’s hearing we intend to 
explore this issue with several federal and local law enforcement officials, and I will have 
more to say about that then. 

These hearings do not mark the end of our work. We have been in contact with the 
nation’s major cell phone carriers, and in the coming weeks we will be meeting with 
them to learn what they are doing to prevent data brokers from obtaining access to their 
customers’ records and to remedy their databases’ vulnerabilities. Additionally, we 
intend to meet with some of the major banks and corporations who are purchasers of cell 
phone records and other personal consumer information, to learn about why they are 
buying these records. 

Finally, I would like to thank the Minority and their staff for working with us 
shoulder-to-shoulder on this investigation. Just as the efforts to move meaningful anti- 
pretexting legislation have been unified, our investigation has been completely bipartisan 
and I commend everyone for working in this spirit to make a difference for the American 
people and help keep their personal records private. 

I look forward to today’s testimony and I thank the witnesses for their attendance. 

I now turn to the distinguished Ranking Member, Mr. Stupak, for the purposes of an 
opening statement. 

Ms. DeGette. Thank you very much, Mr. Chairman. 

Mr. Chairman, data that is acquired through pretexting is often sold, 
and it can be used for many nefarious purposes. 

The result of the misuse of this information can range from being a 
mere annoyance all the way to creating a potentially life-threatening 
situation. Such information, for example, could allow a stalker to find a 
victim or a threatening husband to track down a spouse who is 
attempting to seek shelter from an abusive relationship. 

We will hear today how this practice is often built on a web of 
deception. Pretexters will call an unwitting phone company and cajole 
information out of customer service. From there, there is no telling how 
this information can or will be used or how it will be sold. 

And, Mr. Chairman, everyone on this committee understands about 
how dangerous this practice can be because, on March 8^^ of this year, 
this committee unanimously reported H.R. 4943. Here it is. It is called 
the Prevention of Fraudulent Access to Phone Records Act, and on May 
2, 2006, this bill was scheduled for consideration on the floor of the 
House of Representatives. 

But somehow, mysteriously, that bill disappeared from the 
suspension calendar never to be seen again. 
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And, frankly, Mr. Chairman, that bill addresses in large part many of 
the problems that we are going to discuss over the next few days. 

Now I have been in elected office for 14 years, 4 years in the State 
legislature, and I am in my 10^^ year in Congress. And usually, the way 
it goes is you have a hearing, you identify a problem, someone writes a 
bill, you do the bill, you pass the bill, and then you solve the problem. 

I can’t remember in my 14 years a situation like this where we 
passed the bill, then we have the hearing to see how bad the problem is. 

And I guess my question, Mr. Chairman, and I think you probably 
agree with me, I don’t see the purpose of having a hearing if we pass new 
laws and they go nowhere. So I would urge my colleagues to search 
with me high and low until we find H.R. 4943 which already passed the 
full committee without objection, get it scheduled on the floor and get it 
passed to solve this lurking problem. 

Now, on May 11, 2006, the Minority members of this committee 
sent the Chairman of the full committee a letter asking him to hold a 
hearing about the matters that caused the bill to be pulled. 

We think that the problems that we are talking about today are 
serious. We think they can be solved, and we think that H.R. 4943 
would effectively address many of them. 

But it doesn’t do any good to do this kind of work if we then pass 
legislation and it disappears. 

And so, Mr. Chairman, I would hope we could work together to get 
this bill scheduled if not before the July 4^^ recess, at least before the 
August recess. 

And, finally, Mr. Chairman, I would be remiss if I didn’t discuss 
another important piece of legislation which we also passed in this 
committee and which would address the issues we are talking about 
today. 

As we are all know, pretexting is not always limited to obtaining 
telephone records from unwitting carriers, and so, consequently, on 
March 29^^ of this year, the committee voted 41 to 0, again unanimously, 
to pass H.R. 4127, the Data Accountability and Trust Act, which 
prohibits pretexting of all personal information by data brokers. 

Now, unfortunately, that bill seems to be stuck somewhere, too. So I 
would urge us to aggressively follow up on that bill’s status as well and 
consider sending a bipartisan letter to the Speaker asking him to make 
both pieces of legislation a priority, put them on the floor, and pass them. 

Mr. Chairman, thank you for holding this hearing. I know the 
witnesses will confirm what a serious problem pretexting is, and I look 
forward to working with everyone to ensure these pieces of legislation 
get a full hearing on the House floor and wing their way to the Senate. I 
yield back. 
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Mr. Whitfield. Ms. DeGette, thank you for your opening 
comments, and all of us are perplexed that legislation sometimes gets 
hung up. And it is our hope that this series of hearings on this very 
serious problem will rejuvenate the efforts to get these bills, both bills, to 
the floor. 

At this time, I recognize the Chairman of the full committee, 
Mr. Barton of Texas. 

Chairman Barton. Thank you, Mr. Chairman. 

I have a meeting today at 2 o’clock with the Majority Leader on 
some of the issues Ms. DeGette just raised. Sometimes it is not policy 
issues that cause a problem; it is committee jurisdictional issues and 
stakeholder issues. They don’t like the results of this committee’s work, 
and they try to change it or bottle it up in other committees. 

So, I mean, that is— I didn’t hear your whole statement, but— 

Ms. DeGette. You got the gist of it. 

Chairman Barton. Okay, so I am with you, and we are working 
to free some of these bills, and I have got a 2 o’clock meeting with the 
Leader to work on that. 

Chairman Whitfield, I want to thank you for holding this hearing 
today. Americans can and should be proud of the bipartisan work that 
this committee has done to put a stop to illegal and unethical activity in 
the data broker industry and to better protect citizen’s privacy. 
Investigations so far have confirmed the truth that we had earlier just 
suspected; there is a large and growing market on the Internet for 
people’s personal cell phone and landline call records. Buyers want— and 
they can get— credit card transactions, employment and salary 
information, bank account activity, and many other personal records. 
For the right price, you can even engage a data broker to trace the 
location of a cell phone as the owner goes about his or her daily life. 

I doubt very many Americans know that their personal or 
professional lives are this vulnerable to casual examination by strangers 
even in the age of the Internet. 

Unfortunately, brokers routinely lie to get their hands on this 
information and then sell the records to buyers who evidently don’t care. 
Right now, some of this or maybe even all of it, seems to be legal. This 
sort of thing used to be the province of the neighborhood snoop who 
gathered gossip by sneaking through a look at your Venetian blinds. 
Now anybody can be a private Internet spy. 

What data brokers collect lays bare people’s hopes, dreams, 
successes, and failures for the curious and the malicious to poke through. 
This subcommittee’s work, Mr. Chairman, has shown that data brokers 
through either in-house efforts or their third-party vendors gain access to 
all this information through impersonation and deceit. 
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People will likely be shocked at the information that is bought and 
sold on the Internet. While shining a light on data brokers through our 
oversight work, our legislative efforts have moved forward in parallel. 
Crafting the Prevention of Fraudulent Access to Phone Records Act, 
H.R. 4943, which was unanimously reported out of this committee, 
among other things, that bill would make it illegal to obtain cell phone 
records fraudulently as well as to solicit or sell such records. It would 
also give the Federal Trade Commission and the Federal 
Communications Commission the tools they need to shut down data 
brokers and to ensure that the telephone carriers are doing enough to 
keep consumer’s information and records secure. 

Mr. Chairman, what your leadership and this subcommittee’s 
investigation has made clear is that Congress needs to pass the Act as 
soon as possible. 

I am also open to the prospect that we may have to take additional 
legislative action in order to protect Americans from data brokers 
exploiting and selling other personal consumer information besides 
telephone call records. 

I am glad that this subcommittee has aggressively pursued these 
companies and the individuals who operate them to learn as much as we 
can about exactly how they acquire the data, to whom it is being sold. I 
have heard that data brokers are beginning to say that this congressional 
investigation invades their privacy. Can you believe that? People who 
cheat and lie for the purpose of making money are now complaining that 
they cannot cheat and lie in private. What delicious irony. The further 
irony is that many data brokers or their attorneys have insisted that they 
have done nothing wrong and that the brokering of call records and other 
information is not illegal. Many of these individuals attempt to distance 
themselves from third party vendors who procure call records and other 
information by requiring the vendor to sign disclaimers that they did not 
violate the law in acquiring the records. 

In spite of this position, I understand that during this hearing, II 
individuals, 8 of whom had to be subpoenaed to appear, may invoke their 
Fifth Amendment right against self-incrimination and refuse to testify 
when we direct questions to them about their business activities. They 
have every right to do so. But let’s be perfectly clear that their silence 
will not prevent this subcommittee from doing its job and uncovering the 
facts. 

I understand that one individual, Mr. Carlos Anderson, attempted to 
duck service of a subpoena that I had issued for his appearance before 
this subcommittee. His attorney, Mr. Hanan Isaacs, declined to accept 
service on Mr. Anderson’s behalf, and for the last 2 weeks, three U.S. 
Marshals have been trying to locate Mr. Anderson. This past Monday, 
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the Marshals served Mr. Anderson. I do not take the issue of subpoenas 
lightly. For that reason, I am very troubled by Mr. Anderson’s 
obstruction. We should not permit people who have information 
necessary to accomplish the work of this subcommittee to avoid 
legitimate inquiries, and I want to underline legitimate inquiries. 

We certainly respect Mr. Anderson’s full constitutional rights and 
would work with Mr. Anderson’s attorney to protect those rights. But 
we also understand the rights of the people of the United States of 
America, delegated through the Constitution, through the House of 
Representatives, through this committee through this subcommittee to 
protect the legitimate rights of the people of the United States. 

Let me also echo your comments, Mr. Chairman, about the 
companies that have stonewalled or ignored our subpoenas for records. 
We will continue to persue the necessary information to develop a full 
record of the data broker industry. 

Mr. Chairman, I look forward to today’s testimony and yield back 
the remainder of my time. 

[The prepared statement of Hon. Joe Barton follows:] 

Prepared Statement of the Hon. Joe Barton, Chairman, Committee on Energy 

AND Commerce 

Thank you. Chairman Whitfield, for holding this hearing today. Amerieans ean be 
proud of the bipartisan work we are doing to put a stop to illegal and unethieal aetivity in 
the data broker industry, and to better proteet eitizens’ privaey. 

The investigation has eonfirmed the truth that we had earlier just suspeeted. There 
is a large and growing market on the Internet for people’s personal eell phone and 
landline eall reeords. Buyers want, and they ean get, eredit eard transaetions, 
employment and salary information, bank aeeount aetivity, and many other reeords. For 
the right priee, you ean even engage a data broker to traee the loeation of a eell phone as 
the owner goes about his daily life. 

I doubt many Amerieans know that their personal and professional lives are this 
vulnerable to easual examination by strangers, even in the age of the Internet. Brokers 
routinely lie to get their hands on information, and then sell the reeords to buyers who 
evidently don’t eare. And all of this may even be legal. 

This sort of thing used to be the provinee of the neighborhood snoop who gathered 
gossip by sneaking a look through the Venetian blinds. Now anybody ean be a private 
spy. What data brokers eolleet lays bare people’s hopes, dreams, sueeesses and failures 
for the eurious and the malieious to poke through. 

Your Subeommittee’s work. Chairman Whitfield, has shown that data brokers - 
through either “in-house” efforts or their third-party vendors -gain aeeess to all of this 
information through impersonation and deeeit. People will likely be shoeked at the 
information that is bought and sold on the Internet. 

While shining the light on data brokers through our oversight work, our legislative 
efforts have moved forward in parallel, erafting the “Prevention of Fraudulent Aeeess to 
Phone Reeords Aet,” (H.R. 4943), whieh was unanimously reported out of this 
Committee. Among other things, our bill would make it illegal to obtain eell phone 
reeords fraudulently, as well as to solieit or sell sueh reeords. It also gives the Federal 
Trade Commission and the Federal Communieations Commission the tools they need to 
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shut down data brokers and to ensure that the telephone earriers are doing enough to keep 
eonsumers’ information and reeords seeure. Mr. Chairman, what your investigation 
makes elear is that Congress needs to pass the Aet as soon as possible. I am also open to 
the prospeet that we may have to take other legislative aetion in order to proteet 
Amerieans from data brokers exploiting and selling other personal eonsumer information 
besides telephone eall reeords. 

I am glad that we have aggressively pursued these eompanies, and the individuals 
who operate them, to learn as mueh as we ean about exaetly how they aequire the data, 
and to whom it is being sold. I’ve heard that data brokers are beginning to say that this 
eongressional investigation invades their privaey. People who eheat and lie for the 
purpose of making money are now eomplaining that they eannot eheat and lie in private. 
What delieious irony. 

The further irony is that many data brokers or their attorneys have insisted that they 
have done nothing wrong, and that the brokering of eall reeords and other information is 
not illegal. Many of these individuals attempt to distanee themselves from the third-party 
vendors who proeure eall reeords and other information by requiring the vendors to sign 
diselaimers that they do not violate the law in aequiring the reeords. 

And yet in spite of this position, I understand that, during this hearing, eleven 
individuals - eight of whom had to be subpoenaed to appear - may invoke their Fifth 
Amendment rights against self-inerimination and refuse to testify when we direet 
questions to them about their business aetivities. They have every right to do so, but let 
me make elear that their silenee will not prevent this Subeommittee from doing its job 
and uneovering the faets. 

On a related note, I understand one individual - Mr. Carlos Anderson - attempted to 
duek serviee of a subpoena that I issued for his appearanee before this Subeommittee. 
His attorney, Mr. Hanan Isaaes, deelined to aeeept serviee on Mr. Anderson’s behalf, and 
for the last two weeks three U.S. Marshals have been trying to loeate Mr. Anderson. This 
past Monday, the Marshals served Mr. Anderson. I do not take the issuanee of subpoenas 
lightly, and for that reason I am very troubled by Mr. Anderson’s obstruetion. I will not 
permit people who have information neeessary to aeeomplish our work to avoid our 
legitimate inquiries. Today Mr. Anderson will stand to aeeount for his knowledge before 
this Committee. 

Let me also eeho your eomment, Mr. Chairman, about the eompanies that have 
stonewalled or ignored our subpoenas for reeords - we will not hesitate to pursue 
eontempt proeeedings if neeessary. 

Mr. Chairman, I look forward to today’s testimony and yield baek the remainder of 
my time. 

Mr. Whitfield. Thank you, Chairman Barton. 

At this time, I recognize the Ranking Member, Mr. Dingell of 
Michigan, for his opening statement. 

Mr. Dingell. Mr. Chairman, thank you, and I commend you for 
holding this hearing. 

Illegally obtaining or selling telephone records or any other sensitive 
personal information poses a serious threat to all Americans. 

It can lead to identity theft, harm to victims of domestic violence and 
stalking, and harm to law enforcement and Homeland Security 
personnel, especially those operating under cover. This is a crime, and 
we need to put a stop to it. 
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This committee did just that, or so we thought. And I want to 
commend our Chairman for his leadership on this matter, because it was 
important. 

On March 8, 2006, the Committee on Energy and Commerce 
unanimously reported H.R. 4943, the Prevention of Fraudulent Access to 
Phone Records Act. On May 2, 2006, this bill was scheduled for 
consideration on the floor of the House of Representatives. Yet, for 
some strange reason, with no notice or explanation, H.R. 4943 
mysteriously disappeared from the suspension calendar. And it has 
neither been seen nor heard from since. It apparently has fallen into 
some kind of legislative black hole. 

Members of this committee, and the members of the public at large, 
should be told why the Republican leadership yanked this bill which was 
passed from this committee unanimously. 

I suspect that a clue can be found in the May 11^^ USA Today article 
reporting that the National Security Agency, NS A, had persuaded 
AT&T, Verizon, and BellSouth to, quote, “voluntarily,” close quote, 
hand over their customer records without customer knowledge or consent 
so that the agency could analyze calling patterns in an effort to detect 
terrorist activity. 

The Democratic members of this committee wrote a letter to 
Chairman Barton asking for a hearing. We have not had that hearing, 
and I do not see any phone companies on the witness list today or 
tomorrow. 

Why would that be? 

Also, illegally pretexting, that is, the use of false or fraudulent 
statements or representation, is not limited to consumer telephone 
records, as our witnesses will testify. With that in mind, on March 29, 
2006, this committee voted unanimously, 41 to nothing, to approve H.R. 
4127, the Data Accountability and Trust Act, which expressly prohibits 
pretexting for personal information by data brokers. 

That bill is, again, in some kind of curious legislative limbo with 
reports that important consumer protections may be eliminated. I hope 
that that is not the case, and I hope that the process on that matter is 
open. 

I commend you, Mr. Chairman, for your leadership in this 
subcommittee for holding 2 days of hearings on this issue. It is 
important. But I am concerned that also important witnesses have not 
been heard from. 

I am deeply concerned by what appears to have befallen both 
bipartisan products of this committee’s timely legislative efforts to 
address serious issues within its jurisdiction. The problem of pretexting 
will not go away; neither will consumer demands for protection. And I 



13 


suspect as the situation becomes more apparent, those complaints by 
consumers in the public at large will grow. 

I look forward to the comments of our witnesses today, and I 
commend you, Mr. Chairman, for this hearing. Thank you. 

Mr. Whitfield. Thank you, Mr. Dingell. 

And I might add that, right before you came in, in my opening 
statement, I did mention that we are talking right now to the major cell 
phone companies, the major carriers, and that the staff on both sides of 
the aisle know that those discussions are going on. And I agree with 
you; it is imperative that we bring them in, because they can play a vital 
role in this, and I appreciate your raising that. 

At this time, I recognize the Vice Chairman of the committee, Mr. 
Walden of Oregon. 

Mr. Walden. Thank you very much, Mr. Chairman. 

Mr. Chairman, I appreciate your work and that of our staff and the 
Chairman of the full committee and the Minority in trying to expose this 
industry, to pull back the curtain on this unnerving process that is going 
on in America that I think most Americans aren’t aware of And I had no 
idea that people in this audience had the ability to go out and talk their 
way through human firewalls if you will, and get access to people’s Visa 
records, their cell phone records, their location at any given moment. I 
mean, I have got a bit of an engineering background. I know that these 
cell phones never stop transmitting; you can electronically triangulate. I 
didn’t realize you could con people to figure out where somebody is 
sitting and, for as little as $50, sell that personal data to anybody, to law 
enforcement, to credit bureaus, to jealous spouses or tabloids. I just 
think this is atrocious. And yet I know there are many in this industry 
who will allege that they are partners with law enforcement. 

If you are a partner with law enforcement in this endeavor, then I ask 
the question, why are so many people, leaders in this industry, taking the 
Fifth Amendment today and refusing to participate in our investigation? 
We do have legislation pending before the full House. There are 
jurisdictional issues that will be dealt with. Mr. Chairman, this issue and 
this legislation is not going to go away. 

What we are doing here and now is not only educating Americans 
and other companies out there who may have been participants in this 
process to how abhorrent it is and how at risk their records are; we are 
also I think affecting the relationships of some of those agencies, some of 
those companies, in how they use these data miners to access this 
information. 

I dare say that if I were a customer with a company and found out 
that that company was willing to engage some of these services, I would 
not be a customer with that company long. And I think most Americans 
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will react that way. So we do see, in fact in the newspapers and in the 
media today, companies are ending their relationships now that we, this 
committee, under your leadership, Mr. Chairman, have exposed and 
pulled back the curtain on this industry. 

So the bill may have temporarily disappeared, I have every 
confidence in our full committee Chairman, Mr. Barton, that in his 
meeting at 2 o’clock today, we will get some answers about how to move 
it forward. 

There is no hesitation on the Republican side of the aisle not only to 
expose this industry but also to do something about it legislatively. And 
I commend the work of this committee and I look forward to hearing 
from those witnesses who will testify, and I’m certainly looking forward 
to hearing from Mr. Rapp, who will be most helpful in this endeavor. 
For the public’s benefit, this is a book called “American Information 
Brokerage Seminar Handbook,” that Mr. Rapp wrote, which is a 
fascinating read as a teaching tool of how to go con somebody out of 
information, your information, your private information. 

And I look forward to learning more from Mr. Rapp about the 
behind-the-curtain nature of how this process has worked and how at risk 
all of us are for our personal medical records, our Social Security data. 
In here, you can even find out how much somebody is getting paid. Now 
for Members of Congress, that is public anyway, but for the rest of 
America, it should be as private as they want it to be, just as private as 
their Visa records or their phone records or where they are sitting at any 
given moment, just because they have a cell phone, should be private 
unless they want it some other way. 

So, Mr. Chairman, thanks for the work you are doing on this. I think 
we are going to change America for the better, legislation or not, as a 
result of these hearings. 

[The prepared statement of Hon. Greg Walden follows:] 
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Prepared Statement of the Hon. Greg Walden, a Representative in Congress 
FROM THE State of Oregon 


Statement of the Honorable Greg Walden 
Regarding Patrick Baird of PDJ Services 


Oversight and Investigations Hearing on: 

Internet Data Brokers and Pretexting: Who has Access to Your Private Records? 

June 21, 2006 

Mr. Chairman, if I may, Vd like to take a moment to talk about one of our 
witnesses, Patrick Baird, owner of PDJ Services, has decided to assert his 5^ 
Amendment privilege today. But 1 think there are some important things that need to be 
said about his role in the data broker industiy. 

Mr. Baird has argued that his company is not a significant data broker. On the 
contrary, the Committee has obtained evidence suggesting that he is one of the bigger 
data brokers in the country^ Mr. Baird - who often uses his alias Chris Gamer when 
dealing with clients and vendors - owns over 70 registered URLs and is a frequent 
supplier of phone records to law enforcement groups. Additionally, 5 of the other data 
broken subpoenaed to appear here today named him as a primary source for consumer 
data. We have also found that, aside from phone records, Mr. Baird deals with all types 
of personal consumer information* everything from cell phone triangulations and credit 
card tolls, to disability and welfare benefits data and even blind credit reports. 

Mr. Baird is the quintessential data broker, a pure middle man; he passes on data 
from the vendors who pretext for it to the Pis and other customers who request it. And as 
such, he is a perfect example of how data brokers absolve themselves of any 
responsibility as handlers of people’s private information. First, he claims complete 
ignorance of how the data he deals is obtained. Mr. Baird told the Committee that he is 
not concerned with how his third party vendors procure information, and that the extent 
of his due diligence into the legality of their methods are the vendor agreements they 
sign, copies of which are included as Tab 1 19 in the document b inder. Beyond these 
contracts, Mr. Baird implements a don’t ask, don^t tell policy of doing business. Even 
when a vendor tells PDJ that it was not able to obtain a certain piece of information, Mr, 
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Baird simply passes the request on to other vendors until it is completed. The pertinent 
question for Mr. Baird is not *How?’ but rather 'How quickly?’ As for the other end of 
the data chain, Mr. Baird told the Committee that he conducts very little^ if any, oversi^t 
of how his customers use information they purchase horn him. He said that not knowing 
how clients use information is an inherent risk in the data broker world. 

Well Mr. Chairman* that is exactly why internet data brokers must be stopped. 
Individuals like Mr. Baird are making tons of money buying and selling our private 
records without even asking how the information was accessed or how it is being used. 


Mr. Whitfield. Thank you, Mr. Walden. 

At this time I recognize Mrs. Schakowsky for her opening statement. 

Ms. Schakowsky. Thank you, Mr. Chairman. 

And Chairman Barton, I think all of us look forward to getting a 
report in tomorrow’s hearing on the progress that you are making today. 

I want to congratulate the Chairman and our Ranking Member and 
this committee for having really done its job in responding to what is a 
growing concern of the American people about the privacy of their 
phone records and other records. And what we did was hold hearings. I 
am looking at the witness list from February where we had a hearing 
on, “Phone Records For Sale, Why Aren’t Phone Records Safe From 
Pretexting?” I remember it well because my Attorney General from the 
State of Illinois, Lisa Madigan, came in and talked about the pretexting 
of phone records, talked about how the Chicago Police Department had 
to put out a warning to its undercover officers that drug dealers could use 
those records to identify them. And as a consequence of the work we did 
on the committee, we did produce the bill that everyone is talking about, 
the Prevention of Fraudulent Access to Phone Records, H.R. 4943, which 
is now in some undisclosed location that we would like to figure out, and 
I hope that you do, Mr. Chairman. 

But and while it seemed very mysterious to us that the bill got pulled 
on May 2^^, since it passed out of our committee, as has been mentioned, 
unanimously, not a single opposition, another example of how our 
committee has successfully worked in a bipartisan fashion, but I felt less 
confused when, 8 days later, the USA Today did break the story that 
Mr. Dingell referred to that the National Security Agency was acquiring 
the public’s phone records from three of our major carriers without 
subpoenas, without warrants or any approval of the courts and thought, 
well, maybe because the NS A is getting these phone records, maybe that 
is the reason why this bill became suddenly too sensitive. I hope that is 
not the issue. But we did, as Mr. Dingell also mentioned, and Ms. 
DeGette, send a letter signed by all of the Democrats on the full 
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committee asking that we have a full committee hearing on perhaps that 
relationship or the reasons why this bill disappeared. 

And Mr. Chairman, we didn’t get any response that I am aware of to 
the letter that we sent on May 1 1^^. 

Nevertheless, we also did pass the Data Act out of committee; that is 
a little clearer how it has gotten caught in some kind of a jurisdictional 
fight. But clearly, this is under the purview of our committee, and we 
passed a bipartisan piece of legislation, a real quality piece of legislation 
that I hope that we are going to be able to move forward. 

So, in many ways, our committee has done our job. I look forward 
to the hearing today because we are going to go as I understand it, 
beyond phone records. The Internet has provided all of these 
opportunities to peer into the personal lives of Americans, and we need 
to address this issue. While it is the Internet that has provided so many 
opportunities for entrepreneurs and to stimulate our economy, it has also 
provided opportunities for fraudsters who sometimes are a step ahead of 
the rest of us. So we need to look into that. 

So I think that our investigations won’t end. But in the meantime, I 
think it is very important to make sure that the products that have come 
out of this committee move forward. We already have two of them. And 
I look forward to the day that those become law, even as we continue to 
explore the other issues that we are looking into today. 

Thank you, Mr. Chairman. 

Mr. Whitfield. Thank you, Ms. Schakowsky. 

At this time, I recognize Dr. Burgess of Texas. 

Mr. Burgess. Thank you, Mr. Chairman, and thank you, once 
again, to you and the committee staff for having this important hearing. 

This committee has worked diligently to protect Americans and our 
private records, and today’s hearing will further expand on why 
legislation is crucial to solving the problem. 

Through investigation by this subcommittee, we have obtained 
numerous examples, very troubling examples, of records that are 
available for sale to the highest bidder. 

Mr. Chairman, I don’t mind telling you that I was shocked by some 
of the examples that I was shown by committee staff last week in 
preparation for this hearing and the fact that these very personal records 
can be obtained so easily as people fraudulently misrepresent themselves 
to obtain phone records, credit card statements and even the results of a 
post mortem examination. 

In an age where identity theft can wreak havoc on innocent 
consumers, it is my hope that today’s hearing will not only help expose 
the pretexting problem but also, as so often is the function of this 
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committee, educate Congress and educate the public of this situation and 
the absolute need for legislation to help solve it. 

Mr. Chairman, I am a cosponsor of H.R. 4943 as are many people on 
this committee, many members on the committee, the Prevention of 
Fraudulent Access to Phone Records Act, and I look forward to its 
prompt passage in the full House of Representatives. This legislation is 
needed to ensure that our constituents’ private phone records are not 
available to the highest bidder. 

Congress expressly prohibited pretexting for financial data under the 
Gramm-Leach-Bliley Act. But that law does not preclude telephone 
records. 

Fortunately, this bill closes that loophole by prohibiting pretexting 
for telephone records and strengthens the security requirement for 
proprietary customer information, customer calling information, held by 
telephone companies. Over the next 2 days, this committee will have the 
opportunity to question various parties connected to pretexting including 
data brokers. Federal agencies, and State and local law enforcement 
officers. 

We have been able to identify some of the major data brokers 
operating in this country, and today, many of them will have the 
opportunity to testify before us and explain the legal reasons for their 
business. 

One such data broker is located in a small town right outside of my 
district in the town of Granbury, Texas. 

It is troubling that these companies are prevalent throughout the 
country, even in small town Texas. 

From my understanding, many of these data brokers have indicated 
that they will invoke their Fifth Amendment right and refuse to answer 
our questions. Of course, they have the constitutional right not to 
incriminate themselves, but it is my hope that they will cooperate with us 
to the fullest extent possible so that we can solve this problem for the 
American people. 

Once again, Mr. Chairman, thank you for your leadership on this 
issue. Our constituents and Americans across the country will all benefit 
from these new protections of their private records. 

Mr. Whitfield. Thank you. Dr. Burgess. 

If there are no further opening statements, then I would like to call 
the first witness, Mr. Adam Yuzuk. 

Mr. Yuzuk, we appreciate very much your willingness to testify 
today and to give us your personal experience of being a victim of the 
data brokers. And I will tell you that this is the Oversight and 
Investigations Subcommittee, and it is our practice to take testimony 
under oath. Do you have any difficulty testifying under oath? 
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Mr. YuzuK. No. 

Mr. Whitfield. And do you have a legal attorney with you today 
that you want to assist in any way? 

Mr. YuzUK. No. 

Mr. Whitfield. If you would stand, I would like to swear you in. 

[Witness sworn.] 

Mr. Whitfield. Thank you, Mr. Yuzuk, you are now under oath, 
and you are recognized for 5 minutes for an opening statement. 

STATEMENT OF ADAM YUZUK OF ATLANTIC BEACH, NEW 
YORK 

Mr. Yuzuk. Chairman Whitfield, Ranking Member Stupak, thank 
you for inviting me to testify before this subcommittee today. 

My name is Adam Yuzuk, and I appreciate this opportunity to 
explain what has happened to me and the possible consequences of Steve 
Kahn and Michelle Gambino’s actions. The fiasco that has unfolded is a 
truly sad state of affairs, and I will attempt to explain it. I apologize, I 
am a little bit nervous. 

On or about June 6, 2006, I contacted Cingular Wireless with a 
question concerning my bill. The Cingular rep informed me that I could 
get the same information online. And I asked how could that be 
possible. She explained by using my online account. I informed her that 
I did not have an online account. She was very insistent that I did have 
one and that I had just set it up a couple weeks prior. 

She and I proceeded to go through the personal information needed 
to set up the online account, as I knew I had not set up such an account. 
The personal information matched until we got to the e-mail address. 
My e-mail address is adam@yahoo.com, and the e-mail address on the 
account was hammyballs@yahoo.com. At this point, I knew there was a 
problem. My understanding from the Cingular rep was that someone set 
up this online account and had not made any changes, just viewed my 
account history. 

I couldn’t understand how this had happened. Shortly thereafter, I 
spoke with a Cingular supervisor. We went through all the information 
on the false account again. It became clear that someone was pretending 
to be me and reviewing my cell phone record. I was adamant that I 
wanted my information protected and this situation was unacceptable. I 
wanted the highest level of security possible. I was assured by putting a 
password on the account and having the account flagged, this could not 
happen again. 

On June 2, 2005, I also filed a police report with the Nassau County 
Police with an Officer Brennan, and it was assigned to a Detective 
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Gildbride. Detective Gildbride tried to track down the e-mail address, 
hammyballs@yahoo.com, by subpoenaing the information from Yahoo!. 
This turned out to be a dead end. Since we had no other information, we 
were stuck. 

On September 22, 2005, 1 spoke to a Cingular employee named Brad 
to inquire if anyone had tried to access my account again. He informed 
me that someone did try to get in on September 14^^ but was 
unsuccessful. It would appear in retrospect that his information was 
wrong. I called him repeatedly as he promised to check and see if, on the 
off chance, the phone call was recorded. He was e-mailing Little Rock, 
Arkansas, to see if this had occurred. He would not return my phone 
calls. I dropped the issue thinking no harm was done and Cingular had 
kept whoever it was out. 

On September 26^^, I called Detective Gildbride back and asked him 
to add the September 14^^ incident to the police report. We also 
determined that his spelling of the e-mail address was wrong and we 
would resubmit it to Yahoo!. Upon sending Yahoo! the correct address, 
they informed me that hammyballs@yahoo.com was shut down 2 years 
ago, and they had no further info. 

On October 17, 2005, my lawyers filed a Federal lawsuit/complaint 
in the United States District Court for the Southern District of New York 
with Judge Karas presiding. The lawsuit alleges fraud by former partners 
at Cipriani Accessories, Steve Kahn, Jarrod Kahn, and Evan Mittman. 
Also named in the complaint were the accountants that handled the 
company’s accounting and my own tax returns, Sol and Mark Karpman 
of Karpman and Co. 

We had started the discovery process and requested, “All documents 
concerning any investigator or other investigative service that performed 
any investigation of the plaintiff on your behalf” They initially 
responded that they objected to this request as it seeks information which 
is protected by the work product privilege. We pushed them, and by 
mid-April of 2006, we got the documents in their possession. It was a 
retainer agreement dated May 9, 2005, from Gambino Information 
Services and the Max Leather Group signed by Michelle Gambino and 
Steve Kahn. It states that, “cellular phone records shall be conducted as 
part of the request by the client. For the company’s fees for this 
investigation will be $300.” There was a packet of information dated 
June 9, 2005, File 9288, stating that they conducted an investigation to 
my, Adam Yuzak’s, phone records, and following their report, attached 
is my cell phone bill with 17 pages obviously printed from my online 
account. It was my billing cycle from May 3^^ to June 2^^. 

On 6/16, there was another invoice for, “2 telephone information”; I 
am assuming that they broke into someone else’s account, keeping in 
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mind that there might be a different phone company that they went to, 
there were canceled checks from Cipriani Accessories and the Max 
Leather Group to pay for the invoice that was split between the two 
companies. There was my phone bill with the details of the time period 
of July 3^^ to August 3^^, it was missing pages 1 through 4 and 10 through 
14; there was my phone bill for the time period of August 3^^ through 
September 2^^; there was my phone bill from September 3^^ through 
October 2^^. 

From the paperwork, it is clear that the July and August records were 
printed from my online account on September 14, 2005. The September 
record was printed on October 12^^. This means that someone broke into 
the Cingular account two additional times after my account was 
password protected and after I was given what I believed to be the 
highest level of security. 

When I realized the severity of what had occurred, I started calling 
Cingular to get explanations and help. This was extremely frustrating. 
While the Cingular employees were unfailingly polite, they refused to 
push my request any higher up the chain. 

In the process, I also spoke to the private investigator— his name was 
Robert Douglas— who was extremely helpful in unraveling how this 
occurred. He was very familiar with all of these issues. He actually put 
me in touch with your committee’s staff 

A CNBC reporter also contacted me for a documentary that they 
would run in July regarding privacy issues. We conducted the interview 
in my lawyer’s office on Monday, May 15. 

I also spoke with the FTC, who wants me to send them documents, 
but they will not tell me what they will do with the documents; who put 
me in touch with the FCC, who also asked me to send documents but 
won’t tell me what they will do with the documents. The FCC gave me 
the phone number to a Jim Bugel who is Vice President of Government 
Affairs at Cingular. After I had a strong conversation with him, he in 
turn put me in touch with Cingular’s General Counsel, Mr. Tom Meiss. 

Cingular is now suing Cipriani Accessories and Steve Kahn and 
Gambino Information Services in Federal court in the Northern District 
of Georgia. They are requesting damages and replevin of the documents. 
I will say that Cingular, as soon as they fully understood the gravity of 
the problem, because I am involved in a multi-million dollar lawsuit with 
these people and their entire counter claims are based on my stolen cell 
phone records, which is utterly ridiculous, ridiculous; once they 
understood it, they jumped on it and got right in. 

Mr. Meiss at Cingular also ran the fake e-mail address 
hammyballs@yahoo.com through the Cingular system and found several 
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more accounts that this e-mail is listed. We can only assume that all 
these accounts, these people, have had their information taken. 

Additionally, we have gone back to Cipriani, which is the company I 
am suing, requesting more documents regarding Gambino that must 
exist. We want the invoices and to date haven’t received the 
information. 

So I guess, from a human face, I would like to relay to you guys, 
how is it possible that they can open up an account in my name so 
easily? How is this possible? How is it possible that after my account 
was protected, it happened two more times? After I made everybody 
aware of it? Why is it that if you went to my mailbox and stole my cell 
phone records or stole anything from my mailbox, that is clearly illegal, 
but it is okay to pretend to be me and print out my information and sell 
it? 

It is crazy. 

Why is it so seemingly acceptable that Gambino and Steve Kahn 
would enter into a legal contract that I have, a retainer agreement stating 
that they will get cell phone records, which invoices indicate are clearly 
mine? When you Google this company, Gambino Information Services, 
you immediately come up with another name called Amy Boyer. They 
were apparently involved in a very similar thing where they gave 
information about a woman named Amy Boyer, to someone who then 
went and killed her. 

So, I find it incredible that these people are still in business. 

And now I had to be the— I am just angry. And I apologize. But I am 
just really angry that these people steal information, and now I am caught 
up in it, and I am defending counterclaims that are utter nonsense, that 
the other side has clearly stated that they have nothing, but now I have to 
go through and fight over something like this because the information 
was stolen, especially from just my point of view, they could have even 
gotten the information legally. But they instead wanted to take an easier 
route for $300 and go have my information stolen. And to top this off, I 
have spoken to the attorneys general. Nobody knows what to do with 
this. I have spoken to law enforcement. Nobody can seem to figure out 
where to go with this. It seems clear to me that they did something 
wrong, but nobody seems to understand what to do. 

Is it identity theft? What did they take? What did they take from 
me? I keep screaming, they stole my cell phone records. My attorney 
keeps explaining to me, they didn’t steal your cell phone records; they 
stole Cingular’s business records, but Cingular’s business records are my 
phone records. But, legally, it is Cingular’s records. So I sit before you, 
and I’ll answer as many questions as I possibly can. 
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This is ridiculous. This is really ridiculous. And I am listening to 
what you guys are saying, and I am hearing it, but I honestly don’t 
understand how these people can do this and cause so much harm. For 
me, it is monetary harm. It is not physical harm. It is not just monetary. 
But it is very intrusive. And it is allowing— I can keep going. 

[The prepared statement of Adam Yuzuk follows:] 

Prepared Statement of Adam Yuzuk of Atlantic Beach, New York 

Chairman Whitfield, Ranking Member Stupak, thank you for inviting me to testify 
before the Subeommittee today. My name is Adam Yuzuk, and I appreeiate this 
opportunity to explain what has happened to me and the possible eonsequenees of Steve 
Kahn and Miehelle Gambino’s aetions. The fiaseo that has unfolded is a sad state of 
affairs, as I will attempt to explain. 

1) On or about June 6, 2006, I eontaeted Cingular wireless with a question 
eoneeming my bill; the Cingular rep informed that I eould get the same info 
online. I inquired how that would be possible and she explained by using my 
online aeeount. I informed her I did not have an online aeeount. She was very 
insistent that I did have one and that I had just set it up a eouple of weeks prior. 

2) She and I proeeeded to go thru the personal information needed to set-up the 
on-line aeeount, as I knew I had not set up sueh and aeeount. The personal 
information matehed until we got to the e-mail address. My e-mail address is 
adam [redaeted] @yahoo.eom the e-mail address on the aeeount was 
hammyballs@yahoo.eom. At this point I knew their was a problem. My 
understanding from the Cingular rep was that someone set up this online 
aeeount and had not made any ehanges, just viewed my aeeount history. 

3) I eouldn’t understand how this had happened. Shortly thereafter, I spoke with 
a Cingular supervisor and as we went thru all the information on the false 
aeeount again, it beeame elear someone was pretending to be me to review my 
eell phone reeords. I was adamant that I wanted my information proteeted and 
that this situation was unaeeeptable. I wanted the highest level of seeurity 
possible. I was assured that by putting a password on the aeeount and having 
the aeeount flagged this eould not happen again. 

4) On or about June 2, 2005, I also filed a Poliee report with the Nassau County 
Poliee an Offieer Brennan, Case # CK-47835-05. It was assigned to a 
Deteetive Gildbride. Deteetive Gildbride tried to traek down the e-mail 
address hammyballs@yahoo.eom by subpoenaing the info from Yahoo. This 
turned out to be a dead end. Sinee we had no other info we were stuek. 

5) On September 22, 2005, 1 spoke to a Cingular employee named Brad to inquire 
if anyone had tried aeeess my aeeount again. He informed me that someone 
did try to get in on September 14, 2005, but was unsueeessful (it would appear 
in retrospeet his information was wrong). I ealled him repeatedly as he 
promised to eheek and see if on the off ehanee the phone eall was reeorded. 
He said he was e-mailing Little Roek to see if this had oeeurred. He would not 
return my phone ealls and I dropped the issue, thinking no harm was done and 
that Cingular kept them out. 

6) On September 26, I ealled Deteetive Gildbride baek asking him to add the 
September 14 ineident to the Poliee Report. We also determined that his 
spelling of the e-mail address was wrong and that he would resubmit to Yahoo. 
Upon sending Yahoo the eorreet address they informed us that they 
hammyballs@yahoo.eom was shutdown two years earlier and they had no 
info. 
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7) On October 17, 2005, my lawyers filed a Federal Lawsuit /Complaint, in the 
United States District Court For The Southern District of New York, Judge 
Karas presiding, 05 CV 8802. The lawsuit alleges fraud by former partners at 
Cipriani Accessories, Steve Kahn, Jarrod Kahn and Evan Mittman. Also 
named in the Complaint were the Accountants that handled the Company’s 
accounting and my own Tax Returns, Sol and Mark Karpman of “Karpman 
and Co.” I have additionally filed a complaint against the Accountants with 
New York “Office of Professional Discipline” Case #2603687 

8) We started the discovery process and we requested “All documents concerning 
any investigative or other investigative service that performed any 
investigation of the Plaintiff on your behalf’ they initially responded that they 
“objected to this request as it seeks information which is protected by the work 
product privilege” 

9) We pushed and got them in mid April of ’06 to give us the documents in their 
possession, these include 

A) a retainer agreement dated May 9, 2005 between Gambino 
information Services and The Max Leather Group signed by Michelle 
Gambino and Steve Kahn. It states “Cellular Phone records shall also 
be conducted as part of the request of the CLIENT, The 
COMPANY’S fee for this investigation will be $300.00 (Three 
Hundred Dollars” 

B) a packet of information dated June 9, 2005 File #9288 stating that the 
have conducted an investigation to my (Adam Yuzuk) phone records 
and the following is their report. Attached is my Cell phone bill 
detail, 17 pages obviously printed from my online account. Billing 
Cycle 5/3/05-6/2/05. 

C) 6/16/05 invoice #6965, including “2 telephone information,” I am 
assuming they broke into someone elses account, keeping in mind 
that it may be a different phone company. 

D) Cancelled Checks from Cipriani Accessories and The Max Leather 
Group to pay the invoice, it was split between the two companies. 

E) My phone bill with detail for time period 7/3/05-8/3/05, missing 
pages 1-4 and 10-14. 

F) My phone bill with detail for time period 8/3/05-9/2/05. 

G) My phone bill with detail for time period 9/3/05-10/2/05. 

10) From the paperwork it is clear that the July and August records were printed 
from my online account on 9/14/05. 

11) The September record was printed on 10/12/05. 

12) This means that someone broke into my Cingular account two additional times 
after my account was password protected and I was given what I believed was 
the highest level of security. 

13) When I realized the severity of what had occurred, I started calling Cingular to 
get explanations and help. This was extremely frustrating, while Cingular 
employees were unfailingly polite they refused to push my request higher up 
the chain. 

14) In the process I also spoke with a private investigator who was very familiar 
with all of these issues, he put me in touch with your Committee’s staff. 

15) A CNBC reporter also contacted me for a documentary they will run in July 
regarding privacy issues. We conducted the interview in my lawyers’ office 
on Monday 5/15/06. 

17) I also spoke with the FTC who wants me to send them the documents (I 
haven’t yet) and the FCC who also wants the documents. The FCC in turn 
gave me a phone number to a Jim Bugel who is a Vice President of 
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Government Affairs at Cingular, he in turn put me in toueh with Cingular’s 
General Counsel, Mr. Tom Meiss. 

18) Cingular is now suing Cipriani Aeeessories/Steve Kahn and Gambino 
Information Serviees in Federal eourt in the Northern Distriet of Georgia. 
They are requesting damages and “replevin of the doeuments.” 

19) Mr. Meiss at Cingular also ran the fake e-mail address 
(hammyballs@yahoo.eom) thru Cingulars system and found several more 
aeeounts that this e-mail was listed, we ean only assume that all these aeeounts 
(PEOPLE) had their information taken. 

20) Additionally we have gone baek to Cipriani requesting more doeuments 
regarding Gambino that must exist, we want the invoiees for the 9/14/05 and 
10/12/05 ineidents. To date we have not reeeived the requested information. 

QUESTIONS 

Why is it they so easily opened an on line aeeount in my name ? 

Why is it they eould so easily break into my aeeount after it was was proteeted and 
Cingular knew of the problem? 

Why is it illegal to steal my phone reeords from my mailbox or my home but 
seemingly ok to pretend to be me (pretext) aeeess my information, print it out and then 
sell it? 

Why is it so seemingly aeeeptable that they (Gambino & Kahn) would enter into a 
legal eontraet the “retainer agreement” stating they will get “Cellular Phone Reeords,” 
whieh invoiees and paperwork elearly indieate are mine? 

After the Amy Boyer murder ease in New Hampshire, how is Gambino still in 
business and openly selling telephone information? 

Respeetfully Yours, 

Adam Yuzuk 

Mr. Whitfield. Well, Mr. Yuzuk, we appreciate your testimony 
and certainly understand your emotional feeling about this and your 
intensity in the way you feel about it, and of course, that is one of the 
reasons we are having this hearing today. You have heard that 
two pieces of legislation have already been reported out of this 
committee, but the more we look into it, we certainly understand the 
complexity of this. And we recognize that law enforcement is also 
having difficulty with the prosecution of a lot of these cases because the 
State laws, the Federal law, and the whole area is sort of murky. And so 
your testimony, along with others, can go a long way in helping us try to 
develop a real solution to protect the American people. 

So I want to thank you for being here. I am assuming from your 
testimony that you would not have known anything about this except that 
you had a question about your account; is that correct? 

Mr. Yuzuk. Correct. I called up. I was checking something on my 
phone bill, and she just suggested, why don’t you look at it online? 
Otherwise, this could have gone on indefinitely. And I guess what needs 
to be made clear is that I then protected the account. 

Mr. Whitfield. When you say protected, you mean a password? 
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Mr. Yuzuk. I password protected it, and they red-flagged the 
account that you had to be talking to me to get through with a password, 
everything; it was very clear. On top of that, I had my cell phone bill set 
up so that there was no detail on it because I was worried whoever it was 
would steal it out of my mail because, at the time, I didn’t know who it 
was. So I have no detail on my cell phone bill, yet they went back in 
September and October, pulled it off online with all the detail. So they 
had more information about me than my own cell phone bill. 

Mr. Whitfield. Do you have any idea how they obtained your 
password? 

Mr. Yuzuk. Cingular was suggesting to me that maybe I told 
somebody what the password was. And I informed them that not only 
has it not been written down, but I am in a pretty nasty fight with these 
people. The last thing I am about to do is hand over my password to 
them. And they said, maybe they overheard you or something. It was 
just, no real answer. And where we got to was that they believe that 
there was something they termed to me as social engineering, that the 
private investigator would call back over and over and over until they 
found somebody in Cingular who was sympathetic that they could get 
through. 

Mr. Whitfield. That is the explanation that Cingular gave to you? 
Mr. Yuzuk. Yes. 

Mr. Whitfield. Now, how would you characterize your 
relationship with Cingular as you went through this process? You 
touched on that they didn’t really become serious about it until they 
discovered about the lawsuits, but— 

Mr. Yuzuk. I will tell you that my feelings with Cingular, going 
from the bottom up, they would not allow this to go up. I called, 20, 30 
times, I begged, for help. I literally begged and said, could you please 
put me in touch with the general counsel? Please put me in touch with 
somebody in your company that I can talk to that will know how to deal 
with this situation. They refused to push it any higher. They were polite, 
but they would not push it any higher. It wasn’t until I got the private 
investigator that I mentioned, Rob Douglas, put me in touch with the 
FTC who was— there was no place to go with that either, which I was 
kind of surprised, and then they gave me the FCC, and they gave me 
somebody at Cingular. And Cingular from the top down, to be quite 
honest, once I ripped into them, he all of a sudden woke up and then had 
the general counsel call me. 

And to be quite honest, you can see, I am not afraid to come out. I 
can’t imagine how anybody else would be trying to deal with this. I 
can’t even get the Attorney General moving on this. 
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Like, it is just amazing because nobody can figure out, is it an 
economic crime? Is it an identity theft? You know, everybody bounces 
me from one person to the next because nobody knows what to do with 
it. 

Mr. Whitfield. And you live in New York. 

Mr. Yuzuk. Yes, Nassau County. 

Mr. Whitfield. Now let me ask you— if I were you, of course I 
would be upset about realizing my private records are out there but then 
maybe even more apprehensive when I found out that the name Gambino 
was involved in trying to get this information. How did you find out the 
name of Gambino? 

Mr. Yuzuk. It was through the discovery process of the lawsuit 
because we asked them for any document of any investigations that were 
done to me. And this is something, you know, to me is a big question 
which I can’t get an answer to. They asserted an attorney-client 
privilege, and I am curious how their attorneys are protecting stolen 
information that any reasonable person would know is stolen, because I 
did not give it to them. I obviously did not call them up and say, here, 
here are my phone records. 

Mr. Whitfield. But now this agreement between Cipriani 
Accessories— that agreement was for $300, and they used that— that was a 
contract to obtain your information. And Cipriani, are those your former 
partners in business or some other— 

Mr. Yuzuk. Yes. 

Mr. Whitfield. So you all separated and they took it on themselves 
to— 

Mr. Yuzuk. They knew that I am alleging fraud against them. 
They know that I have everything dead on. They needed something to 
base their counterclaims on because they had nothing. 

In addition, I just want to add that, besides these stolen cell phone 
records, they have nothing for their counterclaims. They have admitted 
they have absolutely nothing to base their counterclaims on other than 
these cell phone records which to me. Honestly, I don’t even understand 
the process, how this stuff can be used against me — 

Mr. Whitfield. Right. 

Mr. Yuzuk. -in this way. 

Mr. Whitfield. Right. But the only way you have really been able 
to obtain the specific information to know exactly who requested this 
information was through a lawsuit. You were not able to obtain it prior 
to that, were you? 

Mr. Yuzuk. No, because I wouldn’t have known who was looking 
at my information. 
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Mr. Whitfield. So you had this lawsuit with your former partners 
and, through the discovery process, realized that they were the ones that 
did it? 

Mr. Yuzuk. Yes, and once they asserted the attorney-client 
privilege over it, we knew something was wrong. 

Mr. Whitfield. Right. 

Mr. Yuzuk. So we just kept digging at it and got the records and 
from there— I actually was in a discovery meeting yesterday with them 
for about 9 hours, and Cipriani still asserts they did absolutely nothing 
wrong, and they can’t even understand how this is a problem because 
they went legally to somebody and got the information. 

Mr. Whitfield. Well, the thing that is so perplexing about this, the 
average victim out there who may not be involved in a lawsuit may never 
be able to find out who is requesting this information. 

Mr. Yuzuk. Once I spoke with the General Counsel over at 
Cingular, Tom Meiss, we had the e-mail address that they used on my 
account, and when I asked him and pushed him and I said, why don’t you 
run it through your system because, obviously, there are going to be 
other people this happened to, after a little bit of pushing, he did that. All 
of a sudden, a bunch of other things popped up; and I don’t think they 
really wanted to share them with me because that could put them in a bad 
position. 

Mr. Whitfield. Now you made one comment in your opening 
statement, Gambino, and that was linked with the name Amy Boyer. 
Now who is Amy Boyer? 

Mr. Yuzuk. Amy Boyer, from what I understand— and it is only 
from newspaper articles, from what I have read— was a woman that was 
killed in New Hampshire because Gambino Information Services— 
Michelle Gambino had pretexted to get her information. I guess 
somebody from her old high school— I am just telling you what the article 
says. Somebody from her old high school had wanted to find this 
woman, was obsessed with her, had an information broker find the 
person and got all the information, called the woman at work, found out 
when she worked, all this stuff by pretexting. The person who bought 
the information then went to her workplace as she came out and killed 
her. 

So I just found it very interesting. And I guess the way that I even 
got started on this whole thing is, once I Googled the Gambino 
Information Service and this came up, I figured they had to be on 
somebody’s radar. How could it be they are doing this to me and they 
have been involved in this and they are not on anybody’s radar? So I 
called the lead prosecutor in New Hampshire that prosecuted that case. 
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He, in turn, put me in touch with the private investigator who led me to 
you guys. 

Mr. Whitfield. Okay. At this time, I will recognize Ms. DeGette. 

Ms. DeGette. Thank you, Mr. Chairman. 

Well, Mr. Yuzuk, you are understandably frustrated. Frankly, I used 
to practice law for a long time; and anybody involved in a lawsuit like 
you are, it is like double the frustrations. So I can really understand. 

After hearing your testimony and your answers to the Chairman’s 
questions, it would seem to me that it would be a super good idea to get 
the telephone companies in here to talk about how they are disclosing 
this information. Wouldn’t you agree with that? 

Mr. Yuzuk. Yes. 

Ms. DeGette. If we got Cingular in here under oath, that would be 
a good step towards figuring out what they know about how this 
information is freely given out about their customers records, wouldn’t 
it? 

Mr. Yuzuk. I believe that to be true. 

Ms. DeGette. Okay. Have you looked at this bill that we keep 
talking about, H.R. 4943, the Prevention of Fraudulent Access to Phone 
Records Act? 

Mr. Yuzuk. To be quite honest with you, I have never heard about 
it until — 

Ms. DeGette. As a lot of us said, we actually passed this bill from 
this committee in May, and then it was supposed to be unanimously 
bipartisan, and then it was supposed to go to the floor, and somehow it 
mysteriously got pulled. Did you hear that? 

Mr. Yuzuk. Yes, I heard. 

Ms. DeGette. One thing you talked about in your testimony, you 
talked about how the problem seems to be no one can quite identify what 
the crime is or what the cause of action is as to what has happened to 
you. Is it identity theft? Is it other things? Right? 

Mr. Yuzuk. It is exactly it. Now I am embroiled in this lawsuit. 

Ms. DeGette. Right. 

Mr. Yuzuk. So what have they done to me? I am angry at my 
former partners for hiring these people to go do this. So what do I go 
after them for? 

Ms. DeGette. Right. So I was sitting here while I was listening to 
you looking at this bill. Let me just read you a couple of sections of the 
bill, and you can tell— I know you are not a legal or a legislative expert, 
but just in your layman’s view do you think this might help, if we pass 
this bill, with your satisfaction? 

Section 101. It is called “Prohibition on Obtaining Customer 
Information by False Pretenses. It shall be unlawful for any person to 
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obtain or attempt to obtain or cause to be disclosed or attempt to cause to 
be disclosed to any person, customer, proprietary network information 
related to any other person by making a false, fictitious, or fraudulent 
statement or representation to an officer, employer, agent of a 
telecommunications officer, or providing any document or other 
information to these same people that the person knows or should know 
to be forged, counterfeit, lost, stolen, or fraudulently obtained or to 
contain a false, fictitious, or fraudulent statement and representation.” 

That would help, don’t you think? 

Mr. Yuzuk. That would be hugely helpful. 

Ms. DeGette. Hugely helpful. 

Mr. Yuzuk. My only question is, because I don’t understand and I 
am learning, is that also civil and criminal? 

Ms. DeGette. It is civil. 

Now let me read you just the first little part of Section 202, which is 
called expand— because the section I just read you, it talks about people 
who are getting customer information for— so Section 202 talks about 
expanded provisions for detailed customer records. And subsection 
(a)(1) of that says, “privacy requirements for telecommunications 
carriers.” Then it says, “except as required by law, permitted by this 
paragraph, a telecommunications carrier that receives or obtains 
individually identifiable customer proprietary network information, 
including detailed customer telephone records by virtue of its provision 
of the telecommunications service, shall only use, disclose, or permit 
access to such information or records in the provision of such carrier of 
the telecommunications service from which information is derived or 
services necessary to or used in the provision of such 
telecommunications services.” 

That would be helpful to you, too, wouldn’t it? 

Mr. Yuzuk. I wish you guys would have done this 2 years ago. 

Ms. DeGette. Well, it would be good if we did it now. 

Mr. Yuzuk. It would help the next person. 

Ms. DeGette. A year ago would have been good, but now— 

So those things would directly address what your problem is, right? 

Mr. Yuzuk. Yes, it would directly address what happened to me. 

Ms. DeGette. And have you— in your mission here, have you had 
the opportunity to talk to other people or do you have some sense of how 
many other people this is happening to? 

Mr. Yuzuk. The best gauge I get of that is by talking to that private 
investigator, Rob Douglas. Because he seems to have his fingers in a lot 
of pots with this and seems to see a lot of it going on, and he was the one 
that sort of connected a lot of the dots as to what was happening. It was 
kind of interesting it was a private investigator that did that. But he 
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seems to understand that he thinks it is fairly widespread. He informed 
me that Gambino Information Services mainly focuses on financial 
information, and I was probably more of a fluke that they went after my 
telephone stuff 

Now I am also pretty upset that my former company, I am 
speculating, gave all my personal information over, my Social Security 
number, to these people. Obviously, there is something wrong with that; 
and now God only knows what they could be doing with that. 

Ms. DeGette. Right. 

Mr. Yuzuk. So the telephone thing might be the tip of an iceberg 
that is going to take years to unravel. 

Ms. DeGette. This is the whole reflection of something this 
committee has been looking at, a lot which is what do we do in this area 
of technology which helps people to also protect their privacy, and it 
seems to me that we need to really pass real laws that deal with this. 

Mr. Yuzuk. You know, from what I have learned in speaking and 
talking to the Attorney General’s office numerous times in New York, 
everybody is a little confused as to what to do with it. They kind of 
think, well, it could fit into this and it could fit into this, but it is not quite 
this and not quite that. And I apologize for being simplistic about it. 
Why is it clear if you steal it from my mailbox that is a problem, but if 
you take it off the Internet pretending to be me, it is okay? 

Ms. DeGette. Right. That is what this is supposed to address. I 
agree with you, and we are going to keep pushing to try to get this 
passed. 

Thank you, and I yield back the balance of my time. 

Mr. Whitfield. I might say, Ms. DeGette, our staff has uncovered- 
-we know there are tens and tens of thousands of victims out there. And 
I might just say for your benefit, Mr. Yuzuk, unfortunately. Congress is 
pretty fragmented and balkanized; and while this committee can pass 
legislation dealing with civil penalties and so forth in the area of 
jurisdiction when we get involved in the criminal side of it, then it goes 
over to the Judiciary Committee and they work those sides. So that we 
always get frustrated by the lack of progress that we are making as well. 

Ms. DeGette. Mr. Chairman, if you would yield. This bill was 
scheduled on the floor for at least the civil part, and at least that would 
help. Then the Judiciary Committee, if they wanted to, could do a 
criminal companion bill. 

But it is not like this bill had a referral to the Judiciary Committee 
and got stuck there. It was actually scheduled for a vote on the floor. 

Mr. Whitfield. Absolutely. There was a jurisdictional dispute. 
And, anyway, hopefully, that is going to be resolved this afternoon. 

At this time, I recognize Mr. Walden. 
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Mr. Walden. Mr. Yuzuk, thank you again. Sorry we have to meet 
like this, as they say. But you have really helped us better understand the 
plight of an individual who has been victimized by these data mining 
companies and apparently by others. 

You have mentioned trying to get some action out of an Attorney 
General. Who is that? Which Attorney General? 

Mr. Yuzuk. I contacted Eliot Spitzer’s office. I went through, I 
think, three different attorneys there— I have it all written down— but three 
different attorneys there, of which two of them were civil, one was 
criminal. After we had gone through and explained the stories over and 
over and over— it went from like an economic bureau to identity theft 
bureau that doesn’t have jurisdiction because I live in Nassau County but 
it happened in Queens where I live. So they couldn’t help, and then they 
sent me — 

Mr. Walden. So you really got the runaround. 

Mr. Yuzuk. Now I have the Nassau County Attorney General. I 
spoke with him 2 weeks ago. I mean, I am happy I got this invitation so 
I could fax it to the Attorney General and say hey, wake up, please. 

Mr. Walden. This is the State Attorney General in New York? 

Mr. Yuzuk. Yes. 

Mr. Walden. Just for the record, my understanding is we have got- 
-our staff has scheduled two interviews for next week with Telco- 
Telephone Companies to do the kind of background interviews I assume 
they did with you and they are doing with others; and they are working 
on scheduling at least three others for the committee’s work. This is 
going on. We are going to continue. There is no calling off our 
investigators there. They are the best in the country at what they do, and 
they are not going to quit until we get all the answers. 

I am curious. What else has Cingular done for you since the facts 
about the Gambino came to light? Have they worked with you on 
establishing a safeguard? What is your trust level now? I can appreciate 
your frustration to say I got this fixed, I got password protection, now 
things are good to go, and then you discover they are not. 

Mr. Yuzuk. I got to the point where there is a regional supervisor 
that I made be put on the account. The account is red-flagged, that 
nobody can go on to that account without first getting approval from the 
regional supervisor, which is obviously a little impractical and silly, but 
it is the only thing I could possibly think of to deal with this. Because, 
obviously, the password was being bypassed, which— 

Mr. Walden. How did that happen? I know you talked about that 
you must— they think you must have given it out or something, but, 
obviously, there would be no incentive for you to do that. 

Mr. Yuzuk. Ifl may speculate- 
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Mr. Walden. Sure. 

Mr. Yuzuk. I believe that they called Cingular over and over and 
over: “I can’t remember my password, I can’t remember what happened, 
it is me, here is my address, here is my Social Security number.” 

Mr. Walden. So they give them everything else? 

Mr. Yuzuk. This is speculation. It was my former employer. They 
gave all of my information over. The investigative service would know 
virtually everything about me. 

Mr. Walden. I think we are going to hear from Mr. Rapp later on, 
he is one of the masterminds and was in this industry, and I think can 
really help us better understand this concept of social whatever— 

Mr. Yuzuk. Social engineering. 

Mr. Walden, —where you work somebody down, you beg, you 
plead, you do everything legitimately to get help. Only they are doing it 
in a con to get access to somewhere they don’t belong. 

Mr. Yuzuk. Correct. 

Mr. Walden. And that some good-intentioned, well-intentioned 
person on the other end says, oh, Mr. Yuzuk, okay here, yeah, you have 
given me 99 percent. Here is the other one. 

Mr. Yuzuk. They can call on a ton of different pretenses, so to 
speak. It is a frustrating process. 

Mr. Walden. What has happened, I am curious, on Detective 
Gildbride and the Nassau County police end? Have they been making 
any progress? 

Mr. Yuzuk. I realized very quickly this is not something very high. 
There wasn’t any place to go with it. At the time, we weren’t able to 
trace back the e-mail address, and we didn’t have the discovery 
documents available yet. The discovery documents literally in the last 
2 months have come to light. 

Mr. Walden. I know the police agencies are terribly overloaded, 
but I think you mentioned something earlier in your comments about an 
iceberg, and icebergs aren’t very high out of the water. Sometimes they 
can run really deep, and perhaps if they looked into your case as we are 
doing, they might find this whole other piece of the iceberg that is 
affecting a lot more Mr. Yuzuk’ s out there. 

Mr. Yuzuk. To me, the logical thing to do, which is what I 
expressed to Cingular, run that e-mail through your system. I don’t 
know why Cingular doesn’t talk to MCI or Sprint or whatever and say, 
guys, look out for this; run it through your system. Because anybody 
that gets hit with this e-mail, you know something is wrong. You could 
probably ferret out a tremendous amount of these people very quickly by 
doing this. At least you would get that first— 

Mr. Walden. A wave of them. 
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Mr. Yuzuk. Some of them would be smart enough to go deeper, 
but you would get that first shot at them. That is the kind of stuff— I 
don’t know whether Cingular did advise other phone companies or 
anybody— maybe there needs to be a way that they let somebody know 
this happened. 

Mr. Walden. That is a good point. I have been in small business 
for 20 years in a small town, and our chamber and others have a 
checkflash that goes around. When somebody passes a bad check, they 
let everybody else in the community know that. So if checks have been 
stolen or something, other merchants are made aware right away. You 
wonder if there isn’t some data mining flash that could go out to other 
phone companies. I don’t know. 

Do you know why the pages were missing from the copy of your 
July phone bill that Gambino was able to acquire? 

Mr. Yuzuk. No. After yesterday, I got— when I was in discovery I 
made them pull out the records, and mysteriously they reappeared, the 
pages reappeared. So it turned out to be just the regular phone records. 
So I don’t know why they were hiding it to begin with, but we asked 
their attorneys three or four times for the missing pages, and they kept 
saying that they didn’t have it; it was thrown away. Yet yesterday, 
literally yesterday, when I went through it and I flipped through it in their 
offices, it was there. I think it was just an oversight. 

Mr. Walden. So you don’t suspect anything beyond oversight? 

Mr. Yuzuk. No. But, honestly, they are using the counterclaims. 
They are using the cell phone records to give me a hard time, and it was 
a further way to make an arc. 

Mr. Walden. I am curious. How did CNBC find out about you? 

Mr. Yuzuk. Through the private investigator. 

Mr. Walden. Mr. Douglas. 

Mr. Yuzuk. He knew a lot of different people who are interested in 
this. What was good at least, that they liked and they were able to use, I 
had everything documented. I have all of the records; and, you know, I 
can definitely explain it and it was still fresh. I mean, this has happened 
in the last year. It is still going on. 

Mr. Walden. So you are the possible poster boy for this nonsense. 

Did you have something else? 

Mr. Yuzuk. We haven’t gone in front of the Federal judge yet, and 
I am curious what his take on this is going to be. 

Mr. Walden. I sure appreciate this cooperation with this panel and 
your investigation, and we are hopefully going to change this law or 
create a new law which protects people like you and other Americans 
who have suffered untold hardship from credit issues to literally perhaps 
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of their own life as a result of what happens here. So we look forward to 
that. 

Mr. Chairman, I have to go to another committee that is marking up 
a bill. I have an amendment on. So I will return as soon as we are done 
with that, and I appreciate your leadership on this. 

Mr. Whitfield. Thank you. 

At this time, I recognize Ms. Schakowsky. 

Ms. Schakowsky. Thank you, Mr. Chairman. 

The wonders of the Internet. We just got an e-mail of the article in 
the San Francisco Chronicle. Let me read this to you. While it doesn’t 
directly bear on your case, it is relevant to this issue. 

AT&T has issued an updated privacy policy that takes effect Friday. 
The changes are significant because they appear to give the Telecom 
giant more latitude when it comes to sharing customers’ personal data 
with government officials. The new policy states that AT&T, not 
customers, owns customers’ confidential information and can use it, 
quote, “to protect its legitimate business interest, safeguard others or 
respond to legal process.” 

Policy also indicates that AT&T will track the viewing habits of the 
areas of its new video service, something that cable and satellite 
providers are prohibited from doing. Moreover, AT&T is requiring 
customers to agree to its updated privacy policy as a condition for 
service, a new move that legal experts say will reduce customers’ 
recourse for any future data sharing with government authorities or 
others. 

So in order to— you know, you are saying, how could this not be 
illegal when someone can’t go into your mailbox? At least AT&T, 
formerly SBC, is trying to, as a matter of its company policy and very 
contrary to the legislation that we are passing, hopefully, trying to set a 
policy that says it is just fine. It is not yours anymore. When you sign 
the agreement, they own it. They can do what they want with it. 

What is your reaction to that? I am assuming it exacerbates your 
frustration. 

Mr. Yuzuk. Ma’am, it is comical. It is absolutely comical. They 
are not stealing my records or even your records, so to speak. But they 
are stealing AT&T’s records or something like that. But this whole 
explanation just defies logic of how this is going and how they can’t 
think that that information is not valuable to whoever really owns it. It is 
terrible. 

Ms. Schakowsky. I am wondering if you can estimate— I am trying 
to imagine your life in dealing with this. How much time have you had 
to try and spend on this to rectify that and what kind of costs, if you care 
to share that, you have incurred in trying to deal with this. 
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Mr. Yuzuk. Well, we have a— now I have a lawsuit that was clean 
on my side, that I was going in and there really was nothing that they 
could do; and now they have muddied the water with counterclaims that 
are utter nonsense because of these cell phone bills that, if some 
craziness occurred, could cost me millions of dollars based on what their 
counterclaims are. Which is incomprehensible to me. It really is— 

Ms. SCHAKOWSKY. How much of your life is involved now in doing 
this? 

Mr. Yuzuk. This is daily. It is— and you are talking about the cell 
phone part of it. It is dealing with whether it is Cingular and getting 
them moving, whether it is who is calling the attorney generals, whether 
it is discussing it continually with my own lawyers. You know, it is 
getting everybody sort of lined up in this. It was me getting together 
with this committee, getting all of that put to bed, all of these different 
parts of the puzzle. I was probably spending an hour or 2 almost every 
day just dealing with this. 

Ms. SCHAKOWSKY. And all of this really gets back to the breach of 
your private information, I mean, the problems that you have had. 
Obviously, it has gone into some other directions, but it is the breach of 
your private information that has led down this path. 

Mr. Yuzuk. Yes. Them having information about me that they— 
which is a shame that all of this, which I mentioned earlier, which they 
could have legally gotten this and it could have been fine. They would 
have just had to wait. And this was a quick fix to creating counterclaims. 

So, you know, while this is not a case like a murder case or 
something like that, to me it is very, very personal; and I am sure all of 
the people that I have spoken to on the phone were not thrilled that their 
phone numbers were now given out to these people. 

Ms. SCHAKOWSKY. Has Cingular-they seem to have at least 
partially addressed your issue by having it go through, what, this regional 
supervisor or whatever. Is there any indication that they have improved 
their security for others? 

Mr. Yuzuk. Quite honestly, I wouldn’t know. Because I have been 
dealing with them strictly on my issue. Obviously, I have had 
conversations with them, and I have suggested this is a problem, but they 
are a very big company and they — 

Ms. SCHAKOWSKY. Well, you asked questions at the end of your 
testimony. Did Cingular ever give you answers to these questions? 

Mr. Yuzuk. Yes. They said, with my Social Security number, my 
home address, with my mother’s maiden name, things like that, anybody 
could open up the account for me. And to me, the first faux pas, the first 
accident was one thing. After I password protected it, red-flagged it, I 
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don’t know what else I should have done, and they got in again and 
again. So like on my side of the table, what am I supposed to do? 

Ms. SCHAKOWSKY. You may have answered that already. So how 
could that have happened? Did Cingular explain that to you? 

Mr. Yuzuk. They didn’t have, from my point of view, a very good 
explanation. They explained to me that maybe I gave them my 
password. I gave the other side my password, the private investigator my 
password so they could break in, which I didn’t quite find really 
believable. They said maybe you were having a conversation and 
somebody overheard you say it. I was like, that there was no way. It 
was, maybe you wrote it down. I said, no, it is not written down 
anywhere. I shred every document. There is no way it is not possible. 

Ms. SCHAKOWSKY. So they did not take responsibility and 
suggested that you perhaps inadvertently had given the information. 

If you were— I mean, I realize this isn’t your business— I mean, your 
profession— but I am wondering if you had, as a result of this experience, 
had any thoughts of what carriers could do to strengthen their internal 
controls against this kind of fraud. 

Mr. Yuzuk. Yes. Obviously, just using somebody’s Social 
Security number and it being a male— like a man on the phone calling, 
saying I am this person, is really not acceptable. It can’t function like 
that. Because these types of things can happen. So that would be the 
first thing. 

I would also think that they should go after these people rather 
harshly. And what was surprising to me was, from the bottom up, when 
I was going after Cingular, why I am sure the people who are sitting here 
today who do this for a living don’t worry about it, because Cingular 
didn’t move. They didn’t want to know from this. It wasn’t from when I 
went from the top down and I pushed, all of a sudden they woke up and 
started moving. Now I will say that they jumped on it, and they are 
going full force. But it was not happening for me as a customer going up 
the ladder. That did not happen. Which is why I would imagine so 
many of these people are so brazen in what they are doing, because they 
know nobody is going to come after them. 

Ms. SCHAKOWSKY. Thank you very much. Appreciate your 
testimony. 

I yield back. 

Mr. Whitfield. Thank you. 

At this time, I recognize Dr. Burgess. 

Mr. Burgess. Thank you, Mr. Chairman. I appreciate you being 
here today. 
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I won’t take the entire time allotted to me. I guess the question— I 
apologize for being out of the room. How was your Social Security 
number obtained? 

Mr. Yuzuk. At this point, we do not know, until I guess we depose 
Michelle Gambino and ask her if my former partners gave her my 
information. I speculate that that is exactly what happened. 

Mr. Burgess. So they would have had access to your payroll data 
because of your prior partnership? 

Mr. Yuzuk. Everything, everything about me. 

Mr. Burgess. Now your Cipriani Associates that you are in the 
legal dispute with, they said they obtained this information legally. They 
went and bought it from a company, and so it is not their fault. 

I guess the question that I would ask, in your opinion, who is really 
at fault here for your personal information being divulged to a party who 
is opposing you in a lawsuit? 

Mr. Yuzuk. It is a very, very interesting question. Because when I 
have asked the attorneys this type of stuff, I get different answers. 
Because one of the things that comes up which I have gotten from some 
of them is what would a reasonable person assume? Wouldn’t a 
reasonable person know that you can’t go get somebody’s phone records 
and have my phone records? There is no legal way to do that because 
how could you have it if I didn’t give it to you? They didn’t steal it. 
How could you possibly have it? 

They seem to think because I went and spoke to this person who 
spoke to that person, that now all of a sudden it is okay to get the phone 
records. And this is stuff I honestly don’t understand. 

So, from my point of view, a reasonable person knows if all of a 
sudden somebody handed you my phone bill, you would know if I didn’t 
give it to you, there is a problem. 

I apologize if I am not answering. 

Mr. Burgess. I think that is satisfactory, and it points to the fact 
why they tried to blame you for having perhaps divulged your Social 
Security number or your e-mail address in a conversation that you didn’t 
remember. 

Well, let me ask you this— and I think we have been through most of 
your story. There is a possibility that we will have some of the phone 
companies here to talk to at some point. Is there a question that you 
would like us to ask on your behalf of Cingular or the phone companies 
in general? 

Mr. Yuzuk. Not from me so much as a person, because the milk is 
already spilled. I would tell you that they need to have some division or 
something set up within the phone companies so when this happens there 
is a path you can go down so it can reach high up enough in the chain 
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that they address the situation. Because I can tell you that I was on the 
phone pounding, and I could not move it forward. I was not afraid to go 
in again and again and again, and I just kept hitting a ceiling over and 
over. 

So if you would ask me one concrete thing that the phone company 
has to have is, when somebody calls up with a complaint like this, it has 
to have a way of going up the chain. 

Mr. Burgess. So they have to assign a much higher priority to this 
complaint. 

Mr. Yuzuk. It has to reach a level that they realize it is a huge 
jeopardy. In my case, from my personal point of view, it is millions of 
dollars at stake; and I can’t get them to wake up. I am begging them on 
the phone to help me. 

Mr. Burgess. But, on the other hand, someone who calls 
persistently and drives over and over again to get your information was 
apparently successful at doing so. 

Mr. Yuzuk. Because they could get that at the level. 

Mr. Burgess. At the other level. 

Mr. Yuzuk. But they were clear they couldn’t put things higher. 
They could give away my personal stuff, but they couldn’t give me to the 
next guy up. 

Mr. Burgess. Very good. 

Mr. Chairman, as always, fascinating and certainly look forward to 
hearing the other witnesses. 

Thank you, Mr. Yuzuk, for giving us your time. 

Mr. Whitfield. Thank you. 

At this time, recognize Mr. Inslee. 

Mr. INSLEE. Thank you. 

I just principally want to thank you for being here in the hopes that 
your effort will jog Congress as you have not been able to jog the phone 
company. 

Mrs. Blackburn and I introduced a bill January of this year. It is 
what we call around here a “no-brainer” bill that basically makes pretext 
calling a wrongful act to get to the bottom of this. And Congress is still 
fiddling around this many months later while there are thousands of other 
people we believe in exactly your condition out there calling their phone 
companies today trying to fix this problem. 

I want to thank you for coming, and I hope you will light a fire under 
Congress by your willingness to come here today that you couldn’t light 
a fire under your phone company. So I want to thank you for being here 
and give you a free thought. If there is something you want to tell us that 
you haven’t already— 
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Mr. Yuzuk. I would like to thank you all; and, as a person on this 
side of the table, I need help. And it is not only me. I am sure there are a 
lot other people that need help. Whatever the jurisdiction and fighting 
that is going on, I just need help. 

Mr. Inslee. We would like to have that cry of help answered in 
getting this bill on the suspension calendar and pass this. Thanks for 
being here. 

Mr. Whitfieed. Mr. Yuzuk, I also want to thank you on behalf of 
the committee. We wish you the very best in your efforts to get all of 
this cleared up; and if you feel any information that you may come 
across as you move forward would be helpful to the committee, we 
would really appreciate your getting back in touch with us. We look 
forward to working with you as we try to pass legislation to help solve 
this problem for the American people. 

So you are dismissed, and thank you again. 

Mr. Yuzuk. Thank you all. Thank you all for your time. 

Mr. Whitfieed. At this time, we will move to the second panel. 

On the second panel, we have two people. First of all, Mr. James 
Rapp, who is the former owner of Touch Tone Information. I have read 
a couple of newspaper articles about Mr. Rapp, and I would say that he is 
a real expert at being a data broker in obtaining information. In fact, the 
Rocky Mountain News in Colorado wrote an article about him and said 
that, at his peak, his million dollar information broker business was 
thought to be one of the largest of its kind in the country. 

So, Mr. Rapp, if you would come forward, we appreciate your being 
here. 

And then Mr. David Gandal, if he would come forward. He is the 
owner of Shpondow.com, and I know that his business has been focused 
upon helping automobile financiers repossess automobiles. 

But, as you gentlemen know, this is an Oversight and Investigations 
Subcommittee hearing, and we do take testimony under oath. Under the 
rules of the House and rules of the committee you are entitled to be 
advised by legal counsel. Do either of you have legal counsel with you 
today? 

Mr. Rapp. No. 

Mr. Gandae. No. 

Mr. Whitfieed. And you don’t have any difficulty testifying under 
oath? 

Mr. Rapp. No. 

Mr. Gandae. No. 

[Witnesses sworn.] 

Mr. Whitfieed. Both of you are now under oath, and we appreciate 
very much your cooperating with the committee and being here. 
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Testimony from people like you who are real experts in this can go a 
long way in helping us perfect some of our solutions. 

TESTIMONY OF JAMES RAPP, TOUCH TONE 
INFORMATION, PARKER, COLORADO; AND DAVID 

GANDAL, SHPONDOW.COM, LOVELAND, COLORADO 

Mr. Whitfield. So, at this time, Mr. Rapp, I will recognize you for 
your 5 -minute opening statement, after you have your glass of water 
there. 

Mr. Rapp. Thank you, Mr. Chairman. 

Mr. Whitfield. And if you would be sure to hit the button so the 
microphone would be on. 

Mr. Rapp. All right, sir. Thank you, Mr. Chairman. 

Many years ago, back in the early ‘80s, I discovered a way to acquire 
information at that point helping where the— the position I was in at that 
point was in an incarceration position back in ‘82. Many inmates wanted 
to contact family members, ex-girlfriends, and other things; and they had 
no way to do so. They had no way to get out to do anything with 
anybody. And I discovered a way that I could contact various utility 
companies, phone companies, or the relatives themselves and find out 
where they were and get the information. The inmates weren’t going to 
do any harm. These were people at that point that was a platonic 
relationship or a lovesick relationship. 

Things started from there, and from the ‘80s it progressed to where 
we started a company and had many different companies, my wife and I 
did, to the point where, during the ‘90s, we had many employees in our 
office and the ones that I had trained, that were able to, they went to their 
own homes and they worked and we provided information from anybody 
and everybody consistently throughout the country. 

There were many times that we were contacted by attorneys to try 
and track down judgment debtors. The majority of our work dealt with 
people that incurred debts such as finance loans or other such debts that 
they didn’t pay, and we just couldn’t do anything. There is no sense in 
going through with a process of interrogatories or discovery after you 
issue a summons and try to get somebody’s money, try to get a 
judgment, if you don’t know where they are and you don’t know where 
their money is. That is where we came into play. We found the people. 
We tracked them down. We found out where they banked. We found 
their account numbers, balance, savings, checking, money markets, 
everything, so that they could go ahead and decide if they wanted to 
execute a judgment, if the person was worthwhile to get the money from. 
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So, to begin with, I think our intentions were somewhat noble with 
the aspect of trying to make sure that people that had debts paid those 
debts. Bankruptcies were going crazy, and at this point I know some of 
the bankruptcy laws have been changed, but there are so many people 
out there that can get away with so much, there had to be some kind of a 
stopgap. At least that was my initial thought, and we were that stopgap. 

There was nowhere you could run or hide that we couldn’t track you 
down. There were no moneys that you could put in the Cayman Islands 
Barclays Bank that I couldn’t find. And that was maybe a little cocky of 
an attitude, but that is pretty much how we ran our business for many, 
many years and very successfully. 

We never dealt with the Internet. The Internet at that point wasn’t 
that big of an issue, wasn’t a necessity for us. The telephone was my key 
to the world, and that is everything I needed. 

We pretty much tried to tie in with private investigators. I would go 
through the phone books in every major city in the United States and I 
would contact the Pis and solicit my business to them, say let me help 
you provide the information, quick, easy, and for a price you can afford. 
That is when we started faxing off our information, and we got a 
tremendous amount of response. Business was great. We had all of the 
work in the world that we could handle. 

Then, during the Clinton era, we were working a lot. I think our 
business started to change during that era from the judgment debtors to 
more the media issues, the tabloids, entertainment, 60 Minutes, 20/20. 
People wanted to know, and if they wanted to know the information, 
somebody had to provide that information. We didn’t want to be the car 
that went and ran off Princess Di. We didn’t want to be that aggressive 
of the paparazzi, but we wanted to provide the information to the media 
that needed it. 

So, during the Clinton era, we did a lot of the work on the Monica 
Lewinsky/Bill Clinton— all of those issues; and that brought us to light to 
the FBI. They came out to us, and they wanted to find out who we were 
working for. At that point, my wife and I asked, is there anything illegal 
that we are doing in any respect? Here is my complete list of what I do 
and who I do it for and how I do it. And we were told by the Federal law 
at that point absolutely nothing you are doing is wrong or illegal, so we 
felt reassured, and we continued on. 

Unfortunately, a few years ago, there was a young lady that 
apparently— I don’t know if it was a young lady or man— but it was a 
client of ours. A private investigator contacted us to break a pager 
number, something we had done thousands of times before. The pager 
number, unbeknownst to us, went to an undercover Los Angeles police 
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detective that was then killed at some point once he was tracked down to 
his home location. 

That is the kind of thing that gives at least my former industry a 
tremendously bad name. There are a lot of good aspects to data brokers. 
There are a lot of negatives as well. Unfortunately, the negative is what 
the press hears, and that is what we are here for today, because of the 
negative aspects. We can’t allow people to go around getting into debt, 
doing things they shouldn’t be doing without something, if the law 
enforcement isn’t going to help, some kind of a stopgap, and that is what 
we were. 

But it flourished from there, and everybody wanted to know 
everything about everybody else. There are no more secrets, and that is 
the truth of the matter. We were a big proponent of that to the extent that 
we provided anything and everything for anybody, and we really weren’t 
that concerned with who or why. 

When we were brought to D.C. just a few years ago by the law firm 
Butera and Andrews, we were brought here because the Federal Trade 
Commission said, oh, wait a minute now. You’re getting too much 
financial information. Too many people are upset about the fact you 
were finding their bank accounts. 

They are not concerned about the fact they owe tons of money. They 
are only concerned that we found out where the money was. 

But the Private Investigators Association of America paid for us to 
have a good law firm behind us. In such case, they dissolved the whole 
matter. Probation. Don’t acquire banks, and everything is fine. So 
again we were reassured again by another branch of the Federal 
government that everything we were doing was okay. Just don’t get 
banking information. 

We continued at that point until such time that we were contacted by 
the Colorado Bureau of Investigations after little JonBenet Ramsey died. 
We did a lot of work there. They said, you are going to stop, and we are 
looking into RICO statutes on you, and that was pretty much the end. 
That was back in ‘99, and I haven’t picked up a phone professionally 
since that time. 

Mr. Whitfield. Thank you, Mr. Rapp. And that was enlightening 
testimony. 

[The prepared statement of James Rapp follows:] 

Prepared Statement of James Rapp, Touch Tone Information, Parker, Coeorado 

Chairman Whitfield, Ranking Member Stupak, thank you for inviting me to testify 
before the Subeommittee today. I appreeiate this opportunity to briefly introduee myself 
and explain my former role in the data broker industry, and I ask that my full written 
statement be entered into the reeord. 
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My name is James Rapp, and I used to own and operate several eompanies in the 
data broker industry, ineluding Toueh Tone Information. Early during the 1980’s, I was 
ineareerated for an auto theft in the Colorado State Penitentiary, where I diseovered that I 
was adept at aequiring and providing information. Various inmates would eome to me 
and ask to find their estranged girlfriends or wives, or something to that effeet, and I 
would proeeed to take their old diseonneeted phone number and aequire the new number 
and address for these men to make eontaet with. 

One thing led to another and after I was released in 1982, I started working for 
various attorneys to provide them with proeess serviee as well as to provide them with 
the employment and banking information of the individuals that they had aequired 
judgments upon. During that time my business was known as “Mile High Investigative 
Service” and as such solicited private investigators in addition to the attorneys that we 
mainly worked for. 

Things progressed fairly well until 1991 when my ex-wife Holly, left and I decided 
to downsize completely and went to Texas to work for a client in the city of Conroe. 
After a short time I met my everlasting wife, Regana and we started up our business 
again. We started out to contact our old clientele and arraigned a cross country trip to do 
“Investigative Seminars” to teach (for a cost of course) the “how to’s” of acquiring 
information relevant to the private investigator realm. 

We then moved to Florida, and from Florida we moved to Utah and then to Montana 
where we then decided based upon my father’s failing health to move back home to 
Colorado. The reason for all these moves was simple; most states required a license to do 
the investigative work that we were doing. One problem was that my felony convection 
literally shot me out of the water with any chance to achieve a license in any state that we 
tried, except for good old Colorado. 

During this time we went through many name changes - Phantom Investigation, 
Dirty Deeds done dirt cheap. Scanners, etc. The lasting name that we kept was Touch 
Tone Information, which was initiated once we returned to Colorado. 

Our name as well as our success rate drew us national attention, along with working 
on such nationally known cases such as Bill Clinton and Monica Fewinski, Columbine 
and other atrocities, as well as various media celebrities and stars around the world. Our 
business was constantly changing, for we started out just working to locate the judgment 
debtors, but wound up working for other information brokers throughout the country to 
provide the most current and up to date goings on of the media world. 

During the 1990’s, we were maintaining a staff of over 20 on site as well as 
anywhere from 5 to 15 people working from home. Our yearly billings were over 1 
million for the years 1995 to 1998. Our quantity of clients exceeded 1,500 during our 
peak. During that time, we were contacted by such news shows as 20/20 and 60 minutes, 
all of which our counsel told us the best action was to say nothing about anything. 

I felt good about the good work that we did do, for we assisted in the locating of 
many missing children as well as helping many of the bail bondsman to locate the ones 
that got away. During this time our clientele type was as follows: 

A. Attorneys 

B. Private Investigators 

C. Bail Bondsman 

D. Information Brokers 

E. Investigative contacts for news and media organizations 

Unfortunately, the more notoriety that we achieved, the more the press, both 
newspaper and T.V., we had on our heels to get whatever scoop they were chasing. The 
idea of pretexting or scamming someone on the phone has been around since the days of 
the old James Cagney movies. 
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I would teach our employees and clients if they wanted to learn, how to impersonate 
someone so that the person on the other end of the line would feel either sympathy or 
pressure, whatever it took for them to release to me the information that I needed. 
Anyone can impersonate anyone else if they sincerely make an effort, the person or 
customer service representative on the other end of the line truly wants to help, (most of 
the time anyway) so I use that to my advantage and convince them that they need to give 
me certain specific data. This was how I achieved the majority of all my information, for 
back in the 1980’s and early 1990’s, the Internet was not that big into personal 
information. 

During the time of the Bill Clinton and Monica scandal, we were contacted by the 
F.B.I, I believe from the Baltimore office. The agent wanted to know specifically who 
our client was that requested the information on why the White House was paying for 
Ms. Lewinsky’s apartment as well as tracking down various cell phone and landline 
contacts of Ms. Lewinsky’s. After review with our counsel, we made available all 
records to that case to the agent who specifically informed us that we were within the 
legal limits on all work that we were doing! 

Thus we continued on blindly believing that we were literally assisting good people 
with good information. This went on until the day that the Colorado Bureau of 
Investigation stepped through our doors and informed us that they had been tapping our 
lines and they believed that they had enough information on us for an indictment under 
the charge of Racketeering. Immediately, we shut our doors, having been advised by our 
attorney that we should - for why should we make the case against us any worse than it 
already was? 

We left with a host of clientele still wanting their information on unsolved cases, as 
well as a healthy remaining balance in our “accounts receivable file.” During this time I 
was featured on “Americas most wanted” as being the #1 con man in America, what a 
crock, if they only knew the truth I thought. 

The truth was however that we never committed fraud in our own minds, for we 
never used the information to steal a single penny, but only used the information as a 
marketable product to sell and distribute. 

This, we were informed, was a crime, and since we had done this so many times 
over the years, we (Regana & I) were both looking at doing serious time. The only 
solution according to our attorney was to cease all business activities including any 
additional efforts at collecting our own past due debts and to walk away clean. 

This we did, for as it turned out the Lord literally freed up our time for my father got 
to the point with his cancer that we had to care for him full time at our house, where 4 
months later he died. 

The final disposition was only 30 days in work release along with 5 years probation 
- which was shortened to 3 years due to our sincere efforts at working elsewhere, not in 
our business, nor were we any risk whether flight, or criminal. Then later in 1999 after 
my dad died, the lot fell to us once again to care for my mother. We worked out an 
arrangement with her and her attorneys so that we could receive funds from the trust set 
up by my father’s departure which afforded us the time to care for her. 

Earlier this year, the Colorado Bureau of Investigation again contacted me, but this 
time they wanted to know if I would sit down with your Committee’s staff to discuss my 
former business, the ins and outs of how I achieved the information, and how I targeted 
my clientele. This I was more than happy to do, for I hold no animosity toward any law 
enforcement agency for our ouster of the investigative business. 

I informed Mr. Brown from the “CBI” as well as your Committee’s staff that I 
honestly feel that this business is a necessity in our world, and that as long as people get 
in debt, there must be people to help collect that debt. 
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In addition, the media will always want to know the latest seoop, whether trivially 
how drunk the young Ms. Bush got the night before or any information related to any 
newsworthy event. 

The answer then is NO, the business will never eease, but you as being the 
governmental body that ean affeet the way things are aeeomplished, I ean tell you that 
you are having an aetual effeet on how the investigative world is handling their affairs 
today. 

This is oeeurring as we speak, for many data broker ageneies that I have eontaeted 
over the past few months, have informed me that some information is getting tougher to 
aehieve, due to the faet of the involvement of both state and federal authorities. 

The eustomer serviee aspeets of the Utility Companies sueh as Telephone, 
Eleetrieity, Cable and Satellite, ete. are the only ones that ean make or break most of 
these attempts to aequire the information - for without sourees to aequire the information, 
the quantity of sueeess will go drastieally down. 

While I personally do not advoeate the elimination of either these investigative 
teehniques or the ageneies themselves, I must admit that many eross the line into the 
illegal realms, thus giving a bad name to all investigators. 

As of the date of this letter, my mother is also in severe physieal shape to the extent 
that she is presently in a nursing home and will be some eoming to stay with us until the 
inevitable oeeurs. 

These are the basie faets of my life from the time of my entranee to the investigative 
world in 1982 until the termination of Toueh Tone in 1999. Thank you for your 
willingness to listen to me today, and I sineerely hope that my experienee and knowledge 
in these investigative matters will be of help to you, to further understand both the good 
and the bad of my former business, the aequisition of information. 

Sineerely, 

James J. Rapp 

Former direetor, Toueh Tone Information network 


P.S. Please note that I have submitted to the Subeommittee an original eopy of my 
training seminar handbook. As an attaehment to this testimony, I have ineluded the 
following pages that outline the basie list of serviees that we provided to our elients 
during the operation of Toueh Tone, and brief outlines of the ways that we utilized to 
aequire the requested information. I am happy to deseribe for the Committee any of the 
following methods for obtaining reeords and information. 

Attachment A (Testimony of James Rapp, Outline of Training Handbook) 

Landline telephone numerical investisations 
The Local Carrier variations 

1 . Residential Repair 

2. Business Repair 

3. Residential Orders 

4. Business Orders 

5. Residential Billing 

6. Business Billing 

7. Yellow Pages assistanee 

8. Utilizing the CNL or CAN bureau of the Loeal telephone earrier 

9. Learning the earrier’ s terminology, Elmos, Orion, Boss, Premis ete. 
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Utilizing the long distance carrier to obtain local information: 

1 . The infamous ''Quickcheck'' 

2. 800 install assistance 

3. Foreign speaking operator assistance 

Cellular & Pager numerical investigations: 

1 . Determining the carrier 

2. Identifying the local shop for both the Cellular carrier and the pager 

3. Utilization of trap lines to identify pager ownership 

4. Repair and sales of the Cellular company 

5. Resellers, the worst nightmare 

6. Use the “CAP” code on the pager for assistance, one office vs. another 

Independent Voice Mail number investigations: 

1 . American voice mail, automated vs. verbal set up 

2. Land line direct voice mail accounts 

Toll Free & Remote call forwarded number Investigations: 

1 . Determining the carrier of the initial number 

2. Acquiring the ring to number 

3. Breaking the ring to number 

International number breaks, Cellular and Landline: 

1. Breaking down the number into a country and city, determining the language 
and time element 

2. ATT Language line services 

3. Determining the carrier and acquiring their direct dial numbers 

4. Knowing your culture, varied holiday and other observances 

Physical Location Investisations: 

Non published address and telephone number investigation 

1 . Getting accurate information from directory assistance 

2. Utilizing the non-published bureau of the local carrier 

3. Getting all your source ducks in a row 

4. Local cable company 

5. Local gas and electric company, propane if rural area 

6. Local newspaper company 

7. Local water department 

8. Trash service 

9. County voters registration 

10. County clerk & recorder, property, tax info etc. 

1 1 . Local area hospital records 

12. Local video and grocery store information 

1 3 . Credit Card records 

14. Reverse 91 1 assistance 

15. Playing the game to determine the address on file with information, know the 
city info as well as numeric basics 

Physical address break 

1 . Getting all your source ducks in a row 

2. Local cable company 

3. Local gas and electric company, propane if rural area 

4. Local newspaper company, circulation & classified 
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5. Local telephone carrier, your only guarantee 

6. Local water department 

7. Trash service 

8. County voters registration 

9. County clerk & recorder, property, tax info etc. 

10. Local area hospital records 

1 1 . Local video and grocery store information 

12. Reverse 911 assistance 

Telephone and Credit Card toll records investisations: 

Landline toll record acquisition 

1 . Residential vs. Business 

2. Knowing the subjects plan 

3. Determining the breakdown of the bill (Custom calling features, etc.), using the 
local carrier to get to the long distance carrier. 

4. Finding the long distance carrier, usage of “PIC” numbers 

5. Calling the subject to acquire the long distance carrier 

6. Acquiring the long distance carriers page numbers 

7. Getting the true local calls, determining your subjects mileage radius 

8. Avoiding the dogs of war, the operators noting the account 

9. Putting them in a position where they cannot say “NO” 

Cellular toll record acquisition 

1 . Determining the carrier 

2. Knowing the subjects plan 

3. Customer service vs. the local store 

4. Picking up and faxing in 

5. Internet usage acquisition 

Credit Card statement acquisition 

1 . Determining the institution 

2. Acquiring the statement without the card number 

3. Customer service vs. Local bank 

4. Getting the breakdown (date, merchant, time & location) then the charges 

Governmental Investisations: 

Social Security information 

1 . Going federal 

2. Knowing your subject, what’s your goal (SSN, Address, Banking, etc) 

3. Acquiring the number to the local office, get names and address’s 

4. Knowing the terminology 

5. Going local to federal 

6. Going local to local 

7. Credit headers 

8. Creating confusion with similarities 

9. Disability, Medicare, Medicaid & Benefit information 

10. Utilizing the appeals section of the Social Security administration 

1 1 . Acquiring relative information 

The Welfare system: 

1. Food stamps 

2. A.F.D.C. (Aid to families with dependent children) 

3. County assistance 
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4. L.E.A.P. (Low income energy assistance program) 

5. Public housing authority 

Military information 

1 . The standard DD-2 1 4 form 

2. Determining the whereabouts of any individual 

3. Financial aspects, how much, where are the funds deposited or the check 
cashed 

4. Utilizing the aggressive recruiter to do your search for you 

Department of Immigration and Naturalization 

1 . Alien Identification information 

2. Relative status 

3. Current location and employment information 

Post Office Box breaks, both public and private 

1 . Determining the type of box 

2. Acquiring the names and address on file 

3. Utilizing the forwarding information 

4. The box clerk vs. the station manager 

5. The postal inspector & the receipt of inappropriate materials 

6. Getting the private MBE (Mail Box’s etc.) to talk to you 

Department of Motor Vehicle information 

1 . License plate information 

2. VIN number information 

3. Track down through the name alone 

4. Going directly in 

5. Station to station 

6. Dealership and insurance information 

Specialized Investigations: 

1 . Clientele List acquisitions 

2. Medical history information 
Employment information, both current and past 

1 . Who does the subject work for? 

2. Telephone research vs. surveillance 

3. Quantity of the paycheck 

4. Self Employment: Determining where the funds are coming from 

Financial Investigations: 

1 . Banking, both Individual and Corporate information 

2. Various contacts with the subjects banking information 

3. Contact of the subject directly 

4. Brokerage house investigations 

5. Individually owned stocks, bonds, mutual funds etc. 

6. Real estate holdings 

Mr. Whitfield. Mr. Gandal. 

Mr. Gandal. We are on the air. Okay, good. 

I would like to thank the committee for allowing me to appear before 
you. You may already know this, but I want to firstly bring home the 
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point that I contacted the committee, not the other way around. I did this 
almost immediately after the committee sent out the first group of letters 
to data brokers and informally provided the investigation with 
information and explanations about the data broker industry. In fact, my 
name would not have come up along the avenues the committee used in 
compiling the data for their investigation. The reason for this is, I work 
in a very small comer in the data broker industry. I work for automobile 
financiers and their respective repossession companies. I do not market 
or offer any services to the general public. 

I have been a skip tracer and an information broker in this small 
corner of the data broker industry for more than 20 years. I should note 
that, after speaking with a representative of the committee at great 
length, I decided to suspend my operations with regards to cellular call 
information detail. 

A few years ago, I saw these websites popping up which offered 
private telephone information to anyone with a credit card. To begin 
with, I found this practice terribly irresponsible of the information 
brokers involved. They did not control where the sensitive information 
was going or what it was going to be used for. Nor, honestly, did they 
seem to care. I also felt that their existence would shake up the wireless 
companies where skip tracers had worked quietly for so long. 

So I called the committee, and I asked the committee if they were 
trying to shut down the repossession industry. And it didn’t seem their 
focus was really recovery agencies, but without a common understanding 
I felt the committee had no chance of seeing a permissible purpose here. 
So I wanted to help. I assisted the committee by helping it understand 
how pretexting is done and what clients are soliciting this information for 
what I see is for permissible purposes. I drew a line of distinction 
between the auto financiers searching for a vehicle and the “plain Joe” 
who wants this information for his own personal and possibly dangerous 
reasons. 

I am proud of my service to dozens of financial institutions for over 
two decades, and it shook me to the core that my profession was to be 
effectively criminalized. So please allow me to speak of another 
profession that I feel should be criminalized before the only support for 
every auto financier in America receives this fate: the professional 
debtor. This is the individual who uses true name fraud in order to 
purchase dozens of vehicles which he has no intention of paying for. He 
may give the cars to friends or family, but, many times, he will sublease 
the vehicles and pocket the money that the third-party lessee gives him. 

The sweeping changes and credit granting that took place in the 
1970s opened new opportunities in the ‘80s and ‘90s, these being the 
subprime auto lenders. They charge the highest interest rates allowed by 
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law, and they do this proudly as they keep the mass of Middle America 
with dependable transportation. 

There was a time not long ago when a consumer with questionable 
credit did not get a car loan, plain and simple. Now it is an educated 
guess that nearly 50 percent of American consumers have questionable 
credit. I have checked this figure with several experienced managers in 
lending offices, and they concur. The subprime lender is the only friend 
a guy’s got after two previous repossessions and a bankruptcy. He is 
going to need a car in order to dig himself out of the hole he finds 
himself in. And forgive me for the gender choice. It could have been a 
single mother as well. 

The subprime lender will give that man a second or even third 
chance, and they do this because they have the ability to recover the 
vehicle should the payments get too far behind. Well, take away that last 
tool of their career salvation, the skip tracer at the repossession company, 
and you will see those with questionable credit will no longer be getting 
cars financed. No longer buying those cars, nearly 50 percent of 
America, and it is all on the coattails of that professional debtor I spoke 
of He is the one who laughs at the repossessor when he is finally 
located. 

So the skip tracer fights back on the only battleground available, and 
that is the way it has been for 50 years in this industry. As an expert skip 
tracer in the repossession field, I would like to offer two options to the 
committee to be considered as solutions to the problem. 

First, allow financial institutions and their agents thereof to continue 
the use of pretext in order to gamer information otherwise not available 
in order to effectuate a legal and timely repossession. 

The other option is to create a liaison between the U.S. Government 
and the auto finance industry and recovery industry where information 
could be relayed to the telephone companies via their subpoena 
compliance departments and the needed info forwarded back to the 
recovery agency. In fact, to take this a step further, tme name fraud is so 
prevalent in this day and age that I feel a liaison representative should be 
able to contact these debtors and demand that the cars be returned 
immediately. 

In summary, there is a need for this information, just as there is a 
need for the subprime auto financier. I, again, honestly and humbly 
thank you for this opportunity today. 

Mr. Whitfield. Thank you, Mr. Gandal; and we appreciate the 
testimony of both of you. 

[The prepared statement of David Gandal follows:] 
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Prepared Statement of David Gandal, Shpondow.com, Loveland, Colorado 

I would like to thank the eommittee for allowing me to appear before you. You 
may already know this, but I want to firstly bring home the point that I eontaeted the 
eommittee. I did this almost immediately after the eommittee sent out their first group of 
letters to data brokers and informally provided the investigation with information and 
explanations about the data broker industry. In faet, my name would not have eome up 
along the avenues the eommittee used in eompiling data for their investigation. The 
reason for this is I work in a small eomer of the data broker industry. I work for 
automobile fmaneiers and their respeetive repossession eompanies. I do not market or 
offer any serviees to the general publie. 

I have been a skip traeer and information broker in this small eomer of the data 
broker industry for more than twenty years. I should note that after speaking with a 
representative of the eommittee at great length, I deeided to suspend my operations with 
regards to eellular eall detail information. A few years ago I saw these web sites 
popping up whieh offered private telephone information to anyone with a eredit eard. To 
begin with, I found this praetiee terribly irresponsible of the information brokers 
involved. They did not eontrol where this sensitive information was going or what it was 
going to be used for. Nor did they seem to eare. I also felt that their existenee would 
shake up the wireless eompanies where skip traeers had worked quietly for so long. So I 
ealled the eommittee and I asked the eommittee if they were trying to shut down the 
repossession industry and it didn’t seem that their foeus was really reeovery ageneies, but 
without a eommon understanding I felt the eommittee had no ehanee of seeing a 
permissible purpose here. So I wanted to help. I assisted the eommittee by helping it 
understand how pretexting is done and what elients are solieiting for this information for 
what I see as permissible purposes. I drew a line of distinetion between the auto 
finaneiers searehing for a vehiele and the ‘Plain Joe’ who wants this information for his 
own personal and possibly dangerous reasons. I am proud of my serviee to dozens of 
finaneial institutions over the past two deeades and it shook me pretty bad to find that my 
profession was to be effeetively eriminalized. So please allow me to speak of another 
profession that I feel should be eriminalized before the only support for every auto 
fmaneier in Ameriea reeeives this fate: The Professional Debtor. This is the individual 
who uses true name fraud in order to purehase dozens of vehieles whieh he has no 
intention on paying for. He may give the ears to friends or family but many times he will 
sub-lease the vehieles and poeket the money that the third party lessee gives him. 

The sweeping ehanges in eredit granting that took plaee in the 1970’s opened new 
opportunities in the 80’ s and 90’ s, these being the sub-prime auto lenders. They eharge 
the highest interest rates allowed by law and they do this proudly as they keep the mass 
of Middle Ameriea with dependable transportation. There was a time not long ago when 
a eonsumer with questionable eredit did not get a ear loan, plain and simple. Now, it is 
an edueated guess that nearly fifty pereent of Ameriean eonsumers have questionable 
eredit. I have eheeked this figure with several experieneed managers in lending offiees 
and they eoneur. The sub prime lender is the only friend a guy’s got after two previous 
repossessions and a bankruptey. He’s going to need a ear in order to dig himself out of 
the whole he finds himself in, and forgive me for the gender ehoiee; it eould have been a 
single mother as well. The sub prime lender will give that man a seeond and even third 
ehanee. And they do this beeause they have the ability to reeover the vehiele should the 
payments get too far behind. Well, take away the last tool of their eareer salvation, the 
skip traeer at the repossession eompany and you will see that those with questionable 
eredit will no longer be getting ears finaneed. No longer buying those ears then... nearly 
fifty pereent of Ameriea, and it’s all on the eoattails of that professional debtor I spoke of 
He is the one who laughs at the repossessor when he finally is loeated. So the skip traeer 
fights baek on the only battleground available and that is the way it has been for fifty 
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years in this industry. As an expert skip traeer in the repossession area, I would like to 
offer two options to the eommittee to be eonsidered as solutions to this problem. 

First, allow finaneial institutions and their agents thereof to eontinue the use of 
pretext in order to gamer information otherwise not available in order to effeetuate a legal 
and timely repossession. 

The other option is to ereate a liaison between the US government and the auto 
finanee and reeovery industry where information eould be related to the telephone 
eompanies via their subpoena eomplianee departments and the needed info then 
forwarded baek to the reeovery ageney. In faet to take this a step further, tme name fraud 
is so prevalent in this day and age that I feel a liaison representative should be able to 
eontaet these debtor and demand that the units be returned immediately. 

In summary, there is a need for this information, just as there is a need for the sub 
prime auto finaneier. I again honestly and humbly thank you for this opportunity today. 

Mr. Whitfield. Mr. Rapp, it is my understanding that you are one 
of the, for lack of a better term, leaders of this industry. You are one of 
the early data brokers in the country; is that correct? 

Mr. Rapp. Yes, I was. 

Mr. Whitfield. And you even have a training manual and you 
went around the country training other data brokers on the most effective 
way of obtaining this information. 

Mr. Rapp. There was a period of time that I realized that better 
funds could be better acquired by me going out and addressing the issues 
on how to specifically— breaking it down, showing people how to acquire 
the information throughout the country of the clients we had already 
established. Thinking at that point— delusions of grandeur— that I could 
then leave the business, have enough funds, and life would be good. 

Unfortunately, things don’t work out the way you want. And I 
trained many, many clients. We made a tremendous amount of money. 
But they still continued to use us; and at that point they said, well, we 
don’t want to do it on our own. We want to understand more of what 
you do, but we still want to use you. 

Mr. Whitfield. Okay. During your testimony in articles that I 
have read about you, you mentioned President Bill Clinton and Monica 
Lewinsky. You referred to an undercover officer out of Los Angeles 
who was murdered— 

Mr. Rapp. Correct. 

Mr. Whitfield, —because of information you were able to obtain. 
And you mentioned the National Enquirer, The Globe, and even 
indirectly mainstream media. And I would just ask you, were any of the 
mainstream media ever your clients in obtaining information about 
people? 

Mr. Rapp. In roundabout ways they were. Such organizations such 
as 20/20, Entertainment Tonight, weekly news or nightly news, NBC, 
CBS, and ABC, they would have their private investigator on staff; and 
those investigators, some of which would contact us relating to different- 
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-small pieces of information they would need. Where is an individual 
going to be at a certain time? This individual apparently is driving a 
Porsche but works as a busboy at a restaurant. How come? Where is the 
money coming from? 

Mr. Whitfield. Right. 

Now you also mentioned that at one time you were pretending to be 
John Ramsey, the father of JonBenet Ramsey; is that correct? 

Mr. Rapp. Yes, sir. 

Mr. Whitfield. Now who was your client in that situation? 

Mr. Rapp. We had many clients, many different clients of ours that 
worked with media outlets when anything big were to happen, whether it 
was Columbine, whether it was Monica Lewinsky, whether it was John 
Ramsey, they would all contact us pretty much for the same basic 
information. They would want to know the whos and the whys. Who 
did Mr. Ramsey call the minute he found out his daughter was missing? 
You know, was it an airline to be able to get a trip to Michigan? 

Mr. Whitfield. Were these law enforcement agencies? 

Mr. Rapp. No, law enforcement agencies used us rarely. We had— 
apparently, it was an ex-FBI agent out of Texas that utilized our services 
and there were other local law enforcement agencies that would contact 
sporadically, very, very minimally. I would say half a percent of our 
business would have been from law enforcement. 

Mr. Whitfield. Right. 

Mr. Rapp. The majority was all from the private sectors. 

Mr. Whitfield. The murder of JonBenet Ramsey was such a 
national story. So many of the news media used you in that? 

Mr. Rapp. Correct. 

Mr. Whitfield. And what were you trying to do by impersonating 
Mr. Ramsey? You were just trying to find out who he called first and — 

Mr. Rapp. Just the basic information: Who he called, why did he 
go to a hardware store to buy tape and rope, that apparently tape and rope 
were used on his daughter to tie her up. Why was that purchase made at 
a hardware store with his credit card? 

Mr. Whitfield. Now you probably heard the testimony of 
Mr. Yuzuk earlier today, and we were talking about how in the world can 
you obtain a password on an on-line account. So tell us how do you do 
that. 

Mr. Rapp. Persistence. Intelligence of knowing these people, these 
customer service reps that are sitting— whether it be for Verizon, 
T-Mobile or any cell or local landline carrier, they are in a position to 
want to help you. Their job is to satisfy the customer. Not to spend a lot 
of time, but when we get our point across to them, you need to help us, 
this is what I need, if I need a breakdown on my bill because I am going 
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to be in a subcommittee meeting in Congress and I need to get a 
breakdown of this bill in the next 20 minutes, what is their option but to 
say yes, let’s go over your bill. What is your first call? 

Mr. Whitfield. Even though you are not the person you were 
representing to be? 

Mr. Rapp. Yeah. They have no clue. Credit headers are legal. All 
credit reporting agencies in this country make headers legal. Headers 
being the first part of the information. I can take your name and your 
address and put it in and get your Social Security number without even a 
problem. 

Mr. Whitfield. It is easy to get my Social Security number 
legally? 

Mr. Rapp. Yes, legally through the credit reporting agencies or, if I 
wish, utility agencies. The phone company, of course, has it, that I am 
going after. But utility agencies, any and all things pretty much have 
your Social Security number; and it is a question of which one is going to 
give it to me first? 

Mr. Whitfield. What if the numbers are truncated? 

Mr. Rapp. Truncated? 

Mr. Whitfield. Like the last four numbers. 

Mr. Rapp. That has no bearing, not to me. When I am going into 
these carriers and everything, if I have the majority of it, I am going to 
convince them they are wrong and I am right. But if I have the majority 
of it when I go in, if I need it all, I am going to go into a utility 
department— you have given your Social Security number, I have no 
doubt, to the electric company, gas, cable. They all have it. 

Mr. Whitfield. So if I ask you to get Mr. Inslee’s password on his 
account at such and such a bank, what is the likelihood that you would be 
successful in getting that? 

Mr. Rapp. Give me an hour, and I am sure we can do that very 
successfully. It is not— don’t take me wrong. It is not a prideful issue. It 
is just a fact. They are there for a resource to help the people. 

My job was to provide information, and we did it very successfully 
just because if one option set you down, you didn’t sweat about it. You 
went right to the next one. Somebody is going to give you the 
information you need. 

Mr. Whitfield. Well, in some ways, this is kind of humorous, but, 
in other ways, it is not humorous at all; and I think it is important that the 
American people recognize that, as you said in your testimony, there are 
no secrets. You can find out information about anybody, about anything. 

Mr. Rapp. For the most part. 

Mr. Whitfield. And one other part, in this training manual you 
had, you mentioned the infamous Quick Check and 800 install 
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assistance. You mentioned both of those in your testimony. What does 
that refer to? 

Mr. Rapp. Let me give you an example, if I may. Let’s assume 
your long distance carrier is MCI, for example. I have a listing of 
telephone numbers that was a very common form of what we did in 
Denver and in Parker and the work we did. Clients would give us phone 
numbers to break. They would want a name and an address, what 
normally is referred to as a CNA, on a whole host of numbers. This was 
before the advent of Google and the two brothers and all of that. 

I would utilize and go in— and you can still do this today. Before I 
came to the committee I was making a few phone calls to find out what 
was still available; and, surprisingly, nothing has changed. 

If I contacted MCI saying I was Chairman Whitfield and I said I had 
a few questions about my bill, they would be more than happy to want to 
help me. At that point, I would take my list of numbers and I would say, 
I don’t recognize these numbers as being dialed. And they would 
respond, well, we don’t see those on your bill. I would say, do you have 
a page 7, knowing that I have already gone in before to find out how 
much you owe and find out you only have 6 pages on your bill. They 
would say, no, I only see 6. I said, well, on page 7, and they are not 
going to question me and say, well, apparently we are missing 
something. What can we do to help you? 

I would give them these numbers, and now they have an automated 
system, but, before, they would run those numbers through their long 
distance network and bring up who they showed was the name and 
address of each and every one of those phone numbers. 

That is called the Quick Check. You could utilize that service prior 
to AT&T breaking up and still parts of AT&T where it is an automated 
system, where you go in and put in your home phone numbers and you 
can enter phone numbers you want to have identified. They make that 
service available to people because there might be times on the bill your 
wife made a phone call long distance and you want to know who they are 
going to, and they will provide that information to people. 

So it is not just the numbers on the bill. If you convince them the 
numbers are there and they don’t see them, they are still going to give 
you a listing of whatever numbers you want. That is what I utilize as a 
Quick Check. 

Mr. Whitfield. And that is the 1-800-Install Assistance is what 
you were talking about? 

Mr. Rapp. You call an 800 number to reach AT&T or MCI. You 
have to understand when I contacted my brokers throughout— the private 
investigators that I taught this manual up, they didn’t have a basic 
understanding or working knowledge of how to acquire information. 
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That is one of a host of steps, and that is one of the first steps. It is a 
quick one, because you get through to customer service quicker, and they 
are more apt to want to help you because they are not the local carrier. 

Mr. Whitfield. My time has just about expired, but before I 
recognize Ms. DeGette, I want to ask unanimous consent that we enter 
the document binder into the record. So moved. 

[The information follows:] 
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Ex. # 

Description 

Date 



1 

Touch Tone Information price sheet 


2 

Touch Tone's Canadian and international price sheet 


3 

Credit card toll information on Jon Benet Ramsey's father John, 

obtained by Touch Tone 

1/9/97 

4 

Credit card toll Information on Calista Flockhart, obtained by 

Touch Tone 

10/23/98 

5 

Hotel information on Jerri Hall and Mick Jagger, obtained by 

Touch Tone 

4/8/99 

6 

Residential information on Tonya Harding, obtained by Touch 

Tone 

10/18/99 

7 

Miscellaneous completed data requests, including toll records and 

bank account activity information 


8 

Misc. invoices for information requests, including hospital 

information and email address user information 

9/8/98, 

4/8/99 

9 

Request to Touch Tone for bank account and stocks/securities 

information submitted by a Texas law firm 

4/10/98 

10 

Letter from James Rapp re: the illegality of how Touch Tone 

obtained information 

10/22/98 

11 

Letter from Touch Tone re: FTC laws and the acquisition of 

financial information 

4/20/99 

12 

Tips for performing pretexts prepared by James Rapp 


13 

Worksheets used- by Touch Tone employees while performing dau 

searches and pretexts 


14 

Rocky Mountain News article re: James Rapp and his aaivities as a 

data broker 

4/24/06 


15 

PDJ price sheet 


16 

"Sales by Customer Summary" for PDJ, April 2000 • April 2CX)6 


17 

"1099 Summary" for PDJ, January 2000 - December 2005 


18 ] 

Email from Patrick Baird re: the Committee's investigation 

2/15/06 

” 1 

Response to the Committee's request for information submitted by 

Brian Corcoran on behalf of PDJ Services 

2/17/06 
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20 " 

pdjservicesxoni and nonpubxom home pages^ from 2004 and 2005 


21 

Online chatroom posting from Baird re: incoming calU 

3 / 28/05 

22 

Copies of toll information provided by PDJ to various customers 


23 

First 3 pages of 194-page emailed report of toll information on a pre> 

paid calling card provided by Shelley Homer 

1 / 17/06 

24 

Misc. requests for CNA information submitted to PDJ 


25 

Misc. requests for toil information submitted to PDJ 


26 

Misc* requests for information on pre-paid calling card activity 


27 

Online chatroom posting from Baird re: cell phone tracking 

11 / 28/05 

28 

Emails from PDJ to Chris Gorman re: cell phone pings 

3 / 21/06 

29 

Email from PDJ to Rian Mitchell of Sherlock Investigations re: 

potentially faulty cell phone ping information 

2 / 27/06 

30 

Invoice from Investigative Resources for ceil triangulation services 

provided to PDJ 

1 / 19/05 

31 

Misc. emails and invoices re: orders for credit card tolls, credit 
reports, and other financial information 


32 

Misc, emails and invoices re: orders for email address, PO Box, and 

private mail bos breaks 


33 

Email request for full utility services search 

1 / 24/06 

34 

Misc. requests for current and former employment information 


35 

Faxed request for information on Social Security and disability 

benefits 

8 / 3/05 

36 

Enjaii request for information on past hotel reservations 

1 / 26/06 

37 

Misc, emails re; problems vrith pretexting and uncooperative 
customer service operators 


38 

Misc, emails re: account passwords and codes needed for pretexting 





39 

Response to the Committee*s March 2006 request for information 
submitted by Laurie Misner 

4 / 14/06 

40 

Global service description details and price list 


41 

List of Global's top customers in 2005 


42 

Complete 2004 customer contact list for Global 


43 

Phone roU information, including complete printout of phone bill, 
obtained by Global 

9 / 30/04 

44 ; 

[ntemal company memo from Laurie Misner re: Global's policies on 

accessing users* online accounts to acquire toll rccordls 

10 / 17/05 

JUJi 

Copy of manual used by Global employees in acquiring phone 

related records and other consumer data 
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1 46 

Print-outs of Global's and Romano & Simson's website homepages 


1^3 


47 

First Source price sheets 


48 

Copy of handwritten tolls provided by First Source to 77 
Investigations, Inc. 

7/29/05 

49 

Copy of handwritten tolls provided by First Source to Young Im of 
Panam Co. 

7/28/05 

50 

Invoices for purchases of CNA and toll information by PDJ from 
First Source 

8/12/04 

51 

Email from Ken Gorman of First Source to Jay Patel informing 

Patel that First Source col leas data legally 

6/7/04 

52 

locatecelhcom home page, from 2004 


53 

Copy of Verizon Wireless' civil complaint against First Source 

1/24/06 



54 

Response to the Conimittee*s March 2006 request for information 
submitted by Universal Communications Co. 

4/12/06 

55 

List of UCC's top customers from 2002-05, as provided in UCC's 
response to the Comminee's lener 


56 

Copies of vendor agreements signed by UCC's third party vendors, 
as provided In UCC's response to the Committee's letter 


57 

UCG 2005 price list 


58 

UCC ad promoting GPS-based cell phone triangulation 


59 

Online chatroom posting re: UCC's cell ping locate service 

12/19/05 

60 

Invoice for purchases of phone records by UCC from PDJ, and the 
accompanying payment stub 

10/20/05 

61 

Invoices for purchases of phone records from First Source 

7/25/05 

62 

Toll records report purchased from First Source 

7/27/05 

63 

UCCweb.com home page, from 2004 


64 

Ads for UCC's trap line and skiptrace calling card services 


65 

Hockey Mountain Newsxom article about Jim Welker and UCC 4/12/06 ] 

w 


66 

Services list from InformationBrokers.net 


67 

[Ilustomer list from lnfromationBrokers.net 


68 1 

Jser information and services provided by David McDaniels to 
n formationB rokers. n et 
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69 

Examples of orders for toll records completed by 
InformationBrokers.net for Jay Patel (Abika.com), David Kacala 
(Information Search), and Carlos Anderson 


70 

Cell phone tolls provided by UCC to John Strange 

5/11/03 

71 

USA Skiptrace home page, from 2005 


72 

Temporary Restraining Order, and accompanying petition, filed by 
Texas Attorney General against John Strange 

2/9/06 




73 

Online chatroom posting from Rian Wroblewski offering batches of 
toll records 


74 

Online chatroom posting from Rian Wroblewski responding to Tim 
Berndi's cjuestions about the offer for batch toll records 


75 

Online chatroom posting from Rian Wroblewski rei legal ways to 
obtain cell phone records 

5/14/05 

76 

Emails from Sherlock to PDJ re: a Virgin Mobile ping in England 


77 

Online chatroom posting from Skipp Porteous re: trap lines 

10/29/05 



78 

Miscellaneous email requests from Yontef to PDJ for CAN and toll 
records 


79 

Emails from Yontef to PDJ re: pretexting and customer service 
operators 

7/19/05, 

8/14/05 

80 

Email from Yontef to PDJ providing the customer service passcode 
on a ceil phone account 

7/13/05 

8i 

Email from PDJ to Yontef providing cell phone ping information 

1/27/06 

82 

Emails from Yontef to PDJ re: the Committee’s investigation 

2/7/06 

83 

Emails from Yontef to PDJ re: Baird and a possible interview with 
the Wall Street Journal 


84 

Emails from Yontef to PDJ re: referral of clients to Baird 


85 

Email from Yontef to PDJ re: Bruce Rich, operating out of Panama 

4/18/06 

86 

TelcoSecrets.com home page, from 2005 


87 

Online chatroom posting from Jimmie Mesis re: Yontef s seminars 
□n obtaining phone related records 

10/7/02 
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88 

UCC account summary for services provided to Anderson, October 
2003 -April 2006 

5/3/06 


Services offered to Anderson by John Strange 
(InformationBrokers.net) 


mm 

Selections from anderson-pi.com, from 2004 


B 



91 

Correspondence with John Strange of Worldwide Investigations re: 
the leg^ity of how Worldwide acquires data it sells to Abika.com 

6/4/04, 

12/15/04 

92 

Email correspondence with Ken Gorman of First Source re: the 
legality of how First Source acquires data it sells to Abika.com 

8/22/04 

93 

Email from Peter Duffey of Double Helix, Inc., re: the legality of 
how Double Helix acquires data it sells to Abika.com 

7/15/05 

94 

Examples of information requests faxed to Abika.com, along with 
the required explanations for the orders 


95 

Copy of "Routine Fraud Prevention and Security Measures" that 
Abika.com employees use when considering orders from new clients 



Toll records requests and reports purchased from First Source 



Services offered to Patel by John Strange (InformationBrokers.net) 


M 



98 

Online chatroom posting from Berndt promoting his company 

10/26^5 

99 

Online chatroom posting from Berndt inquiring about Sherlock's 
offer for batch toll records 

5/13/05 

100 

Misc. online chatroom postings promoting Berndt 's company 


101 

Online chatroom posting from Berndt re: spoofing 

4/7/05 




102 

Misc. online chatroom postings re: the Committee's investigation 
and the legality of obtaining phone records 


103 

Misc. online chatroom postings re: pretexting and the availability of 
toll records 


104 

Online chatroom postings re: the legitimacy of cell phone pings 

8/10-11/06 
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B 

Misc* onUne chatroom postings rer how to access phone records, 
credit card information, email user information, and other personal 
consumer data 


mm 

Online chatroom postings re: PO Box breaks 


107 

"Request for Boxholder Information Needed for Service of Legal 
Process" form used by data brokers to obtain PO Box information 


108 

Misc. online chatroom postings re: how to access Onstar vehicle 
information 

11/21/05 

109 

Online articles re: caller ID spoofing services 





110 

Advanced Research price and service descripdon lists 


ai 

Misc. invoices and requests for purchases of phone records, bank 
account information, safety deposit box information, and other 
private consumer data from Touch Tone 


112 

Invoice and toll reports purchased from First Source 






Long distance tolls providKl to Kacala by First Source 

7/22/05 

114 

Services offered to Kacala by John Strange {InformationBrokers,net} 





115 

Online chatroom posting from Owen rcr secrets of the data broker 
industry 

5/14/05 

116 

Online chatroom posting from Owen re: risks of Pis publicly 
discussing rheir taaics 

1/6/06 

117 

Online chatroom posting from Anderw Price promoting CSI's cell 
ping service 

4/27/05 

118 

Examples of scripu for pretexting provided by Owen 


^8 



119 

1 

'Independent Contractor Agreements" signed by PDJ's third party- 
vendors 
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TABl 
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Touch Tone Information, Inc. 

Scanninfi Tha Globe For TJie Infomiaijon You Need To Know 
Amenca's Full Service Invesligalive Agency 


MAIIT LIHE; 303-671-9036 
TOLL FREE: 000-596-3824 


FAX LIHE i 303-671-9163 
TOLL fjlEE; BOO-596-2119' 


. - ^ i-a » full Bftrvlcrft lnfor«atlOti Brokerage 

Aqency^tailored specifically to providing investigational services 
to the Infomation Industry. 

n«ii6d below ere tbe basic service- that we ere currently providing 
fir the tfi^er of 199S A all of 1999 calendar year. not- 

fhat the pricing structure listed is for the domestic ^ , 

inli please note however Canadian Clientela pay basic rate as well* 


ve .ust alter our prieW iIS 

I price list goin^ into effact January 


I 

I 

I 


BASIC SEBVICES PBOWIDED AND PRICIHG STROCTURE 


pS?Si=»l .<Wr.s. of th. o™i«r in Guorantoed. 

TOLI. free TELEPHOKE SUMER lURSTiriaTIOT 

jaj 1 line toll free n’umbar tBOOi Boo# H77J we wiii 

nuMor ™4 

Where thetoll free niunber tenninates to, Guaranteed* 

,S^S"S;S"u.... .™ ... 

address on fll*. Guaranteed* 

PAGER HUMBER -ItU the listed n«.o 

sn,s.rs'.sfs«”«rs,s^i5. 
si.’s ». 

ll™d“L» snJ address fH" -ith nho pogln* coopAnif, 

Guaranteed - 


303 South BioRdwty. Suite 414 « Deover. Colorak) 80209 
(.Vl3)67|.9aW (800)596-3824 • FA\: (303)671-9163 FAX: (800)396-2119 


*Nu ti u f t m 
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VOICE HAIL HUMBER IDKKTIFICATIOII _,COST $75.00 
Givsn any voica nail nunbar, wa will provida you wi^b tba 
llstad nama and addraas on fila with the voice mail company. 
Guaranteed . 

toll free voice hail HUHBKR IDENTinCATIOH COST $85.00 
Given any toll free voica nail nunber, wa will provida you with 
the listed name and address on file with the voice mail company. 
Guaranteed. 

CELLULAR HUMBER IDEHTIFICATIOH COST $50.00 4,.w 

Given any cellular telephone nunber, we will provide you with the 
listed name and address on file with the cellular coa^Jany, 
Guaranteed . 

PHYSICAL ADDRESS IDEHTIFICATIOH COST $50.00 ^ ^ ^ 

Given and physical address, we will provide you with the name and 
telephone nunber presently working at the address. Guaranteed. 

HON PUBLISHED INDIVIDUAL IDEHTIFICATIOH COST $90.00 
Given any individual, confirmed thro\jgh directory, listed as 
either non-published or unlisted or private, we will provide you 
with the physical address and telephone nunber of the subject in 
question. Guaranteed. 

POST OFFICE BOX IDEHTIFICATIOH COST $75.00 
Given any post office box, whether public or private, we will 
provide you with the address on file with the . 

Guaranteed. NOTE, we must have the name to proceed with this 


TELEPHONE TOLL RECORD INFORMATION ^ ^ ^ 

Please note the following different types of information that we 
provide and the cost breakdown. Social security number most be 
provided for any request involving either Cellular or Xx>cal tolls. 


A. 


Land Line Tolls, residential or business. 

$85.00 1st month 6 $50.00 for each additional month. 
Long Distance will be provided unless Local is stated, 
if both are needed separate charges will be applied. 
Local Line Tolls, residential or business 

$95.00 1st month 6 $60.00 for each additional nonth 


B. Cellular Tolls, residential or business 

$95.00 1st month k $60.00 for each additional nonth. 
Outgoing calls only will be provided. 

C. Calliisg Caid 7t>llB, residential or business 
$95.00 1st nonth k $60.00 for each additional month 
The nunber called from and to is usually provided. 
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Credit Card Tolls, residential or business 
$95.00 1st aontb t 60.00 for each additional sooth 
Please note that we must have nane, address, social 
security number and date of birth. Most cases need 
the actual card number, however for American Express, Diners 
Club or Discover we are able at times to solve the case 
without the actual card number. The Date, Amount, Merchant 
6 City are listed for each charge. 


NOTE For all tolls, we must have the name, current address, 
and social security nximber if available. Please be aware that 
we will provide you with the most recent month of charges 
unless otherwise stated. The date and number are always 
provided, however for time and duration of calls we do charge 
an additional $25.00 per month, per line. 


BANKING INFONMATION COST $150.00 

Given any individual, small business or large corporation we will 
provide you with their main banking institution name and address, 
as wall as account numbers and balances. 


NOTE: A current address and social security number must be provided 
if the case is residential, as well as a tax idantifi cation number 
if the case is business related. Our structure of solving this type 
of case is to search until we locate one bank with active accounts, 
then to provide all accounts at that one bank with balances for the 
I initial service fee. 


Stocks and bonds are also solved in the sane way, however the cost 
is set at $250.00, and again all accounts are provided at the 
brokerage house located for the individual or business in question. 


We also offer a city-wide or state-wide search on both the banking 
and brokerage house search. This search Insures the complete 
coverage of every bank and or brokerage house in any given city or 
state. The fee initially charged on the regular search covers the 
main institutions in any given area with a reasonable amount 
searched. This expanded search is charged at an initial rate for 
the checking plus an additional fee for each institution located 
with all accoxmt specifics provided. Please feel free to call for 
any estimate on any area, city or stats to be searched. 


In conclusion, all services can also be provided on a Canadian or 
International basis, please call for pricing struct\ire for all 
international work. Note that all Canadian work will have special 
prices for Canadian clients. For any service not listed or for 
any questions not answered, please feel free to contact us at 
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CJUfADIAN/IHTERIUTIONU. BASIC SERVICE LIST AMD MtlCX STflUCTUHE 


Address brsake 

75.00 

400.00 

^ Banicing investigation 

150,00 

1,000.00 

Cell braaJu 

65.00 

250.00 

Cell acgulsltioDS 

125.00 

350,00 

Hon^publ labftd ; 



Address A telaphona 

100,00 

500,00 

Address only 

75.00 

375.00 

Kueiber brealu 

50.00 

175.00 

Pagsr nuober breads 

6S.OO 

400.00 

Toll -free pager breaks 

100,00 

N/A 

F.o. box laves tlgaticca 

75,00 

400.00 

Stock Investigation 

250.00 

1,500.00 

Toll record acquisition: 



^ Cell toll* 

Additional eontbs 

200.00 

100.00 

750.00 

450.00 

Credit card/oalling card tolls 

200,00 

750,00 

Additional oontha 

100,00 

450,00 

^ Losig-'distsnce tolls 

150.00 

500,00 

Additional eontbs 

75,00 

250.00 

Tios k durations 

25.00 

125.00 

Voice-aail nusiiber breaks 

65.00 

400,00 

* All intsmstlonal cases; Add « ISf service charge 
hit.* 

for m>- 


* All AtlSB caaBi; Add a ISt ruBli'fas,* 
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Ee: John Ramsey 

Case Type: AMX Credit Card 

Billing Amotmtl f 75-00 card acq 

75.00 card statement 
3Z.50 rush fee 
172.50 Total 


1, Current Residential Information: 



ErD^TE=D 



Current Credit Card Charges: 


Cate 

11/13 

11/2S 

11/29 

11/29 

12/04 

12/03 

12/03 

12/06 

12/06 

12/C3 

12/10 

12/11 


Description ^ Aftotmt 



BonldEx, 

00 

127.00 

Boulder^ 

CD 

525 . 00 

Atlanta, 

ga"" 

245.00 

Atlanta, 

GA 

210.93 

Boulder, 

CO 

301.00 



1530.00 

NY, NT 


146.76 

NY,irf 


315,01 

HY,Hy 


143.35 

NY. NY 


394-00 

Boulder, 

CO 

129.02 

Boulder, 

CO 

201.00 
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12/11 

12/23 

12/24 

11/25 

11/26 

11/27 

11/27 

11/27 

11/27 

11/29 

11/29 

12/02 

12/02 

12/02 

12/02 

12/02 

12/02 

12/03 

12/05 

12/06 

12/06 

12/06 

12/06 

12/06 

12/07 

12/09 

12/10 

12/11 




Boulder, CO 

201.00 

Boulder, CO 

32.37 

Boulder, CO 

599.48 

Roswell, GA 

355.03 

Atlanta, GA 

225.78 

285.29 

Alfarett, GA 

161.69 

Alfaretta, GA 

531.76 

Roswell, GA 

115.50 

Marietta, GA 

39.00 

Marietta, GA 

223.44 

Boulder, CO 

46.31 

Boulder, CO 

22.42 

Littleton, CO 

72.65 

Littleton, CO 

137.09 

Littleton, CO 

237.39 

Littleton, CO 

493.01 

Littleton, qp 

28.64 

NY, NY 

74.61 

NY, NY 

820.00 

NY, NY 

88.77 

NY, NY 

37.89 

NY, NY 

45.47 

NY, NY 

140.73 

NY,NY 

660.20 

Boulder, CO 

99.88 

Boulder, CO 

26.24 

Boulder, CO 

324.92 
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12/12 
12/12' 
12/12 
12/13 
12/14 
12/15 
12/17 
12/17 
12/17 
12/17 
12/lS 
12 /I e 
12 /le 
12/19 
12/20 
12/20 
12/20 
12/20 
12/20 
12/20 
12/21 
12/22 



Boulder, 00 

78.30 

Boulder, CO 

63.39 

Boulder, CO 

225.11 

Boulder, CO 

159. B2 

Boulder, CO 

59.20 

Denver , CO 

50.00 

Boulder, CO 

30.86 

Boulder, CO 

92.01 

Boulder, CO 

363.85 

Boulder, CO 

19. S2 

Boulder, CO 

91.15 

Littleton, CO 

163.98 

Boulder, OO 

22.32 

Boulder, CO 

150.16 

Boulder, OD 

187.96 

Boulder, CO 

81. OB 

Boulder, C0_ 

150.03 

Boulder , CO 

51.52 

Rhode Island 

192.89 

Rhode island 

254.35 

Boulder, CO 

35.64 

Boulder, CO 

19.22 

isH take my life 

from me, for 


Icath is better to wm tlwm life." Ana the Lord said, "Do you 
Live — od reason he wngrv?" So the Lord God appointed a plant 
nd it "grew up over Jonah to be a shade over hi a head to deliver 
iij» from his discoafort* And Jonah was extrewly happy about the 
lant. But God appointed a worm when dawn cam* the next day, and 
t attacked the plant and it withered. Then God sid to Jonah "Do 
ou have good reason to be angry about the plant?" And he said. 
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12/26 

12/17 

12/17 

12/20 

12/21 

12/22 

12/22 

12/22 

12/22 

12/22 

12/32 

12/22 

12/23 

12/23 

12/33 

12/23 

12/23 



Boulder, CD 

43*00 

Boulder , 

440*50 

BcTulder, CO 

575 . 70 

Boulder, CO 

43.16 

Boulder, CO 

244*48 

Boulder, CO 

109.69 

Boulder, Co 

3000.11 

Boulder, Co 

999*69 

Boulder, CD 

641*95 

Boulder, GO 

26.00 

Boulder , CO 

29*27 

Denver, CO 

273,61 

Boulder, CO 

116.91 

Boulder, CO 

3126,82 

Boulder, CO 

52,52 

Charlevolm, Hi 

206,70 

GA 

49.00 


Thanks , 

Touch Tons Data 


Thought of ths iJay: The naive believes everything, But the 
prudent man considers his steps, h wise man is cautious and 
turns away froo evil. But a fool is arrogant and careless* 
Proverbs 13 j 15-16 


tla 
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fN ggffii 




D-Tecii 

ATTH- 8enny, Beflny. Bereiy ^ 

l^^^DAC'Tt'O 

CiCE TlfPI: Credi[ Co/tf lofe/Jfusfi 
611LWG AUmmT: t97.7^ 


T. Cvrreftl Resideirfiol InfcfimrfHff 


AOTiS^S^ R.eDAc-T^D 


Current Cord Tijl yafmtriwn 
S^tefflber invoice ^ 


Date 

9/or 

9/03 
9/03 
9/05 
9/03 
9/1? 
9/1 & 
9/19 
9/20 


Merchant 



ioodioni 
Bfr. Hpais i 155.00 
RoinSw 1271.05 
Palm Springs t 271.05 
OksM Hot Sp 9 E 455,00 
SunVoley, CA 135.00 

Lfl$ Ang«te$ 74.69 

Los An0es 167.76 

Los Angeles 5,403.27 

B«ef^ Hills 232.00 
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ftpnu. im o\me 


Olr^isfeod lin.vfS]iq(iJrcins 
AITN: fJviro 
RE: Jerry Holl 
CASE TYPE: SpecwP 

eniING ^2S.0C’ + l&.is ^ ihsjs 


l^ie EnterpiPse Rfinl“A“tor AoEncy Pws on jile br Jerry BoJI/Joggcir oddress of: The Comiort Irui 
\ 2 m Edsl 1-30 
Greerwilte. Tx, 75401 

COO be feoffjfid of 903-i^l^l. accorrfiog io Enferprise records. The Irucli rs pok) lor m\'A 
April 16 , 1991 #leOi%CTffC3 


Thooghl of 
Tor Ft fs Me 
91:2-3 


Ihe rJoy: "“li insH soy lo 
irfio delwers you Trorr- 


I he 


Lord, 'Wy ffituge atvd my 1or(,fess, my God, io whom \ trust!’ 
snore of Ihe Ircrpper, ond fran ffte deodfy pesirleoce.'' Psolm 
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O-Tecli 

ATTM; Bcfin/. Benrty, Gwny 
Rt: Icmyo Haf<#ifig 
CASf ^yPr- N<>fl-i>ijbifshed 
ElLlfWG AMOUNT. G 


L Cuffertt Residenljol Iniormohon: 



)\ 07 >K£TES Rtt^SiACT^iS 




Tfiere is sfl oppowtleiJ fifise (of overylliing. on4 t(wr« is <j lime (oi e»e(> event under heoven. A tims 
b gw tMfT^, o'ld 0 Time Id liie. Eccleswstes 

SPECIAL NOTE: for the New York dels, they hove been oppobtec) o time to die. 2:00 pm MST Jonutrry 
17, 1990. Arid io the iwo lime Soper 6o*l vitlors. the Detwer Broncos, Lel'i Gel Reody To RumWe 
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Dtjvi'J t F'^i';riiTivi-: 

AHfi t^id 
R[' 

CAi-f T vF[ Pf^N'i/Tnii^ ^ OyFjli^p^ 

EiLLi^k- .iiJ^JU^^. la u.- - 3^.C& 2tid w. - M Wo - 

hrii i L'ur^jFJin: - = tr60.5C 


■■■■■■^ W4/«ie, AbOKtSj, # 

f'ww'r. L’e. SCri‘0 JvSftA&Ttb 


Uprrtfji bll lirtoff rial ion. 

Nomb^j (,oll'rd luvit 

Feb'uofv Invoice p}!s HfbActt^ 



OJ'if 40f 


I5il 

O’JC' 

U75b 

liS-J 

or: 

0S57 

1035 


{^uiyhr>i> 


7 
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i 

I 

j ul cloy, a« tht buJrol <W un , m lliey tJt. no' so*. i*iHi€t do iefl[.- i>cj 

\ oith^ twins. i>nd v’jij! Ai*; yoy ^.>1 ^^^u■■il niuir tliyn 

I iWy'-'" Moittie* t:2i 
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switch as, 1999 


RWZP 99X2 


ttobert Wi lXifttt 
BE 

CASE TYPE: Bani 
billing AMOUNT: Prepaid 


IslAmt, fttpAtTCD 


2 . 


Current Besldentiai 


Aurora, Co, eooiJ 


iri formation; 


Currant Sanhlng InforHiation: 


Noma at Bank 


1 

Account Nanbcr: M 


FaBruary Btatationt 



Deicription 

Data 

Amount 

B30 

02/01 

64.13 

83S 

02/01 

25.47 

0S7 

02/01 

24.00 

B34 

02/02 

13.90 

a3f 

02/03 

40.00 


02/02 

3S.67 

f4X 

02/02 

I5,ZZ 

63S 

02/03 

146.31 

Ceih Check 

02/05 

300.00 

84Z 

02/05 

21.00 

643 

02/08 

114,00 

844 

02/08 

31 , 95 

AOL 

02/16 

20.95 

649 

02/17 

SI. 10 


AtiiAC-r&& 


1 
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k\\ liK 

CAjl T^P£- 


Up Acted 


^uii^fii kesiJeisfia! Inlcfnioiiijn; 


BovijfW, CO 


R^toAt^TEO 


CyJiSJil Bottk JrJC'rrPHjttOJi 


NomtSl BtJfll'. ha 
IQ fi} Uyirk Av^riuv 
Durijnq':'. (0 ^331^ 
y70-:47-33^' 


Ai’fpufil fiijmtytp 
Acil^kwvt 

A^.'^rrrtr rr^riiT 

Actturi^ b'3lor»ct % -12 



(LCPAXT£D 


bieol oic (1* »o-ts el tHe Leii ll>« oii iWitO Uy o* "He il^'* «' I'-ym 

He Wc OPveri h Iticl* wti.; (eqc Him: Ht vt!l rtmemb^J Hi: cOf^noiit (P^OiH I f I 

HOTE Vor thc-^t ifh: toe oOvrpSed (le IM he iia: lo \<ih ^ort ei 1l>rrii 
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CUmsIsijd Inv^stiqoli^S 

CASE TYPt; Tofis (] m<}n|h}/RiisJi 
aUNG MRJHl: i^V6 


1 Current ResidenlioJ tnlormoliofi: 




J!io RoFichl), fIM 87)24 

tfflEDAC-reo 

i. Curreni ToU Iniormoiion 


ftCtACTEb 


November irmjtce 
Corrier: AT4T LD 

INrCRNATfONAL CALLS 


Ntm«f KgoftOTCD 
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i 



i 

I 


1&/12 

10/12 

10/15 

10/15 

10/16 

10/16 

iQ/ie 

10/22 

\ 0/22 

10 / 2 ^ 

10/24 

lG/24 

10/24 

cO/24 

10/25 

10/25 

10/26 

1C/29 


*J REMWeft 



DCWESllC CW.LS 
Dffte 

10/04 407 -^ 


88 


i's AEoAcTee 



Getwld, cowt Wetted mh^ endured. You tidve htord ^ the eridurocite ot Jot and hciMe seen 
the odcome of the Lord's <feotims, tha! the Lord fs M oJ compossforf and is nwroduf. porrws 5:n) 
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TOUCH TONE INFORMATION 

303 South Broadway Suite 414 
Denver, Colorado 80209 


(303) B7 1-9033 


Cbem 

HRT 

THEHARITOED 


INVCHCE » 

HRT9W05 

DATE 

09/08^ 


Bill To 
HRT 

THE HARTFORD 




Imraitt HRT9830J D*te OWM/93 
CuscoKT HRT 


AmouiilDue SISO.OO 
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Invoice 

Touch Tone Information, Inc. 


303 S. Broadway, Suite 414 

dSTE 

invoice 4 

DenvcTi CO S0209-1 511 

1 



(303) 671-9038 






BILL TO 


“Ol o’hiwt™! iDVHflftt**** 

FAX: 805-273-5491 

— 

1 

1 
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thor'ntOn, summers, biechlin 

DUNHAM & BROWN, L.C. 



ATrcwCVt 4TijlW 

A wcftr Cwm < Sum ^00 
T0100 ftewiON PlAcr 
SAh Ataonm. TEJuki 7ea?S-4tJ3e 
(2T0I 342-E&6G 
FAX (3101 G2&^S€ 




DriMV t-HMIG, Jft. 


Apdl 10, 1998 


TQv£b Tone Infbnnatiao, Ine. 
30? South Bmdwa^r, Suite 414 
Dcover, CO S0309 


To WHgoi This May Conoefo: 









1 would liVc to teta in your servkes in pe rforgring a bvni account and stDck^seourities check or 
hu date of bifth U MBS and hii socnO security number 


£ 0 ^^^ I have aba oiclosed the spiylication and retainer fee that b required prictr to your pcritormiug 
ihb ssmce. Should you need any further information, please oontact my paralegal, Aitck 
Fletcher. T 




Very truly youra, 

THORNTON, SUMMERS, BIECHLIN 
DUNHAM BROWN, L*C. 



AHH/af 
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Touch Tone Information, Inc. 

Scanning The Glote ForThe Infdmiation You Need To Know 
America's Fult Sei^ice Invcsiigative Agency 





OctobaT Z2iid, 199fi 

Goodan04# ASBOCiateG, Inc 

1000 Blahop Street, Suite 608 

Honolulu, HI 96813 

Attni TlBa «erie Canlee 

ne s Work Product and various other Inforaation relating 
to Touch Tone inforatation', Inc, 

1. Relating to the Calling Card Toll recently raqueeted 
relating to Jung Han*. 

The original Card nunber given aa you know wee wrong, for 
you did in fact cone back with an altamate numbar 
' to atteiBpt to gat toll* on, We than cOAlttad an typo 
and aant back the saae nunber to you when we did in fact 
mean the new nunbara. There ia according to both GTE, 
ae well aa AT&T no active calling oarde with either of 
the nuB^r* you provided* Without knowing the celling 
card coi^jany, there ie not much that w* can do. 

2. Relating to the way caoea are delivered to your office. 

According to our records you have been a GREAT client of 
ua hare at Touch Tone since July 1995 . We have alwaye 

" sent hack your caaea via far, however if you wieh ua to, 
we will also mail your caaea to you, but please keep in 
Bind, that from here in Denver, 00 the i&ail to Hawaii, 
takea an average of 4 to S days to arrive. 

Second, relating to the fax machine time and date sta^, 
we must let you know that our clientele such as 
youraelvea understand that we stust break various rules 
of law in acquiring all the infonaation that we achieve 
for you, thus we never, have set or will set any accursta 
tiBW or data information on our fax machine, just in case 






3(G Soudi &riwdw«y. 5mw 414 A Denver. CoknlD >0209 
tMIJ 07l-9aW (SOO) 596, J8M 9 FAX ; {303> 67 1 -9 1 6J FAX; (««>) 596-21 19 
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April It, Wt 


A.z, it*rliAg & A«soei*te4 

ATTN: Aftl* 


HE: 37eS-l 




cab2 tvfc: credit C^ra Toll* 

PtLLiNG A^tQVNTt D 


Kav'lnf trcniPl* solTiA^ Vhit c«». Uc l{h« 

tin* to ^/3/$9). FltA»« Advjae. 


Ua hIaA our clivnral* to know tkut du* to ETC law* 
unAblc to proYlda fluncial infornAtisn. How«v«i ^ w« 
oontlAM ro provia« *11 othtr Hrvic*B as uHual . 


n^wi^L vr VUv '^Tlbw (iu«i b hJMjwb 11.1 wwpt V 1 E Ilf I .ir 

« BCioAgAr doAii ooT ftnmr* ir^ joy. trV«r> in j«ti']hT-ai rrn^ 

tM«rC Mmy M lo p«in, «nd kha and of jay nay be grief ' 
FrovarbB llflO, 13 


Oki To 'ho 


,J - />1 ■ 
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'[Jt\/€^ Ask* 

c>i\ 

L^^\ l/^'L Q c^hk ^^-5 ^jitjswt } 

Fh^ . , 

z) c^il (^F“\uiJihi ^1 I ^^\C 

3 ^ /texi- ^ 

C£^// ff ijiHo/UtX^ pUr.t^ 

pt^*' 'J 

dc? ^£j| +j*J vp wif;, 

otii bu.i ( bwi I's 

crJff^S 

Cfl. f/ *ii/J //rt* $ 
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ADDRESS BREAKS; 

(NEED TO LOCATE NAME AND TELEPHONE NUMBER) 

ATiT CARRIER ID 10102860 HIT *0" TO ADVANCE PROMPT 

aOCAL PHONE COMPANY AREA CODE INFORMATION}^ 7^ i 

IS * 

OBTAIN AREA CODE AND THEN PULL STATE SHEETS; 

(BASIC 4 RULES); 

1} CABLE COMPANY 

2) ELECTRIC COMPANY 

3) NEWSPAPER 

4) PHONE COMPANY (SEVERAL JACKS IN MY HOME^ 

USE mENTlTY OF DOCTOR, ROOMMATE. LANDLORD, 

HUSBAND/WIFE. ETC. 

WHEN MAKING UP PHONE NUMBERS IT IS GOOD TO INCLUDE A 
"0" IN THE PREFIX, LE., 602-90S-S070 

WHEN GIVINQ OUT A -NUMBER" ONLY GIVE THE LAST 4 DIGITS OP 
THE PHONE NUMBER 


HINTS; 

A) JUST MOVED TO THE AREA 

B) NEED TO INQUIRE ABOUT OBTAINING AN ADDITIONAL LIHE 
C| US WEST INCOraORATES 14 STATES 


MAKE A BOGUS REPAIR ORDER WTHi THE TELEPHONE COMPANY 
THROUGH THEIR THEN GO BACK IN AND TALK 

TO A REPRESENTATIVE TO VERIFY INFORMATION, CONFIRM THE 
REPAIR, AND OBTAIN THE NECESSARY INFORMATION I AM TRYING 
TO OBTAIN. 

BOB SCAM; BOBB ELECTRIC MOTOR COMPANY ^ J # o j p ooo V 

fK*i*£ Linci Fctl ciifvr T r ^ m\ iiari hw \ 

6 .^. 7 ., 7tU ^ 

n.« I, MS , j. A T’M . iteo wo » •< 1,,*'^ « .p y, 

^'.1*7. *;^7**;' !** *7**e liMOs moon m ♦« . 7<i; t 


] X ^ 4 KWtw W^7 I’i OPF ^ ^ 


EViJWfl Vp ifrtfd 
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addresses O0TAINEO THROUGH INFORMATION COULD BE AS OLD 
AS 90 DAYS. 

locally, information is usually very accurate and 

CURRENT. 

INFORMATION THROUOHT AT&T IS ONLY UPDATED WHEN THE 
CUSTOMER CALLS TO UPDATE THIS INFORMATION. 

IF W£ HAVE A PHONE NUMBER FOR A COMPANY AND NEED A 
PfmiCAL ADDRESS, WE CAN CALL THE COMPANY AND ASK FOR 
PHYSICAL ADDRESS BY SAYING WE NEED TO "OVERNIGHT 
INFORMATION VIA UPS, FEO-EX, ETC. 

RES. BOARD - INFORMATION ON SOO NUMBERS: 1 -BOO-337-4 194 

APPROACH METHODS: 

A| FM NEW TO THE AREA 

B) STATIC ON THE LINE, IS THERE CONSTRUCTION GOING ON 
IN THE AREA? 

C} HOW MUCH DO I OWE YOU? 

D) where was my bill S ENT? 

E} WHEN WAS MY BILL SENT? 

V) WHAT ADDRESS DID YOU SEND MY BILL TO? 

G] WILAT IS THE BILLING CYCLE? 

H) WHEN IS MY NEXT PAYMENT DUE? 

I) USE VOICE ACCENT APPROPRIATE FOR THE AREA CALLING 

J] I HAVE MORE THAN 1 PHONE LINE, I HAVE 4-5 AS A MATTER 
OF FACT, DONT KNOW WHICH ONE IT IS SET UP UNDER, 
ROOMMATES, ETC. 

iq WHAT IS THE MAIN# YOU HAVE USTED? IJUST CHANGED MY 
PHONE NUMBER. 


IS THAT ON COUNTY ROAD 4 OR EPPINGER BLVD?? 


>fvt £Jn ffffO ntii Tit 


Am 


4c 


•ds 9O0 TcflJ.5: CniL (WT To *^‘0 -F 9^ 4iC 

>1h^ Olken fiot' nuA "Mfl, trm^ T(iff &£>0^ /JJ T CdP-i j V* ’A fi, ^ 
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ADDITIONAL HINTS: 


never give the power company a bogus phone number. 

THEY WILL CHANGE U IMMEDIATELY AND IT WEi SCREW UP LATER 
ATTEMPTS TO OBTAIN ANY INFORMATION ON THE ORIGINAL BOGUS 
TELEPHONE NUMBER GIVEN. 

TO INQUIRE AS TO WHEITfER THERE IS ACTUALLY WORKING 
TELEPHONE SERVICE AT A PARTICULAR ADDRESS, DO THIS: 


HL THIS IS DOCTOR. 


, MY COMPANY IS GOING TO BE 
__ AREA TO DO SOME 


RELOCATING ME TO THE . 

SUBCONTRACnNG WORK, GIVE THEM THE ADDRESS YOU ARE 
TRYING TO FIND OUT INFORMATION ON, AND I NEED TO FIND OUT 
WHETTHER OR NOT THERE IS ACTUALLY WORKING SERVICE AT THIS 
ADDRESS SO THAT I MAY SET UP MY OWN UNE AT THIS ADDRESS. 

foH aU ^ ftqjiiHf'jrX 

rtMO t/' mo<* »*v If 

^ p^ii .# iti 

70 SrfT -fu '*> JiT FvR f^00tfis ^ 


OH : jusr 

hit* ^ ftiA ' 

■ ni.ijL ^ 

*• »»« /* •eft«. 4 .la -o 

A'C- AT 4/ - „ . . . _ ^ 


CMI 'Jtw'T . 

■# 


fF«..a, Jl‘i .f " 


# tor"' To pjuujwa|tttliw¥w 

i Ya auT jtoJ^v av iic'oJt, 

ff.r 

pAa^c Sinot sMi-3 4i,c. 

«ri«5 -#0 fte te^LK^ y ^ 

on Fta wu^n^arf\i 0 rt ^ it 
CVi^M^ri cnl^s M,a r*i/L/£ ^JO Hti’C 
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LONG DlSraKD TOLL PtF QHMIlT IGK 







f 







IBVnXE^ WTE^ 



PBIE 


jnniHEfi ***yT.Tm 


gue 


nrmn’!^ Pff 
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CREDIT CARD TOLL WRKS^ET 

"Sate | nmutric j kerchant I locatiob 
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banking information 


NAME — — 

ADDRESS — — 

CITY STATE ZIP, 

BANK NAME 

ADDRESS — 

city — STATE ZIP. 

PHONE NUMBER: . 

ACCOUNT NUMBER: BALANCE: $ 

ACCOUNT TYPE: — 

ACCOUNT NAME: 

ACCOUNT NUMBER: BALANCE :f 

ACCOUliT TYPE; ■ 

ACCOUNT NAME: 

ACCOUNT NUMBER: BALANCE; f 

ACCOUNT TYPE: 

ACCOUNT NAME: 

ACCOUNT NUMBER: BALANCE:# 

ACCOUNT TYPE: 

ACCOUNT NAME: 

ACCOUNT NUMBER: BALANCE:# 

ACCOUNT TYPE: 


ACCOUNT NAME 



NAME, 


ADDRESS 

CITY 

PHONE 

COMPANY NAME_ 
COMPANY PHONE. 


COMPANY NAME_ 
COMPANY PHONE. 


COMPANY NAME. 


COMPANY PHONE 
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[.ITY SEARCH 


STATE ZIP. 


NO HIT 
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state COUNTY AREA COEJE 

^ ^ - - 

LOCAL PHONE HOURS 

HES , billing ^ ■ 60 Q -^ ORDERS ^ ^ _ _ &Q0 

RES* REPAIR BOO SOS* REP_ 300 


BUS* BILLING 

300 

ORDERS 

aoo 

ELECTRIC CO* 

BILLING 

800 

REPAIR 

BOO 

HOURS 

_ _ BOO 

GAS CO* 


PHONE 


CABLE CO* 

BILLING 


REPAIR 

CABLE OO* 

BILLING 


REPAIR 

NEWSPAPER 

CIR* 


CLASS 

NEWSPAPER 

CIR. 


CLASS 

NEWSPAPER 

CIR* 


CLASS 

E 

WATER 


COUNTY SEAT 

CO ASSESSOR 

CLK ti REC 


Bldg 

CITY HALL 




POST OFFICE 

PHONE 


ZIP 

POST OFFICE 

PHONE 


IIP 


PHARMACY PHARMACY 

RAD SK RAD SK RAD Sl^. 


NOTES. 

NOTES^ 

ROTES. 

NOTES, 

NOTES, 

►''iTES.. 

^TES^ 

N0TES_ 
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Rocky Mountain News: Tech & telecom 


Page 1 of 3 


Rocky Mountain News 


To print this page, select File then Print from your browser 

URL: http.7/wv#w.fDckvm(KinWnnews.cooi/dniin/tectyarttcte/0,2777,ORMN_239lO_4«5578,00. 

Rapp showed how privacy is a thing of the 
past 

By 3«fr Smith, Rocky Mountoln Mow s 
April 24, 2006 

James Rapp achieved national notoriety in the 1990s for his ski in impersonating others to 
get confkfontial informatfon about the rich and famous, people ranging from Monica 
Lewinsky to John Ramsey to Ktichaei J. Fox. 

At its peak, his millionKtollar. information-bfoker business was thought to be one of the 
largest of its kind in the country, with sorrw 10 emptoyees working the phones in a boiler- 
room type atmosphere - at Sb^ and Broadway in Danver - and later in Aurora. 


Rapp, who now lives in Elizabeth, said he was in a Lakewood halfway house serving his 

^ence for pleading guilty to racketeering in 1999 whan America s Mosf Wanted fold the 

inal chapter of his corvartist days. 

Rapp is an exampla of how the tack of regulation of private investigators in Colorado has 

helped make the state a flash point for the setting of private information. By the time Rapp 
entered the business, he already had a fotony oonvictfon on his record. 

In an interview last weak, the 46-year^ Rapp said he has talked to congressional 
mj^bgators. foduding about his business relationship with state Rep. Jim Wtelker in the 
1990s 

Kapp. who maintains ne's no lonper involvaa in the business, said he was one of the first to 
broker such information in the early 1980s. 

Rapp said he got interested in the business white in prison for violating probation In 
connection wrth a car theft when h# was 18 . He said he stole the car to visit his then- 



Ahmad Tcny © 
News 


A! Carton City, he hefoed fellow inmates track down people, such as former girlfriends. 

nr^s when it started There was no nwiey. II was just for fun. avoid borwfom.- Rapp said 

adding he enjoyed the research. ' 

At his height In the 1900s. Rapp said he had a 250-p8oe manual and would travel across thr 
sessions to other information brokers for $ 1,000 a pop 

Rapp said hejustified what he did by reminding himself he often was working for a greater good. 


James Rapp sits near 
his home in Elizabeth 
on Friday. Rapp 
pleaded guilty in 
1999 for 

impersonating John 
Ramsey to get 
confidential 
information in the 
JonBenet murder 
investigation. 
Supermarket 
weeklies have 
published some of 
Rapp's fmdings on 
celebrities. He was 
good at his job and 
wasn't picky about 
choosing clients, 
country, givmg trainirrg 


He said he did work for a Canadian group to help track down childran taken by estranged family members. 


shettJ^*rS!2d ^ numbers to a bartered women s 

Shelter but refosed to give the informabon to the dierrt. who he presumed may have been an abusive husband or boyfriend 


"Somewhere we had morals." he said. 

He said hte downtett was that he wouW work for just about anyone who asked. That indodad helping private investigators 


Ill 


Rocky Mountain News: Tech & telecom 


Page 2 of 3 


itkK dwm infonmatiDn atmud arwi about pwpie such qs Monica Litwiniky and Kattwfine 'rtSliey. two women 

connocted lo Prasidejit Clintonrs $«k scand^s. 

The w«*( "kapi us in a rational spotlight and you i«anit to keep a »ow prtjfite," Rapp *aid Mn o«r Outness. ( should have 
been mora nnarved stayed with ctehts i knew ' 

Auihofitles who mided his Aw?™ offioe in the late IMOs found a d«rt tid of mom than prwale detective afenaes 
who wen buying pfivate inforriHtiDn about paopfe ranging tom HoHywwd itam to debtors. 

Soma infbnmtiDn had been used by supeimerkei waakhes nidi as Tfta Natjoraf ErKfuinr and Ttw Gtobtr and thare ware 
incSrect eormoctioFis to mom mainstraBm press. 

eui Rapp imnted he setdom knew who the exact dienit was bscauie he was hired by private investtgatons 

Things rama to a head locally wtmn Rapp and others at his oompany irtipeftonated Ramsay, ih* father of murdered &■ 
be>ii tty queen JonBenai. to find out intfonnation about his finances, dckais and such. 

Rapp's aitempi to impefSOfiate Ramsey to find out what he had bought at a Boulder hardware store set off a chatrv raadun 
that led to (xjkce casing the store and tracking down Rapp. They got a search warrant and raided Rapp's offices 

Sorrre say Rapp disiractsd SouMer prosecutors from the JonBenat casa because they ^mnt so much time trying to track 
down how infbnrwiton was leaking. But Rapp said he had no regiwts about hii work, which found its way imo supemwket 
weeklies. 


^ Rapp of the day BouWer authortiies raided his office: 'These guys were good - they had me cortvinoed that I kJH«f 
JonBenet." 

And abhough he gained acoesB to fifianctal racoids. including John Ramie/S, Rapp said, T new oommltted fraud in t^ing 
a penny from anybody." 

Rapp said he was refierred ip VSMker by a company wt FiOfida. 

'I used thetr trapiinas,' he said 

vsfith fh^Teervioe, R^p' could dial a pager numbw^. and the return call would go into an 600 traptino set up by weumns firm. 
Rapp then would get the land-fine number the person was catling from and start hiswpfk to ktefitity the pemort. 

Rapp got toe attention of authorities rvtlonwide after he tracked down the addresses, phone numbers and pager numben 
tor an undercDW Lea Angeles polioe unit An Israeli corneded to organized crime aHegedfy used the jnfbrmalnn Rapp 
o^ttected to try IP ideniify frifomunts and ictoreaien some of the detectivn and Itmr farnifies. 

Pciioe dneovered that Rapp had prowled toe intormabon after seizing records from a private detective. ~ii^ new knew 
what they wanted the into for " Rapp said of his cdwct, the private invasligatDr. 


Rapp said its not that dtffiajlt to pose as another pefson to gel cortftdeniial infdrmatkin such as phona rfcoidE. It's not that 
people are gullibia. he seld. but thet they went to help you. 


He said if a customer-service representative asked tor a Social Security number to identify toe aKounl, he Could usually 
Convince the person the wrong number was in his file. Back then, one tochniquB ho used was to persuade a ajtstomfr- 
sefvioe agent that he needed to know an toe cells he had made so he could get reimbureed by his emptoyer He had toe 
agent read toe carts ever toe phone. 

"raidng wp 5mfe:d becpus? toa; K-yld ^3 trsc^d h?ck to you,' he said 
Now. Rapp said, phone companies ere ukdims of their own technology. 

"New you can ahvays re-eslablAh a password, get a copy of the bm. and print It online' from a contputief In a public pdaca. 
'As much n Verizon. Cingular are upset about this, they are cremttng toe problefn by putttog them (toe bUs) onine ‘ Repp 
said. 
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Rapp vague a]»ut how he makes a kwng today InvesUgator^ ene ikepiical h# ift oompMety out of Ih# buijrtMs. He fttera 
to leaching adults at a church and workmg in somhaasi Denver, where he said ha's taking an of tiis airmg mother full time 
He said iegal fees staimrir^ tironn the criminal asa h 1999 look most of his savings. 

"If 1 had Ktitl been In it in 2001, I'm mm J would have b«n working on the tananst angles." Rapp 8*id. 

But the bottorri ine. be said, is that while it was fun, he oouldnljatify it any longer. 

"I fett gutty.*’ he said. "How do you ratiorTalize iyirig?" 

Cofiyrighl 2DQ6. Rocky Mountain News. Ail Rights Reserved. 


h 
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PBJ lyVESTlOA TIVE SEKVICES 

PO Box 788, Granbu/y, TX 76048 Phone: 1-800^298-1153 
Web Stte www.P D JaervicBs .com E<MaiEr Sates^PPJseTviceB ccm 
24 hours/day Fsk: 1-800-297-0012 
Searches are No Infomiatmn - No Charge! 

S Phone Number Break (Customer Name & Address = CNA) ^ncL Non -Pub S25.00 

You supply any tand-line phone number {no CelluJar or Pagers) 

We return the physical address 

Turn around time = Same or next business day. Normally same day 
V Phone Number Break w/date of act! vatton £35,00 

9 CeNular CNA {same or next business day) _ 

B Comprehensive Cellular CNA (Same or next business a ay) $95.00 

You supply the Cell number - We return the name, address, date service was activated, 
account number, contact number on file & ID used to open account, 

B Pager/VNI CNA (Same or next business day) £75,00 

B Disconnected Phone CNA (Isnd'line) £55,00 

You supply the disconnected number 

We return name and physical address when the rtumber was active + forwarding info 
including new number avaiJabk:) Turn around time - Same or next business day 
B Disconnected Cellular Phone CNA or Disconnected Pager CNA S9S,00 

You supply the disconnected cellular phone number 
We return name and address when the number was active 
Turn around time = Ssrne or next business day 
B Non -Published Address Break (Reverse CNA by Address) £45.00 

You supply the address (with apt/unit #) 

We return name & active phone number 
Turn oround t:me - Same or next business day 
B Non Pub (Address only) £25.00 

You supply name 8 city ^ We return the non published address 
Turn around time = Same business day 

B Lltitity Search (1 -2 business days) $55,00 

B Non*pub Number & Address Search $75,00 

You supply name, S£ #. city £ state 
We return the physical address and number if available 
Turn around time » 1-3 business days 

B Reside rrtia I Totta (AJf tong distance catlE from last billing period) $75.00 

You supply telephone rtumber - We return all toll calls from last billing period 
You wi^ be billed if we locate the name & long distance carrier, even If there are no tolls 
Turn around tifir>e » 1-3 business days faddi i mornhs $30. dates +$25 times +S25 per cycle) 

B Reaidentiat Local Tolls (lit 100 calls £55.00 * $0,75 each call thereafter) $75,00 
You supply Telephone number - We return all toll calls from last billing peric^ 

You wiU be billed if Innste n^me £ local carrier, even if there are no toffs 
i^rri a<uuiid lime * 1-3 bucrr.css bayc mcrrthj 530. +S25 *525 per 

B Residentiat Local & Long Distance Tolls $105,00 

You supply telephone number, name and address 
We return all local £ long distance toll calls from last billing period 
Turn arourtd lime ■ 1-3 business days (dates +£2$ times +$25 per cycle) 
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S3«PM 

P4niM 

AcCIWlB»l« 


PPJ / Source Invostigetiofw 

Sales by Customer Summary 

April 1, 20D() through April ie, 200$ 


^ AMBBCAN CAI>rTAL 

1ST AMEfOUfiJ PWESTJOATIVE AGENCY 

a^BPHHlUTIO« 

ZU» AUTO PECCVEflT 

roULEONW 
I STAR ENTCRPBStW:. 

TT HVE£TKUT»N£, NC. 

ASU. PONDS 
AAA RBCOtfERT 

AAA UMJWTfEtJ WVECTMENTS IHC 
AU 

AA^AASAGClATUaiC- 

AAA ALL ATAR DAL PWOS 

AAf fcnow 
AAHDN^ 

AARON dINANDES 

AARON HtfEffnOiATinn 

Am NvAtflBMtiiftC (IMITM Cctm) 

AABCCOHHIHT 

APPOTTJtEY DETECTM AOmCY 
ABC legal SCKVICEJL HAL 

absawevyuatiohs 



ACI knHP^hiM 

ACtgU. SWESHOATIOHB 

AC»CC0AOI-COU 

ACT A ASPGCUTES 

ACTION PWETTiaATlOHS 

aCT^ INV^RTiMTlQW (CO O P PO 

action MVESDSAITVE SERVICE 

ACTION BCCOWHIY ST^TEI^ WC. 

ACTUH RESCARCri 

ACTUNOLOeELLROUTHNET 

AIWUl RASKIN 

ADAW RAL BONDS BC. 


AKS MVESnOATlONS 
ales N ILL ADlAJCTHCHT COl 
ALE' r -ra LA S.*j . 90MH 
■.i I accc sciL 

allch ■wsstioattv'e seimces 

ALUAHCC WVESTUATIONS 


jpr1,1W-ANrtt,M 

2ffi.QD 


745.IS 

386.72 

les.n 

B22.47 

37^PQ 

4/410.03 

131.10 

lee.Ti 

110.00 

44S.0D 

e^.QQ 

OJSO 

1/430.00 

1.406.3T 

fiOOl 

100.00 

18.1$0.00 

12S4G.00 

ES.0Q 


l.TW.OO 

BSe.DO 

1.90.00 
OQ.OI 

e«.03 
Tpseo.oo 
100.00 
13000 
41 $.00 
S3O00 

8s.oa 

S,07SOO 

4j0iWi 

100JOO 

oaoT 

ASSlOO 

42000 

so.oo 

SSO.DO 

700.06 

touozs.oo 

0.00 

30.00 
273l00 

4Sj00 

3SS.D0 

mfi.oo 

s.oo 

3UQ0.00 

19.41 

25.00 

1.313.00 
H.OO 

410.00 

295.00 
224.8 
27000 

14,100.00 

43.00 
43&0D 

OuOO 


110O0 

moo 

16.44000 
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PDJ / 1st Source tnivestlgstlon& 

Sales by Customer Summary 

April 1 , £000 Wfough April 1«, 2006 



Apr 1. VC ^ A|N 11. » 

AUEDIECOVSRV fOR| 

s.ws.m 


380.00 

AllSTAK RECOrarr INC 

£17.36 

JUJJTAR BKOraBT OF ARCOWA 

AflODO 

ALLSTATE BECtWCTY 

1.SBO.Q0 

alhuoueoa 

745.00 

AimAAOMEOAEHT 

S5O00 

ALAHA A OWeOA IMVESTWAtlOlffi 

AlOuOD 

ALMIKTEUJaEHCE 

i.2sajn) 

AIAHA IHVESTnATlONS 

110 00 

ALPHA OHE6A IWEGTiaATKW 

270.00 

alpha PROCESS fiEmrwo 

«.P0 

alpha rsseahcm a petrieval me. 

3.SE00 

AL£Rk.»«^^^ 

210.00 

ALTSCtflA.4 ALTSCHUL ATTOBHETTS ATL** 

2.900.00 

AMBdCAW WBEAU Of ™DTE<rntfE SeRVKK 

010.21 

AMCWCAN DETECmS AOEUCT 

ee» 

AMERICAN DEtEOTfVE AQEHCT (1| 

&.136.D0 

AMBVCAN DETECTWEE 

2Sjff70a> 

AUemCAH HPVTASE 

eiDjOCi 

AMERICAN WWESTKIATWMS, RIC. 

3.006.00 

AJASSCAH LENOenS 

1E1023 

AMtBDCAN L£ND@tS - WA 

1.290 00 

AMERICAN LEHOOtS {Zl 

1.265 00 

Amrlnn HAfURg 

40.00 

AMEHlCANRElCOyERY 

1.61 E.OO 

AMBOCAN SURETY 

600.00 

AMBBCIODn- FINANCIAL SERVICES 

1J321.28 

AMEROTAR RHANCtAL 

OBSOe 

Ai^dMWnSoii Sands 

229.96 

ANDERSON WVESTKUTIVE SCtflriCES. NfC. 

0900 

ANDRE IKEETER 

1.142L33 

ANDHEW FlSrt* WVEBTIOATIOWS, WC. 

IJGIO.OO 

ANOREMS SfTEnHATKWAL 

ijoao-Oo 

AnSjrOwM* 

04900 

AHOLO AMERICAN HVESTUATIOflS 

36.721 .00 

HUfTA 

3D.00 

AMfti f iJ!|#CPTY PI 

4900 

ANN HIU RAIL BONDS 

6.7O0U00 

ANSWERS A BOLUTIOSB 

SS&.OO 

ANTHCNY DETECTIVE AQENCT 

2joeo.oG 

ANTHONV OfUPHA nVESTlOATIOHS 

47S.00 

AHTWAT BAIL BONDS 

I.BOS.QO 

API IBMCES 

105.90 

APS 

9t0£2 

APS SnERHATUNAL 

70.00 

AR F ARR ASSOCUTES 

3.600 00 

ARCHSS WVESnOATtOHS 

1.4«.00 

ARS 

40936 

ARtfl) 

32900 

ARTEMB GROUP 

000 GO 

ABAC 

OGOO 

AlAP AUtO raCOVEHY (Cej 

2L1790O 

ASAP SAM. BC3NDS 

40« 

ASH HVESnOATIOHS 

1.110.00 

AESETT COWmOLSERVICCS 

3.00.00 

assett ewTWOi sERVieEs sa 

ns,t)D 

ASSETT CONTROL amnCBS m 

I.«o.oo 

USETTREmeVAL 

130LG6 

AWOCtATEO PWESTlSAtlONS 

Ejoesse 

ASSOKL Ab.OtCtOyEIlV 

3j(» 

ATLANiPtBOAL SEHwiCES 

56.94 

ATLANTIS BAB. NOS 

1.07000 

ATLAS S ASSOCIATES 

26.00 

ATLAS MdVESTIQATlONS 

130.00 

ATTORICY DAVD LAZ 

3,006.00 

ATWOOD SECURHY SERVICES 

400.00 


P>9*2 
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PDJ 1 1st Source truvestigatjons 

S^Les by Customer Summary 

April 1, 2000 ttiffoUBti April 10- 200* 


JUISTH pnVJlTf HWCKTKUmNS 

jumioidiE jum> flECowert ► wc, 

juirotMAmciNC- 

JUITC CASH TTnS LOANS DFInASCONSM 


JtLrrC FHlEttS 

ALTTC FUtA] SEffl/Kttta. HK. 

U/TO LOAM ACCCFTAMCE OORP 

AUTO LOCATORS OF AnAWTA 
AUTO HEHC KANTS 
AUTOHOSU RECtnVRY BtAtEAU 
AMTOmAK « IQCnSRY 
avn^tuatidn* 

JUUDH ir4VeST1iUTllVE SERlOCeS 
mCBRECOWERT 

UCKOnOUWlNVeSTiaATIVE URVKCB HC. 
BAOWKKJND NETWORK. MC. 



SARNEII UJtUKCPP 
fiAmCTT MOTORS IHC^ 
aWSWOTON CAmOL 
OAVVTAte INVESTIGATIVE OROUP 



BELLEKMNE HVESTIBAOVE SERVICES 
KWFKlAL tlWEETIIUT10h& 
aeNKEN A AtSOCUTEB 



BEXAR COlAfTy CHMWAL tAESTTOAiOOin 
BEOa. HWBATnATKMfi 

BU. CAUSCT HVESnSATlOHS 
3tJ.nP.Lt FRCWIC MWCEtf 
PIJI^ plAHOND DET AGHVCr 
BLKKHAHK WVSSTnATVOHl 
RLACKHAMK RECCVHir 
OLACKSTONE VALLET HI 
BOe CLATWVESOOATIOMS 
SOeORAKAU 


hbsreoovert 

BOMieil RBCOVERT HJREAU. hC. 

bottom LJW RfVEXTHUTIDfd 

BRAASSCCIATEI 

SRAOr RIVHOaATlIONS 

■RQWM A ■CWJflgW A ASSOCIATES 

BRO W N A WMlICO 

BRDWIL PRUnr S ASSOCUTEt 

Biydgw NtvhUiNNma 

BUDDY AHMSA ASSOCUTES 

BULLBEYE SAIL 

aURHELLI RfVCStnATlONe 

BURNS IHVESTKIATIDMS 

MR, PEASES KURTZ 

C AW A ASSET WvESTUATIOtlS 

CSRECtnmY 

»A NVCSIKATIONS 

CAS TRUCK A AUTO nECOWERT 

CIO INVESTOATORA- HC. 

OBMRECOVBRT 

CJ. WC. 

C.WL CLARKE AUTO BALES 


Apt 1,‘Sfl-Apf 11.W 


l.OTT.OC 

SJS2D.CD 

3D.CV 

as.ao 

t^.EU 


1^.CU 

iiti.fi 
Si. SI 
4S1.43 

fi.OC 

12S.fl 


93.DD 

S4S7.3Z 

{1.D0 

sn.DO 

IflSvlAfl.DO 

1.217* 

SSD.OO 

30.00 


S1S.0Q 
4 SlOO 
2nae.4i 
4500 
119J» 
1.319 lOO 
S. 14CL00 
000 
SeCvQO 
34g.5K.1? 
afTs-ie 
ao&DO 
ASOO 
1.DBS.00 
45.00 
T10L» 
100.00 
1.SU.00 
53600 
110.00 
SSJO 
1*01 
22500 
1.17500 
2»4S 
fl.SBAJDO 

175.00 
16000 

100.00 
4m;.Tl 
12500 

0500 

27000 

fiduoo 

2SOOO 

1J015.0D 

AJT 

13S.0D 

tJOSOO 

W.BD 

olo.n 

ZS/iMT 

240.00 


PWAl 
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£]»PM 

AeenuIBHi* 


PDJ / 1 st Source mvoaHgetiorw 

Sales t>y Customer Summary 

Afxii 1. 3000 mrough April wKrt 


Ctffon^ F«DM ntCMWT 

CALPOffrt REAL STATE «CKVSCn 

CtHerwSUHlV VTvtdBtfnH, IK- 

eAU.4l0RDEn 
CArtPlB CKEOn UWOR 
CAWYQOSCH 
CAWTAL BORDAK COfiP. 
CAPfTALACCtmrrv 
CAPfTOL CITY tACIO 

CAmOL WVSTKUT»NK 
CAFTAH AECURTTF 
CAR. VWWENA CO 

CARLOS ftOOWGUEI 

CARMEL fMANClAL 

CAROL A (HARP BORWK <CO 

CMQU tKP SERVICE 
CARHZAL A AOOClATmHC, 

CARTE PAinCK ' MT4rA4ei 

cwmiBAtLBOfas 

car™ rr eo«n*« CO |0C> 

CASCADE RECQVBIT 
CASTIE SKUnfTYOROW* 

CO 

CEHTEfaURO RECDVERT 
CEHTIULBAIL 

CtHTRAL TEXAS i«»™*TlVE HWIceS 

CEimJfBON FWWICE WC. 

BMiury pnAKbvtiWiHB 

CERMOLA HVeS™*™™. HB. 

CERTTFlCOAtfTO RECOVERY 

CHALLIME nWElALSERVICfA 

CHARLES HOWBt WVCSTKUTIOUS 

CHARLES PETRE, n 

CHASE A ASSOCIATCS 

O— KIHATe 

OHHtSMOfins 

chuck MCLAUO»EM 

CBCOrm ENEfVmSES MC. 

CBS EMPLOTMEHT S^nr^S 

CSKT HUDSON 

CB WVESTBATIOW 

CfTT OF REDMOND 

OTYWRDE 

CXSBALeOHDS 

CLARK RECm^ 

CLARK, ™0*US A WWTEn 

CLAY COUNTY OOLIECTION SERVICC 

COBRA B^THtHATIOHAL 
CflAwi, JAYRHIl A Fortr, PjA 
CBMtf BallNf iMdWSil HOflOHQ* 
COUATSUL ADAJSTM&rr ODRP 

Cii S Ni n A I A H f i iS ■iim >A ItiMimiaM 
CCUATnAL RECOVERY tPEOALJSlfl, SB. 
COLOHALINVEtTIOAtlWE CROW 
COLORADO SROTECT™ SERVICE 
COUAttlA CREDIT SStVBES 
COLUHeuft HVESnOATIOHS 
CCMMISICIAL WUtABSS INTmjaCiBE WC. 
COMMEACUL RECOVERY OUUP. HC. 
COMMOMNEALtH AOEHCT 
COMMUHTT SAWC OF ORANTl PASS 
COMPAn WVESnSATORS A ADJUSTERS 
ConvMtmwUsMloiLLId. HRQ 
OOMPLfTE INVBSTWT10H& 


Agf t,T»- Apr«>*t 
SAOa 
ijessiOD 
S.42I3UD0 
DD 9 
TOiK 
AIDjM 
2.7M00 
l.B&DCi 
ABIES 
IDSOU® 
IGjW 
3SD0 
1^.00 
HB.Efl 
6.171.DD 
2 J 100 Q 
105S 

1.329.00 

ao.oo 

«soo 

1.130.00 
S.OS7.SO 
S.TSO.OO 

730 jOO 
3M17 
^CO 

134SE 
I.ISD.D 
39.00 
«.13.D0 
147 50 
2,21S.W 
445 JOO 
3 ® 
S^SOOJ® 
7a® 

1.560® 

7SS® 

0 .® 

4.450.® 

49.® 

C.® 

l.iQS® 

3.® 

2I4» 

241.93 

09S 

2,72.® 

<73117 

S10® 

3T5B 

®.12 

51 .79 

1IH.31 
«.® 
a 2 j 3 lfl <3 
390® 
8SS.® 
i,BS5® 
2,1® 41 
SIS® 
10.® 
4®.S2 
1.S®.® 


PAt *4 



120 


C]S3 

JteenUHPub 


PDJ i 1st Source Investigations 
Saies by Customer Summary 
Apriil n. MQO through April 1** 20« 


MHKK aCOHTT t 
COHFTOeKWU-WreSWTlOiB 
COtfOemitlrtCiTIMTWE fiOWK^ 

cowraeNTw- RBKH*ce^ SiC. 

COM^ PW£TK»T?Of4£ 

COWUL7WQ BWESnOATOte 
COl^EIHWUBVCOfnUCTOilS. me. 
catnofrfi^D^TEerrv^iiUR^Kc. 
wfdt^u. wtfEEwamfc 
COPtTAT leCORITT LUC 

njM Mi JtJMu* 1 1 fL 

otSSSatc iwrscTioM ft HVeSTiiM-nVE BStV 
cokpohaVE fOfiK BOurnow. pc. 

CiyB7m« 

CORPORATE SOUniOHfi OROUP 
COUKTER MEAStffiES PC. 

COOWTTRVJUL ASGOCUTEfi 
COOWTimVR* MWESTBATJOas 
ODLMT RECORD COWtS-TAVT* 

COURTESY BAIL PONDS. UC 
COWETA 

CRBttT SCLVTJCWS COW 
CrtEhTT UHKHI ONE 
CBOIIPTOH AUlO RECOVERY 
tawWVALLST WVKSTlOATBHfi 
l^mrCHFBJ) A ASSOCIATES 
CUMHWSS PVESnCATIONS 
eVSTER PECURTTY SOLUTIONS, WC. 

CUSTOM VA^ESTiaATIVE SlSOncCS 
cuyPtMg* (POOWMry 

OW iWESTnATnN^ 

ILT. JONES A associates HWOAPOnATES 

DHBNETHnERESTS, WC 

PAFf AN MECHANICAL 

OiAmi fmnMiuRAint 

PAHAOE FREE RECOV^ 

CANOM. J HANNON 

DATA ■>«£ WVfSTV3ATE>NS 

data OM^ LTD 

lUMiwiii ijh tnc. 

Diu RtHPfB^ Ak. {Z) 

DAW iNVEETBATlONfc «C. 

DwWKMFf 

davblssters 

OAVD M OROVE PI 
DCSGRVlCfS 

DEARSORN PCU - K^Y KERAAEN 

dearborn feU - WAftY EASUar 


A|M-t,-BP-Apc1>.W 

es&OD 
f 10.00 
2WQ0 
22.eS5.D0 

35.00 
lljfiMTl 

l.HH.OO 
SO.OD 
M7l» 
S.TSOPO 
fil500 
100.Q0 
S25 0D 
90JDO 
V07000 
TWSlDO 
4IB5W 
IT.TratW 

25.00 
1,32100 

4<I00 

25.D0 

2500 

30OJ0O 

3«l()0 

^14S^B 

«o.oo 

USA-TS 

TOOJce 

2100 

eaoJDo 

4.13SJ54 

iSL3aioo 

2SO.D0 

525.00 

231500 

lA^aO.OD 

57S.54 

3.400 JQO 
1,340.00 
1,23000 
510000 
1.73S.0D 
3B164 

ueicw 

S2Q.00 
O.QO 
US 00 
SflSOO 


DEAfVORN ECU - R. STAVOLA 
CEARBORH ECU ‘ IV.I1URD 

delta SEFnncES 

DESVBtHME ASSOCIATES 
4 WiE*iMcM - M1^«!EU MCCREE 
DFW ADJUSTERS SL 
nCKKAADet 

DStECT HVEBTlIHirBlIVSJNC 
□rrect SfVCSTUATION SERVICES 

donkoonsman 

OW TAYLDH A ASttOQATK fCC) 
DONT>tD«FSCK 

DONS BAL pq^jCh 
puMiHdtilK. 

DDIID BOni AVOrOR COWAVY 
DOUQ STUmj^EAN 


5500 

2»«00 

1T7.5J 

6,iia.fla 

5aiSD0 

7500 

8,14000 

572500 

a».oo 

0.00 

TSOOO 

11000 

fSOOO 

730.00 
TJBSO.OO 

250.00 
7500 


Pp^f 
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PDJ / lBt Source Investigations 

by Customer Summary 

Aprit 1, 2&00 through April 1ft, 


Apn, >» - Apr n, w 


qOUOlAARWMTlEHLlJC 

eOUOLAE KHBCLV MVESTKUTIOtO^PO 1^ 00 

OR AS&OCIATH pn^RHATIDHAL 1 ^00 

DRO PHOrecnOP AHO MVBStlMTlOW WC, 1 2J oo 

DRIVE AWATCAR& 3&00 

OTECH PWEBTIQRTKlHS tJSO.OO 

DUCtCPeS tWESnOATlOHS SO.DO 

Duc PROCESS ise« 

DUNSTOP FWAHOAL 35Q.K 

DfVVtER SURVEILLANCE SPECUUJSTS, «& l^uaKOD 

OTWAMPC aiEDrroRE «a 

PICnCE s ASSOCIATES. HC. ^.OD 

EAOLC HVEGTAMnONS. MC. ^.30 OD 

EMtBivMKfiv* ASUV7 t.47O.00 

EAST COAST NWESTKIATWE SCRVlCeS 1,170.00 

EAST TEXAS AUTO RCCCSVEFT t.1 ^0 <2 

EAETCAT DETECTIVE AGEHCT 116.37 

EASTPW FWAWCIAL FOU MtXX> 

ECMV^nOATIDflS lOWJO 

ECDPOUy BAILflOUK TJSS 

EDPRDVOIT 

GXSE OUeVAB BAN. BONOS 

E4»wSAili»flt i^e» 

EDlNAFa}S.I.BNTl]L ANDASSOCUTESWC. 206.00 

^ Sjoaaoo 

EHS RCSEAnCN SEinVICE 1^00.0} 

EUTEAUTORECOVERV sis 

ELITE HVESTISATKINS 2,80600 

ELUOTT COHSULTWa QROUP 1 ,618.62 

EMPIRE SAIL aOHD6 SS^DO 

EMI^ OATAflTSTEMS Z7.SE 00 

EHpfiE RECOVraVT 205.00 

EHPDLVERS REFERENCE MRJRCE 1 TS.OO 

EFTMCE^SKC. 1.806.00 

EQUITABLE SSWICES 

ERICIfS REDOVERT 1.88000 

ETHCAt IMVESnOATOnS, MC. 36000 

EVEROREENADUSTRKS 766.00 

EVERSON DETECTIVE ASENCT 65 00 

EXECUTIVE WVEGTKIATIOHS 206,00 

EXECUTIVE HVESTTQATIVE SERVICE 1 .680.00 

EZ TRACE 1570 00 

PAG SBCVTCES 2S.00 

FAftMLAWHSURAHCE 3SS0 

FAST TIIACR 1 .^34 

mJ W LA KVESTXMTTONS 362.63 

FBXLIS 206.00 

nHAHClAL SfilViCES NIC, 1 3S.00 

FWD fiMYCm MV^nOATIONS 65.00 

FMDenS BFORMATUN SYSTEMS MC. «6S 00 

PENJERS REISERS ■nBQUTIOHAL 25X10 

RNLEV MVeSTHUTIOHB 416.00 

FIRST AMMBCAN CAPITAL 704.76 

SVilPhaIpphMIEDndfl 30.70 


HmSwvRr 

FNtST SOUTHWESTERN FHANCIAL 1 ,730.00 

FHTARBAIK 2063 

FnSTSUN fWAHClAL, WCL 3;ia600 

PUMWQOlHVESTiaATIOIffi 40600 

FLETCHBU BAL BOWC 28150 

■RJXUACKHCTOF NVESTiCATDNSNC. 1,736.00 

FOREMAN S ASSOCIATES, PK. t. 966,00 

FOREHSC ANALYSTS 75.00 

FOREMK THAL ASSOCIATESJHC E050 

FO RES T ER S 0600 

FOUR STAR n 4,460.00 


PApif 
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WlfcM 

hCCnuIBHt* 


PDJ 1 1st Source Invostigations 

Sales by Customer Summary 

April 1, 2000 through April 19, 2IW9 


FDKCYE HVESTIOATICMS 
FRANK POONB •WESTKJATlOfB 
FRANK CaT10D€TECTIVC AflEHCT 
frank ORAT « OOMPANV 
FRAIPt MCVKHM » A$SOC«TEfi 
FRANK SERPl 
FRANHAR HtfTERNATtOHAL 
FmdflrtdlKixh 

FRonrrnANoe »nnsTiSATioHs 


FnOKTLHE HVESTtOATUAB 
FYi wvEsnaATicms 
qjto FROFCSSIONAt SERVICED 
cjx. sftfE£'r?sA'fju*ie fOC( 

OA ^ CARDUHA eVTERPntKS 

OUjUUID HwesnoATiciNfi 
OARCIA SAIL BOM», INC. 

<UmD&t «T ATI JHVESTlQATlOili 
OARRETT (HWESTWriVE ssivices (OC( 
OARTOCOHNEL 


OATCt A ASSOCUTS9 

oatdh wnmmAtOfVt wc. 

oee CtBFSR A ASSOCiATES 


(^OROE CW¥ROiCT 
gcorpe cc3no*^» 

OF NAZZACAHE 1 ASKEIATES. LLC 
OR. UVE2 PMES-nOlATlOMS 
jautOONO « WCHCL 
OLEN AOEH TOWIQ 
OLEI#*mU*C WVEBTiaATlONS 
QLOSAL A*tET RECCrUCRT SERVICCS 
OAORAL tNVESnPATTDHS 



OF£oO HVESnOATlONE. K. 

OR9FPIN CRBJrr QUICK 
OROSAE POWT U>HT HVEeilOATlONS 
Ol/THEKITS RECOVERTAtCQI 
mVESnOATIOKS 


H4Jt«eRVBES 
HAC-AWAT RECOirCRY 
HvpwAMlWhll* 

HAWK HHEETiaATmB IXC 
hawk •«3JRfTT ETBTEW WC. 
HAYDENS RBCOVSRV A TRANSrOHT 


HCAinUUDV^ORHATIDN S^VICEfi 
1«1IJ||AN * AASOCtATEB 
HSHn'HAlWY PATEITIQATIMa KS} 


HU. * AUOOATESr 


HRX A MAElCr, INC. 

HJ FfWAtSRVefTVlATlDNS 
HOLLYWOOD PRIVATE HlESmATIOHE 
HOLMCE DCTECrtVE BUREAU tCCJ 


Apr L TW ^ Apr It. « 


450.00 

3 . 010.00 

4S.flBa.B7 

7BS.00 

OD.OO 

4,^. 12 
tTS.OO 


41S.00 

1 ^ 10.00 


75.00 
1.045.00 
225 00 
llOJOO 
22JBO.OO 
3.CH5JOO 


1,075.00 


510.00 

500.90 


10P.00 


2SJ00 

.00 


25P0 

1J536JOO 

4&D0 

27 . 7 mj 00 

s^aa 

7.716.55 

6B7.50 

110.00 

38500 

23.12912 

1 . 2801 ® 

5141® 

775.® 

52.T1 

195® 

75® 

545® 

75® 

575DU® 

B.455.® 

a»® 

2 n.» 

®.® 

IS.® 

ISS.® 

11.030.® 

1 , 1 ®.® 

75® 

15155® 

7,311.® 

70.® 

4.2®® 

«0.® 

75.® 

155® 

25 57 

ppffiT 
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PDJ / 1st Source Investigations 

Sales by Customer Summary 

April t. 2000 through April 19. 2009 


NOUieS OETfCmV BUSEAU 2 
HOUnOROUE 


HORTON eitOTMERS RSCOVOtY 
HOSfORDAOENCY 

HOUSTON METROROUTAN RECOVOtY 
HOUSTON n 

HUGSMAN S ASSOCIATES 


hunter RECOVOtY A MYCSTKMTIONS 
HUNTSI RECOVERY P) 

(.TRACE. LTD 
LCJLSJC. 

UUC. 

LfLB. 

OK 



MFORMIATION eXCKANOE SMVICe. SIC. 


SNOTRAK MVESTIOAT10NS 
USnUUM S.VCSTXUIT10N AOENCY (ACN) 
SMOVA71VE SMESnOATIONS 
SMOVATWE RESOURCES 



SOERPROee BMESnOATIVe SBtVICES 
SnKr>»OUe,a«. 

•(tVHSlA«K iNM^ln^itONS 


SIVeSTIOA'nONS CORPORATION OF ALASAAUL W 


Apr 1,00 .Art IS. SS 

10 00 
506 00 
16600 
260.00 
30.31014 
4014 
1.96SX 

56.00 
1.18600 

3.706.00 

410.00 
8000 

Z010.00 

10.176.00 
83041 

2.225.00 
4600 

06.00 
1.10600 
3.2fla00 

344.278.30 

A44600 

16.00000 

0i» 

26D0 

40600 

1.86600 

ZOtO.OO 

1.230.00 
2600 

1.725 00 

110.00 

1350600 

1.24632 

25.00 

052152 

43000 

2575U0O 

211450 

10600 

4.51357 

280.00 

5.040.00 
207.74 

2600 

00.67407 

70050 

1453600 

00613 

18600 

124650 

3.70680 

42320 

625600 

330.00 

zseaoo 

13.063.75 

28600 

206.00 
25.00 

456633 

458600 

46000 

11O00 

431.01 

82500 
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PDJ / 1st Source investigations 

Sales by Customer Summary 

2MD through Aitrf1 19. 20M 


■nresnoAmt consuLTMin. «e, 

HVEShUHUE CHTA BWCH 


■WeiJlMTIVC HESOWKES 
■MtTXMTWe RCKMecESW Te«S 
MVESTWllVE KHVlOeS Kl 

jRwCiv4iM SwvtcM or T«MU 


)iwm™tiwe tfccuum 


.^AIREOOVERT 
J LfOfiUU^ PHHU^ 

4«H SHtVKE4 ntcovEFnr 


jm,HSTnS BONDHa CD 

JAMES MAZOUR HWaTtOATUHi LTD 

JAl^ r VffTTPBf9» IWlIXTKUTUNa 

JAVROUKEVCB 
A »IHin BNEGTIQATiaiS 
JDFALLERn 

JE HAL WORCCHEHT 


JIM FAl 1 tUMtm WWATE WVffnOATIONe 


JOW OAMBttZKy n 
JQHNKAAtaEn 

JCXH KUUeE. A 

Jon HOROAN - JIL£X nutu> BAL BOriU 
JOHN fnO«T NVEfilKATKHl. HC. 
JOHHKUflTY 

joflu Aimt RBCOvsn 


JWSMeUA t AHOCiATES 

K-rtTUHC 

KAK PKVEXnaATEWl 
PULES AHOCtATD 
KAH DATAfERVKEX 
PUHUU«WE>T1DATWE SEIIVII^ 
USEL HUmiMTlOf* 
KlMimnif “WAMC* *#c. 

K«M r MaaEV a AMOCIATlt 

KETCHBR COdP.SE^ 
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PDJ / tst Sourw InvAfttlgatforn 

Sales by Customer Summary 

April 1. 2D0Q through April 1>. 20^ 



LBBCRS m FLEET SERVKCa HC. 


LH unrriwHTiaA'now 
UBRJ fM-BONOS 
LlUAHARTfOn 
LtfUITWILET 

uuwnncei 
LUCmi HVEtTUATVW 
LOW ITAR fJVESnOATXMS 
Im SW mvfetfgMoH OrvAurr 
LVP WVEXTIIMTIMt 


MKUKbmwrICO 

MWBJJWIMVBSTIMTICIHS 

HuuucncovBrT 

HMMDUA iMOUP UX 
imltki Drtv 
MAJBiweiTiGuiTina 

MAACrtOCH 

NURCLAVWnUL 

lUUKnTCAT 

HJUKl HVEITKHTfiNS 

MARH ■ERNCft WECTIpATIVE VHVICeK 

riARTVIJi. KLEH AC- 


HATTPOaSON 



90<D 
173.00 
905 00 
06.00 


139000 

(UPOLOO 

1.450.00 
190 to 

0000 

1.W4.BD 

0.73 

3.e»oo 

ssa.oD 

mtta 

a6S2 

T».00 

^eaao 

9.3099 
17.06 DO 

1.140.00 
H5.00 
110U0O 
70.00 
4000 

940.00 

1375.0 
toa.DO 

DD.OO 

2SSjOO 

i 4 LieojDa 

37000 

510JDO 

1.43000 

543.31 

37SC0 

*^tri 

moo 

akDO 

74P0O 

ItC.DO 

90.0D 

9S51 

i.rajoo 

SOjCO 

moo 


SjOO 

20 JK 730 

7600 

m.DO 

1924.00 

323.01 

3E00 
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PDJ / 1st Source Investigstions 

Sales by Customer Summary 

April 1, 2000 through April 19. 2009 


MCTPOAOUTAA ReCOVeHY BWCAO OF N 

MOMtresnoATnNS 

MAMtAUTOMCtMCAY 


MICMAB. MCCARTHY Ft 
MKMAELFOLLACX 
MKMJWmC RECOVERY 


mo-werr FRoncTiYE SERVICE 
MO MEST SIFORMAT10N BROKERS R 
MOBOMT SAmShaATONS 


MItfvKHt LaeV JNt S«IICMM 

MMEOUNN 

MStEMEAOHER 

MBCE TSCHKMER STVESnOATIONS 


mcy 


MSRTER MVESnOATlONS. BC. 


E OROUF(ACH) 
MOUNTAM STATE BArESTMATIONS 
MFS FRNATE BWESnOATIONS 
MRBMOTORCO 


MRV COAMMMCATIONS, BIC. 

MURRAY A OOMFANY 

»AFA PROTECTIVE services 

NAnONAL CREOrr AOCEFTANCE MC. 
NATIONAL DATA RESEARCH 
NATIONAL OETECTNE KX) 

NATIONAL MSTTTUTE OF BAS. ENFORCEMENT 



NORTI Zm WVESnOAThV A 
NORTISJUS SWESTtCATIONS 
NORTHFORT OETECTIVE AOENCY 
NORTHWEST BIQURieS 
NORTIRN ES T LOCATION SERVICES. I 
NUiaZ BWESTtOATIONS 
NWLBOALSUFFORT 


AFr1.SS-ABf1S.W 

5000 

56.00 
27000 

4.64600 

450.00 
25J70.00 

4SO00 

87000 

2.466.00 
10.36600 

1.46600 

llOtOO 

4663 

11000 

0600 

634.74 

790.00 

75.00 
90.12 

1.715.00 
1633.46 

OOO 

40.76 

OOO 

eiSiOO 

767600 

2.66^20 

161600 

1.445UOO 

225.00 
16600 

6600 
11600 
29600 
1.27600 
00 06 
1,47600 
1.066.W 
65,200.16 
15,93600 
21674 
14600 
47SjOO 

266.00 

66.00 
666Z0 

3.70600 

10761 

3600 

12500 

1,24600 

25.00 
564500 

306Z6 

20600 

326.00 

50.00 

66.00 
67500 
76000 

325.00 
27075 

2500 

2600 

30000 

46600 
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t-MPV 

WtUK 

AdctuM 


POJ / 1 *t Source IrwMUgatio™ 

Sales by Customer Summary 

AfsriM. 20<H1 tt^rough April M, 2IKK 


NWPilwiIrGU 

MYiumMMil 


OCONHEU. MVESTKUTWE USCKIATE& 
OBSEHV Airr ffUESTKUTKmfi 
OCOJST VENTUBCE, IWC, 

DCOEE BONCMNGCO 

OiI> SCIAOL (NVeSTHATCHS 

ORAHQE COUMTT BAIL BOWS 

ORBOOKADJUSretS 

CHUM tFOItHATXXI GEmUCeS 

ORION WVES™WTK»tt 

OfWN JMVTSTlOA-nOfe [CCI 
LEGAL IHVEBTlftATlONa 
RADCACOHIRAHT 
PAPBNHJIUSEN PA^nGATVW 
PARADKiH RECOVERY 
PARAHWlJr IHVESTWATBHS, Bit 

paiocgr LAKEB a A&SDCUTEG 
PAT KHHMD HVESTVUTIOM 
PAT3S0T HECOWERT 

paulabeards 

PAUL CHANCE PI 


pa iMVESTIOATICinB 

pdjgervces 

PEACH ATATE P^WCffTTOATICW*- INC, 


PCTRUII) OtTCCTWE AGENCY, AiCL iCC^ 
PCUI HVGATUlATWHG ANDSECURnr 


PHENH WVESTIOATKWG. Wt 


PCCEOP HIND HVEEmATIOHG 

ktAH PfVESTiaATiON SHWCCS Kt 
PWSRTOH BOWULTWC A WVEGTVUTKWA 
PWKeRTOHWf 
PIIHACU WVEGTHATKMS 
PWNACLf REUARCH 
PWTTASBWJCEB 


PliC PROFESBfCMAL SSnnCEA fCCi 


ponm, SCOTT ET ALL 


pnfpBER FHANCE ADJUSTERB 
PREHCeniAL IWCATlUATDftC. WC, 

PREU iNVErnaATiorB 
PREG^ RniJHVEGT»AtlOHS 
PRMAQATA 

PnOHTT B<VEmOATia#S 
PmVATE ETES.WC. 

PRIVATE HVECTIGATlONa (CC^ 

PfUK PWEStlOATIONS 

pROfEAnOHAL INVESTiaAT10H& DF ALABAMA 
pROPCVbUHAL (OATniE OltOUP 

pROFESSDHAL IfWESTnQATWE SEkVEEB 
Pn0FES8AHM,IMVlEUiriUAT0f» INC, 
mOPEUlOHAL RECOVERY MC. 
PROGRESSIVE- tXPMA ElOBt 
PROGRESSIVE- UMN THAM CVtAia 


A|)f1,TW-Aprti>« 


SOD 

i,awoo 
33C0Ci 
IJBBTSO 
1.135 00 
330.00 
SSOO 


0*5 00 
22000 
3.240 00 
IB, 47250 
3«.O0 


335 00 
65.00 


1. 645.00 
4.835 00 
3.08911 1 
I^OOSlOD 
tT.12DJ0D 

aaoo 

66.00 

SO.OO 


tOO.OO 

iao® 

S.53S.00 


no.w 

1,27600 

146.00 
2.00500 
1,T15» 

1 BS 0 O 

106.00 
12000 

315.00 
2jras£B 

15,730.00 

186.00 
123 S 7 50 

2266 00 
ZS.72 


75j00 

46 j 00 

BSD.OD 


145 00 
9.443.1 a 

4500 


66 00 
EGlOD 
aiOO.OO 
15.91000 
19l00 
ISQCO 
esojoo 

2016JOO 
1JB3600 
8900.00 
45.00 
8600 
ID.ISCLOO 
31 QUOD 
1,707.72 
270jOO 
1»JX] 
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PDJ / iBt Sourcfl Invevtigationft 

Sates t>y Customer Summary 

ApflJ t, 2IHH5 through April 1ft, 2006 


PROORESSnU-^ad M«m 
fM>ORE»nw£^oeAN ». comsjJSO^ 
PHOGIttMM JAMUEUMi 
PROGfttSnUE-HICtMEL D PAVtOCH 
PROOflEiSnmJIICtUEL J wsmBi 
pnOOREHfVE IWSURftHCE 
fftOOfSSBIVE «aiJR«iCC- BBCKM STAWrOE 
PMORFUn^ mSUnANCE4)«#U BCHER 
niDSItEUIVE WSIJIUWCE-WIUMM ^*SOP 
PRDORESSlUf imatmCE - WU SltOWHE 
PRoofsaswe bimwke ^wumaiwah 
PROORESS n^ IKSORMICE - BWIT 
PROGREBSfVE WStIlWRCE -PAWiDXE 
PROORESSWC SMumutCE - DORpen foa 
pnOORfiBSWE HSURANCE - GBBG JACKSON 
fWXBWSBlVE WWUlCe - JOTMT 
rmtlRESSil^ HSURAHCE - JQHNnjmXt 
fwuiassns iHstjnAHCE - AU HTtie 
pnOORESftlVE WWMAIKE -K^T BAUHVM 

PROGRCUVtfE NSURAICE ^tOfa TOUVEP 
PROGRCBSIVE HSURANCE -tWJ SELAFF 
PBOOREBWVE WWKAIICE - WCHAB. OewE^ 
PRCKWEBEIVE UBUBANCE ‘ IMQ REWMS 
PAQOIWEIVE WUIUHCE - AltHKTTD^ 

PfiOOnSSfVE VOURAHCE - RtCHAFlD KADEN 
iroaittBSIrt i«lJRAHCe - WSBBTT HEWCii 

fT10«USf^ WSljnAflCE - 1 hasset 

prooressne nwSORANCE ^TAHA MUlUrifl 

proorebsve utsunAHCE -helame 

PROffiCEUWE WSURAMC OOltf I«WE*TiaAT10« 

moORESSIVE insurance HKE EAVtaCH 

pnpnmtv* tMunne* rta 

PRONTO mOCESS 

ntopEimr damaqc AnNtAisiRS 

P HU PE Mi r HANAfiEUBTT CONSULTANTS 

PRUH HVEXinaATIOHS 

FTEOnOUF 
OUAUTt auto sales 

QUANTUM PWESnOATIOHS 
QUANTUM (IWESTTOATIOMS Of ALASKA 
quantum VhrESTUATIVEWlQUf 
QUEST CONSULTANTS Ktl. 
auac RCCOtfERT 
HM IH J Rg. 1 1 WC. 

HAMRiCOV^T 
HMSElWtCES 
HURiCIWCRT 
R. Wmwf A A mirt—r Me. 

RAMOS SWErnaATKMS 
AAVBI MTERNATKMAL 

RAwfacoveRv 

RE SMOKE 4 ASSOeWTES 

RaA.HC 

RC RECXETT 4 ASSOCIATES 
RhIEW 

ROeCCASURDON 

RBE04 COMRANt MVESTUATIDHS 

REOniAL ACCI^AHCE CORE. 

REOKMAL ACTION REOOVERT 
REQtSTBtHDW SPf SOFTWARE 
RBJA^f^e OVEraT 

REPuSSGSS AUTQOERNE OEHRKAN 
RESEARCH S OBCOVER 
RESEARCH NORTH HC. 

REARECOUDTT 

RSHARDIEAK 


AprlW-ApfUnW 

000 

270.00 
SHOD 

255.00 
BS£(X> 

T.1 ts.efl 
290 00 
135 00 
SIOLIB 
445-00 
SOOOO 

BID-DO 

100-00 

I.DBO-DO 

4e-0D 

U15-00 

130Jq0 

1JS000 

200.00 
SOCO 

0.00 

405.00 

4270® 

466.® 

L 1 ®® 

S,e25J® 

19S® 

ees® 

t,4S0-44 

i.oes® 

2Sj00 

330-® 

2J»4-H 

K-® 

37-41 

35® 

1 , 610 -® 

57-40 

^-S1 

4.0»-W 

574® 

470.® 

Tt5.® 

220.73 

215.® 

1 «.® 

1.44BG 

1IB® 

liTB 

1,355-® 

4.1®® 

eOSL® 

®-® 

1®-1S 

575® 

1,544® 

®.® 

219.72 

W 5 M 

1®M 

730® 

405.® 

3m® 

126 .® 

306® 


E 40 A 13 
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PDJ / 1 it Source Investigatic^ra 

Sales by Customer Summary 

April 2000 through A^ril 2^06 


mpK lUMontiu hvesthatuhs |ach) 

mrz ASSET LOCATION 

MZZO HVBECOATIONS 

ROeeRT A KMTO A ASSOCIATES 

ROBERT ANNEHBERQ. H 

ROBERT CLAItlL A 

BOBenr UFr 

fCCBEKT fiuo AmvATE HtflSTBATOft 


RDdn«*ll tnwHBittoiH 

RocKT mountain INASTUATIOHS 
RQ^DbLL AITTO 

RODZ P^ATEHVESnOAnONS 

RDNSASOTT 

ROSCHARV MORM 

RRtL»«C 

RSAtir ENTERPWSES 
Rn SERVICE K. 

RV¥» i^VEfiTlQATlOtW, LTD (CCt 

SAFECO HOUNAHCE 

SANTO PROPANE 00 

AAS lEOAL A »IV»TiaATIVE SERVICES 

•A VAOe A ASSOOtATEE 

MVAOC (HVESTHIATIOWS. HC. 

acherzer HTERHATIOHAL 

SCOTT PRHSn 

SCOUTWeST 

KARCN INTBINATIONAL. UJC 
SEARCH USA 
SEASTItAM) LAW PRH 
SECRETINVESTiaATION CENTER 
SECRET SLEUTH PRIVATE HVeSnOATIDNS 
SECURED COLLATERAL RE^WERT 
StCUfdl'T AfttOCiATEStlMC 
StCURTTy mo^eSSjlONALA, NC. 

SSCURTTf RESOURCE GROUP HC. 
sccmTT SUPPORT ssnncES 
EBECRVE SUBPOENA 

t«v«rt» Contfn^iDtt 
SEWELL RnrCSnOATIOKS 
SHAMSHAR WVESTUAtlve SERVICEA 



SL VA A AMOCIATES 
SLVStRDOELLC 
SSMER AACET flNAHCe 
SK MHW) A Coi^Mfqr 

SKPCHASE. WC. 

SIOPCO RHANCIAL ADJUSTER 


8LATI3 CUGV*ANV« KKL 

lUWfS REPOe A TDWIfW 
smith WVEfeTtCMTKMS 

•OtTTH FLORU DETECTWE BUREAU 
BDUnCAST PRIVATE RWESTIOATIONS 
SOUTTEASTBW HVeSTIOATKMS 


s.Deo.cc 

IDT.SI 

3 a 0 .D 0 

i^sseiza 

7DO.C0 

130 LDO 

245 C 30 

7000 

t30.00 

js.m 

24 Sl 00 

T 4 C.<C 

SS.CC 


ISSjOO 

38&C0 

XXB 

T.nooo 

a.tso.DO 

55.DD 

75.00 


01 0.00 
200lOO 
COCO 
05CO 
25 C 0 
IJODOO 
IvOSS.OO 
BS.DO 
520.D0 
5^75148 

i,ias.i 4 


25-00 

21500 

14&.15 

440.00 
3 v 30 OC 0 
2^73500 

12.005.00 
1 , 020 CD 

3.545.00 
3fiE.cn 

12.475 00 
2S0 00 
2 ja 20 l 3 D 
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irOSFM 

M/IMW 

AecfualBM»» 


PDJ / 1tt Source Investigations 

Sales by Customer Summary 

April 1. 2000 through April 10, 2006 


SOUTfCMM AUTO nNAMCE COMPANT 
SOUTMBRN MARYLAND AUTO RECOVERY 
SOUTHERN RECOVStY 
SOUT>RVE$T INVESTIOAT10N8 
SOUTHWEST RECOVERY 
SOUTtRM!STR9Am 
SPANMH CONSULTMO SERVICES 
SPECIAL MVESTtOA-nONS 
SPECIAL SfVESTIOATIONS GROUP 
SPECIAL OPERATIONS SERVICES 
SptcMi T— m Ap wiq r 
SPeCIAUZEO MVeSTIOATlONS 
SPECTRE 

Spacman lRvuUo«Duru( 

SPKTRUM WVESTTQATION8 me. 

SPEEDY RECOVERY 
SPENCER PIVESTKIATIONS 
SPOLTORE mVESTlOATIONS 
SPYLXICATORS 
ST LOUS mVESnOATIONS 
ST LOUS mVESnOATIONS 2 
STAPF SmESnOATIONS me. 

STANDARD FEDERAL BANK AKA 
V. STANDARD mSUIANCE 
STATE OF CAUFORNU 
STATEUNE ADJUSTERS 
STATEWne IWESTiaATION SERVICES 
STATEVWDE mVESTIQATIONS 
STEADFAST SECURITY 
SMaRh Sw U g Uont 
STEVE OAITAN 
STRICTLY CONFSenUL 
SUMMIT mVESTIOATIONS 
SUPERIOR AUTO RECOVERY 
SUPERIOR FS4ANCIAL SERVICES 
SUPPORT SYSTEMS ASSOCUTES mC. 

suniY manai^ment me. 

SURVEAXANCE TECHNOLOOCS. INC. 
SWAN27SOO*0(>XOM 
SWH CONSULTMO SERVICES 
Siwam MwaittgUva Sarvtc— 

TAN USB) CARS 

TAC. BfVESTIOATIONS LXX. 

TACTICAL mFORMATION NETWORK 
TALONB A ASSOCIATES 
TARGET MVESTlOATIONS. BIC. 

AAS ICCI 

TEAM SIX mVESTlOATIONS 
TEPLfTZ A COMPANY 
TERRANCE OOLLMOTZER. FI 
THE ACCETTA GROUP, LLC 
THE AGENCY me. 

TAa DmlraA Lmv Finn PjC. 

THE EYES OF TEXAS MVESnOATIONS 

THE FEDOIAL OEFFBC&tS OF MONTANA 

THE FMDER GROUP 

THE MFORMATION CENm 

TIC JEWELRY EXCHANGE 

THE LAW OFPICe OF KEN GAUOM 

THaLeoMaCoriMrfCC) 

TTC NEMESIS GROUP 
TIC NLES AGENCY 
Tlw PKcraro Graop 

THE PROS MVESTTGATIVE MFORMATION SERVIC 
THE STREET GROUP, me. 

THOMAS ASSOCIATES 
THOMAS BARNES LA PRIVATE EYE 


Apr 1.V0-Apr1*.0< 


56 00 
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2.2K.X 
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1,230X 
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560.x 
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440X 

5.510.x 
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t^oaPH 

Accn»l 


PDJ / 1st Sotifcs lnvB«tigatjon» 
$al«s by Customer Summary 

April t, 20<N through April 1 <h 


THDIUS DMJE « ASSOCIATES 
THPfltnON REIEARCH, LU: 
TlffBFTr CAS RM' AL 
TMV/EY 

TViSeAVVOCP DETECllVE AOENOV 
TttaLHe «COVI^V 
TtimonB A AhwIHvi 
TKE ASSOCIATES WC. 

tharbcowerv 

TNT ALFTO SALES HC. 
TOMCAPRBC 


TGMCNCfa 
TOMMY TOW, WC. 

TOMTS LOW WHAKF SERIACES 
TqNV T>E TIOGR SAL BO«H 

TOTAL RS^IVEAV 

TRACE IWESTTOATIQIV 

ITWCKW WVeSTHJATJOMS.LU; 
TRAMon msetrttoN 
TRANSOimi PWAIOfU-CORKAATin 
TRASCARCH RCEOVERT 
TRI-STAR MUESnOATIOHS 
TmSTAR mEOVtRY 
TRI4TATE PWESTWTlCM 
TRUTATE PWESnOATIOia ft] 
TRL4TATE HVESmATTVC SERVICES 
TRMD HVESOOATIDNE AOEHCT 
TIWLE J SWESTlOATlOU 
TRtfTATlE AtnO RtCC^fiSY 
UDC 


IfiffTSCUUfS 
*x:is PiiAstCE -WED^ornsr 
UIVT^ FwAHCE CO 'ISSEBUnS' 
UMMWakPlAHn 
mWBtSAL SERVICES, piC, 


US AdJUSTMfiYT SERVICEA INC- 
US AUTOHOTIVE 
US EXPRESS DATA 
US YURTitfE T ASK SOfra 
US McHutnot 
US LOCATE SERVICE 
US RECORD KSftCH 
usRfeOOveRir 



WARNER VIOTICRI WESTNAT10HS fCC) 



Apr T Tig -Apr If. 0* 
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PDJ / 1tt Source Investigations 

1099 Summary 

January 2000 through Dacambar 2005 


CA8 AGENCY 

(notaxDociMt) 

CE U.MAQIC 

Cl OEM. 

(notaiDonlWa) 

CLAIMS RESEARCH A LOSS PREVENTION 
(no tax D on IHa) 

CONFtOENTUU. RESOURCES MC. 

(no tax D on Ma) 

DOUGLAS MOCKLE8 
(no tax D on Ma| 

EXPRESSMFO 


MFOOATA RESEARCH CORPORATION 
(no tax ID on Ma) 

INFORMATION SPECIALISTS 


IN FOSOURCE 

(NlSrnOArSE RESOURCES OF TEXAS (AP) 


[>onMa) 
JO XIATES 



KARENE BRAVO 


MATTCLOTlin 

(notaxDonMa) 

MCCLURE a ASSOCIATES 
(no tax D on Ma) 

MMNEOUA FINANCIAL GROUP 


ou :e 



SAM PRICE 

(no tax D on Ma) 
SHELLEY HORNBt 


(no tax E) on RIa) 

S OUTHEASTER N BIXEmOATIVE 

STEPHEN MOCRLES 
(no tax K> on Ma) 

WBLUAMS a ASSOCIATES 
(no tax 0 on Ma) 
naoRLOcarrstDATA 


Box 7: Nonaoiployaa CompanaaBon TOTAL 

1.030,177 08 

5.505.00 

21.120.00 

11Z757.97 

0.00 

7.406lOO 

1.007X0 

2.375.00 

47.035.00 
176.030.60 

6.372.02 

50.006.00 

198.506.00 
20667.50 
00600.00 

357.002.00 
0.00 

Z50760 

141.140.00 
4.0QZ00 
0,767.00 

380.480.00 
0.00 

10.446.00 

1.400.00 
O jHQnn 

22Z240.00 

zoiaoo 

1 toi.m it 
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4.0a2.X 

8.767.x 

3X.466.X 
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10.44660 

1,40060 
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22Z246X 

Z010X 

2JtS.1i6J6 
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From: 

"•nt: 


SubJ&ct: 


Pairich Bacfd [pb'l@grBnt>u^.oofn] 
iLjesday^ Fsbruarv 28. 2006 0:2S AM 
Skip Smashar Info Desk 
JarriaPDJPl-com 

Rfi: ^ote request from SkjpSmashef .com 


I appreciaic this and will promise to do so. Thanks again! ! 


Thank you. 

Patrick Baird, TPLl 

1st Source / PDJ Investigations 

Phone:1-800-298-1153 

Fax: l-SOO-297-0012 

Cell: 1-866-440-6110 

TX Lie A-10979 

"Telephone Investigations our Specialty" 

Covering the United States, Canada & Mexico hnp://www.PDJscrvices,coni 


This e-mail contains confidential information and is intended solely for the use of the individual named on this 
transmission. If you are not the intended recipient, you are notified that disclosing, copying, distributing or 
taking any action in reliance on the contents of this information is strictly prohibited. If you are not the intended 
recipient of this e-mail please destroy this message immediately. 


— Original Message 

r rom: "Skip Smasher Info Desk" <iiifo@skipsmasher.com> 
Tor "Patrick Baird” <pbl@granbmy.com> 

Sent: Monday, February 27, 2006 7:46 PM 
Subject; Re; Private request from SkipSmashcr.com 


> Patrick, 

> 

> Just back from a few days away,.,soiTy for the slow response. I am 

> Tcactivafing your account based on your warranty that Skip Smasher will 

> not be used directly or indirectly for anything connected to cell or gray 

> area phone records. Fd also like to see you running some searches besides 

> name searches as this suggests your just using the system for pulling 

> SSNs, 

> 

> Thank you. 

> 

> Robert Scott 

> 

> 

> Original Mes^e 

> From: "Patrick Baird" <pbl @gr;^bury.com> 

?■ To: "Skip Smasher Info Desk” <info@sldpsmashcr.comi- 

> Sent: Friday, February 17. 2006 1:17 PM 
Subject: Re: Private request from SkipSmashcr.com 


> 

» Hello Robert; 


1 
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» 

» Feeling better tt>day, sorry for venting. Anyway, 1 have not received the 
» letter you need signed - please advise if it is forthcoming. 


Thank you, 

» 

» Patrick Baird, TPLI 
» 1st Source /PDJ investigations 
» Phone: l-800-29S-n53 
»Faj£; l-fi00‘297*00l2 
»CeIL: 1-866^440^6110 
» TX UcA-10979 

» "Telephone Investigations our Specialty" 

» Covering the United States, Canada & Mexico 
» httpV/www.PDJservioesxom 
» 

» CONFIDENTIALITY NOTE‘ 

» This e-mail contains confidentiat information and is intended solely for 
» the use of the individual named on this transmission. If you are not the 
» intended recipient, you are notified that disclosing, copying, 

» distributing or taking any action in reliance on the contents of this 
» information is strictly prohibited If you are not the intended recipient 
» of this e-mail please destroy this message immediately. 

» 

» 

» Original Message 

» From: "Patrick Baird" <pbl@granbuiy.com> 

» To: "Skip Smasher Info Desk" <Lnfo|^kipsmasher,com> 

Sent: Wednesday, February 15, 2006 1 1 :32 AM 
> Subject: Re: Private request from SkrpSmasher.com 
» 

»> This whole thing is a bunch of crap created by politicians. The PJ 
>» industry has not rallied around the sources that have always been there 
»> for them. I have two employees in Granbury, TX* and us being targeted 
»> is ridiculous. I will prevail and this industry will lose my reject 
»> for not doing anythirig to help, 

»> 

>» Draft your letter and send it - 1 have not done anything wrong and have 
>» no problem signing something that pertains to a service we stopped 
»> offering LAST YEAR, 

»> 

>» 

»> Thank you, 

»> 

»> Patrick Baird, TPLI 
>» 1st Source /PDJ Investigations 
>» Phone: 1-800-29B-II53 
»>Fax: l-S<K)-297-OOI2 
>»Ccll: 1-E66^WO-61IO 
»>TXLicA-10979 

>» "Teiephone Invt^tigatioiis our Specialty" 

>» Covering the United States* CanMia & Mexico 
■^» http://www,PDJservices.com 

» 

>» CONFIDENTI ALfTY NOTE: 

»> This e-mail contains confidential infomation and is intended solely for 
»:> the use of the individual named on this transmission. If you are not the 

2 
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>» intended recipieni» you are nodfi^ that disclosingf copying, 

»> distributing or taking any action in reliance on the contents of this 
»> infoimation is strictly prohibited. If you are not the intended 
>» recipient of this e-mail please destroy this message immediately. 

»> Original Message - — 

»> From: "Skip Smasher Info l>esk" <info@skipsmasher.com> 

»> To: ""Patrick Baird" <pbl@granbury.com> 

»> Sent: Wednesday, February 15, 2006 1 1 :25 AM 
»> Subject: Re: Private request from SkipSjnashcr.com 
>» 

>» 

»» Patrick, 

»» 

»» Did you find my original email from a week cr so ago? 

»» 

»» Robert Scott 

»» 

»» 

»» Original Message « — 

»» From: "Patrick Baird" <pbl@grmbuiy.com> 

»» To: "Skip Smasher Inib Desk" <infr>(^ldpsmaahcr.com> 

»» Sent: Wednesday, February 15, 2006 9:21 AM 
»» Subject: Re: Private request from SkipSmasher.com 
»» 

»» 

>»» We voluntarily stopped offering call records last year. I have had 
»»> site surveys done by many other vendors, why would this search be 
^»> excluded from our account? 

»» 

»»> Furthermore, we have not been contacted by ANY carriers as we have 
>»» NEVER done any of the phone work ourselves, it has always been sent 
»»> pat to third party vendors that have signed contracts that all 
»»> information is obtained thru legal means. 

»>» 

>»» Please advise, 

»»> 

»»> Thank you, 

»»> 

»»> Patrick Baird, TPLl 

>»» 1 st Source / PD J Investigations 

»>» Phone: 1-SOO-29S-1153 

>»»Fax: 1-800-297-0012 

»>»Ceil: 1-866-440-6110 

»»>TXUcA-10979 

»»> n'elqjhone Investigations our Specialty" 

»»> Covering the United Stales, Canada & Mexico 

»»> http:/Avww.PDJservice$.com 

»»> 

»»> CONFIDENTIALITY NOTE: 

»»> This e-mail contains confidential information and is intended solely 
»>» for the use of the individual named on this transmission. If you are 

»>» not the intended recipient, you arc notified that disclosing, copying, 
»»> distributing or taking any action in reliance on the contents of this 
»» information is strictly prohibited. If you arc not the intended 
..►»» recipient of this e-mail please destroy this message iimnediately. 
»»> 

»»> 


3 
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•»»> — Original Message — - 

>»» From: "Slap Smasher Info Desk” <mfb@skipsmashcT.con;> 

»»> Tol "PATOCK BAIRD" <pbl@sranbur>.com> 

»»> Sent: Wednesday, February 15, 2006 11:06 AM 

^»> Subject: Re: Private request from SkipSmasher.com 

»» 

>»» 

»»» Patrick, 

»»» 

»»» I sent ycrti a lengthy email a week or more ago regarding your use of 
>>»» Skip Smasher in light of recent press controversy on cell phone 
»»» records. If you did not receive it, I will resend it but it is on my 
»»» laptop that I don't have with me right now. Or, in the alternative 

you can check your inbox to see if the message was overlooked. It 
»»» would have been from email address info@skipsm^her-oom. 
»»» 

»»» Thanks - 
»»» 

»»» Robert Scott 
»»» 

»»» 

»»» Original Message 

?■»»> From: "PATRICK BAIRD" <pbl@granbury.com> 

»»» To: "Skipsmasher, Inc." <iinfo@skipsmasher.com> 

»»» Sent: W^esday, Febnmry 15, 2006 Sill AM 
»»» Subject: Private request from SkipSmasher.com 
>»»> 

»»» 

The following user has submitted a request from the private site: 

»>» 

>»» Username: PDJSERVICES 
»»» Name; PATRICK BAIRD 
»»» Email: pbl@granbury.com 

>»»?' Message: Why is our account not authorized to access certain 
»»» searches. Please advise, 

»»» 

»»» 

>»?■» 

»»» 

»»» 

»»> 

»>» 

»»> 

>»» 

»» 

»» 

»» 

»> 

» 

» 

» 

» 
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Fcbniajyl7,20a6 

BYHaNDDEUVEHY 
Reprft^cnubve Joe BbUqti 
U^S. House of RqsesenUtivex 
Conunittee oti Energy aod Cammacc 
2125 Raeburn House 0£^ Bmldkg 
Washipgum, D.C. 20S15-6U5 

Re: Fcbrwvg.aqWRfflwgtfiirhilimi^ 

Dear Congresaman Bamm: 

This is wnrren on belitif of PDJ/1" Source bive^igaiioos, bw:. (**PDJ*7- ^ “ rccdpi 

of ibc February 3» 20Q6 infbnnaiioii reques: submiued by Ibe CoEmoinee on Enei^ and 
Conunmc (ibe “Committcel, and hereby responds ia particiilir to the specific mfbnnafion dar 
requHi sedcs. 

As a threshold nuoer, we Dote that the thrust of toe Comreince's requsfi is rootod in a 
mucooceptioD about ibe taamt of PDJ's busuios. In particular, the aasetiioa about PDI's 
coUectioD of cdl phone call records ja false, as PDJ volimraiily ceased gathetkg such 
in&rmarioa ktt yeai. PDl in &ci has never directly sbtauicd such infisimadoo; rafiier, it has 
always obtained such ipfoimatioin soJdy through third party vecdora. Mure broadly, the nature 
and type of infiinnadon FDI, a ptivate investigation company, obtaiiu for its clients is 
infamution thai is publidy available to any person v/illing ro put in the necessary time and 
e&txn. In abon, there is nodting siupect about the sort rf infonuanon we provide - and cettainly 
nothing iUegaJ abom bow h is obtained. 

Jh addition, much of the infinmadon sought by the Cemminee is of a proprietary nanire. The 
private mvesdgadon buamess la highly conqreutive, nd infinmadon soirees are an imeipal, if 
not primary* element of the practice. Because of pii vile ^ issues involving clumele and the need 
to rapidly access inlbinutitm in coruiectian with active coun ptroceodings and civil linganon, 
FD J does DOC typically provide idennficatiaQ regarding irs mfimnatkiu sourtea. 

Since the inlbimaciati contained in these answers is be ug provided to the Contmissitm wiihoui 
maierial coawsi by FDJ, comity is rcspecifiilly sougJi fioro the Conamisaion crnKjeming the 
confidfintialiiy of PDJ*a ptopiiciary data. PDJ will nut at this time, bowevei, divulge certain 
in fo n n ai i an requcsicd by tire Comminee until it has b&m provided adequate assurances dut tbe 
ccnfidcoiiBl nature of the mfoimaiion « issue will be i wpected. Of course, FDJk ovcraicuiug 
wish is TO cooperate with the Committee's requests. PDl is, accordingly, willing to reconsider iis 
position as to aucb requests if die Committee can esrsbUdi sufScient necd^ 


T-iiT Kiim f-tn 


Hss ThofflH jFfknvi St. Pfw 
Etn IdUy.SvMTOO 
nuMVHi. OCnooT-fw 

Hi 

tMh.Cwa*« 
bnmcmmtiAwHnliH lawn 

2IU.BS.td&lb 


Cn^u^ OMMJt/rlt hida»in tfrilM f <mi> lUlflM tMfl Ifc 
A bv pWMM, psIiMonii cvprMvm 
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F*lMT-a( murn Frop*MiCH 3 


J-W P.OI/li M24 


Joe Banon 
February 17, 200fi 
Page 2 


Subjeci to and wiiboui waiving the above obj^ons, Fj>J has the following aped&c f^ionses to 
Ibe Ctraunitiee’s request: 

1 - Describe die service* tbat are provlilecl by PB J Senim 

R^pooie i ?I>T is 4 Texas cotpoiaciaD pto'^'iding naiianwjde private mmagative 
services to paying clienis of dte eoinpany^ PDJ is partit ularly dedicated to seircbmg and fii^g 
people in the US ^ Canada. PDJ it a fulJ service p ivate mvesdgarions finn tlur it licensed 
and insured, and is a member of naiioool investigaiive atsodadons as well as mmy tt^ wide 
associanons. Since its incepdon PDJ has been reuined by many law offices; repc^aesison 
companies, financial Lnsamfions, coileciion agencies, bail enlbiecmcni agents, law enfarcement 
agencies and various private investigaiian and research 4^mp«niet. 

PDJ provides real-nnie searcbet conducted by i ivesngatois^ including but not limited to 
cellular pbeme number bokup, address look up, people search by cell phone number, leversc 
pbone number seaictk Canadian loolcup reverse, revere phone directory, background checks, 
alcohol and drug screej^ing, and peepje locate searche£^ PDJ alto conducts a varies of DMV 
and vehicle searthes bated upon difibrm sorts of vducle-identifyibg criteria (la, VIN numben, 
driver^s license mfonnarion, etc.)- 

2 . Lift and deieribe all buinessei {inchidJnf lauiiteT Web siiesj owned by, 

aMOdated with, or mberwise related PDJ Services diat eattantner «I1 phone 
records and tnber personal data. Along with the deaeripitaB of cash sneh 
bnsineis, provide (J) a defcripttan of the services oifered by the biulbeu; (2) the 
date ibe basinesa was founded or pnrdiaud, and if purchased, hnom whonij (3j a Utt 
of all ImUvMaals who have an ownership ipterat la the bosinesti (4> a list of die 
names and comaet iafgrmatioo for all corporate ofQces and eaecuttvea, tncladlnE 
telephone anmiwfa and e-mail iddretiei; (5J a Uit of the aaniei of all indivfdnalt 
employed or otterwJse compensated for his fe:^vkH by the bminem; (6J ffiephyilaU 
loeatioit and address of the business’ headquarters and aH other plam nf bBstneafi 
and (7) die anayal gross and net neveoue gcnerateii by the bnvinen for each 
calendar year since Us Inceptini]. 

Resbon>e : (IJ PPJ owns and/or is affiliated wifi, no businesses or websites dun dirtedy 
•^ell" ceoiswn^ phone call mcords and other peraonal data^ (2J PDJ itself etaned in 1997 as a 
snn-up vcnmiev although its first business uansactitms did not occur mail late 2000^ (3) Ben 
Briid owns the buaines, and Patrick Baird is Its Diiectm ; 14J PDJ*s office suite is located at 70S 
Paluxy Kd, Granhiijy, TX vdtMS, phone 517-579-0083, faa 817-579-5301, 
SuppontyPPiPKcoqi; Ben Baiid, 1525 Sunflower La:^, Gnhbury, TX 817-579^14 (no 
croaii); Patrick Baird, 1030 £asi Hwy 377 #110-360, finnbury, TX 76048, Phone 817-579^ 
6874, Ceil 817-559-7555, email pbl@graDbuTy.catn: (*»J P0J*s employees are Phirick Baild, 
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Fiirl7-9S (Hillut Fr£l■rUAC^^ J X-ja7 P D4/II F-1Z4 

Joe Banon 
Fefaniaiy 17, 2006 
Pafip 3 


Jem FrflJtcSj and Sabruw Scotl AJJ other per^ni compoiMied ^ service lo PDJ are 
independoir ihinj-pany (6J see answer to c uesrion (4) above: «id (7) PD] rontidm 

ils gross and net rrvenue highly prophciary iafbnn.iDon and is wnwillmg ta such 

in&rmadon at this time. 


1. Uii and de9<7ihe in denJJ all meibodi by wb.4:b PJU Services {ud tny of fii rtlittd 
biuloefsesj Mquins the personaJ gcU phn^e mords and aiher data aasecisteft 
wjib M Bjvco celj pbeie aumber, 

Resnome ; (») By conducdiig searches in pubU databases and Imoner searoh * n £ TT i**: 
(bj by auhroimng the names and addresses of ihc rcJcvuii edl phone itsera to certain third-party 
vendors, T«*tcb then itnievc dm and provided it to PDF in return for a fee; (cj by subminiB§ ibe 
cell number, name and address of subsciiber to cemin thinl-p«ny vendor^ which then letiievc 
data and provided it to PDJ in return for a fee; and tdjhy sidwnitringtbe nam^ address and social 
security number of the subscriber to certain thiid-pwiy vendors, wtiidi retrieve the data and 
provided Uia PDJ in letum fora fbe. 


Oo the employees of POJ Services (or ai-y of Its related bostnessee) pote is 
customers leclung loroniMtlDn abmti their uwb tccounis rpmexibi^ m obtain 
tbe dau being pnrebaaed by a PJU Services enstomer? Does PBJ Services (or any 
of lis rejaied businesses) obtain access m cell phone company daiabniet tbrongfa 
cfunputer backjPii impersonation of pboni company employeei or government 
agentt, nr oiber nnauilinriaed nr fratnlnlent nteani? 

Reroopsf : No. 


List ail Indivittiials or buflnessm that pinvide PDJ Servkci (or in rdared 
businesses) personal cell phone recortls and other data asiadatecl nM a gfven ccQ 
pbnne nombfr, Pbr racb iodtvMaal or r^nslneit, dereribc the nafnre of the 
relationship ivflh POJ Seirices (or Its related bnsinesseij^ the compeBution 
arraogrmeiit with FBJ Servreei^ ind the amriunt nr of compcnsatkiii prnvfded 
by POJ Services, ^ 

ftesponsc : PDJ comiacts with cerram thinj-pany vendors whidi provide it widi infiirmation 
for a fee. EDJ does not have access, nor has it c\er directly accessed, any of the recoids 
SMicbed by these vendors, and otherwise has no knowledge as to how anch recorfi are 
accessed No principals or employees of PDJ are directly involved in obtauting these records 
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fiirlMI DlrUi* 3 


Joe Barton 
Fcbnway 1 7» 2006 
Page 4 


T-iir P.af/li f-iu 


&uin any primary source. JUiherj PDJ purdiases a]l recoils and cuaioiocr mformstiaii from 
Tjijf ri-pafty venilora- 

PDJ has ivritKH comiaets with manyj if not all of the ihird^arty vendors wnh whacfa it 
wodca. The contiacis are subatantUUy the same; a ftirra of thai agreenaeja is ^rpended beareto 
as Anaehmeiit No. i. Informahoa is requested by VXtl cm a caae-by-case baas. While PDJ 
does main invoices Srom some of ihjid-party vendors, the invoices reveal client 
iwfivrtt iarion. and because of the constraints of Texai state law and/or attoitiey-elieat privilege 
CSccrioa 1702433J, PDJ respecifuUy declines to provide or release any such data. With 
respect id the identities of the tbird-'pariy vendors thonselvcs, imtil FDI is given some 
assurances about bow sudt proprietary infiomiaticm is m be treaied, PDJ mpectfiiUy declines 
at this dme to disclose such iofhimaiirm. 

6. For PDJ Servuraa and each of iti related data broker buslacnes or Web tliet^ lift the 
names of all employees, igmu, eonsaltanis, :md other indlvidtiaU who work lor or 
provide servicti to the company or web alie^ 

Resoonie : Set Response to Request No. 2. 


7. Has FDJ Services conduered, tfarongh m eumlnatiiM by either bivouac or oiiside 
counacX, an analysis of fhe l^al intpUeatlosi and risks of acqulrlne and icUlDg the 
pcrsqnat ceil phone records and aiber data avodned WtA a givtii ceU phone 
number? If so, provide a copy of all lacb legal opinions provided io^ or produced 
for, PDi Services or Its related bnslneises. 

Rginonie ; PDJ docs not in £sa acquire the pEiaonal cell phone call records end oihei: 
data assocUied wiih a gtyen cell phone juunben PDJ hit required all third-pamy vendors to lijpi 
an agreement iha: all infemnarian is obtained threugti Icipt means. Set Atta chment No. 1 
{re&ienced in Kcipousc to Request No, 5), 
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Joe Barton 
February 17, 2006 
PascS 


1-tlT P. ll/ll F-124 


B. By caliDcUr yeitr lUce 2000, Uit the aaraM of tlte top 10 casidiaen» by rmna^ m 
each of PDJ Servicci' data broker web Wttb eack caitomcr Uvted, «a4 Tor 
eaeb eaJeodar year, provide tfae total dollar a mouat paid by tbe cuftonwr to die data 
broker. 


Reanoavp : PIU’S practice is only Do keep suet. customer-ieUled records on file fiir 90 
days. Texas law, moioover, prohibits PDJ fiom relctai^ roniideiiijal customer infemiaiioa 
tScciioa 1702.133). PDJ is unwiUmg at this time to pt>vidc dtf Comiiuttce with audi customer 
informatiim, which PDJ considOT highly prppriecMy. 


9, All reeordi related to ike metkodi by wbli* FDJ Service* asd iti rdaiod data 
broker web silw procure aud sell trlepboue record*. Ineludiag bat aot limited w *U 
coDtraet* regirtlliis lucb procuremnu, 

fiesoome ; See Airachrocm No. I (refaenced iu ^etpaase to Hetjucsi No. 5), 


J(L Ail rreord* reUted to any toquhim by lav' eoiorcemciit or reyutaiory oUkiab 
regardiug tbe proearemaat aad taJeof te|epk(>lic rtcordL 

Rfipoate ; PDJ is unaware of any insianccs iu which law eoibreem^ or resulaeory 
rtfTi cHiilc have inquired as to the procuncmau and saje of telephone reixsrds. However, on 
numerous occastons ■ wide variety of law enforcement agei^ie*, on a federal, ataie and local 
level, have asked for investigative assUttoce, which PDiJ has provided fiee of chaise; as a 
courtesy to help law enfbioftnnvr. 


11. All coinpaiiy policy guidcUnei, cniployee maunab, or oibcr instraetfoo* rceanUitg 
fbe procarenicnt and lak oltelapbOiDe records, and all reeonti Jtlatlac tbaretD. 


Bfsp jgtg* - Becat^e PDJ is essennaUy a dijce>3eisan office; it has no wcilten pohey 
fuitielmes, manuals, or other initnictions regarding dv piocuretocnt and sale of telephone 
itcoTds. And, as noted previously. PDJ does not "^seU" such phone call rcconts or acquire the 
personal cell phone records and other data associated witi a given celJ phone numba. 
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FilrlHi Fr(*-lttCH 5 

Joe Bsnon 
Pebnwry 17, 2006 
Pegtf 6 


12, Do FDJ tod iin rdaied dotf brokiT Web «ites obtili Uie eoDMOt of Ikt 

owoer of a pbooe numfKr prior to procuriDg ud felllne reeordi related to that 
pbooe Aorober? Do PDJ Sorvlcee aod in related data bmker Web attn ever ooit^ 
tbe ownej- of a pboae ooiober that bla reeordij have been procQred and told? If ya, 
dncHbe wbea utd wby. 


«eiPQ0«e= No. No, 



BmoH. Carcoian 


co^ Mr. Rairick Baizd 
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Mes^ge: 6 

Date: Mon, 28 Mar 2005 15:18:18 -0600 
From: "Patrick Baird” < pd j services^ vahoo.cQm > 
Subject: Re: re: cell phone trace / Incoraming calls 


We can assist - call us at l-SOO-298- 1153, We can get incoming calls on most cell 
phones even if they are NOT listed on the bill. 


Patrick Baird, TPLl 
I St Source / PDJ Investigations 
Phone: 1*800-298<1153 
Fax: 1-800-297-0012 
TX Lie A^l 0979 

"Telq>hone investigations our Specialty" 

Covering the United States, Canada & Mexico 
http ://www.pdiservices.com/ 

CONFiDENTIALirY NOTE: 

This e-mail contains confidential information and is intend^ solely for the use of the 
individual named on this transmission. If you are not the intended recipient, you are 
notified that disclosing, copjdng, distributing or talcing any action in reliance on the 
contents of this infomiation is strictly prohibited. If you arc not the intended recipient of 
this e-mail please destroy this message immediately. 


- Original Message — — 

From: drgpiinc 

To: tracer@vahQQ groups .com 

Sent: Monday, March 28, 2005 1 :51 PM 

Subject: [tracer] re: cell phone trace 


Can anyone advise how I would go about finding out the phone number 
and subscriber of a Verizon cell phone by having only the date and 
time of call to that phone. Any help would be appreciated. 

Thank you I!! 

Domenick Gerardi 

DRG Prot«:tion & Investigations Inc. 

864 Willis Avenue, Suite 6 
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Kage 1 ot 8 


► 


From: On-Line Support - PhoneBusLcom (Support@Phonebust.com] 

Sent: Friday. Aprit 07. 2006 1 0:29 AM 

To: "Solis. Debera • BLS" 

Subject: RE: Re numbers 


e£x>Ar<r€!P 

IN RE: WKNmmmmmm 908-MHMW 

Verizon WS bill dated April 1st / 

1 03/02 12:13A O 2 Home Area (862) «i— » Incoming CL W Included $.00 $.00 

2 03/02 05:10A O 1 Home Area (862) —— P Newark NJ W Included .00 .00 

3 03/02 05:11A O 1 Home Area (867)PP«a— Newark Nl W Included .00 .00 

4 03/02 05:41A O 1 Home Area (862) — P Newark N3 W Included .00 .00 

5 03/02 05:49A O 1 Home Area (862) — Newark NJ W Included .00 .00 

6 03/02 06:26A P 1 Home Area (862) — Incoming CL A Included .00 .00 

7 03/02 06:27A P 1 Home Area (862) — Newark NJ A Included .00 .00 

8 03/02 06:27A P 1 Home Area (862)— Newark NJ A Included .00 .00 

9 03/02 06:28A P 1 Home Area (862)— Newark NJ A Included .00 .00 

10 03/02 06:29A P 1 Home Area (908) — Mobile MN Included .00 .00 

11 03/02 06:38A P 1 Home Area (862) — Newark NJ A Included .00 .00 

12 03/02 06:39A P 1 Home Area (862) — Newark NJ A Included .00 .00 

13 03/02 07:18A P 1 Home Area (862) — Newark NJ A Included .00 .00 

14 03/02 08:55A P 1 Home Area (973) — Incoming CL A Included .00 .00 

15 03/02 10:32A P 1 Home Area (OOP) — Voice Mail CL RA Included .00 .00 

16 03/02 10:34A P 2 Home Area ^32) —— Emillstone NJ A Included .00 .00 

17 03/02 10:35A P 1 Home Area (862) — Newark NJ A Included .00 .00 

18 03/02 10:39A P 1 Home Area (862)— IP Incoming CL A Included .00 .00 

19 03/02 10:40A P 2 Home Area (908) — Mobile MN Included .00 .00 

20 03/02 11:15A P 9 Home Area {732) g5gSp Incoming CL A Included .00 .00 

21 03/02 11:39A P 1 Home Area (973)flBHB^ Newark NJ A Included .00 .00 

22 03/02 12:17P P 1 

23 03/02 12:19P P 1 

24 03/02 12:37P P 1 

25 03/02 12:37P P 1 

26 03/02 04:14P P 1 

27 03/02 05:05P P 1 

28 03/03 07:08A P 1 

29 03/03 08:08A P 1 

30 03/03 08:08A P 1 

31 03/03 08:11A P 2 

32 03/03 08:47A P 2 

33 03/03 09:12A P 9 

34 03/03 10:15A P 1 

35 03/03 04:19P P 1 

36 03/03 04:35P P 1 

37 03/03 04:40P P 1 

38 03/03 04:42P P 2 

39 03/03 06:17P P 8 

40 03/03 10:35P O 9 

41 03/04 01:47P O 2 

42 03/04 03:54P O 5 


Home Area (732) — > Emillstone NJ A Included .00 .00 
Home Area (732) gi— P Emillstone NJ A Included .00 .00 
Home Area (862)1^—9 Newark NJ A Included .00 .00 
Home Area (973) WI^M> Incoming CL A Included .00 .00 
Home Area (862) ^—^ Incoming CL A Included .00 .00 
Home Area (862) — 1 1ncoming CL A Included .00 .00 
Home Area (862) ^— Incoming CL A Included .00 .00 
Home Area (862)fl— HVlncomirtg CL A Included .00 .00 
Home Area (862) — Incoming CL A Included .00 .00 
Home Area (000)— » Voice Mail CL RA Included .00 .00 
Home Area (908) ^— P Mobile MN Included .00 .00 
Home Area (908) — > Mobile MN Included .00 .00 
Home Area (862)^BBB Newark NJ A Included .00 .00 
Home Area (000)0— P Voice Mail CL RA Included .00 .00 
Home Area (862)PiP— VP Newark NJ A Included .00 .00 
Home Area (908)^BBB Mobile MN Included .00 .00 
Home Aref> (U 73 > w»r » w si» N«wi»rk NJ A Included .00 .00 
Home Area (908)@H||9 Incomirtg CL MN Iruluded .00 .00 
Home Area (973)i— 9 Newark NJ W Included .00 .00 
Home Area (908)HBPBiP Incoming CL MW Included .00 .00 
Home Area (908)IIHMHi Incoming CL MW Included .00 .00 
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43 03/05 10 

44 03/05 ID 

45 03/05 11 

46 03/05 12 

47 03/05 03 
4S 03/05 03 

49 03/05 04 

50 03/05 07 

51 03/06 05 

52 03/06 OS 

53 03/06 07 

54 03/07 OB 

55 03/07 09 

56 03/07 02 

57 03/07 04 
SB 03/07 04 

59 03/07 05 

60 03/07 10 

61 03/05 05 

62 03/05 06 

63 03/05 06 

64 03/05 07 

65 03/05 07 

66 03/05 08 

67 03/09 05 
6B 03/09 07 

69 03/09 07 

70 03/09 07 

71 03/09 07 

72 03/10 10 

73 03/10 01 

74 03/10 01 

75 03/10 01 

76 03/10 01 

77 03/10 02 

78 03/10 02 

79 03/10 02 

80 03/10 02 

81 03/10 03 

82 03/10 03 

83 03/10 03 

54 03/10 03 

55 03/10 03 
55 03/10 03 
52 03/10 04 
55 03/10 04 
59 03/10 04 

90 03/10 04 

91 03/10 04 

92 03/10 05 

93 03/10 05: 
^ 03/10 06: 

95 03/10 06:1 

96 03/10 06: 

97 03/10 07: 

98 03/10 10; 


09A Q 1 Home Area (862; 
48A O IS Home Area (787)1 
llA O 1 Home Area (908; 
31P O 1 Home Area (908] 
36P O 1 Home Area (906] 
36P 0 1 Home Area (908; 
;58p 04 Home Area (908; 
£35P 0 2 Home Area (757; 
;37P P 3 Home Area [OOO; 
41P P 1 Home Area [000)( 
:53P P 2 Home Area {908)< 
t56A P 1 Home Area (973; 
J3A P 1 Home Area (973; 
OIP P 5 Home Area (20i; 
33P P 4 Home Area (905)1 
41P P 1 Home Area (905)1 
25P P 1 Home Area (862; 
30P O 22 Borne Area (732; 
56P P 2 Home Area (908] 
36P P 2 Home Area (000] 
59P P 1 Home Area (ODD] 
OOP P 5 Home Area (908; 
05P P 2 Home Area (908; 
21P P 15 Home Area (732^ 
55P P 4 Home Area (908; 
IIP P 2 Home Area (OOC; 
12P P 2 Home Area (908; 





Hewark NJ W Included ,00 .00 
luana Diaz PR W Induded .00 .DO 
Mobile MW Induded ,00 .00 
Incoming CL MW Included .00 .00 
Mobile MW Induded ,00 ,0O 
Mobile MW Induded ,00 ,00 
Elizabeth Pd w induded ,00 .DO 
Vtllalba PR W Induded ,00 .00 
Voice Mall CL RA Induded ,00 .00 
Voice Mall CL RA Induded ,00 ,00 
Elizabeth NJ A Induded ,00 ,00 
Newark fU A lr>ducfed .00 ,00 
iNewark N1 A ItKluded .DO ,00 
Mobile MN Induded ,00 .00 
Incoming CL MN Induded ,00 .00 
Incoming CL MN Induded ,00 .00 
Incoming CL A Induded ,00 ,00 
" Incoming CL W induded .00 ,00 
Mobile MN Induded ,00 ,00 
Voice Mali CL RA lndud«J ,00 ,00 
oice Mall CL RA Induded ,00 ,00 
Mobile MN Induded ,00 .00 
Mobile MN Induded ,00 ,00 
Incoming CL A induded .00 ,00 
Mobile MN Induded ,00 ,00 
Voice Mall CL RA Induded .OO .00 
Mobile MN Induded ,00 ,00 


15P P 10 Home Area Unavailable Incoming CL A Induded ,00 ,00 


2SP P 1 Home Area (732; 

18A P 2 Home Area (908; 

17P P 2 Home Area (OOO; 

19P P 4 Home Area (908; 

44P P 1 Home Area (908] 

46P P 2 Home Area (908; 

20P P 2 Home Area (908)4 
22F P 2 Home Area (908; 

42P P 1 Home Area (908)4 
59P P 4 Home Area (908; 

03P P 1 Home Area (973; 

05P P 2 Home Area (973)1 
08P P 1 Home Area (973; 

37P P 1 Home Area (000)4 
46P P 1 Trenton /B NJ (905; 
55P P 2 Ptainebo/B NJ (908)1 
OOP P 3 PLainsbo/D NJ (201)1 
07P P 2 Plalnsbo/B NJ (908)4 
20P P 2 UpbJeked/B PA (908 
29P P Z Upblcked/B PA (908^ 
39P P 2 Infh Pro/B PA (908)1 
lOP P 1 Infb Pro/B PA (90S; 
OlPPZInfO Pro/B PA (905; 
43F P 1 info Pi O/v PA {Z4C; 
SIP P 1 Info Pro/B PA (340; 





Emillstone NJ A Induded ,00 .00 
Incoming CL MN Induded .00 ,00 
Voice Hall CL RA Induded ,00 ,00 
Mobile MN Induded ,00 .00 
Incoming CL MN Induded ,00 ,00 
Mobile MN Included ,00 .00 
Mobile MN Induded ,00 ,00 
Incoming CL MN Induded .00 ,00 
Incoming CL MN Induded .00 ,00 
Incoming CL MN Induded .00 ,00 
Newark NJ A Induded .00 ,00 
Newark NJ A Induded .00 ,00 
Newark NJ A Induded ,00 ,00 
ivolce Mail CL RA Induded -00 .00 

Newbmswck NJ MN Induded ,00 ,00 
Newbmswdc NJ MN Induded ,00 ,00 
Ramsey nj mN Induded ,oa .do 
Newbmswck NJ MN Induded ,00 ,00 
Newbmswck NJ MN Induded ,00 .00 
Incoming CL MN Induded ,00 ,00 
Incoming CL MN Induded ,00 ,O0 
Newbmswck NJ MN Induded ,00 .00 
Somerville NJ MN Induded ,00 ,00 
Oxen \ll\\ A MinSsA ,(^ ,00 
Qxon HIM MD A Included .00 ,00 


53P P 4 Info Pro/B PA Unavailable Incoming CL A Induded ,00 ,00 
31P P 1 Infb Pro/B PA (9a5)M4lK Newbmswck NJ MN Induded ,00 .00 
29P O 1 Info Pro/B PA {240>WVBA Okon Hill MD W induded .00 .OO 
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99 OSm O 1 Info Pm/B PA (240}««HM Qxon Htll MD W Induded .00 .00 

100 Oi/10 10:32P C 1 Info pro/B PA C240)MHS Oxon Hill MD W Included .00 .00 
101 03/10 10;33P O 1 PhJIa /B PA C240)«MM Oxon HIJI MD W Included .00 .00 

102 03/10 10:35P O 1 Info Pm/B PA (240) MWW Oxon HIJI MD W Included .00 .00 

103 03/10 lOiSBP O 1 Info Pni/D PA C240}«MIM Oxon Hill MD W Induded .00 .00 

104 03/10 10:49P 0 1 Info Pro/B PA (240}«HMtt Oxon Hill MD W Included .00 .00 

105 03/10 10:S7P 0 1 Info Pn/B PA [240] ^^M ^ Oxon HIJI MD W Included .00 .00 

106 03/11 12:44P 0 2 Info Pno/B PA (000)«iMBIVoice Mall CL RW Induded .00 .00 

107 03/11 02:25P O 1 Info Pfo/B PA (000|MMVoice Mali CL RW Induded .00 .00 

108 03/11 02:5fiP O 1 Info Pfo/B PA {OQQymmmm Voice Mall CL RW Induded .00 .00 

109 03/11 02:57P O 1 Info Pro/B PA (240)^WM Oxon Hill MD W Induded .00 .00 

110 03/11 03:0ap O 4 Info Pro/B PA (973 )WhB Newarie NJ W Induded .00 .00 

111 03/11 D3:20P 0 1 Info pro/B PA (24D)«MMltt Oxon Hill MD W Induded .00 .00 

112 03^1 04:17P O 1 Info Pro/B PA C903)V>MB Newbmewck lU MW Induded .00 .00 

113 03/11 05:13P O 1 Info Pro/B PA {240)^^MBOxon HMI MD W Included .00 .00 

114 03/11 05:26P O 1 Info PrO/B PA (240)q«MlBOxon HIJI MD W Included .00 .00 

115 03/11 00;19P 0 1 Info Pro/B PA (240)BaBQ^Oxon Hill MD W Induded .00 .00 

116 03/11 06;20P D 7 info Pfo/B PA (lOljffHWRamsev MW Included .00 .00 

117 03/11 07r09P 0 1 Info Pro/B PA C240)MMft Oxon Hill MD W Induded .00 .00 
11803/11 09:35P D 1 Info Pro/B PA (732)VMMEntlll«tone KJ W Induded .00 .00 

119 03/11 10;16P O 1 Info Pfo/B PA (240)«HM Oxon H|J| MD W Induded .00 .00 

120 03/11 11;05P O 1 Info Pro/D PA <240jMHA Qx«i Hill MD W Induded .00 .00 
121 03/11 11:14P O 3 Info Pto/B PA (240}Witt0(xon Hill MD W Induded .00 .00 

122 03/11 ll:17P O 2 Info Pra/B PA [908]«M^k Newbmswck N3 MW Induded .00 .00 

123 03/11 11;19P 0 1 Info Pn>/B PA (9D8) M^|» Newbmnvdc HI MW Induded .00 .00 

124 03/12 12:4SA O 3 Info Pru/B PA C908)OTM Newbmswck HJ MW Induded .00 .00 

125 03/12 12:55A O 2 Info Pm/B PA C908}aMlM Newbmswck N| MW Induded .00 .00 
128 03/12 01: 16 A O 2 Info Pro/B PA C90S)MVW Hewbmxwck NJ MW tnduded .00 .00 

127 03/12 01:29A 0 2 Info Pra/B PA (908)MMA Newbmswck NJ MW Induded .00 .00 

128 03/12 01:31A O Z Info Pra/B PA (908>iMi^^Newbm£WCk HJ MW Induded .00 .00 

129 03/12 01;40A O 2 Info Pro/B PA (908)H««A Newbmswdc NJ MW Induded .00 .00 

130 03/12 0l;43A 0 2 Info Pro/B PA (OOSJl^Mft Newbmswdc Id MW Induded .00 .00 

131 03/12 01:5 2A 0 1 Info Pra/B PA (908)MMMl Newbmswck NJ MW Included .00 .00 

132 03/12 0l;53A O 3 Info Pro/B PA Ncwtomswdc NJ MW Induded .00 .00 

133 03/12 01:58A O 2 Info Pro/B PA (90S)iH8M Newbmswck NJ MW Induded .00 .00 

134 03/12 02:O0A O 2 Info Pra/D PA {908)MVIM1 Newbmswck HJ MW Induded .00 .00 

135 03/12 02:07A O 2 info Pra/B PA Newbmswck NJ MW Induded .00 .00 

136 03/12 08:34A 0 1 Info Pro/B PA (OOBJOTMM. Incoming CL MW Induded .00 .00 

137 03/12 1Z;51P O 2 Info Pro/B PA (973) — Newark NJ W Induded .00 .00 

138 03/12 02r3IP O 1 Info Pro/B PA (ODOJ^MB Voice Mall CL RW Induded .00 .00 

139 03/12 03:15P O 1 Plainsbo/B N) COOO}BMwa Voice Mall a RW Included .00 .00 

140 {0/12 03:16P 0 10 Plalnsbo/B NJ (000)«Mft Voice Mall CL RW Induded .00 .00 
141 03/12 03:26P 0 1 Trenton /B NJ (973)MM« Newark NJ W Induded .00 .00 

142 03/12 06;59P O 2 Home Area (732]iVBiipEmJllstone NJ W tnduded .00 .00 

143 03/12 07:10P O 3 Home Area C732]^^Hk Emlllstone NJ W Induded .00 .00 

144 03/13 08:0BA P 1 Home Area (882)Bi4H|lrl<^r^)ng CL Ainduded .00 .00 

145 03/13 09;26A P 1 Home Area Voice Mail CL RA Induded .00 .00 

148 03/13 09:27A P 1 Home Area (OCOj^^MWotce Mall CL RA Induded .00 .00 

147 03/13 09;59A P 20 Home Area (240pMMiOxon HMI MD Ainduded .00 .00 

148 03/13 04;53P P 5 Home Area (908)aMM Mobile MN Induded .00 .00 

149 03/14 04t35P P 3 Home Area (90B]MHVlnconiing CL MN Induded .00 .00 

150 03/14 85;12P P 1 Home Area Newark NJ A tnduded .00 .00 

151 03/14 a5;l3P P 3 Home Area Mobile MN Induded .00 .00 

152 03/14 05:20P P 1 Home Area (862 )M<M ^ Newark NJ A Induded .00 .00 

153 03/14 06;01P P 2 Home Area (OOOj ia^ Voice Mall CL RA Induded .00 .00 

154 03/14 06t23P P 1 Home Area (973)«aiR Newark NJ A Induded .00 .00 
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155 03/14 07:20P P 4 Home Area {90S)MMiMi Mobile MN InctiKled ,00 .00 

156 03/14 07;24P P 1 Home Area (863)a^MA Newark NJ A ItidudwJ ,00 ,00 

157 03/14 07:29P P 2 Home Area <0Q8]i^ M^S MobHe MN Induded ,00 .00 

158 03/14 07:32P P 1 Home Area (862) — ■ Newark m A Inducted ,00 ,00 

159 03/14 07:33P P 1 Home Area (862 )— Newark N3 A Inducted ,00 ,00 

160 03/14 07:3SP P I Home Area (908)^ 1^ Mobile MN Induded ,00 .00 
161 03/14 07:3!IP P 1 Home Area (862)Vli^W Newark NJ A Inducted ,00 ,00 

162 03/14 09:13P O 2 Home Area (908}VB^^K Moblie MW Induded ,00 ,00 

163 03/15 01;09A O I Home Area C862]«MM1 Incaimiftfl CL W Induded ,00 .00 

164 03/15 07il9A P 1 Home Area (862) — Newark NJ A Induded ,00 ,00 

165 03/15 OfliSlA P 1 Home Area (000) — > Voice Mail CL RA Inducted ,00 .00 

166 03/15 09:00 A P 1 Home Area (973]®Bi®l^® Newark NJ A Inducted ,00 ,00 

167 03/15 04:40P P 1 Home Area COOO)VMIM Voice Mail CL RA Induded ,00 ,00 

168 03/15 0€;35P P 1 Home Area C862)VWfll Incoming CL A Induded .00 .00 

169 03/16 05;05P P 1 Home Area (000)MHMI Voice Mall CL RA Induded ,00 ,00 

170 03/17 08:30A P 1 Home Area (QOQ JtaagN^ Voice Mail CL RA Inducted ,00 ,00 

171 03/17 08:31A P 1 Home Area Incoming CL A Inducted ,00 .00 

172 03^7 08:32A P 3 Home Area [900 ]— > Mobile MN Induded .00 .00 

173 03/17 09:OBA P 1 Home Area (973)— Newark NJ A Induded ,00 ,00 

174 03/17 09;09A P 1 Home Area [973 ]—^ Newark NJ A Induded ,00 .00 

175 03/17 09:11A P 6 Home Area {908 }— Mp Summit NJ A Induded .00 ,00 

176 03/17 09:23A P 1 Home Area (973]NMi9 Newark NJ A Induded ,00 ,00 
17? 03/17 12:D5P P 1 Home Area (908 )— i> Mobile MN Induded ,00 ,00 

178 03/17 12:07P P 3 Home Area (908]^^BM Incoming CL MN Induded ,00 ,00 

179 03/17 02:33P P 1 Home Area (908pMMP Incoming CL MN Inducted ,00 .00 

180 03/17 02:56? P 4 Home Area C973)VMIM Newark NJ A Induded ,00 ,00 

181 03/17 03:04P P 2 Home Area (908) —^ Mobile MN Inducted ,00 ,00 

182 03/17 03:05P P 1 Home Area (973 ) — t Newark NJ A Induded .00 .00 

183 03/17 03;06P P 2 Hckcne Area (973) 1— Newark NJ A Induded .00 .00 

184 03/17 07:5SP P 4 Home Area (90R }^—M Somerville NJ A Induded .00 .00 

185 03/17 08;29P P 1 Home Area (OOSJ^^ M^ Motaite MN Induded .00 ,00 
1S6 03/17 08;31P P 2 Home Area (g08)VMMiMi)biie MN Included ,00 .00 
117 03/17 09:22P O 1 Home Area (973)pM— Incoming CL W Induded .00 .00 
1B8 03/17 09:22P O 1 Home Area (fl62)«>aMl Newark NJ W Induded ,00 .00 

189 03/17 09i32P O 1 Home Area (000)WBM Voice Mali CL RW Induded .00 ,00 

190 03/17 09:33P O 4 Home Area (862) — ^ Newark NJ W Induded .00 .00 

191 03/17 09:37P O 1 Home Area (862) — 1— Newark NJ W Inducted ,00 ,00 

192 03/17 09;37P O 1 Honw Area (862)— Newark NJ W Induded .00 ,00 

193 03/17 09:38P O 1 Home Area (862 )—— Newark NJ W Induded ,00 .00 

194 03/17 09:38P O 1 Home Area (862) — Newark NJ W Induded ,00 ,00 

195 03/17 09:39 P 0 1 Home Area (862) ^— P Newark NJ W Induded .00 ,0O 

196 03/17 09:41P O 2 Home Area (973)^ —l> Newark NJ W Induded .00 .00 

197 03/17 09:43P O 1 Home Area (862) — Incoming CL W Induded .00 .00 

198 03/17 09:45P O 1 Home Area (862)— Newark NJ W Induded .00 .00 

199 03/17 09:46P O 1 Home Area (862) ——^ Newark NJ W Induded .00 ,00 

200 03/17 09:46P O 1 Home Area (862) —— Incsmlng CL W Inducted ,00 ,00 
201 03/17 09;47P O 1 Home Area (862 )— M Newark HJ W Induded ,00 ,0O 

202 03/17 09:4TP O 1 Home Area (862 )—— Newark NJ W Induded .00 .00 

203 03/17 09:46P O 3 Home Area (862 )^— ■> Newark NJ W Induded .00 .00 

204 03/17 09:52P O 1 Home Area (862 )— ■— I Newark NJ W Induded .00 ,00 

205 03/17 09:53P D 3 Home Area (862— Mf— Newark NJ W Induded ,00 ,00 

206 03/17 lO:OOPO 1 Home Area (S62 )P— —i Newark NJ W Indt.d£d .00 .00 

207 03/18 10:D3A O 5 Home Area (90S — tgp Incom I nfl CL MW Induded .00 .00 

208 03/18 llcllA O 1 Home Area (000)00— Voice Mail CL RW Induded ,O0 .00 

209 03/18 05:46P 0 3 Home Area (gpsj mJBUjp McAlle MW induded ,00 .00 

210 03/18 D5:S2P O 6 Home Area (908)H— — I Incoming CL MW Induded .00 .00 
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211 03/ IS 05:58P O 5 Home Area (90S] 

212 03/19 10:14A O 1 Home Area (90S] 

213 03/19 10:25A O 1 Home Area (862] 

214 03/19 10J34A 0 1 Home Area (862] 

215 03/20 05:14P P 2 Home Area (OOO;' 

216 03/20 OS:2SP P 1 Home Area (OOB] 

217 03/20 05:31P P 5 Home Area t908> 

218 03/20 07:S6P P 2 Home Area (908^ 

219 03/20 0S;09P P 1 Home Area C908> 

220 03/20 0S;21P P 2 Home Area (000) 

221 03/21 0S;56P P 2 Home Area (000> 

222 03/22 02:07P P 1 Home Area (973) 

223 03/22 02:O7P P 2 Home Area (973?' 

224 03/22 02:09P P 2 Home Area [973] 

225 03/22 02:52P P 1 Home Area {973> 

226 03/22 03:04P P 1 Home Area (973* 

227 03/22 04:OOP P 1 Horiie Area (000 Jl 

228 03/22 06i23P P 3 Home Area (201)1 

229 03/22 07:0SP P 1 Home Area (S62)l 

230 03/22 07:11P P 2 Home Area (973J 

231 03/22 07!S2P P 1 Home Area (90B)| 

232 03/22 09:1BP 0 1 Home Area (908) 

233 03/22 09:19P 0 1 Home Area (732) 

234 03/22 09;21P O 7 Home Area (908] 

235 03/22 10:49P 0 1 Home Area (862] 

236 03/22 10;50P O 1 Home Area (S62 

237 03/22 10:51P O 1 Home Area (862] 
23S 03/22 10:52P O 4 Home Area [862] 

239 03/22 10:55P 0 2 Home Area (862. 

240 03/22 lliOlP 0 1 Home Area (862] 
241 03/22 llil6P 0 1 Home Area (862] 

242 03/22 II1I6P O 1 Home Area (862] 

243 03/22 11!16P O 1 Home Area (S62' 

244 03/22 11:17P O 1 Home Area (862 

245 03/22 ll;17P O 1 Home Area {S62] 

246 03/22 11:18P O 5 Home Area (862 

247 03/22 11:23P O 5 Home Area (862 

248 03/22 1112BP Q 4 Home Area (862 

249 03/22 11:31P 0 1 Home Area (862 

250 03/23 0a:39A P 1 Home Area (888] 

251 03/24 12:27P P 1 Home Area (908) 

252 03/24 04;14P P 10 Home Area (888 

253 03/24 05:29P P 1 Home Area (973:- 

254 03/24 05!30P P 1 Home Area (882 

255 03/24 0S:36P P 1 Home Area (908 

256 03/24 05:39P P 1 Home Area (862 

257 03/24 OS:39P P 1 Home Area (201 

258 03/24 05t40P P 2 Home Area (973 

259 03/24 05:42P P3 Home Area (973 

260 03/24 05:44P P 1 Home Area (862 

261 03/24 06:03P P 1 Home Area (862] 

262 03/ 24 G9:45P O 1 Koimi Area [573, 

263 03/24 09I5BP 0 1 Home Area (OOO] 

264 03/24 09:SaPO4Home Area (000], 

265 03/24 10:52PO 2 Home Area (OOO) 

266 03/24 10154P 0 1 Home Area COOO^ 




Mobile MW Indudcd .00 .00 
Cranfoid H) W Included .00 .00 
Newarif N3 W Induded .00 .00 
I Incoming CL W Induded .00 .00 
I Voice Mall CL ftA Included .00 .00 
iMobMe MN Induded .00 .00 
Mobile HH Induded .00 .00 
Mobile MN Induded .00 .00 
Inoomino CL MN Induded .00 .00 
iVoke Mall CL RA Induded .00 .00 
iVoice Mall CL RA Induded .DO .00 
Newaile NJ A Induded .00 .00 
INewarIc HJ A Induded .00 .00 
Newark H] A Induded .00 .00 
Newark N) A Included .00 .00 
iNewark NJ A Induded .OQ .00 
Voice Mall CL RA Induded .00 .00 
I Mobile MN Induded .00 .00 
\ Newark N3 A Induded .00 .DO 
Newark NJ A Induded .00 .00 
Mobile MN Induded .00 .00 
, Mobile HW Induded .00 .00 
lEmitlrtone M3 W Induded .00 .00 
Incoming CL MW induded .00 .00 
Newark NJ W Induded .00 .00 
Newark M3 W Induded .00 .00 
INewark NJ W Induded .00 .00 
iNewark N3 W Induded .00 .00 
I Newark NJ W Induded .00 .00 
incoming CL W induded .00 .00 
INewark NJ W Induded .00 .00 
Newark NJ W Induded .00 .00 
Newark NJ W Induded .00 .00 
Newark NJ W Induded .00 .00 
Newark NJ W Induded .00 .00 
Newark NJ W Induded .00 .00 
, Newark NJ W Induded .00 .00 
Newark NJ W Included .00 .00 
p Newark NJ W Induded .00 .00 
Hell Free A Induded .00 .00 
Incoming CL A Induded ,00 .00 
I Toll Free A Induded .00 .00 
Newark NJ A Induded .00 .00 
Incoming CL CA induded .00 ,00 
llncemlng CL MN Included .00 .00 
Incoming CL A induded .00 .00 
{.Incoming CL CMN induded .00 ,00 
Incoming CL A induded ,00 ,00 
Incoming CL A Induded ,00 .00 
I Incoming CL A induded .00 .00 
[Incoming CLAinduded .00 .00 
Incoming CL W Induded .00 .00 
Voice Mali CL RW Induded .00 .00 
I Voice Mall CLRW Induded .00 .00 
411oonnect NJ W U Induded 1.49 ] 
411ainnect NJ W U Induded 1.49 J 
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267 03/25 12:51A O 1 Home Area (862 J— aM ncomlng CL W Included .00 .00 

268 03/25 12:51A O 1 Home Area (862) — Incoming CL W Included .00 .00 

269 03/25 12:52A O 1 Home Area (862)— —^Incoming CL W Included .00 .00 

270 03/25 12:54A O 1 Home Area (862) — — Newartc N3 W Included .00 .00 

271 03/25 12:58A O 3 Home Area (862) —— Newark fU W Included .00 .00 

272 03/25 01:09A O 1 Home Area (862) — — Newark NJ W Included .00 .00 

273 03/25 01:14A O 2 Home Area (862 )— —1 Newark NJ W Included .00 .00 

274 03/25 01:15A O 1 Home Area (862 )— —I Newark NJ W Included .00 .00 

275 03/25 10:26A O 2 Home Area (908 )— — Incoming CL MW Included .00 .00 

276 03/25 10:28A O 1 Home Area (862)— I— A Newark NJ W Included .00 .00 

277 03/25 10:38A O 1 Home Area (862) — —I Newark NJ W Included .00 .00 

278 03/25 10:47A O 2 Home Area (239) — — ncoming CL W Included .00 .00 

279 03/25 10:49A O 1 Home Area (862) — —N ewark NJ W Included .00 .00 

280 03/25 11:49A O 11 Home Area (78 7)—— Vlllalba PR W Included .00 .00 

281 03/25 12:03P O 3 Home Area (973 )— — Incoming CL W Included .00 .00 

282 03/25 12:08P O 1 Home Area (862)— CflSIncoming CL W Included .00 .00 

283 03/25 02:36P O 5 Home Area Unavailable Incoming CL W Included .00 .00 

284 03/25 03:16P O 2 Home Area (239) 8—— Fort Myers FL W Included .00 .00 

285 03/25 03:32P O 9 Home Area (000)— Voice Mall CL RW Included .00 .00 

286 03/25 05:39P O 1 Home Area (908) —— Mobile MW Included .00 .00 

287 03/25 05:40P O 2 Home Area (908 )—— Incoming CL MW Included .00 .00 

288 03/25 05:42P O 2 Home Area (908)—— Mobile MW Included .00 .00 

289 03/25 07:32P O 1 Home Area (973 )—— Newark NJ W Included .00 .00 

290 03/26 09:22P O 1 Home Area (862)— 1^— Incoming CL W Included .00 .00 

291 03/27 05:29P P 1 Home Area (908) —— Mobile MN Included .00 .00 

292 03/27 05:41P P 1 Home Area (973) —— N ewark NJ A Included .00 .00 

293 03/27 06:41P P 13 Home Area (90 8)^—11— Incoming CL MN Included .00 .00 

294 03/29 05:22P P 1 Home Area (908) —— Mobile MN Included .00 .00 

295 03/29 06:51P P 3 Home Area (908) —— Incoming CL MN Included .00 .00 

296 03/29 07:59P P 4 Home Area (908 )— — Incoming CL MN Included .00 .00 

297 03/30 08:04A P 1 Home Area (908) — > Incoming CL A Included .00 .00 

298 03/30 04:46P P 1 Home Area (908) ^— ^E lizabeth NJ A Included .00 .00 

299 03/30 04:47P P 14 Home Area (908)— i— Elizabeth NJ A Included .00 .00 

300 03/30 05:30P P 3 Home Area (908) 1pBaBi9 M obile MN Included .00 .00 

301 03/30 05:44P P 3 Home Area (908)— —Incoming CL MN Included .00 .00 

302 03/30 07:50P P 4 Home Area (908) —^ Mobile MN Included .00 .00 

303 03/30 08:19P P 1 Home Area (862) —— Incoming CL A Included .00 .00 

304 03/30 08:46P P 2 Home Area (OOP )— Voice Mail CL RA Included .00 .00 

305 03/31 09:09A P 1 Home Area (973) — — Newark NJ A Included .00 .00 

306 03/31 09:14A P 2 Home Area (908)0— ncoming CL MN Included .00 .00 

307 03/31 09:26A P 2 Home Area (908) —— Summit NJ A Included .00 .00 

308 03/31 11:46A P 3 Home Area (908) — —Incoming CL MN Included .00 .00 

309 03/31 12:27P P 1 Home Area (973) —— Mobile MN Included .00 .00 

310 03/31 12:28P P 1 Home Area (800) —— Toll Free A Included .00 .00 

311 03/31 12:34P P 1 Home Area (800)— —Toll Free A Included .00 .00 

312 03/31 02:23P P 2 Home Area (908)— H Mobile MN Included .00 .00 

313 03/31 05:34P P 1 Home Area (973 )— —Mobile MN Included .00 .00 

314 03/31 06:53P P 3 Home Area (973) — — Mobile MN Included .00 .00 

315 03/31 06:58P P 2 Home Area (973) — — Newark NJ A Included .00 .00 

316 03/31 09:16P O 1 Home Area (240)— ■— Oxon Hill MD W Included .00 .00 

317 03/31 09:17P O 1 Home Area (240)— —Oxon Hill MD W Included .00 .00 

318 03/31 09;20P 0 1 Home Area (240)^— Oxon niil MD W Included .00 .00 

319 03/31 09:21P O 1 Home Area (240)— i— Oxon HIM MD W Included .00 .00 

320 03/31 11:31P O 3 Home Area (000)— —Voice Mail CL RW Included .00 .00 

321 03/31 11:34P O 2 Home Area (000)— Voice Mall CL RW Included .00 .00 

322 03/31 ll:37P O 2 Home Area (908—— Mobile MW Induded .00 .00 
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323 03/31 11:44P O 7 Home Area (201)HHflBB MoMIe MW Included .00 .00 

324 03/31 11:52P O 1 Home Area (862) ^— I Newark NJ W Included .00 .00 

325 03/31 11:53P O 1 Home Area (862) — Newark NJ W Included .00 .00 

326 03/31 11:54P O 1 Home Area (862) —^ Newark NJ W Included .00 .00 

327 03/31 11:54P O 1 Home Area (862) —— Newark NJ W Included .00 .00 

328 03/31 11:57P O 1 Home Area (862) — S Incoming CL W Included .00 .00 

329 03/31 11:58P O 1 Home Area (862) —— Newark NJ W Included .00 .00 

330 03/31 11:59P O 1 Home Area (862) — 11 Newark NJ W Included .00 .00 

331 04/01 12:00A O 1 Home Area (862)M— 1^ Newark NJ W Included .00 .00 

332 04/01 12:01A O 1 Home Area (862) — —p Newark NJ W Included .00 .00 

333 04/01 12:02A O 1 Home Area (862) —^ Newark NJ W Included .00 .00 

334 04/01 12:02A O 1 Home Area (862) —— Newark NJ W Included .00 .00 

335 04/01 12:03A O 1 Home Area (862) — —p Newark NJ W Included .00 .00 

336 04/01 12:04A O 1 Home Area (862) m[^^ Newark NJ W Included .00 .00 

337 04/01 12:04A O 1 Home Area (862) — Newark NJ W Included .00 .00 

338 04/01 12:04A O 5 Home Area (862) — Newark NJ W Included .00 .00 

339 04/01 05:01A O 2 Home Area (732 )C— MB Emillstone NJ W Included .00 .00 

340 04/01 08:05A O 2 Home Area (973)— Newark NJ W Included .00 .00 

341 04/01 08:28A O 5 Home Area (000 )— —p Voice Mail CL RW Included .00 .00 

342 04/01 08:36A O 1 Home Area (000 )— H Voice Mail CL RW Included .00 .00 

343 04/01 08:36A O 5 Home Area (000) — t V oice Mail CL RW Included .00 .00 

344 04/01 09:32A O 15 Home Area (908)BH— pincoming CL MW Included .00 .00 

345 04/01 12:40P O 1 Home Area (973 )— —P Newark NJ W Included .00 .00 

346 04/01 OliOOP O 2 Home Area (973 )—— Newark NJ W Included .00 .00 

347 04/01 01:51P 0 2 Home Area (973) —— Newark NJ W Included .00 .00 

348 04/01 05:40P O 1 Home Area (000) — —p Voice Mail CL RW Included .00 .00 

349 04/01 05:40P O 1 Home Area (862)fl— Newark NJ W Included .00 .00 

350 04/01 05:41P O 1 Home Area (973) —— Newark NJ W Included .00 .00 

351 04/01 05:42P O 2 Home Area (973)— ■— Newark NJ W Included .00 .00 

352 04/01 05:53P O 2 Home Area (973) — I Newark NJ W Included .00 .00 

353 04/01 06:03P O 2 Home Area (201)P—— Mobile MW Included .00 .00 

354 04/01 06:11P O 1 Home Area (973) — — Newark NJ W Included .00 .00 

355 04/01 06:14P O 1 Home Area (732)— ——Emillstone NJ W Included .00 .00 

356 04/01 07:00P O 1 Home Area (OOPj —ITB— i Voice Mail CL RW Included .00 .00 

357 04/01 07:01P O 1 Home Area (862)— — Newark NJ W Included .00 .00 

358 04/01 07:11P O 1 Home Area (000)— Voice Mail CL RW Included .00 .00 


All calls off bill. 


Thanks 


Thank you for youi business! ! 
Investigations Dept 

CONFIDENTIALITY NOTE: 
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tartly 


S«nt: 


SABRtNA@PCJPI.COM 
TuBsdsy. Januafy 31. 200& Sr4B PM 
■W5JB@&oT.™n“ ■ — - 


Cc: jam 

Subject; CALiING CARD TOLLS BOO-^H^OCT. CALLS 



liCDftcrtti. 

I 




Thank Yog 

• Sabrina 

Invaatieatlona DapL 

PQJ / let Source [nvofib0alions. 

CONFIDEhmALmr NOTB; 

Tbie e^nwll contains cofifidsrrtW IfiTomiieUDn and is intendecl solely for the uw of the IndMbual oBnwd on this 
iransnnisskHir If you are not the Intended fecfplenL you are nottfed that disclostng, copying, dHlribglk>g or taktio 
any actnn tin mlrance on the conlBfrta of 1hlis informatlofi H stnetty proMbited. If you are not the Imsnded reciplem 
oT this e^mell ptease destroy this ineesaga Immodfatefy. 


I 
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A 


Jerrii - Investigations Dept 


From: Doug Atkin ^aaii^gto.net] 

S«nt: Tuesday, August 02, 200£ 3:08 PM 

To: PDJ 

Subject: Our Fite No. 20S-2&46 


Page i of 


Chrts/Jerri, 

Our subject has gone missing again so we need the 08-01-05 brl] on this as soon as it s ava liable. 
And ff you find a ping source . 

Thanks. 

Doug Aitkin 


— Originaf Message 

Frtiin: Jerri - Investigations Dept [maiteJejTl^PDJPI^oom] 
SenI: Honday, July 25j 2005 10:55 AM 
To; 'Doug Ati^' 

subject: R£: Our RIe No. 20B-2S46 




sprint PCS , 

AJFOAC. 


07-01-05 




5/31 

5/31 

5/31 

S/31 

6/1 

6/2 

6/3 

8 6/3 

9 6/3 


10i22 A M 520 
11:21 A M 520 
1:06 P M 520 
5j37 P M 520 
3:52 PM 520 
0:31 P N 520 
9:28 A M 520 
9:34 AM S20 



Tucson, AZ 
Tucson, AZ 
Tucson, AZ 
Tucson, AZ 
Tucson, AZ 1 
Tucson, AZ 1 
Tucson, AZ 6 
Tucson, AZ 4 


1.0 included 0»00 0.00 

1.0 included 0.00 0.00 
1.0 included 0-00 0.00 
1.0 included 0.00 0.00 

0 included 0.00 0.00 
0 included 0.00 0.00 
0 included 0.00 0.00 
0 Included 0.00 0.00 


9:50 A M Incoming 1.0 included 0.00 0.00 


Etc. 
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From: SABRINA®PDJP(.COM 

Sent: Wednestlay. March 22, 2006 2:07 PM 

To: iflfTl 

SubJ«ct: Fw; Private CaN ID Raquesl 


Thank You 
Sahrira 

invesligalions Dopu 

PDJ / let Source Invealigatjons. 

COKFIOENTrAL^TY NOTt: 

This e-maii conteins conrjdantial inftormaiion and « niendad soleV for the use of the individual named on this 
Eranamission. If you are nol the intended recipient you are nolrfiflcl that dnoloain^, copying, dialrlbuiing or 
takirtg arvy action In reliance on (he coniarTta of this informaiion is slrictty prohiOjteO. If you are not the intended 
racipiani of ihia e^maiJ plesse destroy this message immediately. 

— Oiigirral Message — 

From: <WMBWBP^B@9 oI com 
To: SabrinaigPDU PI .com 
Sant: Wat^nesd^, March 22. 2006 12:56 PM 
Subject: Re: Private Call 10 Request 

ExcelFani Jobt 

In a message dated 3^2/2006 11:42:10 A.M. Eaaiarn Standard Time. SabrineaPPJPlJom writes; 


ef11/D5‘3:Mpni Ml 
AT1 1/05 - 3l/33pm..941 

3/11/05 -3:49pm.. 541 

W1iroS-4:05pm..54l 

0/17/05 * 4: OSpno J 
0/1T/O5-4:S4pm 

0/19/05 *3:0epm.,94 

&l19J0S*4:16pm94t 

0 / 25/05 - 12 : 5 Tpm 

2/0/06-0:31 am..! 
2 / 6/06 * 0 : 33 am J 
2/13/06 - fi:D4pm..94 

2/15/06 - 6:39pm 

2/24/06- 12:11pm 54I 



^^ACTFO 
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TTiank You 
Sabrina 

Investigations Dept. 

POJ / 1st Source Investigations. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the use of the individual 
named on this transmission. If you are not the intended recipient, you are notified that disclosing, 
copying, distributing or taking any action in reliance on the contents of this information is strictly 
prohibited. If you are not the intended recipient of this e-mail please destroy this message 
immediately. 

— Or iginal Messagej— 

From: MBg1— i>®aol.com 
To: sabrin a @pdjpi.com 
Sent: Tues^y. Mar8r21. 2006 12:21 
Subject: Private Call ID Request 

Sabrina, 

Please review the request below. $150 for up to twenty numbers. Please advise. Thank you! 


PM 


Here is the information we discussed: 

Private calls to phone # (703)€HBM ACTeT> 

Blackberry 7100G 

Billed to; Sage Software Accounts Payable 
56 Technology Dove 
Irvine. C A 92618 


Call dates and times of the private caller: 

8/11/05 - 3:06pm 

8/1 1/05 -3/33pm 

8/1 1/05 -3:49pm 

8/1 1/05 •4;05pm 

8/17/05 - 4:09pm 

8/1 7/05 -4:54pm 

8/19/05 - 3;08pm 
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8/19/05- 4: 16pfn 
8/25/05 - 12:57pm 


2/6/06 - 8:31 am 
2/6/06 - 8:33am 
2/13/06 - 6:04pm 
2/15/06 - 6:39pm 
2/24/06- 12:11pm 


Rocco Bdlaro CFE 
Prior County Detective 
Licensed Investigator 

*State Licensed Investigations Firm* 

Garden State Investigations and Security 
vvww.Qafden8tateinve8tigaliorw.com 

*4/ways PiMcr—t-Prof^Msional and Rmllabh* 

TEL: 732.833.8088 



LICENSED * INSURED * BONDED 
-NOTICE- 

The information transmitted is intended only fof the per^ or wtity to 
which it is addressed and may contain confidential and/or privileg ed 
material. Any review, retransmission, dwsemination . or other use^, or 
taking oT^ action in retiance upon, thte intonation by personsor 
entitiw other than the intended r^pient is prohtoited. If received 
this in error, please contact the sender and destroy this material Irnrh^iatety. 
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Froin: Shelley [shamer^mkisouth. rr.com] 

Sent: Tuesday^ January 17. 2006 5:^6 PM 


To: Jerri 

Subject: Brooka 713-1 




To: Jeni 
PD30117 


IN RE: 


7134 






Cl/l7/2Me AJi CET 

DcKriptioit: Outgoing Call Typo; Debit Amount: $0^3 
Nature of Call; Lucal Unw: 01/17/2006 09:10:02 AM US/Central 

Duration: 3mln 4Aeac Call Loca ftion; TX,USA 

Number called: 1317«li^BI Calling Number; 

01/17/2006 09i02;04 AM CSV 

DwriptJon: Outgoing Call Type: Debit Amount: fO.86 

Neture Of Call; Local Time: 01/17/2006 09:02:04 AM US/Central 

Duration: 7mln 43ae c Call Loca tion: TX^USA 

Number Called; IzaiVM Calling Number: 17l3iM^V 

I 0 I/I 7 / 2 OO 6 0S:53:4O AM CST 
Description: Outgoing Call Type: Debit Amount: $0*32 
Nature of Call; Local Time: 01/17/2006 08:53:40 AH US/Central 

Duration: 2mln 24ie cCall Loca tion; TXU5A 

Number Celled: 13 17^1^^ Calling Number; l7l3^BBi^ 

01/17/2006 06142:47 AM CST 

Description; Outgoing Call type; Debit Amount: $0*22 
Nature of Call: Local Time: 01/17/2006 06:42:47 AM US/CenM 

Duration; Imln llse c Call Loe atkwu TXrtlSA 

Number Called; iTBlWKKk Calling Number: 1713^BHB 

01/17/2006 06:23:26 AM CST 

Dwriptlon: Outgoing Call Type: Dririt Amount: $Z15 

Nature of Call: Local Time: 01/17/2006 06:23:26 AM US/Central 

Duration: I9mln I7s ec Call Lo cation: TlCUSA 

Number Called; 16300^9 Catting Number: 1713M^V 

01/17/2006 08:03:00 AH CST 

Desoiptickn; Incoming Call Type: Debit Amount: $0*00 

Nature of Call: Local Tima; 01/17/2006 06:03:00 AM US/Ccntral 

Duration; lOmin lia ecCail Lo cation: TXUSA 

Number Oiled; I7l3^^5g3 Calling Number; 1317^^^B 

01/17/2006 07:04:22 AM CST 

Description; Incoming Call Type: Debit Amount: $0*00 
Nature of Call; Local Time: 01/17/2006 07:04:22 AM US/Central 
Duration: iBmin 19*ec Call LocatiM: TXrUSA 




s/s/2006 
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Past 2 on 94 


Numtier OIM: I7i3l 


; CalHngNumtMf: 13171 




fcOt/17/2IJOi 07:03:39 AM CCT 

i Description: Outgoing Coll Type: Debit Amount: $0-00 
IVoture of Call: Ucal Time; 01/17/2006 07:03;39 AM WS/Centril 

Duntion: Ornin 30s ec Call Loca tion: TX^trSA 

Number Called: 1317WM Calling Number: lllSHRS 

01/17/2006 06:20:40 AM CST 

Description: Outgoing Call Type: Debit Amount; $0.00 
Nature of Call: IjocbI Time: 01/17/2006 06:20:49 AM US/Centnri 
Duration: 24mLn 3se c Call Loc ation: TX,USA ^ 

Number Called: laiTlMBR CuNIng Number: 17l3Maii 

01/17/20D6 06:14;13 AM CST 

Description: Incoming Call Type: DeWt Amount; $0.00 

of CaU: Local Time: 01/17/2006 06:14:13 AM Ii5/Central 

Duration : Omln 39se c Call Loca tkin : TX,USA 

Number Called; 1713HMi Calling Number: 1317MHM 

01/16/2006 11:56:17 PM CST 

Description: Outgofng CeN Type; Debit Amount: fO.OO 
Nature of Call: Local Time: 01/16/2006 li:56;17 PM US/CentraJ 
Duration: Ihr ITinbi AOsecCa H Location: T1CU5A 
Number Called: 1317M^BI Calling Number; 1713MMS 

01/16/2006 10:37:35 PM CST 
k Description: Incoming Call Type; Debit Amount; $0.00 
iNature of call; Local Time; 01/16/2006 10:37:35 PH US/Centrel 
Duration; Ihr 7inln 4 As«e Call Location: TX^USA 
Number called; 1713^M^B Calling Number 

01/16/2006 0B;56:42 PH CST 

Description: Dutgoing Call Type: Debit Amount: $032 

Nature of CaH: Undefined Time: 01/16/2006 08:56:42 PM US/Central 

Duration; 2min 36se c Call Loca tion; TXrU5A 

Number Called: 1713^WI Calling Number 1713^H^V 

01/16/2006 0«;44;59 PH CST 

Description: Call Forwarding Type: Debit Amount: $0.00 

Nature of CaP; Undefined Time; 01/16/20116 05:44:59 PM US/Centm 

Duriftion: Imln 2Bec UU^ation: Home 

Number Called; 1713W Catling Number. 1261M^HV 

01/16/2006 0SM4;3g PM CST 

Description; incoming Call Type: Debit Amount; $0.00 

Nature of Call: Local Time; 01/16/2006 05:44:39 PM US/Central 

Duration; Omln Osec Call Locati on; TX,USA 

Number Called; Calling Number: 128lM|^B 

01/16/2006 0S;43;S1 PM CST 

Descflptiut'ii Calk i>ebit Amount: $0.00 

^ature 0 f Call: Undefined Time; 01/16/2006 05:43:51 PM U5/Centrel 
duration: Omln 5sec Call Locati on; Home 
^Number Called: 1713fllBB Calling Number: 128l9BHI 
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01/lG/200e 0ar43;30 PM CST 
Dvcrlption: Incoming C«fl Type; Debit Amount; $0,00 
.Nature of Call: Local Time; 01/16/2PM 06:43:30 PH US/Centnl 
iDuratkin: Ihnin Dsec Call Location; TX^USA 
Number Called; Calling Number: 1261^11^ 

01/16/2006 06:26:34 PM C$T 

D^Cflptlon; Call Forwarding Type: Debit Amount: 40 .OQ 

Nature of Call; Undefined Time: 01/16/2006 06:29:34 PM US/ Central 

Duration; Omin 45»c Call Loation: Home 

Number Called; Calling Number: l26lSm| 




01/16/2006 06:29:13 PM CST 

Description: Incoming Call Type; Debit Amount: 40,00 
Nature of Call: Local nme: 01/16/2006 08:29:13 PM US/Central 
Duration; Omin Osec Call Locat ton; TX^USA 
Number Called: 1713^3^9 Calling Number: 

01/16/2006 08:17:33 PM CSf 

Description: Outgoing Call Type; Debit Amount: $0,00 

Nature of Call: Local Time; 01/16/2006 08:17:33 PM US/ Central 

Duration; 36ml n 12s ec Call uication: T9CUSA 

Number Calked; CaUing Number: 

01/16/2006 05:25:26 PM CST 

Description: Outgoing Call Type: Debit Amount; $0,00 
Nature of Call; Local Time; 01/16/2006 05:25:26 PM US/CentraJ 
^Duration: 36mln 7sa c Call Loc atien; TXrUSA 
|Number Calked; 1317^V^ Calling Numben 1713M^B 

01/16/2006 05;19;25 PM CST 

Description; Outgoing Call Type: Debit Amount: $0,65 
Nature erf call: Local Time; 01/16/2006 05:19:25 PM U5/Central 
Duration: 5niin 46*o c Ca:J Location: TXrtl^ 

Number Called: 126l|^^V Calling Number; 1713|^^^K 

01/16/2006 05:15:21 PM CST 

Description; Outgoing Call Type; Debit Amount: $0,00 

Nature of Call; Local Time: 01/16/2006 05;1S;21 PK US/Central 

Duration : Sinin 48se c Call Loca tion; TXRUSA 

Number Called; 1317fllVM CalNng Numben l7l^KMBk 

01/16/2006 12:21:05 PH CST 

Description; Outgoing Call Type; Debit Amount; $0,00 

Nature of Call: Local Time: 01/16/2006 12:31:05 PM US/Centnl 

Duration: 43mtn 32 sec Call L ocatton: TXrUSA 

Number Called: l3l3MMi^ Calling Number: 1713^M^^ 


01/16/2006 08:21:47 AM CST 
DcstTiptlDn: Outgoing Call Type; Debit Amount: $1,18 
Nature of call; Local TTme; 01/16/2006 08:21:47 AM US/Central 
"uraMiEi; lORih: Loc atfss ; TX, US,* ■ 

Number Called; l630flH^P Calling Number i713MMBV 


01/16/21)06 06:06:30 AM CST 

Description: Outgelnf Call type; D^tt Amount* $0,00 


5/5/2006 
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From: Patrick Baird [pdjservices^ahoo.com] 

Sartt: Tuesday, February 07. 2006 1 :24 PM 

To: Jerri@POJPI.com 

Subject: Fw: Phone Search. 

Importance: High 


Thanlcyoii, 


Patrick Baird, TPLl 

1st Source / PDJ Investigations 

Phone: 1-800-298-1153 

Fax: 1-800-297-0012 

Cell: 1-866-440-6110 

TX Lie A-10979 

1st Source Investigations 

Telephone Investigations our Specialty" 

Best Prices & Service in the Indtistry - US & International Coverage 

Pay only for Results!! No Set-Up or Monthly fees!! 

http:/Avww.PDJservices.com/ 

ht^://www.FindByPhone.com/ 

http:/Avww.USPhoneSearch.c6m/ 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the use of the individual named 
on this transmission. If you are not the intended recipient, you are notified that disclosing, copying, 
distributing or taking any action in reliance on the contents of this information is strictly prohibited. If 
you are not the intended recipient of this e-mail please destroy this message immediately. 

— Original Message — 

From: David 
To: PatncJTBaird 

Sent: Tuesday, February 07, 2006 10:18 AM 
Subject: Phone Search, 


Patrick, 

Regar ding the phone search of 928-VIHB. It is a CeMular number and the person known as 

is currently in Detroit Michigan. From the woman who called me, she was informed by the Detroit Potioe 
Department that he assaulted ar>d stole some cash and credit cards from another woman. They have an arrest 
warrant for his arrest but have no address for him. While in Kingman, he also did the same to another woman but 
I need to imrestigate that side of it. 


ITie woman who called me regarding this has since filed a ^Stalking* charge and she has also informed me that 
she caught sight of him as he was leaving the area where she lives and he doesnl live in that area. 


His phone is sill active as I called the number and the guy answered stating he was in Detroit 


6/13/2006 
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Would appear to rro at this point that this guy t$ dangerous as he has assauJied several women stroady. Who 
know^ what else he could sJo? 

i'll keep you infoaned on this one„ 

Thanks, 

David Carrasco 
CIS Investigaliona 


(5/13/2006 
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From: On-Line Support - PhoneSusl.cotm [Support@Phonebusl.co4n] 

Smnti Monday. March 27. 200e 10:26 AM 

To: £^PKrr^ 

Subject: RE: ineed to purchase an unlteted # (UNCLASSIFIED) 

You can use Ihe link below to place your order. 


h tlps://www. p honebusl ,corrUservlces/sefvicetemplale.asp?s^^=6 


ThmJf you fw your busiAess!! 

|□vc^bg9tions DepL 


CONFIDENTIALITY NOTE: 

This c-nuil contains confidential: inloniutkin and is inteiukd solely for the use of the individuAl named i/a thi$ craii$mi$siOii- 
If you ire not the intended jecipient. you aie nodlied thit disclosins^ copyings distributmg or tiLiiyg any action in reliinee on 
the contents of this infenmation is strictly pnobibated. If you are not the intend recipient of this e-mail please destroy this 
message immediately. 


— Original Message—” 


efe04«-TeI> 


From; [iT33ilto:|P^MH^|0@tblZ^rlbr.drmy. mil] 

Sent: Sundayn MatcIi 26, 2006 3:27 PM 
To: support^phonebusLoom 

Subject: f rwed to purchase on unlisted # (UNOASSIFIED) 


I am iDOkihg for en ex-husband. His neme got out of the army in 1996. 

the last I hoard he was married and living in Skiatook O.K.I just need lo urgently speak lo him If you can 
nnd Ihls # I would appreciate it .1 am not sure how to use your site It was recomimended to me by a farmer 
client of yours, thank y ou for your lim e and consWoratloo on Ihls manner. 

^■■■^■Syahoo.corn 


ClassITicatPDn: UNCLASSIFIED 


Caveats: NONE 


6 / 13/2006 
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From: fUuUooj@ioJ,com 
Sant: Thursd^. April 06, 2006 1:30 PM 

To: irfo@ronpobjcom 

Subjact: R«: 202-M^ftSPRINn' 


THANK YOU! 

Orif^inal Messuage 

From: NonPtib.com <tnfo@nonpubKCom> 
To; paul^nj^apl.gom 
Sent: Thu, 6 Apr 2006 12:04:03 *0500 
Subject: 202-MiMI^PFUhr7 

4^ 

(tXSJ{IH(^OH DC 20DDi 



Thank you for your bysinaaaM 
Invaatigationa Dapt. 


9 


coHrroiimALiTV wotei 

This e^^ll contains CDnCidantisi infbmation and is int«nd8d Solsly foe the 
ua* of the individual named on this t ransKi a a ion - If yOU are not th* 
intended Eociplent, yau are notifiad that disclosin^H copying, distributing 
or taking any action in reliance on the contents Of this information is 
Strictly prohihited- if you era not the intended recipient of this e-mail 
pleeSe daSCioy this message incedla te ly . 


Oate/Tim* : OS-Apr-ZOO 6 C^3:4i^QS PM 


ORDER IWPOPHATIOSI — — — . 

Invoice : "JlSS 

De script ion : Marne, Addr C Contact CrOn list of Cellular »s Amount : ^S.0{^ 
JUSDJ Payment Method : AoteriCAn Expreaa Type i Authorization and Capture 


results — -— 

Kespohse ; This transact ion haa been approved. 

Authorization Cod* : 2T429S 
Tranaaction IP t lUeiaBSUfi 

Address Verification t Street Address: Hatch — First 5 Digits of Zip: Hatch 


4 


— CVSTCMEH SIIilMG IMFOJWATl C») ~.- 

Custoner ID : 499 

First Mime : John 

Last Name ’ Paulson 

Company i CTCI 

Address : 

City : Camaa 
State ^Province : Ha 
Zip/FDStal code : 9BE07 
Country : 

Phone t 
POit 1 


5/24/2006 
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(PLEASE do not send sT^y thing to siy hcHiie 

addcess) 


CUST<X4£R SHIPPING INFORHATIOf^ 
Firdt name ; 

Jjast HASfl* : 


Company : 

Address ; 

City : 

State /province ; 
Slp/Postai cod* : 
Country : 


Page 2 of 2 


ADDITIONAL IHFORHATIOW — 

Tax : 

Duty : 

Freight : 

Tax Exciopt : 
pD Humber . 


— merchant defined — «-™— 

NPtelephona : This may or my not be a cell n^nber, 
numbec, then I hrould like that servic* 


if it is A non-cell 


Im a 3*cond tinte client. 




NPfnaiM : 
NPlname : 
NPnane : 
HPstreetaddr : 
NPcityatataiip 
HPasn ; 
HFcarrier ; 
k NPraonths : 
rNPoptions ; 
NPoounty : 
HPbirthday : 
HPtagTin : 
NPstate : 
KPpobax : 
NPpersonalmb : 
NPaoarchtype i 
HPprevaddress : 
NPlpnumber t 
NPinstroctions 
NPeearchtype : 

; HonPub 


NajACn Addr i Contact from list of Cellular la HP^an i SitelD 


i 
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From: Patrick Baird fPB1@itexas.net] 
Sent: Monday. March 20. 2006 3:57 PM 

To: Jerri 

Subject: Fw: info question 


Thank you, 

Patrick Baird, TPLI 
1st Source / PDJ Investigations 
Phone: 1-800-298-1153 
Fax: 1-800-297-0012 
Cell: 1-866-440-6110 
TXUc A.10979 

Telephone Investigations our Specialty" 

Covering the United States, Canada & Mexico 
http://www.PDJservices.com 

CONnDENTIALITY NOTE. 

This e-mail contains confidential information and is intended solely for the use of the individual named 
on this transmission. If you are not the intended recipient, you are notified that disclosing, copying, 
distributing or taking any action in reliance on the contents of this information is strictly prohibited. If 
you are not the intended recipient of this e-mail please destroy this message immediately. 


— Original Message — 

From: Bert Coat 
To: pb1@itexaa.net 

Sent: Monday, March 20. 2006 8:37 AM 
Subject info question 

I was referred to you by one of Michele’s clients. I heard you may be able to help me. I need Cingular 
information. If you prefer I can contact you by phone. I am with a PI group. I have contacted Michele 
and she can no longer help her clients. 

Any help would be greatly appreciated. 

Sincerely. 

Roberta 


5/24/2006 
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Chock - linliQS fchsrtas#SrifbflMreh.ramI 
Tuwd^. March 07, 2006 10:34 PM 
JeiTi@PDJPI-Com 

VERY URGENH' ^ linfosearch-oom. InvDtceft: 201225146646 


Please iidvise - client wants answer please 


Original Message““- 

Froin: Chuck - iinfos finaiko:charlc&@i infoscaiich.com] 

Sent: Wediicsday» February 22+ 2006 6:33 PM 
To: 'Jmi^^DJPLoom' 

Subject: RE: iinfoscarch.com+ Invoice#: 251225l45B4fi 

Pcrclimt: 4J»««TO 

Yes I WOULD LIKE the number associated with 609'^^^ As long as the new number a working number. 
Will 1 gel the name and address of the new number? 

Thanlc you for your hclp. 


Original Message— 

From: Jerri - Invcstigatiotks Dept. [maihoJeiTi@PDJPI.com] 
Sent; Tuesda^f February 21+ 2tH)6 10:46 AM 
To: ^Chuok - linfos' 

Subject: RE: iinfo 5 earch,com+ Invoice#: 25122514564S 


only number found was a number associated with ihe number they gave as a previous number however the 
'iSunber they gave w as not in ei ther of the names given. Please advise if they would like the new number 
associated with 


Thank you for your business! E 
Investigations Dept. 

CONFIDENTIALITY NOTE: ........ . 

TMs e-mail contains confidential information and is intended solely for the use of the individual named on this 
transmission. If you sre not the imended recipient, you are notified that disclosing, copying, distributing or 
taking any action in reliance on the contents of this infoTmsiion is strictly prohibited. If you are not the intended 
recipient of this e-mail please destroy this message immediately. 


— -Original Message 

From: Chuck - iinfos fmailio:chaTles@iiofoseareh.com] 
Sent: Tues^y, Frtniary 21, 2006 12:22 PM 
To: Jerri(^Dij?I.com 

Subject: ElE: imfosearch.com. Invoice#: 25 1 2251 45 £4$ 
Importance: Hi^ 



■Driginal Menage 
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This e-maiJ comaim confidcntiai information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended r^ipienl, you are notified that disolosing, distributing 

taking any action in reliance on the contents of this information is 
ictiy prohibited. If you are not the intended recipient of this e-mail 
[ease destroy this message immediately. 


Original Message 

From: t^uek - Unfos [maJlto:chaj]es@imfosearch.com] 
Sent: Monday, January 23, 2006 8:26 PM 
To: ehris@Unfosearch.com 

Subject: RE: iinfosearch.com, Invoice#: 251225145848 


Per client: 

I want the phone numbe r Vineland, NJ and 

the old number was 609^ M^Mhut^t was the user, it was probably in 

Please search under additional subj«t. 


Original Message 

From: ChTis@iinfosearch.com [Triatlto:Chris@imfoscareb.oom] 
Sent: Tuesday, January 1 G, 2006 8:39 AM 
Up: 'Chuck - iinibs' 

Kbject: RE: iinfosearch.com. Invoice#: 25 12251 45 S43 


The old number you provided is not for this person but if you want us to 
look into what that number changed to, please let US know. 

No cellular telephone numbers were located for this individual. 

The carriers excluded are: 

Cingular Wireless 

Venzon Wireless 

Nextel Wireless - tentative 

SprintPCS ' disc 1 994 

T-Mobile Wireless 

AT^T Wireless Digital * tentative 

AT&T Wireless GSM 


Thank you for your business!! 
Jnvestigadons Dept. 


^O] 

9t 


[ONFIDENTIALITY NOTE: 

is e-mail contains confidential information and is intended solely for the 
; of the individual named on this transmission. If you are not die 
intended recipient, you are notified that disclosing, crying, distributing 
or taking any action in reliance on the contents of this information is 


3 
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strictly pmhjbited. Ifyou arc not the intended nsctptent of (his e-mail 
please destray this message immediately. 


^^^ginal Message 

^P^m: Chuck - iinfbs [mailto:c:ha]r]es(§iinfosearich.com] 
Sent: Tuesday, January 03, 2006 5:32 PM 
To: chiris@ijnfbseainch.com 

Subject: FW: jjnfoscarch.com, Invoice#: 251225145848 


ok 


Ori] 

From 




ies^e“— * ^ 

Loom [mailtoj 


i@aol.coinj 


Sent: Sunday, December 23, 2005 12:01 PM 
To: orders 

SubjKt: ijnfosearah.com. Invoice: 251225145S4S 


Invoice# 251225 14S84S 

Type of Search =-> Cell Number Acquisition w/o SSN 





You Supply Info: 

Name* 

Address “ 

City — > Vineland 

State => New Jersey 

Comments ==> His old numb«- was 6D9'HWbut that cell number has been 
finected. 1 need the new cell number. The name might also ^ j 




Reply £'Ma]l(if ^licahJe) 
Return Info Via E-mail 
AVS Code Y 


4 
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Columbia Credit Services 
Quiaide Vendor Request 
Plione: (800) 8Stf-SZ3I Faj: (9Id) 830-7707 


Requeirter:2^ HAYPEH ^ Oc;gkr7.g0O5 

ftefennex Departmrat: COLLECTION 

Flease Ripply b pbone # for ihe following addres: 
n plou supply an address for ihellbUowiug phone Ml 

□ Ficase supply Employment bUTonnaiioii for the following iDdividual: 

Q Please supply bank information for the foUnwiiig mdividual : 

Q please supply mutual fund / brukeia^ informaiiop on the foJlowiivg iulividufiE^ 
O Ple»e supply utility infomutioD on the followine individual : 


Debtor #1 : El 



Debtor #2: Q 


Fbone: 


DOB;! 




fJVivtowddliWfJJ. 


Stile: ey 

m NO L Uw , mmi i) 


zjp-s§m 



(ifcrtt 

6oOLftn“7F 


/\jflon phoA£-^ 
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From: Patrick Baird 

To: BPiesoni vah oo groups .com 

Cc: kgrPdriQ@<— — i— t 

Sent: Frtday. May 20. 2005 12:35 PM 

Subject; Re: fspiesonlinej United Numbers 


We can aSBieC " go to vww . FDJeervi ces , com or call ue at 1-600-298- 
1153* NO databaae inforTnation - just real time Info obtained directly 
from the carrier, t^ealtinie-Everytime M 

Results and accuracy GUARJllETSED J 


Patrick Baird, TPhl 

let Source ^PDJ Invest igatione ^ 

Phone; 1*800-298-1153 
Fax: l-eoO-297-0012 
TX Lie A*10979 

"Telephone inveoti gat lone our Specialty‘s 
Covering the United States, Canada & Mexico 
https / /ww.pdj aeryiceE , COT^ 

OONPIDEHTIALXTY NOTE,- 

This e-mail contains confidential information and is intended solely 
for the use of the individual natrted on thie transmiasion. If you are 
not the intended recipient, you are notified that disclosing, copying, 
distributing or taking any action in reliance on the contents of this 
information is strictly prohibited. If you are not the intended 
recipient of this e-mail please destroy this message immediately, 

original Heseage - 

From: Maben K. Rodriguez 

TO ; spi e a onl ine9y ahoogr oups . com ^ 

Sent: PriSay, Kay 20, 2O0S 12:25 PM 
subject; fspieBonline} Unlisted Numbers 


Need to find an unlisted number. Thanks. 

Maben K. Rodriguez 
Express Process 


Savannah, MO 64558 
Phone: (616) 

Fax: (816) 

Email: MM 


.net 
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^ PDJPI - Chris G«mT 


9r' 

Cc: 

S«nt: 

Subject 


<HamsP1 1 2900Ocs.coin> 
<pdjcgOyatK>o.com> 

<Ham8P1 1 2900Ocs.oom> 
Thursday. July 14. 2005 3:57 PM 
Cell Records 


HeNoChrts. 


Request^JP^ 

Hi DOB: 

■i ^DA<.-r?T> 

^tejaAcrGeT::^ 


USS SH ILOH S 3 D IVISI ON DOB: 

FPO apHBBH ^ IHHI 

Of 


TACOMA WA 984986137 

I am also checking for a California, billing address, off the Naval base. 


What is your foe for this service? 


Thank you. 

Richard, 

Richard Harris. 

Sr. Private Investigator 

East Bay Detective Agency, Nationwide Service (Since 1988) 

Oakfond. CA. USA 
^ Lic.« CA.P112900 

H88-226-6122 

T510-535-0683 
1-510-5354)331 (Fax) 
htfoV/www.eastbaypi.oom 
Member CALI. NAJS. 

Former CsSfomia Police OfAcer 

Former Reserve Firefighter - San Francisoo Fire Department 

This e-mail message is infonded only for the personal use of the recipients) named above. If you are not an intertded 
redpient you may not review, copy or distribute this message. If you have received Ihis communication in error, please 
notify the East B^ Detective Ager^. Oakland, CA., USA (HarTispi12900Ocs.com) immediately by e-mail and delefo the 
original message. 


USS SHILOH S 3 DIVISION (US Naval Ship) 



7/14/2005 
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From: Sl&flal551@cs.oorn 

^nt! WecFnesday, Faibruary 1&, 2006 4:^2 PM 

To; siippor1@p0^efvlc««.coni 


$ub|*ct: cell phone rBoonOs 
Chrts^, 

Can you aim get Mil phone records, and whal is Uw MSt? I have a d«nt who auspects hor husbai^d is chealing 
on her. Me has been taxiing someone for abooi one year. Wa would like to find oirt who he is caling an vice 
versa. Thanks^ Steve. 

Stephen A. Salazar CA PI 22857 

SA3 Legal & Invoatigfltive Serveea 

PO Box 1561 

Santa Maria. CA 93456 

Officer (805) 937-7008 Cell: (605) 475-1461 

Fax: (806)934-5366 E-Mail: into@sasinvesltBBlor.com 

WebsHe: www.aaainvesligaEor.com 

Caltfomia Registered Process Server, Senia Berbere County #141 
Member: CALI, PICA, NCISS, USAPI, ACI. NAIS. AIASS. NAPPS 
Serving: Sahia Sertja™ & San Luis OOispo Counties 

^Protected by Norton IntemaE Security 2006 


6/13/2006 
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From: Joni ^ investloaliofis Oept. [Jflni@POJPI.comI 
S«nt: Wednesday, D&cember 28. 2CX)5 5:27 PM 


Subject RE: Call Activily From IntemaliDnal Cell Number 


toll restricted number 


NO CALLS 


Meny Ouutmaj itod hifve a & Rappy Yeir!! 

Tluiik ytMi for yew busioni f f 
lavieiti£ttiaiu DepL 

CONFD^BNTlALrry NOTE: 

Tliis c-o»»il coniaiiis coofidcntiiil mfomi&iiioii and ii rnindnl »lely fm the um of ibe indivjdvt] named oo (hia tfiaiiimiKunL 
If you am cm the iatnided icci^ieot, you are oDtifiied ifait dticlosicg, ct^ying, dirtnlvtiaf Of lakic^ any action in reliance on 
dx of duj infonnadoil it Jtii^y pndubited. [f you are not the ictesded rec^imt of this e-mail please destroy this 

moaa^ immediately. 


-^—Original Plessage— - 

F^««vi: DouUe Hetlx [mBlRD:6oublehelhdrict9>sbq)lobBlrwt] 
Swvt: Monday, Decembef 26, 2005 ll:d^ AM 
To: Chrfe Gamer 

Sul^ect; Can ActMty From IntemaHonel Cell Nuinbef 
I need the most rocent billing cycle on 



4t ^C^t*3ts£ 


Aucklanih WhitfiMd, New Zealand 


Thanks, 


Peter Duflfey 
Double Helix, Inc 
8426 ClimDr.#l36 
Belton, MO 64012 


6 / 16/2006 



187 


Page 1 of 1 




From; Pslrick PJccisreli [pdtpJc^oomcast.nerj 
Sent : Monday. April 1 0, ZdQ6 1 .42 PM 

To: POJ Services 

Sub|act: Call BiilJng 


I need the latest billing cycJe (ending 3/23 or thereabout) on a number you ran for me last 
month: 


724i 




A baste run, no call lengths, etc. 
Thanks. 


Patrick Piociarelli (NYPD Lt. ret.) BA MA, MA 
Pres. 

Condor Security & Investigations, Inc. 

(724) 396-2808 
WWW, condorpi , com 
PbBo^n^S 
Monessen. PA 15062 


5/24/2006 
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From: Customer Support - PDJ Investigalions [Sates^POJservices.com] 

Sent: Tuesday, February 28. 2006 10:51 AM 

•'To:“ ’BobO'Neir 

Subject: RE: 

I wil get on this now. I have put a ojsh on them but finding a cell number search generaly talces 2 to 6 business 
days. I wll see what I can do. 


Thank you for your butiness!! 

Invesdgatkmf Dept 

CONFIDENTIALITY NOTE: ^ 

This e-mail confm* confkkotial infocmatioa and is intended sr^ly for the use of die mdividual named oo ^ transimsaion. 
If you are not the intended recipient, you are notified that disclosing, copying, distributing or ta kin g any actioa in lelianoe oo 
the contents of diis information is strictly prohibited. If you are not the intended recipient of dns e-mail please destroy this 
message immediately. 


— Original Message 

From: Bob O'Neil [rnalltD:b(}neil9daCaquestonMne.com] 

Sent: Tuesday, February 28, 2CX)6 8:51 AM 

To: sales-pdJscrvloes.com 

Subject: 

I need the following: (Please expedite if possible, my client has an upcoming deposition and just 
dumped this on me. Pm willing to pay more if necessary.) 


Three (3) Cell AcqnisttkHis: 





Once the cell numbers for each have been determined, I then will need the Outgoing Calls for all 
three ce ll numbers for t he Month of Au gust 2005 B illing Cycle. I will also need the outgoing 
calls foiflHIiHm land line - (212) IBHB 

Biographical Informatfoa: 


. SSN:< 

• DOB: I 

• Address; 1 


I New York, NY 10011 


6/16/2006 
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Message 





Palm Desert, CA 92261 

KiAiSir wjiotfo 


Page 2 of 2 


SSN:I 
DOB:< 
Address: i 


pAcushnet, MA 02743 


Please RUSH if possible Thanks!!!! 


Bob 0*N«ll 

Dtrsctor of Oporattons a Invosttgattons 

DATAQU^ -- - 

I Boston, MA 1 617-437-0030 x 1 17| 800-292-9797 x 117 

Celebrating 25 Years! 1981 - 2006 


i 


oafwwit &! r/M»»wtonrtalitv • Th* tnfofTMtion conutntd In tfib tiactronic and any attadwnaoti to maaafa ant Intondtd for 

ttw tKdualv* uia o< Ota addrtiat*{s) and may contain oonfidantlal or p rMta i ad mformatlon. If you ana not ttia mtandad raclplant, any 
diuemlnatton or dup<icacion of tM> a-moM la itrlctly prohlbltod. d you havo rooafvod tMa aHna« fei anor, plaaoa notify Data (^Mt 

Mwnadlataly by tatapfiona at («17) 437-0030 X 117 or ropfy yfa a-maS. PWaaa dalau tM> maaiata and aU Ml attadmanct. Tliank you. 


I 


6/16/2006 
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M«ssage 


Pa^ 1 of L 




From: 

S*nft: 


On-Line Suppciri - PnoneBust.com [SuppOft@Ph0nebg5t.com} 
Mond^, January 23, 200G 6:23 PM 


-To; _‘cpliiiali@a£)lj»m! 

Subject; FW: Cal acHvtty for emptoyee prepaid ptione cart 
Importanoa: High 


Ves. we carl do thaso. Call us on Tubs at 1-600-293-1153 and we will be happy to assist 


Thsok you ftn yeuf ^ 

lAvcftigatiai^ Dept. 


coNiTDEjmALrry note 

Tliu e-miiJ 


Thin e-miiJ contains confidcntifJ ioformalioo and is imBmlttl Kilely 1w ibe iiw of the infividial ruined oa Ituj ttKasausHan. 
If ™ pre DOC dK intended lecipieni, you are notififid due duclosms, «iiyin«» dutributug or taking any actwo in reliuce oo 
fte contenu qf this mftjfcaiiM is flrktly praiuliited. Ifywi sue not the intenikd recipiflii of tbii e-mHi pUw diatmy dm 


— Original rtessaigc 

Frwn: iCatfiy ^matttoicplmali^Bol.cDmJ 

Sene Monday- Januwr 23. 2006 1Z:21 PM 

Tos S4Jpport]eiPhorKtxist.ajm 

Subject: Call activity for employee prepaid phone cart 

I am (lytig to get the recorts from a prepaid callir^ card that is used by an emptoyae of my firm. Are you ebie to 
supply Ih^ mlormation? 

RagardB. 




Krfiy O.TSfi*)r 


Maeng Swvict. Ik 
«as3 ChMinutAwus 
Ff«*ftlPsrtt,IL BOIJI-ZSM 
nm*; (Mri asa-iJM 
PSK (U7) 285-1107 

Wabrti: >epitfwiw, QJ iiitiW LSMl «nBUS*LgHi 


I 


6 / 16/2006 
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Ctiris Gamer 

Mondey, January 23> 2006 2:32 PM 


Yp^ 3uppiof{@Ph£J»tBt>USlTiOTTi 

Subject: Re: CaH atatvity for employee prepaid phone card 

Importance: High 


Vas 


Tnankyou, 

Chj]$ Gamer 

PDJ / 1st Somcc Investigffitioiis 
i-800-29S'1153 Phone 

1 -800-297-00 12 Fax 
1-866-440-61 10 Cellular 


I 


This e-mail contains confidential uifonnatioD end is intended solely fw the use of mdiyidual named 
on this nansmissioii. If you are nut the intended recipient, you are notified ^ diBclosmg, 
distributinii or taking any action in reliance on the contents of this information ta smctly prohibited If 
j ^ ihifi mHUAiK immediatelv. 


you 


are not the intended recipient of this c-mail please destroy this message immediately. 


— - Ofigiral Massage 

From; Qn-ifoO Sup^ - PhoneBust.oom 

To: iCh rfi Gemef ' 

Serrt: Mon>^. Jmuary 23, 2006 1:06 PM 

Subject; FW; Cell adlvtty tor emptoyee prepaid phofw card 


caliifl card record requost. OK to do? 


TbMi yoo for yow buiioeM!! 
[mextigibeoi Dcpe. 


"•c«W»Wyto 

__!!!!!!- if»~. ... .o. ito iMMded wcaieiii. Yw ire iKWifiwI tim itolwnn. wpyBU. (totribnait « Mm? y 
5k « anolypraliibUBj. If y«i « Ml ■!» Mm<M ncipia of te 

mul pta*e dwtroy diii roesHge immMlii,iwly. 


t 


— — Oftalnal Kessoge-^ 

R^^KMhy [S&«ili@eot.com] 

Sent: Monday, January 23, 2006 12:21 PM 

Tot Support^irtwriebiistcofTi 

Subjocb CsU BctMty for emptoyee prepaid phone card 


6/16/2006 
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From: Mary LMr> 08 ton [rnitvirigstorf^tvrio.haiTahs.oorn) 
SMTt: Tuesday. April 11. 2006 11:44 AM 

Toi Jen1@PDJPI.com 
Subject: RE: 


WooW that inckide Sunday and Monday? 


From; Jerri - Investigations Dept [malltoJerri@PDJPI.com] 

Sent: Tuesday, April 11, 2006 8:40 AM 
To: Mary Uvingstm 
Subject: RE: 

That is very strange. I wfll have to ask the vendor what took so long. There has been no usage as of so far 
today. 


Tbsnk you for your business!! 
Investigatioos Dept 


I 


CONFIDENTIALITY NOTE: 

This e-mail confidential infonnatioo and is intended solely for the use of die individual named oo diis transmissxm. 

If you are not the intended recipient, you are notified that disclosing, copying, distributing or taking any action in reliance on 
the of this information is strictly prohibited. If you are not the intended recipient of this e-mail please destroy this 

message immediately. 


— Origirtal Message 

From: Mary Livingston [mailto:mllvfn 9 ston@lvrl 0 .harrahs.com] 

Sant: Tuesday, April 11, 2006 10:15 AM 
To: Jerri@POJPI.oom 
Subject: RE: 

Hey Jari, Just wanted to let you know that the card arrived this Saturday. M was post ntarked the 7th of 
Apri. Not user vrhat happened. Anyway I would expect to see usage vary soon. If not already. Please 
check and let me know. 

Thanks. Mary 


From: Jerri • Investigations Dept [malltoJerri@PDJPI.com] 
Sent: Monday, April 10, 2006 7:58 AM 
To: Mary Livingston 
Subject: RE: 

No usage. 


I 


6/16/2006 
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Tltadk you for your btataeM!! 
liive,Btiigatt 0 n$ I>e] 3 t. 

CONFIDENTTALiry NOTl; 

This e-mail cootains iMornutira axd u mtesded solely fmtlK use of tlKiodivithuJiuiiiedoD dus 

iransmiisiDD.. If you are uollbe mteuled i«ipieDl» you are iHtified dut duclosj^g, (»pyiiig> dntrihitiiig orukmeuy 
aetjon ID celiaiKe do tbe cenueuli of this inToniiaidiDa is strictly ptohibited. IfwuaiTiwtthc intcKlpdieaiMeiitofthis 
e-imil pleue destroy Uua message isuiiediaiely. 


— -OrigldoJ Message 

From: Mary LMngston [mailto:nrillvlngstDr>@ilvrto.harr9te.a»n] 
Sent: Seturtiay, April OS, 2006 5:13 PM 
to: 3 erri@PCJPI.C 0 n(i 
Subject: RE: 

any usage yet? 


From: Jerri - Infestations Dept [maRtc JefTl#PtQ]PLoom] 
Sent: Tuesday, April 04, 2006 9:16 AM 
To: Mary UringsiDn 
SubJoct:RE: — 

I wi loolt end let you know stiodV 


Thm-nV you fbr your buiiims!! 

Ipve&tigaitiaDr Dqrt: 

CDNFmEbmALrrV KOfTEj 

This e-mail oontiiiu cDnfidnitial inftmziAtiad aod a imcDded solely for ibe uac of todividual nmnod ua iliu 
tnuismissknL If you am not tbo intended lecipiml; you are notified Qttt diacloatn^ copying dislrfbutnig or 
tMkm^ any actiou in reliance on tbs contenti ofdiis infoiiniBlion u siiiodyptnlubiftfid. If you are not the 
intended rec^Knt of dua e-mail pleaie destroy diis moua^e immedialely. 


-—Original Message 

Fmlii: Mary Livingston trnallto:iTdivlnffstof)@(vrto.hari^.c^ 
sent: Tuesday, April (M, 2006 10:46 AM 
to: Jefri^PDJPI.csin 
Subtfeet RE: 

Jerri any cet\i on tills card yel? 


F^m: Jerri - Investigabons Dept. [malllD:Jerrli£»PDJPI,a)inJ 
Sent: Thursday, Mardi 23, 2006 1:24 PM 
To: Mary Uvlngston 
subject: RE: 

None yet. 


menm 
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Tharilt yiMi for yoiir busuKss! ! 

CONFIDENTlALrrY NOTE; 

Thin e-mul contiin^ cociidmtu] iofomutioD and a lotesded »kly forifae use of fbe indivkUu] named 
on this txanaimssicni. If arc poI the imjeoded lecipieni, you tjc ootitied that disc1o$iq£, 
distsributiog or taking uy Ktioa in rtlUiice on the ccaienis of thij iniiofwatinfi is strictly probi^ted. If 
you arc not the intended rreipiem of this c-mail please destroy this mcKage intmedmely, 

— Original Message™- 

From: Mary Uvingston [f™i}tn:mlMr»gstoiti®lvrto,l^rrBhSHOorn] 

Smt: Thursday, March 23, 2006 11:50 AM 
Tor JerTi@PDJPI.ooin 

Sub^r RE: 

Any usage yaL 


From: Jerri * Inve^lgairiors Dept. tmBBto:Jerri@PD]PJ.com] 

Sent: Tuesday, March 21, 2006 11:23 AM 
Tot Mary Livingston 
SubJoct! RE: 

We will send you th0 ifsnape Just emaH and ask us fbr it. There ha* net been any as 
of yet, 


Tbuik; you for ycur businesal! 

Ibvfst^alkHa DepL 

CXJmTDEhmALJTY NOTE: 

This e-mail conlsins confidcDlia] infonnatian and is inlcDdcd solely for the use of the 
individual ouned on ttaa tranaitiisaioti. If you aie uert the imendedl recipteniL. you aze notihed 
that diaclosing, copyiagv disnihuting or f king uy Bctkm in leliatnce cpq Ok coatemi of this 
infarmaiion is Strictly pft^iibilod. If yov are not the mtcndcd rec^ient of this e-mail please 
destroy ifaij mesaagr intmedia^ly, 


- — Original Message 

Frvm: Mary Livingston [mailtD:fnlMrigstDn@1vrlo.harrahs.corTt} 
Sent: Tues^, Hard) 21, 2006 1:16 PK 
To: Jefri@PCJPI.Gom 
Supfect; RE: 


H has been a pteasure wording with you. Thanks for your help and quJdt 
respo nse. What la the flOO number on the card and the password- Is 600-1 
lUf the t^xred number to call when checking on the use of the card? 


■*w«r 


From: Jerri - Investtgaftfons Dept [(natttD:JefTl@POJPI.com] 
Sent; Tueotoy, Mardt 21, 2006 11:05 AM 
To: Mary Uvirigsfon 
Sublect: RE: 


Yes the card has been mailed. 


ti/16/2006 
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Sent: Tuesday, Mardi H 2006 11:24 AM 
To: JefTi@PDtJPI.coin 
Sul^ect: RE: 

Do we ha« an est^ate of wheri li would be moilad? 


fmm: Jferri ■ Investtgadons Dept tmailtt):Jerff@PDJPI.oofn] 
Sent; Tuesday, March 14, 2006 9:21 AM 
To; Mary Uvingston 
Subject; RE: 

Yes we did receive your order. The calling cefd ondar has been 
ptaced. 


Tiuiilc you for yi«ir bvutoHi] ] 
liivcstigeticms Dept 

CONFIDENTTALirY NOTE: 

IliM c-imil contflins confldralUl infonmiioD ted i* intended lolely far 
die me ofilu individiul nimKl at (bis tniuimtuaiL If you me ncri ibc 
mjcndal tecipkm, you ire notified thit disckaiB^ copyimB, di|trib«tin8 
or my ictioa in leliiaoc on (be eonteuts of this mfonnitiDa ii 
Strictly ptohibiied Ifyou ire not the inteodod recipient ofifais e-nisil 
pleue desteoy this messige mmiediitely. 

— Original Message— 

Fnm\ Mary Livingston 
[maitormlhrfngston^lvrio.bafrahs.com] 

Sent; Tuesday, March 14, 2006 10:47 AM 
Tq; POJPI * Chris Gamer 
Subject; RE: 

I mailed a money order lasl Tuesday to purchase a callino 
card. Jusi wanted to confirm w han the card wH be maned, 
contact numbers or 



TMi^B <- e iijcMaet^ 

ttlK 


Fnm: POJPI - Chris earner rmalltD:Chris@POJPl,oom] 
Sent: Monday, February 27, 2006 9:32 AM 
Tq; Mary Livingston 
Subject; Re: 


Use Paypaf 
email address 




Thank you. 


6/16/2006 
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Chris Gamer 

PDJ / 1st Source Investigations 
1-800-298-1153 Phone 
1-800-297-0012 Fax 
1-866-440-61 10 Cellular 

CONFIDENnALITY NOTE: 

This e-mail contains confidentia] information and is 
intended solely for the use of the individual named on 
this transmission. If you are not the intended recipient, 
you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this 
information is strictly prohibited. If you are not the 
intended recipient of t^s e-mail please destroy this 
message immediately. 

— Original Message — 

From: Mary Uvinyton 

To: www.8upport@pdlpi.com 

Sent: SundayVFeb^ 2e.~^006 3X)6 PM 

Need to purchase your caling card, and do not want M to 
show up on my credit card. Do you have other payment 
methods? 




I 


6/16/2006 
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Prftm» tracer@vahooQroiJP8.com 
To: tracer@vahooQrouPS.com 
Sent: Wednesday. November 30, 2005 5:33 AM 
Subject: [tracer] Digest Number 2581 


- Yahoo! Groups Sponsor 

Help tsunami villages rebuild at GlobalGiving. The real work starts now. 
http://us.click.vahoo.comyT42rFC/KbQLAA/co$ FAA/kGEolB/TM 


There are 6 messages in this issue. 


Topics in this digest: 



1 . Re: Cell Phone Tracking 

From: -Patrick Baird- <pdiservices@vahoo.com > 

2. Re: INTERESTING NEWS STORY 

From: -Patrick Baird" <pdiservices@vahoo.com > 

3. SC Lic ense Request 
From: ■■■I W 

4. Discover Group, Inc. 

From: 

5. Need PI assitance in Lodi, Ohio and Cleveland area 

From: — 1 <i'i 

6. Need Domestic Investigator Atlanta GA 12/2 & 12/3 


AWP 


Message: 1 

From: tTacer@vahoogrouDS.com [mailto:tracer@yahoogroups.com] On Behalf Of 
Patrick Baird 

Sent: Monday, November 28, 2005 8:32 AM 
To: tracer@vahoogrouP$.c om 
i2^AC7'«g> Cc:BIIHBl^l2£Q3SiLcgin 

Subject: Re: [tracer] Cell Phone Tracking 



We can assist • we just need the date and time of a specific call and we can 
let you know within 500-1000 feet where the person was. 

Wishing You & Youis a Happy Thanksgiving. 

Thank you. 
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Patrick Baird, TPLI 

1st Source / PDJ Investigations 

Phone: 1-800-298-1153 

Fax: 1-800-297-0012 

Cell: 1-866-440-6110 

TX Lie A-1 0979 

1st Sowce Inveistigahons 

"Telephone Investigations our Specialty*' 

Best Prices & Service in the Industiy - US & International Coverage 
Pay only for Results!! No Set-Up or Monthly fees!! 
http ://www.PDJ servi ces^com/ 
http ://www -F indB vPhone.com/ 
hKp://www.USPhoneScarch.com/ 

CONFIDENTlALITy NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately, 

Original Message 

From: spyforhireOO? 

To: tracer@ yahoo erotips.copi 

Sent: Friday, November 25, 2005 10:43 AM 

Subject: [tracer] Cell Phone Tracking 


Does anyone have a source for tracking cell phones to specific 
location at specific time? Working on a case where the guy is 
operating a website and doing an advance fee scam and using a cell 
phone to hide. In addition he set up his site through one of those 
anonymous domain services and is using proxy addresses to conceal his 
true IP address and location. I used to have one source but they 
stopped providing this service. Think you have to have source with a 
PSAP contact or 91 1 c^crator to do this; understand the technology a 
little but still learning. Any help that you can offer will be 
appreciated, I have another PI friend who n eeds this type service on a 
regular basis as welL Please r^ly off list to M^MEhotmail .com or 
contact me at the below listed phone number: 


Scott Stq>bens 
TRIAD Investigations Agency 


Forne y, TX 7 5126 
(972) ■■■[■Off, 
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From: 

SABRJNA@PDJPI.COM 

Sent: 

Tuesday. March 21 , 2006 4:24 PM 

To: 

thris gorman 

Cc: 

jerri 

Subject: 

call me first plr^ need today please 

Import! nee: 

High 


TTiooV You 

Sobrisa ..... . -^ -- — ^ -■- ► 

Investigations Depl. 

POJ' Ms! Source Invesligalions. 

CONFIDENTlALrrY NOTE; 

This e^naU oonlains oonlklentifiS information and is blended sdrty tor the use or the imlMdual named on Ihts 
transmission. If you are not the intended recipient, you are ratified that disclosing, copying, distributing or taWng 
arty action in ralianca on the contents of this [nformation is strictly prohibited. IT you are not the inter>ded reliant 
of this e-mail please destroy this message immediatoty. 

— Original Message — 

From: S/^RINAaPDJPt,COM 
To: Chris gormen 

^lifruesday, M arch Z1, 20 06 3:19 PM 
SuhjBCt: ping need today please 


ThBJik You 
SahrtiB 

Investigations Dept. 

PDJ / 1st Source lni¥estigalions. 


CON FIDEKTIALITY NOTE: 

This e-mail contains confidentiel informatEon and Is intended sololy tor the uae of the individual named on ths 
transmission. IT you are not the intended recipient, you are notified that disdoaing, copying, distributrig or taking 
any action In reliance on the contenls of this information is sthotty prohibited. If you are not the intended recipient 
of this e-mail please deslray this message intrrwdlately. 


6/13/2006 
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» 


... . 

— i 

From: SABRlNA@PDJP].COM 

Sent Friday, Fedmery 24, 200Q 11 >43 AM 

To: thequiokesteounca^dsnei 


Cc: 

SoSJeet: 


>erTii 

fie: MkJrifght Cell Pmg - Toright Cell Number to Ping; 07701 


* lUtWrtfc* 


PLEASECHRISLETUS KNOW ASAP TODAY. 

THAP4X 


THIS IS PROM OUR CLIENT: 

Please let me know what to tell this goy. He is an investigator in the UK. We were told tiiat the 
tfiangulation would he betwem SCO- 1 000 yards &am the closest cell tower. The cell phone was called at 
around the time of the ping, and we need to know if this was a triangnlatioti or a pretext Please get back 
to ufi today as our company's reputation is on the Ibie^ and we risk losing a contract of several thousand 
dollars. 




Email from THEIR client regarding a Child Abduction Ping. 


regarding ping, yet again im chaaeing things up.... with no real solution &iopi your tirm? if you could 

just he straight with us and say there is nothing more you can do, then we can all move onl! we know for 
sure that our target is not even in the londoo aiea,eveiy house has been aocounted for in the gridded 
area,ajid with a foil uk post code it narrows it down to 50 small houses maximum!! we also know the 
target was not visiting in that aiea.and thats why we gave a time when the ping was to he done.,,...... i 

my self was very uireasy to find out the target bsd been contacted by an american at the tunc of the 
ping77? very strange dont you think? weve paid are money and not had the service, forther more wevc 
had many hours of mao power lost due to iucocrect intel by yom selves, straight talk i think your full of 
'IjoJknc”.. not good P.R FOR YOUR FIRM. 


Thaok Tou 
Sahrins 

investipallons Dept. 

PDd / ItL Soume lovestigatiDna 

CONFIDENTlALrry NOTE: 

Ths «-mal oontaJns conUdentlal informalron sod is intended soiety for the use of tho Individual oamsd on thM 
transmission If you are not tho inlended rec^isnl. you ere noltfSed thal cUsdoslng, copytig, distributing or taking 
any lacbon In reliance on (be oonlenla of this kTtonTffiftkin b sbridfy prohibited. If you are not the Intended recipient 
of this e-mail please destroy tills message immediately. 

I o— Original Message 
I From: thequfckestsouroejSltds.net 


5/24/2006 
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Original Maesa^ 

From: . 

To; SABRiKA@PDJPl.COM 

Sent: Wadnesday, February 06. 2006 12:04 AM 

Subject: Ra: Midnighi Call Ping - Tonight Cell Number to Ping: 0770 n 10 A CO 


> last address was.,.1 00 block of ELTHAM PAL ROAD LONDON SE95LY... lOOAM 

EASTERN STANDARD TiME-THIS MEANS I STAYED UP TILL iOOAM TO DO 
THIS ACCT 

> From: " S ABRIN A@PDJPfCOM < Sabrina@PDJPI.cQm > 

> Date: 2006/02/07 Tue PM 03:33:36 EST 


> To: "chris goiman^ < lhequickestBQiiTice@tds.net > 

> CC; "jerri" < pdfpl@vahoo.cQm > -j-.. 

> Subject: Midnight Cell Ping - Tonight Cell Number to Ping; 0770 

> 

>HICHRJS! 




> f WILL CALL YOU AT MIDNIGHT. 

> SO SLEEP W/ YOUR PHONE. 


>LOL 

>LOL 


> 


> As per my earlier request, please ping this cell phone 2/7/06 This is a Virgin Mobile 
Phone in England. 


> Cell Number to Ping: 0770 1 




> Thank You 

> Sabrina 

> Envestiguttons Dept. 

> PDJ /1st Source Investigations. 


> CONFIDENTIALITY NOTE: 

> This e-mail contains confidential information and is intended solely for the use of the 
individual named on this transmission. If you are not the intended recipient, you are 
noDfied that disclosing, copying, distributing or taking any action in reliance on the 
contents of this mfonnation is strictly prohibited. If you ane not the intended recipient of 
this e-mail please destroy this message immediately. 


> 
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Page 1 of 2 




From: SABRIhlA@PDJPl.COM 
S«nt: Monday, Fsbruary 27 , 2006 12:17 PM 

To; shBrlod(invest]igBtlon 5 @gmal.oom 
Cc: jOffi 

6 ul 3 hJ«ct; Re; Cell ping bssue continues 
Wfl can not control were th* pKorw was at the time of the ping. 

He could have gave the phone to eomeonv el«e and he want the other way. 
our anewor (hit itande; 

THE INFORMATION WAS CORRECT AT TIME OF PING THRU VIRGIN MOBIL,, 

HE COULD HAVE BEEN DRIVING THRU AREA . 

WE NEVER CONTACTED THE PERSON WE WERE DOING THE PING ON. BESIDES THERE IS A TIME 
DIFFERENCE AND WOUIO BE IMPOSSIABLE TO DO. 

THE INFORMATION IS FROM A TOWER NOT PRETEJCT. 


Thank You 
Sabrina 

Investigations Dept. 

PDJ / 1st Source Investigations. 

CONTTDEbrriALrrY NOTE: ^ , 

This e-mail contains con^dential infoimation and is intended solely for the use of (he mdtvidual named 
on this transmission. If you are not the intended lecipicnt, you are ^lifted that disclosing, copying, 
distributing or taking any action in reliance on the contents of this information is stnetly prohibited. If 
you are not the intended recipient of this e-mail please destroy this message immediately. 

— Original Message — 

From: sh eriochnvMtlgatiqn5@gfnail com 

To; SA gRTlTO®roJPfe^ ?Tnr &@'pgiMr^cas.CQm ; shefttHduovosti!paUQns@grnaitOQm 
SenfTMondoy^ebnjBiy £7, 20D6 10:39 AM 
Sabjact: Cell png issue continues 

Sabrina., 


Our client U not convinced of the results. He allegedly has suffictent evidence to believe this person 
was on the Northern Border of England at the time. We have not lost faith in the results, however, we 
need to work to give my client something that can be substantiated. Ex, References from other 
investigators whom have used you to successfully ping, direct contact with ^e person wJ» performed 
the ping, and any explanation if and why a ping produced inaccurate resul^ in the past. Like your 
company, we have also received leners from congress We do not need this to be the nail in the coffin 
for our company. Please respond quickly.. .We arc facing thousands of dollars of charge backs and 
several complaints. 

Best, 


6/13/2006 
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Best* 

Rian Mitchell 


Sherlock Investigations, Inc. 

154 West 70th Street, Suite 212 

New York, HY 10023 

"Serving the world from New York City" 

212-579-4302 or SS8-354-2174 

Licensed by the New York State Dept, of State 
and the Massachusetts State Police 

sherlockinvest jgatLon s@ cniai Icom 
www.sherlQCkinvestigatioPs.cQm 

Established in 1995, we are parotid members of: 

Associated Licensed Detectives of New York State 

International Anti-Counterfeiting Coalition 

International Intelligence Network (Inteloet) 

National Association of Investigative Specialists 

National Council of Investigation & Security Services 

World Association of Detectives 
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Invoice 


investigative Resources 

53 £1 Dorado Parkway #102 

McKinney Tex^ 75070 


j DATE 

1 INVOICE a 1 

1 1/19/05 

ll 702 1 



ITEM 

Cdlular Tringulation 
Hit 


pidJular 

iTriangulaton No Hit 


DESCRIPTION 
Cellular TringulaticHi Hit 

^ w ave las 

vegas 10:2^am 01/18/2005 240~^Hf^clo|>per 
mill terrace & mill haven space germantowi] 

Cdlular Tiiangulalioji No Hit 

no hit 

let me taow how you want to handle billing, either 
lost invoices owed to you or direct bill. 


|Nr?»iLi 


We apimeciate your prompt payment. 


Subtotal 

45C 

8.25% Tax 

37 

Totd 

4g7 


I 

file ://C:\Documents and Settipgs\Baird\Local Settings^Temporary Internet Eile 5 \Contcnt IE5\89 Y. „ 1 /20/2005 
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Jem - Investigations Dapt 


Ffomt Den Burhe [annonll® msr.com] 
S«i 5 t: MontJay, August Dfi, 2005 11:13 AM 

To: inte pdj 

Svt^ct: CmtfilCart Inb 




WBQotcredrtcartlof^^H^^^^Ml*«»''Aprll25,2O05toJuii*. I 
ZSth. (W# a« M*lno tf h* took bim ptflfriand to ttaty) 

Atnsrican Exprw E*pt™* _ 

Pin number on bick of card Is R^toArCrrE^ 


need from March 25, 2005 to Aprlt 


I have hi* Boetal. doto, etc If you need It den 
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Page 1 of 1 



From: f.Jt gray@att.net 

Sant: Tuesday, August 30, 2005 2:49 PM 

foi Jerri PDj" ' 

financial report 


HeJb. hope all is \velJ. I need an authorized finaticJal report oiIh 

M*»«r 



; Weston, MA. 
pJea$e einairThanks 


Francis X, Gray & Compaity 
122 West 26 Street 
Suite 1101 

New York, NY 10001 
212 627 8215 office 
212 627 8204 fax 
917 690 1413 ccU 
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Invastigationa Dept 



Jerry Waller |jBTryl.waller®jueliC6.com| 
WednesdayH August 10, 2MS 1‘40 PM 
support® 1 slchDiceinfo.com 
Need BCR ' ATTN: Jeni - August 1QBi. OS 


Seed blind credit report on the foUowirxg: 


27610 (Hilte County} 




Thanbs^ Jerry 6/10/05 


> Thanlt you for V^ur business!! 

> inveatig^etions Oept. 

> 

> CONriDEWTIALlTY NOTE; 

> This e-mail conteins confidential information and is 

> intended solely for the 

> use of the individual nemed on this trahsnlssion. If 

> you are not the . , j j 

> intended recipient, you are notified that disclosing, copying, 

> distributing or talcing any action in reliance on the contents or 
this information ia 

strictly prohibited. If you are not the intended 
r? recipient of this e-mail 

> please destroy this message immediately. 



> > 

> > 

> > 

> > > 

> > > 

> > > 

> > > Thank you for your business!! 

> > > inirestigations Dept, 

> > > 

> > > CONFIDENTIALITY NOTE; 

> > > This E-mail contains confidential information and 

> is intended solely 

> > > for the use of the individual named on this 

> transmission. If 

>■ > > you are not the 

> intended recipient^ you are notified that 

> disclosing, 

> > > copying, distributing 

> > > or taking any action in reliance on the contents 
of 

> > > this information is , , , 

> > strictly prohibited. If you are not the intended recipient of this 

> > e-mail please destroy this message immediately. 

^ > > 

> > > 

> > 


i 
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Sut4«ct: 


Jerry Weller [^eiryl.waHef^uslice.coin] 
Friday, August 19, 2005 10:31 AM 
5 upport@i stciioiceinifb. com 
Cfsdil Rpt - a/l9rt)S ATTN: Jem 


Jerri, 

tteed a blind <::redit report on the followingi 




M/F, OOBt 
UCA: KnightdaleH WC (Wake County} 
thanks « 

Jarry S/19/2005 


FlndLaw - Free Caa* Law, Joba, Library, Conamnity http: //wwH.rindlrii«, com Sat your FREE 
9jtJSTlCE.COM email! http; //raail .Justice, com 


C 




1 
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From: Jerry Waller [mailto t jerryl . waller® justice . oom] 

Sent: Monday, February 13, 2t>06 1:44 PM 

to: Bupport®l3tchoiceinfo*ccnn 

Subject - Weed Report - 2/13/2006 ATTN: Jerri 


Jerri, 

need a blind credit report on the following: 




fpAcr^ 



POB 


D> A<jTeT:> 

Cornelius, 
^031 


NC 2 8031 


thanks . 


jerry 

2/13/6 

l:44ptn 


PindLaw - Free Case Law, Jobs , Library , community 

http ; / / WWW . FindLaw . com 

Get your FREE ®JUSTICE.COK email! 

http : //mail -Justice * com 
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Erwin Enterprises 

17NS2ndST 
BILUNGS MT 59101 
40G-501-64SO VOICE 
EMnenterpflsesOhotmail.com 


Invoice 

Number 31U 

Date: Janiiaiy 17, 2004 


PDJ 


Code 

PDJ 
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t4AMB RCMc-TCfr 

Katrine tfBB^bndmro.com 

Thursday, July 28, 2005 9;06 AM 

pdJpi(®ya^.coiTi 

Non-Pub Address Break aoct#tfHHBHI 

si AaA4L.TCA 


Please provide Non-pub address break for Che following: 

Standa rd Federal B ank 

acct# li RE04 cTC0 

AooAf^4 PkipA&T&b 

AYDEN NC 28513 

This message (including any attachments) is confidential and may be privileged. If you 
have received it by mistake please notify the sender by return e-mail and delete this 
message from your system. Any unauthorised use or dissemination of this message in whole 
or in part is strictly prohibited. Please note that e-mails are susceptible to change. ABN 
AMRO Bank N.V. (including its group companies) shall not bo liable for the improper or 
incomplete transmission of the information contained in this communication nor for any 
delay in its receipt or damage to your system. ABN AMRO Bank N.V. (or its group companies) 
does not guarantee that the Integrity of this communication has been maintained nor that 
this coimunication is free of viruses. Interceptions or interference. 
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HEWVCTEb 


From: Jflfiri - Unveatigations Dept. [Jem@PDJPl.Donni] 
S4nt: Friday, March 31 , 2006 10:33 AM 

To: “Melissa Detang^' 

Sut^^: RE: E-mail Break 


^yahoo-com 






-i^rttsburgh PA 15222 " 


Hun}; yoM 1w your buAiimsTI 
Investigation^ Dept. 

CX)bnTDENTlALrrY NOTE: 

Tim e-nuil coDtains conTidnrtiil infontutiQn ud is inttmkd solely for the use of die individual named on this ttaiunuJSiOD. 
If you are not the iiuended recipiem, you »« notiried that discloska^ copying, distributing or taking any iciion m reliance on 
the contents of this infomuiifm is srichy prohibited If you ue not the intended recipient of this e-nuil please destroy this 
message immediately. 

— rQtiglr^l Me5S33&' " ' ' ' ■'■ ■ 

Frwti: |vteHss3-D^ngi$ [mailtD:rTwhssa,(1dangis^tdaltid.rwt] 

Sant: ThursdaVr March 30 , 2006 12:01 PM 
To: 3aTi@PDJPl.cofii 
Sul^sct: RE: E-mail Br^ak 

YeSn pteflse. It's related to the one we had done bdbre, also at yahoo. Sadty, we have little else to go on. 
Thank you ! 

- TyWVilftrf 


Melissa deLanqis 


TDA 


Thomas Date and Associates 
Seourtty / Irivestigations 
r.D* Cox 1CC2 
Manhattan Beach, CA 90267 
(31D) S3S-m9 
(310) 939-98^9 fax 
www,tdaiod,rtet 
w wwHtdaosac.com 
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Itie elermjotc fnaii message any matheO file coriaifi miomiatFon intended fw the exdusve use the indwiOuai or en&ty w 
which it IS addressed e«3 may corttain infonnaixiri that c prtipneiary, pnwitesedr confWeniH) arxl/tif cKWipt from disclosure unoer 
aopucabte law. W ¥«J are not the intended redpientr you a™ notified mat any viewng, cosfflna, dsdosure or dctn&ution of 
this rntermation may Ue subject to legal rasthCMri or sanctmi. Ptease ncttfy the sender, by dectrooic mai or leieprwne, OF any 
unintended teopiems wd deieti the original mesage wtJwut making anv cogtes- 


From; Jem - Investigations Depl^ [maittDiJeiTi^PDJPI.com] 

Sent: Tht/rsddy, March 30, 2006 7:26 AM 
To: 'Meitesa Delangis' 

Subject: RE: E-mail Break 

Yahoo is not a pakJ account so they coukt have anything listed. Please advise if you taJOiJid like us to 
continue. 


Tbank you for your business!! 

Investigations Dept. 

CONFro£^^^IAL^T NOTE: 

Tlus c-mail contains confidfintial inJbrmabon and is inteDded solely for the use of (he individual named on this 
rransmissioa. If you are not the intended lecipicni, you are notified ibai disclosing, copying, distributing or talcing any 
action in reliance on the conieiiis of this information is strictly prohibited. If you are not the intended recipient of this 
e-mail please destroy this message immediately. 


— -Original Message— 

Fram: Melissa Delangis [nreilto;rndi5sa.delangist§)tdaltd.net] 

Sentj Wednesday, March 29, 2006 5:11 PM 
To: JeTrl@PDJPLoc>m 
Subject: E-mail Break 

Hi Jerri, 

My co-worker Lindsay McNutt recommended 1 ntake my request from you. 

ieg£>4Ct ^ 

Can you please run an e-mail break on ^^J^JjSiva hcio.com ? 

Please let me know if you need anything else. Tm new here, $o still learning all the procedures, 
"nwnks! 


Meflssa delangis 


TDA 


Thomas Dale and Associates 
£ccurir,r / In^-csSsations 
P,0, Box 1802 
Manhattan Beach, CA 90267 
(310) 939-9669 
(310) 939-9849 fax 
www.tti^ia^pet 
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w ww.tdaos ac.com 


mils elwtronic mail message snd any attactied files contain tnfeimaboo tnlwded for tfie eadusive use of me indwidual or 
entity to which ft Is addressed and may amtain information that is proprictarv, priwleged, confidential end/or exempt from 
disctosurE under applicaWe law. If you are not the Intended redpient, you are fwredy notified that any viewing, copying, 
discteure or distrltiution of this (nformat»n may be subject to legal restncbon Or sanCtOrt. Please notify the sender, by 
electronic mail or telephone, of any unntended neaptents and delete the original message wilhout making any copies. 
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From: 

"int: 

^ybject: 


Chris Gamer [pcHcgQvahoo.cofn] 
f rirfavn January 20, 2006 5:47 PM 

JerrrfflPDJ PLcom 

Re: ^il breaK^l^^^eol.com 


Importance: 




No please do. 


Thank you, 

Chris Gamer 

PDJ / 1 St Source Jnvestigalions 
1-800-298-1153 Phone 
l-S00-297-a0i:Fax 
l-S66^0-61l0Ccllular 


CONFIDENTTALITYNOTE: ...... . 

This e-mail contains confidential mforniation and is intended solely for the use of the individi^l named on this 
transmission. If you are not the intended recipient, you are notified that disclosing, copying, distributing or 
taking any action in reliance on the contents of this information is strictly prohibited. If you are not the intended 
recipient of this e-mail please destroy this message immediately, 

— Original Message - — 

From: ' Jerri - Investigations Dept," <jcni@PDJPLcomi- 
To: " Chris Garner'^' ^jcg@yahoo,com> 

‘vent: Friday, Janu^ 20, 2006 4:26 PM 
ibject: RE: Email break l^^B0@aol.com 


You sent it to him? 


Thank you for your business!! 

Investigations Dept, 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the use of the individual nanwd on this 
transmission. If you are not the intended recipient, you are notified that disclosing, copying, distributing or 
taking any action in reliance on the contents of this information is surictly prohibited If you are not the intended 
recipient of this e-mail please destroy this message immediately. 


Original Message — ^ 

From: Chris Gamer [mailto:pdjcg@yahoo.coin] 
Sent: Friday, January 20, 2006 3:48 PM 
To: Jcrri@PDJPI.com 

Subject: Re: Email break ■■■■9@Aol cont 
Importance: High fj£'Cv<K:T: 7 T 2 > 


\M WAS DOING IT. 
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Thank you* 

Chjis Gamer 

PDJ / 1st Source Investigations 
1-800-298-1153 Phone 
SOCH97-0012 Fax 
-866-440-61 10 Cellular 


CONFIDENTIALITY NOTE: . j „i,k, e,, .h. 

This e-mail contains confideitual infoiuiation and is intended solely tor the 

use of the individual named on this transmission. If you are not the intended recipirat. you are notified that 
disclosina copying, distributing or taking any action in reliance on the contents of this infottnation is smelly 
pISiS. W?Su m not the intended recipient of this e-mail please destroy this message immediately. 

Original Message 

From: ''Jerri - itivesiigalions Dqjt," <Jem@PDJPLcom> 

To: "Chris Gamcri'' <{ydjcg@yalioo.com> 

Scot: Friday, Januaiy 20, 2006 2:49 PM 
Subject: FW: Email break Eom 

Do you have someone else to do this for Doug Atkins 


Thank you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE: ^ 

This e-mail contains confidential informaiion ^d is intended solely tor the 
^e of the individual named on this transmission. If you are not the 
itended recipient, you are notified that disclosing copying, distributing 
or taking any action in reliance on the contents of this inmnnation is 
strictly prohibited. If you are not the intended recipient of this c-mail 
please destroy this message immediately. 


—Original Message . 

From: Matthew Cloth [mailto:privatedetective@ven 2 on-netj 
Sent: Friday, January 20, 2006 1 :39 PM 
To: JeTri@PDJPI.com 

Subject: RE: Email break q^^0@aol.cam 

1 cannot get AOL at this time. 1 thought you knew that just yahoo msn and 
google. 


Matt 


Original Message 

From: Jem [mailto:pdjpi@yahoo.com] 
Sent: Friday, Januany 20, 2006 10:08 AM 
To: 'Matthew Cloth' 

Subject: Email bTeak^mm@ao 


d.cotn 



226 


Thank you for your business!! 

Investigations Dept. 

ONFIDENTIALITY NOTE: 

•lis e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message inunediately. 
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PE3JPI - Chris Gamer 


From: 

Tioug Atkin" caangQta.net> ^ 

■ 

To: 

TChris Ga mer" <pd)cg@yBh(}o comp 

jp 


Sent: 

Subifflctj 


iVlonday, July 25. 2005 12:22 AM 
Our File No 203 -24a&.044 


4 '7b 


Further lo my e-mail below, the Santa Monica Boulevard address is that of a Mailboxes, Etc. so please run a PM B break 
too. I recall that sn eerfter such break you ran on another case provided a DL number and other 10 used to open the box. 
That would be incredibly helpful ih this case. There ts also a fair amount of urgency on this maner 


Thanks and regards. 
Doug Atkin 


—Original h 
Frvtn; Doug Atkin [maflto^aaiilS^ net] 
Sent: Sundayn July 24, 2D05 1:07 PM 
Toj Chris Gamer 

Sul^e^s Our File Nd. 203-2405,044 


n pull up on this subje 





SSN arul e physical address. 


PJeasfl stert by running both phone 
SSNs but If they can put in the 
xplalnihe Importance 


s (bolded bekw), and I know your phone sources never seem to be able to gal 
n this case {for any fee - mat s « nonissue here) . I'd really appreciate k. ( IE 
^one, I'm pretty sure the SM Qouievard address its a rnail drop. 



^ ' 


7/25/2005 
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Jpnl ■ invOTligaiiofta DggL 


e; 

lo: 

StihjsctL 


Chuck - iirtfos [cti 3 rtes@nnfoseafcri.com] 
Tuesday, August DS. 2006 11:26 AM 
cTiris^inffQftearch.com 
RE: krif 05 Mncti.com, Invoice#: 250720afl5t21 


I got an ecneil from jfOu a few weeks ago saying you couldn't do ttisse any longei:^.. 
Ysbh please proceed... 

Original Message 

From: Chriseiinf osftarch.com [iiiailto:Chris0iinfaEearch.cDni) 

Sent: Tuesday, August 2005 8:39 AM 
To: 'Chuck ^ iinfoa"^ 

Subject: REi iinfosearcti.com^ invc^cafl: 250T2009S'J2l 

Personal fflailbojf break? H* have always done thoae. Shoultt we proceed? 


Thank you for your business J! 

Investigations Oept . 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the use of the 
individual naned on this transmission. If you are not the intended recipient, you are 
notified that discloaing, copying, distributing or taking any action in reiianc.^ on the 
contents of this information is at riot ly prohibited. If you are not the intended recipient 
ot this e-mail please destroy this message immediately. 


Original Message 

FrotHi Chuck - iinfos [mailtoicharlesfliinfosearch.ccm) 
Sent: Tuesday, August 1)9, 2005 9:35 AM 
To; chri38iinfosaarch.com 

Subject: ' iinfosearchnnom, Invoice#: 2SnT200!J5'/21 


Can you do these yet? 


Original Message 

The Postal mail boj( would be : 

Falls Church, VA 22Dl6 

The name is probaba ly Etyls2k Fashion Store or 
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JsTTj linvestioalions Dapl [JsrrifflPD JPl.cofn] 
WednwtJay. M«ct( 29, 2006 lOTo AM 
'Ann E. Dunn' 

RE: PC Bex Break 


PO BOXMBCHAITANOdGA-W 37416 
^^^^^Bh^^^CHATTANOOGA in 37421 


Tbfflik you for your btisincssl ! 

InvesdgatiDiLs Dqit, 

CONFIDENTIALITY NOTE: . . . , ^ ^ 

This e-tnail sontflins confidcntiii] mfbrmation and is mUJukd solely for the use of the individiMi] tiatoed on ttus 
transmission. If you are not the intended recipient, yp\i ate notified that disclos^ wfymRi dutributinfi or 
taking any action in reliance on the contents of this mformation is strictly prohibited. If you are not the intended 
recipient of this e-mail please destroy this message immediately. 


OriginaJ Message-— 

From: Aim E. Dmm [mailtjo:adiiiin@searchiiitcom] 
Sent: Tuesday, March 2S* 2006 1 1 :51 AM 
To: jeiii@PDJPI.com 
Su^ect: PO Box Break 


for: 

Chatlanooga, TN 3 741 6 

Thanks? 

Ann £. Duim 

Search International, loC- 

4049 Pennsyivania, Suite 303 

Kansas City, MO 641 II 

voice 800-572*5522 fax SI 6-960-1 SSI 

e>-mai] to: adunn@searchint.cam 

w^rite: www.seajchlnLcom 
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f/om: V/lstteOaolxcirTi 
Sdflt: Ttitirsday, February 16, 2006 5;50 PM 

To: Jein@PDJPl corn " - 

SybiKt: PO BOX 


SEQUATCHIE TN 37374 1 
BUTLEP eA31006i 


WWJ«t V 


THANK YOUl VICKY CT, INC- 
PH: 600^73*7073 
FAX: a00-473-7lSB 

CONFIOENTlAl^rrY WOTE: 

■piB o^n^il Dontains conMantlal EnformeHon erxJ is inlended solely for the 
use of the indMdual rerned or this lransni»siDn. If you ene not the 
iniendod recipient, you ere nottflsd that dbcloslhg, DOpytno. distrtbuting 
« taking any action In relianca on the coniems of this inlomeEtton Es 
strictty prohibEted^ If you era not the inlAmleO mdpient of this e-na^ 
please destroy this message iFnrnedlete^. 
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From: MicheKe Howell (mhowell@thinkiri.com] 

Sent: Tuesday. January 24, 2006 1 :45 PM 

To: suppor 1 @pdjservice 8 .com 

Subject: Utility Inquiry 


Dear PDJ Services Support, 

We have used your services several times in the past 2 years and we have great faith in the 
reliability of product ficr expedience of search results. However. 1 am currently working on a 
rather tricky httle case on behalf of Goodyear Tire & Rubber (aka Goodyear Tires) and 1 need to 
ascertain when an individual “planted roots" in AZ, so to speak. 

What we have : 

Address, Parcel No., Twn/Rng/Sec info.. Property Ovnership, Residents’ names, DOB’s Csc SSN’s 
What we need: 

Date that utilities/trash senice/phone service/water, etc. were set up for the above property (Lc. 
when did the mobile home plopped in the middle of the 320^ acre property became livable?) fie 
name of person/company responsible for establishing and/or paying for services; 

ALSO... is there any way to secure usage records for same? (Le. is the subject property a summer 
home or full time residrace?) 

Please advise as soon as possible and, as always, thank you for your assistance in this matter. 
Sincerely. 

Michelle L Howell Investigator 
INVESTIGATIVE RESEARCH. INC. 

77 E Columbus Avc„ Suite 207 
Phoenix, AZ S5012 
Phone: 602.258.5820 
Fax: 602.266.0645 
VM: 623.36Z6703.ext.l 
E-mail: mhowell€>thiiikiil.com 
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Order Detail 
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■tx 

Sub|^*ct; 


mi 


Jam ^ lnviBstigatkin$ Dept. [Jwi@PDJPI.csorTiJ 
Thursday , February 09, 2006 4i4& PM 




fjwut 



73505 




05 wages are 6447*00 


Thank you for your busmess’f 
Investigations Dq>t, 

CONHDENllALnY NOTE: 

This e-mail contains coniidentia] infc^maiion and is intended soleiy for the use of the ijidjvidual named on this 
transmission. If you are not (he intended recipient, you are notified that disclosing, copying, distributing or 
taking any action in reliance on the contents of this information is atnctly prohibitkl If you are not the intended 
recipient of dus e-mail please destroy this message immediate^. 


^^Oe/Time : 09-Fcb-2006 09:56:55 AM 

^ - - - ORDER INFOKMATION 
Invoice ; 3296 

Description : B4 Employment Search 
Amount: 115.00 (USD) 

Payment Method : Visa 

Type t Authorization and Capture 


RESULTS 


Response : This trana aetjon h as been proved. 

Authorization Cqdej_^^H^ afVAcTC.li 
Transaction ID : WlHB 

Address Verification : Street Address: Match — First 5 Digits of Zip: Man^ 

CUSTOMER BILLING INFORMATION — 

Customer ID : 1294 
First Name : TIMOTHY 
Last Name: PEARSON 

Company : 

Address : 
aty : LAWTON 
State/Province r OK 
Zip/?ostal Cod" : 73507 
Coiuitiy : 

Phone : 580-^^HBt 


.^vlaii : TPEAR 



CUSTOMER SHIPPING INFORMATION 


First Name : 
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Last Name r 
Company : 

Address : 

^ity : 

.ate/Province : 

Zip/Postal Code : 

Country : 

~ ^^PmONAL INFORMATION 

Tax : 

Duty : 

Freight : 

Tax Exempt : 

PO Number r 


- MERCHANT DEFINED 

B4tclcphonff : 

B41iumie : 

B4!namc : _ 


B4name 

B4citystat^^^LA2rrON/OK/73 5 05* 

B4ssn 

B4caiTicr ; 



B4months : 


B4option5 : 
B4coiiDty ; 
B4bi]1hday : 
R4tagvin : 



B4sean:htype : B4 Employment Search 


B4quan : 

B4siteID : Best411 
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From: Jerri - Irwestigalions Dept. [J«m@PD JPt,cofn] 
Sent: Tuesd^yr Febmafy 20, 2006 6:26 PM 

To: lise Brandf 

Subject: RE: 


O. wait I see. ( ihnk Chris asked tor stalus on an order. Needed company name on both of the bolofw that 
ware csompfeted. PJoase advise. 


SBB HUDSONVILLE MI 49426 1 
HudsonviLLo Michigan 49426 05 wages 4950.00 



YOUNGSTOWN OH 4450^ 

Youngstown Ohio 44514 05 wages 4600.00 


TtiuiJc you for ycur buimen r r 
Inveitigifttiow Dept. 


CX)NFIDENT1ALITV NOTE: 

Thu e-niwl oontiiiu cwfideaiial mfomuitiaQ nod is iotcaded wkdy forifae use ofUie individual iui»d «i thia 
mniniissioiL If you SR not die mtcndcd locrpieul, you tat aohfied thit diKloiing. co^yins, (istnlKLtmg w lafcinf taty 
ectKBi in rclisau do tbc oanteoit of ddi iofDniutKm is rtriciiy piobibiied- [f you ue not the mteoded lecipient of this e- 
inail please destroy dns messeee ininxduiety. 


- — Original Message — 

Fnim: Lisa Brandt [mat]tD:lbrBftdt#wef{ndev«rvorieHOoni] 
Sent: Tuesday, Febniary 2B, 2006 S:17 PM 
To; Jerr1@p<flpji.oom 
Sub^t 

Ok wbat'fi an sts? 

Can't yon use Excel??? 

Lisa Brandt 

Investigative Division Manager 
WcFindEvciy one.com 

rr«9i-7333 
716-691-7665 just the fax 
6000 North Bailey Avenue 2C 
Anuteisl I4Y 14226 
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• SPECIAL INVESTIGATION 

CTlfByliM reoixst form 

■To: PDJ4NV^Q*TtOt«^^f«H58efr2a7^)(nT-f^HONe^ w - - — ■■ 

From: DtcK Wheeler - Fox Number 191679l3tMS Date : 


91& 751 3iei P.01^a 



You may also place your requests on-line at 
www.4-Information.com (save over 20%) 
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/ 


flu^-2aae FfNC»^CE vsi :3ie3 p, 

/ Social Security Administration 

Retirement^ Sui'vivors, and Disability Insurance 

Notice of Change in Benefits 

OFFICE OF CENTRAL orEFtAtrONfe 
1500 WOOULAWN DRIVE 
BALTIMORE, MD 2 1241-1 500 

DATE: NOVEMBER O^DOl 

TRACY CA 95376-5421 

J 1 1 1 1 ft liJi ■ tIJt 1 1 1 1 Httifi 1 1 «J ■ ■ 1 1 (tuUt pli 1 1 1 1 1 111 t* I 


Wt checlted out records co see if *ny changes in LESLIE'S 
benefits are necessary. 

Ve arc increasing his benefit amount to give hin credit for his 
earnings in 1999 and 2000 which sere not included when w# 
figured his benefit before^ 

WHAT VE WILL PAY 

V You will receive a payment on or about 

December 3, 2001 for S924>00. This payment includes 
both your new regular monthly benefit and 
benefits due from January 2000, the month of the 
increase, through November 2001. 

• After that, you will receive LESLIE'S 
regular monthly payment of f 924. DO, 

The regular monthly payment shown above does not include any 
upcoming cost of living adjustment, We will contact you 
separately if there is any such increase to your benefits. 

t>D fOU DISAGREE WITH THE OECISIOH? 

If you disagree with our decision, you have the right to appeal, 
We will review your case again and consider any new facts you 
have. A parson who did not make the first decision will decide 
your case. 

• you have £0 days to ask for an appeal 

a The 6Q days start the day after you receive 
this letter. t4e assume you got this letter 
5 days after the date oh it unless you show 
us that you did not get it within the &^day 
period. 

• You muse nava a good reason if you waat more that 
4^0 days TO ask ror an appeal 




iUTHL P.02 
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From: trariingplaCfls47@flol-Oom 
Sent: Tliuraday^ January Z6 h ZOO® 1 1:05 AM 
-fo: -f>OJPl@yanoo.cooi’ -- 


Do you twve the sources to check past hotet reservattons? have the name arwi address they were 

made In not Che credit card. Also, have the last date of arrtval and departure. 

Would r^eed the last sIjc month period. The reservations were made thru Choice hotete.com. 7T>e 
hotel In question Is the Oarion Hotel at Laguandia alrport,r Hew York. 

Rease let me know as soon as possible. 

Thank you, 

Anna StrlcksteJn 
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From: 

Sant: 

To: 

Subject: 


Shelley [IhirtyatneadySEbcgiobEil net] 
FrkJay, March 31 , 2006 9:33 AM 
Jerri 


^9731 






1 have tilled 10 TmoblJe reps for the outpaiiig caNs rtom the March fith UJI. Phone uaed 667 mins on 
JjlfU 1 havent feood a rep to go through any calls with me. They wouJdnt give me the online code 
tor full bJII either. NohlL 

Thanks 

Shelley 
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ik 


cottier 


«: 

*o: 

Sut^BCt: 


Jerry Walter pi^^Bi9|Miv.com] 
Friday, September ie, 2Q05 '1.22 PM 
sii pport@ 1 stchoiDeinlb.com 
RE: Attfi: Jerri * Cell Tdl Request 9/0/5 


R£_ AHTU ^ 

CeiiToiiR... ^ , 

get what you can. thanks, ^erry 

on Fri, le Sep 2005 13:05:49 -0500, "Investigator" 


tlktAt * fttp/ticTHD 


> I have tried 12 Alltel reps for the outgoing calls on 

> the Septemljer 9th bill 

> with no luck. Alltel will not go over calls over the 

> phone. He can try to 

> get 100 calls with dates, flease advise. 


> Thank you for your business t! 

" Investigations Dept. 

CONFIPENTIALITy MOTE: 

> This e-mail contains confidential information and is 

> intended solely fox the 

> use of the individual named on this transmission. If 

> vou ate not the 

> intended recipient, you are notified that disclosing, copying, 

> distributing or taking any action in reliance on the contents of 

> this information is 

> strictly prohibited. If you are not the Intended 

> recipient of this e-mail 

> please destroy this message immediately. 


Original Message ft£&AtT£b 

From; Jerry Waller [mailto^^M^MMa^VAMV- coral 
sent: Thursday, September 08, 20 OS 7:10 AM 
To : support 01stchoiceinf o . com 

Subject: Attn: Jerri - Cell Toll Request 9/6/5 


> Need most current month cell toll info on the 
following: 


> Cell # 919. 




101 Picardy Village Place 
Cary, HC 27511 (Wake County) 


> Thanks. 
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From: Jerri - Investigations Dept. [Jerri@PDJPl.com] 

Servt: ThuraCayn March 30. 2006 10:41 AM 


To: 'J R' 

Subject: RE: cell ffs called 


iSrt lS iwSSJ^i. V«rl»n wsacel* for OHS Ouse being. Veriioo WSt.« changed thtirw ^r^ 
JoBcy-^Full WlS ere isot poeelble assd oirtomer lewte will not go osier oils made over the phone. 

Sorry 


Thsnfc you for your bcjincssr! 
Investigations Depr 


urfonc.««.«sd U »«ndni.efely forte me of Ihs iiKlivid..l «un.d on tom^on. 
M not te otended Kcipieni. yoii ire noliHed tel di8cl<»in8.^ying. totnlwimg ot i^g y 
thnoments of this infonnaion is soictly prohibited. If yon iro not te mtended roeipiem of this e.iB»tl pleme destroy this 

mussgt immediitely. 


— -Original Message—- ^ 

Fromt J R 

sent: Tuesday, March 28, 2006 S:13 PM 
To: Jerri@PDJPlHCDm 
Subject; celt #'5 eelted 


I need the most recent cell bai info on {323) 



R E O a t,T e O 


Hollyvraod. CA9002& 

It's a Veriion account. Wat that be a problem? 

4oDR5yj * hluwseRi flep^c^-reo 


Jay 

jay Rosenzweig 
j R invastigaiigns 
Califomia Invastigalion Services 
22351 Ventura BJvd., Suite 252 
Woodland HiBs. CA 
Licensa No. Pi 13143 

WWW.CBliPi-WMTl 

Pbase Read Our Blog - www PublicRa c ordsBrog . blogspol .com 
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From: 


.jiubjKt: 


Jerri [pdjpHSyalnw.ODm] 

Tuesday. January 17, 2006 5:19 PM 
'MwrmanOciis com ' 




I have tried ® Veriaort WS reps. Most reps said they could not go over call detail info over the phone. A couple 
of reps said they couldnl pull up detailed info because of the invoicing system the acet is 00. 1 cant get anything 
on this one. Sorry. 


Thaidt you for your business!! 

Irtvestigations Dept 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential informaLion and is intended solely for the use of the mdividual named on this 
transmission. If you are not ^e intended recipient you are notified tl^t disclosing, copying, distributing or 
taking any action in reliance on the contents of this information is strictly prohibited. If you are not the intended 
recipient of this e-mail please destroy this message Immediately. 



249 


From: invshanef@«ilHHB [maitto:invshanef@i[iiMiiij 
Sent: Thursday, March 30, 2006 11:16 AM ^mAIU ^ ^ 

To: Support@PDJservlces.com _ 

Subject: Re: Cell phone records Needed for number 

Okay. ..here is their Headquarters address.... anyway you guys can find out the 
FEIN? I had you pull records from this same cell phone number several months ago, 
however I cannot find the FEIN we used last time. I do remember the last time you 
pulled these records, Cingular said the billing address was the Moulin road address. 
This Is the Most recent FEIN I’ve been able to locate.. not sure If It's 100% correct or 
not. 


Company Name - J 
Address - 
FEIN -I 


I DALLAS TX 75201- 


/sfAMe, 


Phone - 



Last 

Updated - 
01/10/2006 



Dallas, TX 75201 


B AtMenrll) 


Original Message 

From: On-Line Support - PDJservices.com <Support@PDJservices.com> 
To: invshanef@MIHil 

Sent: Thu, 30 Mar 2006 09:32:39 -0600 

Subject: RE: Cell phone records Needed for number 337-MHHM 


^ 337 - 


A/4/ne * ii HtnMcico 


Cingular says the cyde ends on the 10th. I maybe able to get the April 10th bill (but 
that would be all I could get). However, there is a different address on acct and a tax 
id on acct that must be verified to even try for that bill. I couldnt get anymore info 
until the tax id is verified. Please advise. 


Thank you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential Information and is Intended solely for the use of the 
individual named on this transmission. If you are not the intended recipient, you are 
notified that disclosing, copying, distributing or taking any action in reliance on the 
contents of this information Is strictly prohibited. If you are not the intended 
recipient of this e-mail please destroy this message immediately. 

Original Fiessdgt: AebAC'TES' 

From: invshanef@flflHlik [mailto:invshanef@MIHb] 

Sent: Wednesday, March 29, 2006 10:58 AM 
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MrtAtltO 

To: InvShaneF@i^^B; support @pdjsetvk:es. com 

Subject: Re; Cel^ phone records Needed for number 337-HBiB ^ 

Okey.,here is the biMing address and company name. You guys pulled 
records on this number in the past, but I cannot seem to find the FEIN we 
used. ..can you guys find that and go ahead and just pulf the last billing cycle 
avahabe please. Thanks! 


Broussard, LA 705 IB 


ftmi * 


Here's my billing info if you need tl again... Cost should be t1 10.00 


Please use the below VISA Card for this order: 


VISA # 

Billing address-|PlB^^BI^HI 
Name on Card- Shane L. Foster 



Thank You 
Shane Foster 
Intel Data Solutions 


■MV, Lafayette, LA. 70508 


Original Message 

From: InvShaneF 

To: support@pdjsefvlces.com 

Sent: Wed, 29 Mar 2006 1 1:49:27 -0500 ftfOiCTtO 

Subject: Fwd: Cell phone records Needed for number 337-Mi^^B 

WAIT!!! I was just told this is a company Issued cell phone... meaning youTe 
going to need the billing address and the FEIN#. ..let me get that first. 

Original Message 

From: InvSharveF 

To: support@pdjservfces.com 

Sent: Wed, 29 Mar 2006 10:57:53 -0500 

Subject: Cell phone records Needed for number 337-^^HVK 

Thg «ll nM mb.€r 337-V> I need toll calls from February 26 
ifl-£fla rch 26t- please advise when these records wHI be avaftable 
a nd Wal a? goon ag p ossible prior to conducting the search. 
Thank ypu. 


Thank You 
Sharpe Foster 
Intel Data Solutions 


j*n^V|nv«»2fi£S222-2-EL 


t'TtD 


To: 

Subject: 


Friday, August 19, 2D0S 1:29 AM 

SuppOftOPbonebuELcom 

Re: phonebustcom, Invoioe#: VWYA0B4747^ 


Kind of confused here are you asking ne if I still want you to kieep 

working on this number a little longer and if you dont get it then I 

get a refund? Hoc sure exactly what you are asking Has a man not tried 

to call the reps? 7 I icnow wbat numbers are nainly supposed to be on the 

phone bill I an ^vst trying to see if there are any odd numbers 

other then the ones that J know. Especially on the dates that I gave 
you. F ■■ Please be more specific as to what you are asking m*, TWankSF Lisa 
— Original Message 

From: "Invest igations D ept - PhcneBustFCom" <SalesePhonebust.coin> 
roi <hollie9«^SiaiBtt> 

Benti Thursday, August IB, 2005 12; 24 eh 
S ubject; RE: phonebust .com. Invoice#: WfYA0B474795 




US Cellular says they can only speaJt to the account holder on this eccount^ The account 
holder is male. I have tried 3 reps, none Ot theaa would give ms any Info off account. We 
can try again to get 100 calls with dates. Please advise. 


^ank you for your business M 
investigations Dept- 

CONFIDENTIALITY NOTE: 

This e-mail contains cohfictential information and is intended solely for the use of the 
individual named on this transmission. If you are not the intended recipient, you are 
notified that disclosing, copying, distributing or taking any action in reliance on the 
contents of this information is strictly prohibited. If you are not the intended recipient 
of this e-mail please destroy this mossaga iramediateXy. 


Original Message^ 

Prom; hollieBsccoast.net tmailtoihollieBa^^MMP^A] 
Sent: Saturday, August 13, 2005 6:55 PM 
To; Orders 

subject: phonebust . com. Invoice#: vwyaOS47I759' 


invoice# -"> VHYA0B4'J#7 9S 

Type of search — > Cell Monthly Toll Call Trace (without SSN} (limit 100 
calls) 


Custcmer Info; 

Company Name —> 

Customer Name **5^ Lisa Mamllton 
Customer Phone —> PtoAO'fth 

Custoner Author! red ■^> False 
To authorize go to URL below: 

ttp ; / /WWW . phonebust . c<m/a dmi n f custoiner_authori za t ion / i ndex . asp 


You Supply Info; 

Cellular Humber “> 919- 
Hame 
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Addr*«$ —> I 

•- > Goldsboro 
^ate — > North Carolina 
Zip — > 2753 <^ 
jCoaiments 


Ae»4C.TC0 

90 «s by tha name i 


- ■ but the bill would probablv hav* 

us® *he billing period of 7/26/05 through 8/25/05. One imoortant 


Reply E-Mail (if applicable) — 
Reply Fax# (if applicable) **> 
Total Cost —> $120.00 
IP Address *•> 66.153.198.165 
Return Info Via ••> Email 
Zip Match —> Y 
Street Match -•> N 


■> holliefl i 
910-649-6424 


Af»4<.7AD 
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Frdm: J R ip@Q 9 rmiink.net] 

Senti Monday. April 03, 2006 6:31 PM 
To; Jerri@PDJPl-E:Ofin 
Sutojadtr RE: can bill 

Thanks 


Jay Rosanzwetp 
J R InvQSligaliorrj 
Calftomia Investigation Sorvioes 
22361 Ventura Blvd,. Soite 262 
WDodland HiGis, CA 
LiCflnso Mo. PI 13»43 


www.CaNPj.com 

Piease Read Our Btos - vwvtf .f 


From: Jerri - Investigation^ Dept {marltB:Jerri@PEt]PL™n] 
Sent; Monday, April 03, 2006 2:30 PM 
To: 0 R' 

Subject: RE: cell bill 




fK&t>^craD 


1 have tried 10 reps on this one. a couple of the rops said the #'s eppeerod on the bUI, but vroold 
mit gn frtto specifics. Sorry vve ^rinot get this one- 


Thank you fw your busmtss!! 

IsvcsTigations Dept. 

CXJNFIDEbrriALrrY NOTE: 

Hus c^nuil contiioA conThdential infanution and i£ intended solely For the use of die indfividual named on this tran^missiott 
If you aie not the intended recrpieni, you are rioiirted that disclosing, eopyrng. disaitiutine or ukin^ my iccion in reliance on 
the contents of this infoimitioD is strictly prohibited, If you ue not the intended recipient of this e-nuii please destroy Ibis 
message immediately. 


^-“^ginal fdossagc’-^ 

front: 3 R {maiKD:ppi#eartt>llnlic.r>et] 

Sent: Friday, Match 31, 2006 J1 t 4A AM 
To: JenigfPDJPI.com 
subject: RE: cell bill 

Ckay, I uiJy rig gCi !u linu^ ^ (hess two #'s arc on the bHI with (ha dates end times (duration) if possible. 

($ll>SSSl (tE04<.TEb 


Thanks 
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Jay Rosenzweig 
J R Investigations 
California Investigation Services 
22351 Ventura Blvd.. Suite 262 
Woodland HNis. CA 
License No. Pi 13143 
www.CaliPl-Com 

Please Read Our Blog - www. F^blicRecoridsBtog .blogspot-com 


Promt Jerri - Investigations Dept. [mailtotJerriliiPDJPLcom] 
Sent: Friday, March 31, 2006 7:42 AM 
To: 'J 

subject: REt oeri bill 




KBD/{cr £0 


Veriion WS cays this phone used 3533 mitis on the March 20th bill. Which 100 do yau want 
me totiy for? Full bills are not possible at the moment with Verizon WS. 


Uimik you for your busions! ! 

InvestlEatioias Dept. 

OONFlDENTlALnT NOTE; 

Tills e^maiJ centaim confidentiaJ infomiadoQ and is intended solely for the use of the individual named on this 
nansmission. If you are not the intended recipient, you arc notified that ddscksipg, copying, distributing or taking any 
action in reliance on the contents of this information is strictly prahibiied. If you are not the intended recipient of this 
e-mail please destroy this message irnmedijitely. 


Crigina! Mossago 

From: J R [maitfoi0@)eairthllnk.net] 

Sent: Thursday, March 30, 2006 2:52 PM 
To: Jeni@PDJPI.a>m 

Subject: cell bfli 

I need the most recent call bill for {318} 

^aka 

fJA#\ € + ER i 

Thanks P»£[i 




Jay Rosenzweig 
J R Investigations 
California investigation Services 
22351 Ventura Blvd,, Suite 262 

Woorifenrf HiiiB. f ;A 
Licanse ISio, P1 13143 
www.C^iPj.ct^ 

Please Read Our Blog - wwvw. PuhljcRecordsBtog Wogspot.oom 
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From: Jerri - InvesUgations Dept. [JerrilgPDJPl-ooni] 

Sent: Thursday, FePoiary 23, 2006 3:54 PM 

To: "Mark Fufchlsam' 

Subjtet: RE: Celt Records 

no charge. 


Think you for ynttr hu^iiness!! 
InvesligBtipfffS Dept. 


CONFIDENTIALITY NOTE: 

ThU e-rmil conlams cmiTiidiHitiil infcKnn&tieD uid is intnided sokly for ilit use of ihe individfail named tm liiis uansnussion- 
If you ire not ibe inlmdcd lecipienl, you arc OQQfiHi thit disclDiiii^ copyini, di$iTjtnitiii| Of taking any action m reliaow on 
ihc contmis of this inforfoition is stnctly pfohibiied. If you aic not die imended recipient of this e-mail pkasc dtsnoy this 
mef ugc ttnnwdialrly- 


Originat Message-^ ^ 

From: Mark Funchlsam 

Sent: Thursdav, Fcbmary 23, 2006 2:31 FW 

TO: ;iein@PDJPI,com 

Subject: Re: Celt Records 


fttOAcT££> 


jLJsr forget it the records , the^ was r>o charge to my cradit card... correct?? 


Mark Funchtsam 

Also are an the future calk records going to bo this difficult?? 


— OrigInBi Messe^ — 

From: Jerri - Investigations Dept. 

To: "Mark Furchlsar^” 

Sent: Thursday, ^eBruary 23, 2006 2:t9 PM 
Sub)Kt: RE: Call Records 




HeciA oT£t> 


I’m itltl nowhere an this Q«ie. I did get one np to £f>eak to me amf she le looking In on ttie 
Hct to see ¥vhy I do not have access to hill bills yet, I can hoW ■ little kmger and see what 
happens. I'm atlN not sure tf I will be able to get anything on this. The rep It supposed to 
email me, t know you have be«i welting for so long alreadyi this is my only chance of 
getting the Info, Ok to hotd a little kmgerT 


Thank you for your busdoKs!! 
tfvtjtigiiiffiis Dept 
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iirfgrmation and is intended solely for the ii«r of the individual r^ed on 
tiansnussion If you art not the intended recipient, you are notified that disctog, copying, d^tnbuim^or toking 
any action in rtliance on the contents of this infomiacion is sttictly prohibited. If you aic not the intended recipient 
ttlease destroy this message jinmediately. 


-“-Origina! 

Fmm: Mark Furctitsam 

Senl; Thiursdav^ February 23, 2006 12; 13 PM 




To: JerriiJPDJPI.ccifn 
Subioct: Re: Cell Records 


Any news yei? 


« — OrigineE Message ” 

From: J em - In vestigations Dept. 

Tor 'Ma riTFu^tsafTi' 

Serit: Monday, February 20, 2006 4:56 PM 
Subject: RE: CelS Records 

ok. WlHdo 


Thank you for your buslnessn 

luvesttgations Dept, 

OONFIDEHTIALrrY NOTE: ^ ^ 

This e-mail contains confidential information and is intended solely for the use of the mdividual named on 
this transmiSsioB. If you are not (he mlcnded recipient, you arc notified that disclosir^, copym^ 
distributiiig or taking any action in Tcliance on the contents of this jnfotmation is striedy prohibited, li you 
are iKM the iniended recipient of this e-mail please destroy this message immediately. 


— Original Message-— 

FR»m: Mark Funchtsam [mailto:^*ip** 
Sent! Monday, F^ruary 20, 2006 4:57 PM 
To: Jerri@PDJPI.cofn 
Subject: Re: Cell Reojrds 

1 can wail a coupie of more days. Thanks 


- Original Message — - 
From: Jerri - Inveatipalioos Dept. 

To: ’Marlt'Furcbteain' 

Sent: Monday. PeEnjary 20, 2006 4:49 PM 
Subject: RE: Cell Records 


Pi C O A t-T6ji 

HiRCom] 


1773^ 


£ * fJu^M B£ 

f^EOA t-reo 


il stilt y«t to grt a rw^ to sgeak to me, I hanre tried 6 more, I'm rtiil 
waiting on access fbr full bill, r can let you lwro'“ when Its available and see 
if you still need It then. The problem is there authorized points of contact 
on the account Please advise. 
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fc anJc you for your business! ! 
/cstigations Dept. 


mfommuon and is intended solely for the 

umed ra this transmission. If you are not the intended recipient, you are noltfied that dipclwing. 
•opyiitg. distributing or taking any action in reliance on the contents of thts urfoimation is smctly 
proSd. If yon are not the intended recipient of this e-mail please destroy this message 

iituncdiatcW. 


Original Message 

From: Mark Furchtsam [maittD;«i^ai 
Sent: Friday, Februaty 17, 2006 3:12 PM 




To: Jem@PDJPI.com 
Subject: Re: C^ll Records 


Please keep trying 


— Originat Message — 

From: Jeni ‘ Investigations Dept. 

To: ^ Mark Furchts^am' " 

Sent; Fnday, ^eoruary 17, 2006 2:34 PM 

Subjoct: re: cell Records ^ 

^£oA«-T£0 

^M^etriedwerUra^ to get calls verbally. I rtould be able to get 

by otoer means If given more time. Its not a po^ve ^ 

dianoe I could get by monday afternoon. Can X keep trying till tnen, 

or tanoel? 


iThank you for your business! ! 
Investigattons Dept. 


CONFIDENTIALITY NOTE: . ^ i ^ 

rhis e-mail contains confidential infoirnation and is intended solely for the use of the 
[ndividual named on this transmission. If you aie not the intended recipient, you mc 
notified that disclosing, copying, distributing or taking any action m relmce on the 
contents of this information is strictly prohibited. If you are not the intended recipient 
if this e-mail please destroy this message immediately. 


— Original Message — 

From: Mark Furchtsam [maite: 


ReDACTEta 


Sent: Thursday, February 09, 2006 11:26 AM 


To; jeni@pdjpi.com 
Subject: Fw: Gelt Records 


— Original Message — 

From; Mark Furchtsam 

To: PPJRr> C hris Gamer 

Sent: Wednesday, February 06, 2006 1 :07 PM 

Subject: Cell Records 
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Hello Chris. 


I need cell phone records on ce ll # 773^ 
either address : 

Chicago, IL 60614 or under \ 

Ave. Evanston, IL 60202 SS#I 


name on account is 



I at address: 


One months records please ASAP 
Please E*mail back the records 


v/yy«MB£P.i Reo/\CTeD 


Charge this to Amex i 


L. security 


Thank you 

Mark Furchtsam 
President 

Weiss & Mueller, Ltd. 
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investigations Dept 


To: 

Siib)«ct: 


Jerry Waller 
Monday, July 11, 2005 3:24 PM 
support@1 stcholcejnfD.oom 
RE: Cell# Break (JERRI) 7/3/5 


p\e ofl tTto 
”l.com] 


get what you can* thanks. jerry 

On Mon, 11 Jul 2005 13:41:03 -0500, "Chris Garner" 
wrote : 


1919-i 


riAiAe + A'nsfft 


> I have tried 10 reps for the calls on the June 24th 

> bill* Phone used 102 

> total mins (go figure)* None of the reps would go 

> through anything* 

> Nothing* Nata. Not one call* US Cell says they have 

> a strict policy about 

> giving out calls over the phone* He can try to get lOO 

> calls verbally with 

> dates. Please advise. 

> 

> 

> 


> Thank you for your business’! 
Investigations Dept. 


Redacted 


CONPIDEMTIALITY NOTE: 

> This e-mail contains confidential information and is 

> intended solely for the 

> use of the individual named on this transmission. If 

> you are not the 

> intended recipient, you are notified that disclosing, copying, 

> distributing or taking any action in reliance on the contents of 

> this information is 

> strictly prohibited* If you are not the intended 

> recipient of this e-mail 

> please destroy this message immediately * 

> 


> ^ *p —Original Mess a ge— 

> From: Jerry Waller com] 

> Sent: Friday, July OS, 2005 4:01 PM 

> Tot support 01stchoiceinfo* com 

> Subject: RE: Cell I Break fJERRI) 7/0/5 


> jerri, 

> got tax id i of 

> out* thanks, jerry 

> 

> On Tue, 5 Jul 2005 14:32:40 -0500, "Jerri" wrote; 

> 

> > 


let me know what you find 
july S, 2005 


> > 1 have tried 3 US Cellular reps* I have been told 

i>y 

> 2 


1 
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Jerri 

From: Donnie Tid more ftrdmom9 1 1 

Sent; Wednesday, September 14^ 2005 10-34 PM 

To; Support@Phonebust.corn 

Subject: RE: phohobustcom, Invoice#: VDMA0G3F9243 

The Y-kty code £hc also has two pe:s» one named Rainbow and the other is Max. Donnie 

Tidmore 



PhoneBrntcom** <Sales^^hanebustc&m> wrote: 


Virgin Mobile says they have to verify the V-key (passcode) on account All 
accounts have V-key 's. The security question is what is pet’s name? I 
either need the V-key or the answer to the question to get any account info. 
Please advise. 


Thank you for your business! ! 
investigations Dept. 

CONFiDENTlALiTY NOTE; 

This e-mail contains confidential mfontiatiou and is intended solely for the 
use of the individual named on this transmission. !f you are not the 
intended recipient, you are notified that disclosing, copyings distributing 
or taking any action in reliance on the contents of this information ts 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message 

From: tjdmore9n@I^^MtfHP {maJho:tidmore9l 
Sent: Wednesday, September 07, 2005 2:35 PM 
To: Orders 

Subject: phonebust.com, Invoice#: VDMAOC3F9243 


Invoice# VDMA0C3F9243 

Type of Search ”^> Cell Monthly Report of Call Activity (with SS#) (limit 
1 00 calls) 


Customer Info: 

Company Name “> Tidmore Investigative Services 
Customer Name Do nnie Tidmo re 
Customer Phone ~=> 254M|^H||| 
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From: 

ji 

dUbjftct: 


Alexander Metaxas Iv^^A^iisinveahgations 
Mcnday, March 20, 2006 3:26 PM 

JerTii@P D J PLcom 

RE : Cell Calls 91 Pi E ^ A P D 


.com] 


You can try these: 

Freeway 

Freeway] 

FreewayZ 

Maxson 

Tarzana 

Tarzana75 


-‘“Original Message 

From: Jerri * Investigations Depi. [maiUo:Jerri@PDJPLcom] 
Sent: Monday, March 20, 2006 1 1 :29 AM 


To: "Alexander Metaxas' 
Subject: RE: Cell Calls 917 


rogen 91 7 


ftEOAt'-reo 


Verizon WS says this acet is coded. J have tried 3 r^s to get through c<^e 
with no liick. Code isnt anything obvious from the info 1 have. Does client 
''ave any ideas? 


Thaiik you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message— 

From: Alexander Metaxas [maillo: 

Sent: Fnday, March 1 7, 2006 3: 1 1 PM 

To: Jeni@PDJPLcom D 

Subject: Cell Calls 917*^ 


iiisinvestigations.com] 


Last Available Cell Calls 





y ny 10016 


phone: 917 
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Verizon wireless 

NEED THIS BY MONDAY PLEASE! 
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'6 

Chris Gsmsr 


Frofnt Srwiley Ishomer^TtiidMjiJtii.n-.cofnJ 
S«nt: Wednesday, Juiy 06, 2005 1 : 1 2 PM 

To: Jeni 

Subject: 

^^flflrvES * 

ft£DAt/r£D 

JWTf, 


Vertzon WS says thl« account la coded* Code is a word* 1 tried 3 t^a to get through code with no luck* 
Code Imt anything obvious horn the Info I have. No hit* 


Thanks 

Sheney 
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lerrt " Investiqationm E>apt 


jnt: 

To: 

Subject: 


Gary IflH^aafDnmvestigationsna epm} 
Tuesday. Juty 12,2005 10 04 AM 
supp Qflgl stcho*oftir:fo. com 

RE; fliii404«MM 

ftEMtTexj 


Ye^H Oo ahead arid ^et zht 100 calls for : 
Gary 


Thanits for the great atcempt. 


^-Original Message 

Froea; Chris Garner Inailto:aupport0l3tohoiceii3fo.con] 
Sent: Tuesday, July 12 h 200^ lO^M AM 
To: ’Gary* _ 

Subject; RE :: 4 04 -MSMlS 






Tmabil* says none of the passwords you seut is th* code on account r X tried 2 more reps 
with no luck. He can still try to get IDO calls with dates. Flease advise. 


Thank you for your business!: 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-nail contains confidential infonaation and is intended solely for the use of the 
dividual named on this transmission. If you are not the intended recipient h you are 
cified that discicBing, copyingr distributing or taking any action in reiiance on the 
wontents of this information is strictly prohibited. If you are not the intended recipient 
of this e-msil please destroy this message immediately. 


Original Message — 9i6&Att£D 

From: Gary [mailto: VIV0aaroninvestigatiOhsinc,comi 
Sect: Saturdsyn July 09^ 2005 11:34 AM 
To ! S Upport g latchoj cein f Q, egm 
Subject: R£: 404^4111^1^^ 

hfflme. + R£Dftt/TE:i> 

Dear Chris, 


The client has given os the following Ckimtier, 

If you wish you can use this Intel in the attempt to break the code. 


The number ,.hi3 son'^s birthday is j 


So try that one^ maybe without the I 


4 p;eDAu’re& 


Motors maiden 
SHB- she said try 


lip code is ( 


he likes numbers^ she also suggest 
Ke likes to use numbers instead of letters < 


— - — Original Hessage^-- — 

From: Chris Garner Imailto; support 01st choice info* com]; 
Sent: Friday^ July 03^ 2003 0:00 FH 
To: 'Gary' 

bjecc: HIM 4O4-H0^K 


4 fJihJ-vatAS ftEO^ClED 


266 




From: Jerri • Investigations Dept. [Jorri@POJPI.conil 
Sent: Wednesday, March 01, 2006 5:41 PM 

Toi ^huarnirifds' 

Subject: RE: iinfosearch.com • NA1 0212061 321 10 




Sprint (formerly NexteJ) says this account it coded. 1 have tried 3 reps to get through code with no 

I couldnt get any of the reps to verify that the name I have Is correct Automated system 

would not take zip code you sent I vrould need either code on account or aoct # and correct 
address on acct to get through code. Please advise. 


Thank you for your busineas!! 

InvestigatioDS Dept 

CXDNFIDENTIALrrYNOTE: ^ ^ ^ 

This e-mail cootains confidential infonnaboo and n intended solely for the use of the individual named on Ous transmission. 
If you are not the intended recipient you arc notified that disclosing, copying, distributing or taking any action in reliance oo 
the of this information is strictly prohibited. If you arc not die intended recipient of this e-mail please destroy this 

message immediately. 

Original Message 

From: Chuck • Hnfos [malltD:char1es@ilnf6search.a>m] 

Sent: Wecmesriay, March 01, 2006 1:44 PM 
To: Jerri©POJPI.com 

Subject: FW: Hrrfbsearch.com • NA1021206132110 


Did PB get this one done? 


From: Chuck • Unfos [malltDicharles^linfbsearch.oom] 

Sent: Thursday, February 23, 2006 1:18 PM 
To: Patrick Baird (pbl^ranbury.oom) 

Suldect: FW: ttnfbsearch.com - NA1021206132110 

Long time dient lot mo know If you want to proceed on this request. 


Flrom: Wesoom investigations, ILC [mallto:wescompi€^3iB^2] 
Sent; Thursday, Febmary 23, 2006 5:54 AM 
To; rxjah@lnCrili 9 Htteoommeroe.com 
5Ul]^ rJnfosearth.oom - NA1021206132110 


HI Chuck. 
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I need the most recent cell tolls you can acquire on this individual. 



Regards, 

Glenn Owen 

Wescom Investigations, LLC 
1 - 866 - 799-2583 
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From: Shelley (thiftyelre 0 dy@sbcglobal.ret] 

Servtt Friday, March 3 1 + 2006 9:33 AM 

Tot ^^rri 

Subject: eraw 973-^Hi9 


araw 9731 


Jerri, 


I have tried 10 Tmobile reps for the ourtgoJnfl calls from the March fith 
bilL I havent feund a rep to thnjuflh any calli with me* They wouldnt give 
for full bin either. Ho hit 


IHione used 607 mins on 


Thanks 

Shelley 
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m: 


Jill Goldman 




9S4 


R-F£> 4 <^'r-^ 


?myot* 


tAinUt; MKNER 
taxr(RV!f^ Arm* 
U^ttt^HeMM,n. 33 M 4 


Aiait 14,3006 

^Ur.AKbctn 

dninfla 

OOJOEQjSlC M BilH 3 ^ febdCMOWti 


Mf. Ate SA DiattU 

pjw^jft* Mmibef 

CoranillM « fiBift »a 


MftBiWhrtfiaU 

Q |a pTi»**i 

SiteopunltiH (A OvflnjR^ utd AnmflfptiAOt 

Mr.B«tSix^ 

RhIc^ Matter 

SteemoilitKtn OfcniiM nad lovv^Btun 


Tbii taoir !■ k jMpoart to yw JnMr d«M 

Fte. d« 10 teisifltei of k«*pte **»»•( Glow 

a kftte bcoitiirt by te ATnwr Qenrnt'j OIDw tor te SWb of PliB(#k. ^ eaift^ fikd » 
Bj^BttMffltortebrtrfhofoediliMoodbMo^ 

ow»i^ bitJutlMt ii^ir iw ‘Tiifltikf ttuiUte* 

SecmiP. your QHd??stSMfei* c? te OScM's basJKSs iciiv^Jto i# 

traamA t -^dii hrtbtf" fi». to tes, caabd haittw opo*d*fK*te'«™ 

^^wUettkmtibkdiiriniiteamwflfiabo^ gitei obaiite ind »W aiiaiS 

y bH fwvw »M iwoHto o«f iht n»mitff dtriody to BttevwQ oot^uHn otf 


jomti. te ooK^H^ b»» fwvw rwom ova uiwniiior tarmqr m 

tbN patw. In tet, Otobd iwvMKlinniy liltoMi dop-bake lervltBK ofliff thin Cifflna rteadi- 

Ghtel ww i Mlaeprisb ijd^-irKkE flftJi itei ioatid i*iW» te adglyki. oolkwni of <fa™ 

ncocik wfao wo* io otter k ikktdi of ter ofaUpdosiv « kiiti™ who tew itoppod m* oa W 
coftwutety. GUtel Kntod pASway fibBtiH kflito«o» aui, lo * w»di nolte dogr.^ 

Kcovuykdm. AtDiodwGktelpwwidediwvk^iotepriwtkwfilii^^teWi^^ 

Elmwi, vpmkwkly S moHite rikr punbE&u te cocnpay, u Aupk^OOJ, I iksitW to aiiyta^ 

te fiiHwij^ kflTftfltm* ■» 1 w« wowuod wt wwe Tutek » tWiraUno te pDq?rti « iw»»d wamg 

ihBkfbrvirianfrmtek^aidprtvttcteEfii^^ iuAtiinA. 

Boteo I pnoetd wtt ftfwlihpi te ktoiKk*aii you I 

hiffarr ^ niy iawk^iait wiih te compiity I poffteiod te ■«& of 

Tte^efcnJanatMkkbpvvteroiwid " ^ 


I FB^rtfldtejwipoedBfM^wtt wfttfoMa: 

Gl^I BfovjdM fk^p vwFhie straps md eoHactl raiaveiy to *«vioM. 

Shvihi nn(od ftm k eate^’ wariatt to i toll ik^tnco. Rudflil to « * tort o « wo^ 
Imo Ghtel to patom ‘Vl*cmir lontato^ ach a Mavkks if * tonnwr ted ■onv* 


B3/BS 


1 . 
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utilities in a pnticttlar geomfriuctl ana, if an intiivxlaai was employed, dticnniaiQg the 
bilUat addnss for a fnen phooe nmaber, detennialng a pbooe number for a gives addms, 
dcsenaialog If an individi»] possessed a oell phone fo thdr asBae, a^ of course obtaining 
cenieg records for e given sebicct. Once the boak od u msi e d all eoUectioo efforts and tbefar in- 
hottse dcip tracing department was unable to locata the Indhridual/collateral, they would 
usually provide Olobal a copy of the coosomer’a file aad hire Miolocaia the Individua) or foe 
coQia^ (most cases fob woold meea a vehicle). This c onutn aa d a foil tidp trace. Globe) 
fod not openie a public wtbsila. Global had a privmc websba that oould only be accessed by 
customers once a pesaword was provided. Tbli webatta was only for existing customers to 
place orden. Globa] j prov i ded peaswords to fioaDcial faudtufoxu. The web site war 
wsrw,gk)ba)-aitler. con 

2. Global Informadoo Qroop, Inc. was the company tber o hn la pfl and sold ooosutner cell 
phone records tad other persooal data. The deserfotioo of foasaivkas provided b iisied in #1 
above. The buaiaocs was ptochaaad by Lamia Misoer ob March ) 1, 2005 from lifo. Edward 
Heraog The shardbolden and coipo^ offlcms of foe business wen as follows: Liurla 
Mbnar 55S, Robin Goodwin 20H. and Mr. Edwvd Hcreog 25H. Cooma mfomudoo: 



The oonpeny waa looatsd at 1092t N 5d* Stram, Temple Tforaoe. PL 31617. Thera were no 
other iocatioos. Anmial revcoue and net incooia froo foe date of mceptioo (March 1 1, 2005) 
foroagb Deesaaber 31. 2005 wm 12.750,610 aad S157.621 teape^ty. A list of aU 
empkjyeei along with all other compeiiy documents will be enable npoo a moioalJy 
ootveniairt time and place (please refer to #9). 

3. Global obtthxed all informal by pretexting communication companies. 

4. Global obtalaod cell phooe InfonEweioo by pretexting aa taclmical serrioe representatives, 
finwcial tervica represemaiivet, anfoer costomers. 

5. Global perfonned most services in-house, wlfo thoexoq^tion of wbeo foe vohmia of wmkwa* 

occeaknmily too high, foe co mp sty oe*^ to outsource foe overflow. Oloba) occasleoally 
used 1" Source Reeocm nnUI Angutt 2005, and Bany Olantz. We would pay foe indhdduah 
by each starch. 

6. As stated previously, Olobel. does not opora tc a jnfolic web site, neeae refor to #2 and 65 
above. 

7. When I puetebesed foe company, I co n duc t ed dae diligence foroe^ my law firm, Oreeaberg 
Trwig, who had advised me there were no spedfle g a tota t that foe coaopaab was viotating 
on foe Federal level, and In foe following siataa: New York, Florida. CaHfomla md Texas. 
Additioiiany, I spoke wifo the soUer's mtomey who had Infoimod me tkac she had been to 
Globil and monilored foe **pretc^Itiag^ and that Global was not violatioi any spedfic lews, 
iaehutag FloridB’s Z>ace|itivu Trade lyacti^ Finally, as pet of my due diliicace. I 
spoke with Mr. Joel Winsson, mdstant director of foe FTC. who soind while foere would 
neve be any laws stating tbmfoe oontpany can peCora fooie saivktt, focc were no tpacifie 
Laws that would be violateti He went on to ray that tracing is tiu *Tiltird ddem 

pcofrmlfm” (wl did not bcUew foe FTC would focus foes lag^lnfoxieirofm on this ioduniy 
BsdwysaiDORconceTudwIfoidEi^ fo foci, foe U.& Ginevoastamual^ 
ia flanichiig the peebiHi of Gfobat tiuough an £BA tosa. The bminta pin sulaulnad as a 
psurt of foe fememg completely disclosod aU busBus aciivita« GlaboJ. 

I. lamohly able mrupend horn fob Manh 11,2005 for ra«Mii»t» luted pivviMSly. Pkoe 
mfof 10 EaWWt A for foti foformatkn. Pleas* ba advised foac to addfoon w d» toted 
customars oa Exhibit A, Global hat siw for lb* Praftegon FcdsAl Cndh 

UnktD mtd OTE Cndit ITnion CVeriion Wirelem). 
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UH! iH! 04:22 


J ill Go ldman 
JZ« 94 <T<«T> 




P*-» 
PAGE 64/05 


9 . 


11 . 

12 . 


P«143of4 


GtaMR0««r opwtiid dil* WolMrw»b*J«u. Olob4lk«4 4ltH4i*»»«srtofi4cofd^ Capym^ 

wc* doooBWti iw)dd be c<« proW^^ GloW oo taiBer b« » ««ff of » 

pcrfom lack lervioee. All neords wt curaBCly beat bold pwwaacto^omnt by (he UA 

PoMtllMpecnlooSerYfce. rkMOCOMOCtWr. JotaCn>cki«i*Sl>-®Mlb 

TlMre»w»iB<piifyftomlOaiM±y. AH teoonh « b $w»e«e ead wiflebk 

at a BtfMlIy eouvetimi tna nd placa. Tba Attonay OaoMil fcr tbo Stale of Plortda ka* 
comDflBcad dvM aclioa acalna Gtobd. Oloha] ha» sorted ifce «a«w Yoa m e y obam a 
copy of the aamaeot froia Ma. laUa Hania . Scoiof AMwaat to d>e ABomcy OaKwi of 
norida. H»i>hoo#wBiberi»ll3.1** AddWooally, Global wai i«»«ly «tv«^ 

GtobaltesataieainoNOtofrecaids. Copybt aocfa doca m a m t aooM ba eon procjow^ 

Oiobal»oJoBfBrb»aaarfrofamptoya«aw|»rftmaucb«af^ AMnwadsaeiy^ 

baa* Wd iwiwaat to a ||l■yBB> by tba U.S. Peatal laapeelieo Samca. Plaaaa ooalact Mr. 
Join CrodcaB at 1 

Ho. 



/v/ 5 *c^+TW 
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trapped wfien used. 


You pFPvitfe IIS with th&j 





















275 



4^lobal 

^ Information group 


C/N/A (home / business): You provide us the phone number; vyre wrill provide you the corresponding billing 
name and service address 


Wireless C/N/A: You provide us the wireless phone number, and we provide you the corresponding 
billing name and address. Note: wireless number bills can go to P.O. Boxes or private mail drops. 


R/C/N/A: You provide us a physical address, such as, 456 Smith St. Apt. 6 Tampa, FL 33652, and we will 



I09M N 56tl». Street • Teapk Tcrrtce. FL 33<17 • F: 888-09*9314 • F: 888-448-5704 • www.globel-orderi.coBi 
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^^LOBAL 

^ information group 


Unemployment: This search will pfx}vide you the amount of any unemployment beneftts and the address 
to whi^ the ben^ check is being mailed. This information is current within 24 hours. In order to 
perform this search we require the subjects name, social security number, date of birth and state in which 
they reside. It is helpful If you have the subjects previous employer. 

P.O. Box / Private Box: This search provides with infonnation the subject completes the application at 
the post ofnce or private mail box store. We will provide you with any address or phone number on the 
application. Note: on private mail box stores, we need the name of the store and phone number. 

Social Security/ Disability/ Welfare Benefits/Child Support: These searches provide you with the 
address of where the benefit check is being mailed. Note: For disability searches, there are 3 possible 
benefits: (1) temporary, which is through the employer (2) temporary, which is through the state (3) 
permanent which is through the government (long term). If you know which plan the subject is using, 
please provide us the information as this will reduce your cost If you are not sure, piease contact us arxi 
\ve can work on this together. 

Pre-paid Calling Card: We send a pre-pakJ long distance calling card to the sutrject's name and address 
you provide us. We are able to determine within minutes when the card Is used and we are able to trap the 
calling activity. This is a great search If: (1) aP you have is a P.O. box or (2) you know the subject 
receives the mail at a certain address but you are unable to make contact with them. 

Locate Wireless Number: This search is also known as a ceil acquisition. We wPI locate the subject's cel( 
number from their name and social security number. We search all major ceil carriers. We need the name, 
soda! security number and state. Note: If the subject has a pre-paid phorie, most likely (70%) you win not 
have a hit Pre-paid phones do not require sodal security numbers or names when you buy them. 

Cell Triangulation; We wlU track the subjea within 10 yards of the subject's cell phone they are using. 
As not all ceil phones are equipped with this technology, this service does not always produce a hit 
However, there Is no fee unless the service is successful. 

Full Skips: Please all to inquire how we an help you after you tried every avenue. 

Class Schedule- You provide us with the subject Name, SS#, Date of Birth, and School they are 
attending, we wfll provide the schedule of desses. 

Plate/VIN searches-You provide us with Plate Number or VIN Number we will give name, address, issue 
date, expiration date, make & model of vehide 

Social Security Number Trace: This search wHI give you all addresses listed with the credit bureaus 
(Experlan, Trans Union). 

F»»ll Cnmnrehensive RepokU: This data report usually gives you Information such as Drivers License 
numbers, neighLors, as s ets, and any relatives that where llvif>g at address given. This also vvlll indude 
bankruptcies, UCC filing, weapon permits, occupation licenses, professional licenses and all addresses 
associated wfth subject This report Is only $30.00. 


]092f N5<tk.8lrMt*Tci^T«T»ct.FL 33617 • P: m4>»-9314 • F: m44aS7D4 • www^lokMt-wdcnxM 
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C/li/A: C HOHE / BUSINESS ] YOU GIVE US TWE PHONE NUMBER, WE WILL GIVE YOU THE PHYSICAL,'. ^ 
^ ADDRESS AND THE NAME THAT PHONE NUMBER GOES TO. 


WIRELE^ C/N/A; YOU GIVE US THE WIRELESS PHONE NUMBER AND WE GIVE YOU THE NAME AND THE ’ 
billing ADDRESS THAT PHONE NUMBER GO^ TO. NOTEJ WIRELESS NUMBER BILLS CAN GO TO P*0* BOXES 



" R/C/NM: THIS IS WHEN YOU OVE US A PHYSICAL ADDRESS, SUCH AS, 456 SMITH ST. AFT, 6 TAMPA, Fi 
3^2. WE WILL THEN GIVE YOU ALL PHONE NUMBERS TO THAT ADDRESS AND THE I^E HUT ^NE _ 


numbergoesto. ‘ ; 

— e/N/A DISCOS YOU GIVE US THE DISCONNECTED PHONE NUMBER AND WE WILL TELL YOU THE LAST 
PERSON THAT HAD THE NUMBER AND ADDRESS. THIS IS A GOOD SEARCH TO DO IF, FOR EXAMPLE, THE 
POISON JUST HAD THE NUMBER DISCONNECTED AND IT IS THE SAME PERSON YOU ARE LOOKIMG FCHt YOU 
SHOULD THEN ORDER A UnLITY SEARCH, WHICH MIGHT GIVE YOU A FORWARDING ADDRESS OR NBiV 
ADDRESS. 

^_-l40N-PUB; A NON-PUB SEARCH IS WHEN YOU CALL DIRECTORY ASSISTANCE AND IfflEY SAV TH!^ b A . 
LISTING FOR JOHN DOE IN TAMPA, FLORIDA BUT IS NON^PUBLiaiS). - - 

YOU GIVE US THE NAME, SOCIAL SECURITY NUMBER, CTTY AND STATE AND WE WILL GIVE YOU THE PHONE 
NUMBER. NOTE; DIRECTORY ASSISTANCE IS ABOUT 2-3 MONTHS BEHIND IN THEIR RECORDS. FOR EXAMPLE, 
YOUR SUBJECT, JOHN DOE, DID LIVE IN TAMPA, aORIDA AND lUST SKIPPED FROM HIS HOME AND TT^ . 
PLACE IS VACAffT. HE DID HAVE A PHONE THAT WAS NON-PUB. IN MOST CASES, DIRECTORY ASSISTANCE IS 
GIVING YOU HIS OLD INTORHATION THAT IS STILL IN THEIR 

4«LLS: land LINE: ( HOME, BUSINESS ) THIS WILL GIVE YOU ALL CALLS THE SUBJECT MADE FROM THE 

\ NUMBER YOU GAVE US. THIS IS LOCAL LONG DISTANCE! IN STATE ) AND LONG DISTANCE ( OLFTOF STATE ]. 
) THESE ARE BILLABLE CALLS ONLY. NOTE: YOU HAVE TO GIVE US THE NAME AND QILUMG ^ORESS. 

TOLiS^ WIRELESS; THIS WILL GIVE YOU ALL CALLS THE SUBJECT MADE (OUT GOING) FROM THE CELL 
■ PHONE. EVERY CALL SHOWS UPON A WIRELESS PHC»IE BILL. 

NOTE: YOU HAVE TO GIVE US THE NAME AND BILUNG ADDRESS. V — 

C/N/A W/ TOLLS: (LAND UNE AND WIREESS): THESE ARE THE SAME AS ABOVE, BUT YOU DO NOT HAVe' 
^THE name OR ADDRESSTHE WONE IS UNDER. . . 

NOTE: TO DO TOLLS, YOU NEED TO HAVE THE NAME AND AWJRESS THAT IS WW THE SEApOlB^:™^- 
BROKEN DOWN IN DIFFERENT CATEGORIES, > . ^ 

PACER: YOU GIVE US THE PAGER NUMBER, WE WILL GIVE YOU THE NAME AND BILLING ADpI^ OF 
SUBSCRIBER. . ; 74/ v' ' 7 . 

tmUTY SEARCH; THIS SEARCH GIVES YOU A FORWARDING AODR^ OF ANY LAST BajC tHE SUBJECT 
MIGHT RECEIVE FROM ANY UOLITY COMPANY THEY USED, AND Vm SEARCH FOR ANY ACTIVE UTTLny THEY 
MIGHT HAVE. WE SEARCH PHONE, ELECTRIC AND CABLE COMPANIES. YOU NEED TO GIVE US THE SUBJECTS 
NAME, LAST KNOWN ACORESS, SOCIAL SECURITY NUMBER, CITY AND STATE TO SEARCH, NOTE: THERE JS NO 
SEARCH THAT CAN DO THE WHOLE STATE OR COUNTRY., ; ^ ■ 

EMPLOYMENT/ UNEMPLOYMEHT: THIS IS DONE BY STATE. EM(^0YM^ SEARCHES GO BY QUARTERS- 
FOR BCAMPLE, JANUARY-MARCH IS THE HR5T QUARTER. IF YOU KNOW THE SUBJ ECT STARTED A JOB IN 
JANUARY AND GAVE US THE SEARCH IN PEBUARY, YOU WILL RECHVE INFORMATION FROM OECEMBBL 
WHICH WOULD BE THE PREVIOUS JOB. WE ALSO SEND OUT TRAP LETTERS WHICH GETS THE SUBJECT TO 
) cm US TO ALL PREVIOUS ADDRESSES THE SUBJECT LIVED, WE ARE GETTING AN APPROX. 60% HIT RATE. 
PART OF THIS SEARCH WHEN WE CHECK WITH THE STATE IS UNEMPLOYMENT BENEFITS. 

THIS INFO IS IP TO DATE WITHIN 24 HOURS. IF THE SUBJECT IS RECEIVING ANY BENEFITS 
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WE miL GIVE YOU THE ADDRESS THE CHECK IS GOING TO AND THE AMOUffT THEY RBCUVE, 

MOTE* ON THE ABOVE SEAROI WE NEH) THE NAME, SOCIAL SECURjmf NUMBER, DATE OF BIRTH AMD STATE, 
rr IS HEIPFTJL IF YOj HAVE THE SUBJECTS PREVIOUS EMPLOYER, : 

RO BOX / PRIVATE BOX; THIS SEARCH GIVES YOU THE IN FORMATIOM THE SUBJECT FtiLS 6UT‘ 6 n THE 

PHONE MUM BER ON THE APPUCATIOM . NOTE: ON PRIVATE MAIL BOX STORES, WE NEED THE NAME OF THE 
STORE AND PHONE NUMBER. , . ' y ^ 7 

SS i DISABIUTY / WELFARE BENEFITS; THIS SEARCH WILL TELL YOU WHB€ THE CHECK IS GOING, 
note- THERE ARE 3 DIFFERENT DISABIOTIES. (1) TEMPORARY, WHICH IS THROUGH THE &1PU0YER (2) 
TEMPORARY, WHICH IS THROUGH THE STATE (3) PERMANENT, WHICH IS THRDUt^ THE GOVERNMENT 
fLQNG TERM) , JF YOU KNOW VmOi ONE THE SUAJECT IS ON, PLEASE LET US WSIOW. THIS WMl CUT DOWN 
JHE COST FOR BOTH OF US. IF YOU ARE NOT SURE, GIVE US A CALI AND WE CAN ONTHK TOGETHER, 

PRE-PAIP CALllNG CARD: THIS IS A PRET>AID LONG OI^TwCE CALUNG CARD VK SEND TO THE 
SUBJECTS NAME AN0 ADORES YOU GIVE US- WE KNOW WITHIN MINUTES WHEN THE SUBffiCT USES THE 
CARD. WE WILL THEN KNOW THE NlWBER THEY CALLED TO AND FROM. ' " ^ ■ 

THIS IS A GREAT SEARCH IF (1) All YOU HAVE IS Am BOX OR (2) YOU KNOW THE SUBJECT ffiTS THE MAIL 
AT A CERTAIN ADDR^ BUT YOU CAN NEVER CATCH piEM THERE. ^ . v : 

locate wireless NUMBER; THIS IS ALSO KNOWN AS A CELL WwHl^L^ 

SUBJECTS cm NUMBER FROM THBR NAME AND SOCIAL SECURITY MUMBEIJ, WE SEAlpi ALL MAJOR CHJ. 
CARRIERS. "7 ; ' - : ' 

WE NEED THE NAME, SOOW. SECURITY NUMBER AND STATE. NOTE; IF THE SUBJECT HAS A Pfffi-RAIO PHONE, 
MOST UKELY ( 70%) YOU Will NOT HAVE A Kir, PRE-PAID PHONES DO NOT RKJUIRE SOCIAL SECUmY 
j NUMBERS OR NAMES WHffl YOU BUY THEM. 

LOCATE SUBJECT BY WIREL£55 NUMBER; Wl WILL TRACK THE SUBJECT WITHIN ^ YARDS OF THE 
SUBJECTS CELL PHONE THEY ARE USING. THIS DOES NOT WORK ON ALL CHI PL^JpS. WE ONLY KNOW 
ONCE WE GO INTO THE PHONE COMPANY. THERE IS NO CHARGE UNLESS WE GET A 

FULL SKIPS; PLEASE CALL TO INQUIRE HOW WE CAN HQR^OU AFTER YOU TRIED EVERY AVffll^ 

SS# TRACE : THIS WILL GIVE YOU All ADDRESS LISTED WITH THE CREDIT ^R£AU , j V- 'f 

(EXPHUAN, TRANS UNION)Xv-y"‘r--'^^ ■ ' 

CREDIT REPORTS: WE CAN DO FULL CREDITS REPORTS THAT SHOW NO INQUIRY. THIS IS GREAT FOR 3RD 
fARTf LOCATES. CAU FOR PRIQNG _ . . ^ 

FULL COMPREHENSIVE REPORTS: THIS DATA REPORT USUALLY GIVES YOU INFORMATION SUCH AS DL#, 
NOGHBORS, ASSETS, ANY RHATTVES THAT WHBIE LIVING AT A£)0RE^ OVEN, BANKRUFTCYS, UOC FlUNG, 
WEAPONS PERMITS, OOOJPAtldN UCHNSES, PROFESSIONAL UCZNS^ AND Aa ADDRESS ASSOOATED WITH 
SUBJECT. ^ ^ ’ . . x . 

THisRs>oRrisc^LY$30i» r / ‘ ^ ' 

TRAP UNE: WE CAN PRETEXT AHY SUBJECT USING OUR TRAP UNE. THIS WILL GIVE YOU THE NUMBER THE 
SUBJECT IS CALUNG US FROM. WE CAN EVEN INPUT ANY NljM^ INTO THE SUBJECTS CALL ID BOX OR 
PHONE, SO THEY WIU Hk^fE NO IDEA WHO IS CALLING THEfTOLLL FOR PRiaNG. 

OTHER SEARCHES NOT LISTED ON OUR WEBSITE: PLEASE CAU 
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GLOeAL INFORh/^^i ION GROUP, INC, 
Customer Contact List 
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GLOBAL INFORMATION GROUP, INC 

PHONE 813-839-080$ FAX 888-448-5704 
E-MAIL www.gtobaK^lobal-order.com 

IN FORMA TION REPOR T 

RFPnftT GENERATED 

DATE: 9/30/2004 TIME: 3:41PM ORDER d:AB579 

ATTN: john strange ACCTU/REF: 1234 


CLIENT: Worldwide 


BRANCH: Denver 


BErOACT^ 


REQUEST: wcnaAolls 

RESULT: 8474 

LAKE BEACH, IL 60073*‘*SEE TOLLS 


e5FC>AcT€^P 


ROUND 


DID YOU KNOW THAT YOU CAN NOW PLACE YOUR ORDER ONLINE? CALL FOR YOUR OWN 
UNIQUE USER ID AND PASSWORD 

If you have any questions please call customer service at 813-839-0805. 


Thank you for your business. 


Old you Know vm corronily provide the following 


SKIP TRACING 
EMPLOYMENT 
PO BOX/PMB 10'S 


TELEPHONE NUMBER 
SEARCHES 

UNEMPLOYMENT 

PAGER ID'S 


PHONE CALL 
LISTS 

ADDRESS ID'S 


above are just a few of the SERVICES WE PROVIDE IF THERE IS SOMETHING YOU REQUIRE. 
PLEASE GIVE US A CAU. 


HAVE A GREAT DAY. THANK YOU. 
Global Information Group. Inc. 
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Accaum nam* 

AccQurU nvmlnr 

Stat*in«rt daffcft Suptemtw 24 , 2004 

eiaing period August 20 - Sepitmber \9, 2004 

ggOACTiFD 

BtLL4 (e47)^*€™ilin<»d..- jj^oAcT^P 


TaJacomnujnicattofts Services Catl Detail ffiAl 


Lons Dkrtueef Total 

Odwi* ctMfaoa 


Kssacs* SEtsss::st.;jsr=S" 

rj-TI^MMUhot 



IT MV » «J« V* 

1i MV U nt« M BMnMOK.JliH 



Bf/tu «.» 

cp/fO Mi« 


t 

^ ReDACT*S!t=i 
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AccDurd nifiw SifD^-Ti^O 

AccouTfl mimbvr 

£t«tBinifrt ilsto Sepiembef 24, 30CM 

CmlnefMtM AUfli»t20* S*pteml»rl9,20O4 

^ZroMrr^O_ 


(S47) ^^^K^continuedr.. 

Tftleconlinunicatio*!* Sarytcafi Call Dalall f847H 


I E.€PAc"rs^ 
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AooouRt name 
Account number 
Statement date September 24, 2004 
Biling pertod August 20 - September 10. 2004 

e£C>A-<rrgo — 
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vteoAcr^^r> 
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AEsokiUft nukn 
Account number IVWV 
Stittmnt (tftta September 
BUIIn^r pvriHt AUQUS^ 20 ■ 



A continued.. . 


TbIecomiTiuriicattonB SfvIctB Call Dblalf (647 
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rrsT? 


Account nam* 

Account number i 
Statement date September 24, 2004 
BUUng period August 20 • September 19. 2004 


(847) 

Telecommunications Services Call Det»ll(>47) 

Dele Thm CIITo 
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(S47}| 


AccwiiiA name 
Accoufil ifumber 

Statement diitt September 24, 2W4 

Qdllnfl period Augasl 20 - Seplember ^9, 2tK>4 




Tolecomnttintcqtloiis ServtceBColl Dalall (847)1 


i TgJET^/KTg<> 
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Account iniFi* 
Account numbar 
StcleTMnt date 
Bluing patiod 


September 24, 2004 

Auguel 20 - Septembor 19, 2004 


contmwd,.. 

Re^CiAcraP 

TolgCQtTtnmnicatlons Soivie— Call Detail ( 

Date Tlmi CetfTo Wumbtr 


t^^AOraT:> 


jjM^ Dfetafwfi/ 
Other* 
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Account name ^ - 

Account number 

Statement date September 24 . 2004 

Billing period August 20 - September 19. 2004 

ggPAcrtc^ 


Page A 


DIfiMfll pvvrww 

egPAcrtgp 

(647) continued... 

Telecommunications SenricesCall Detail (647) 
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Account nunrfMr 
StitemvrU dale Ssplamber 24, 2D04 
BIlHng pvhod Au^20 - Seplembef IS* 2tX>4 

^gPACTgp 


1 pon^^ued„ 


TalacotnmtinJcattoti* Serricei Coll Detail (647)^ 


g^AC-TgO 


D.ia TIpm fiiai£_ 


Number Fcotwrt* WinJet UMflt 


Lonfl Oistanofi^ ToM 
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mi4 


«t4 


347 JHI9 31 n OUTS Utn hH 

343 >ug JJ Iflr*! M ln«*mi 

343 Jtaie >1 I3i4l M lATHBUCK , Ib 

3 fl> Jtoe 11 latH M IU«LMIJPl*Ib 

Ki JiHf >1 13ii3 m oeeuMF bn 

3 Q hig ii em* ^ »oiH4*»Poe ■ it 

1 C 3 Aue 31 ** wumjTe ^lL 

3 M » e3i«T vn inMint 

3 BB Jivg 11 »t» nt iBWlBtf 

IBS jHB 11 01*33 Mi KRH UB ■& 

aST Jtoe M 

353 il eti40 Ml umma 

a» 11 Mc 
3i0 lag 31 1 *< 

331 Mf 31 *1>>1 1" 

3sa jtaie 31 u*3i w 

va Aiiff 11 leill M iMEMlng 

3 U 01 «■« * KMMMHK.It 

335 41 Ui03 JW XbqobIbP •*' 

333 39 «. Uiaa ah mruHn^iit *«' 

337 ttrf 01 13*** Hit ■0KTlMm«,np m: 

« >9 01 01*41 AH iHOtlAe AOi 

363 09 n oa*«A AH mUK ^Ib 041 

^ 3 » eer u ^ jnemnutt ^IL toi 

»T1 Bap fli «*** » w*smmo«h,ii m: 

3 A 09 «i oti» w mTi»aoas*ib «i 

373 19 01 OT»0t M iKOHjAf 04'! 

370 *9 01 0**11 An T 9 oe A 9 

t« 39 ««'»•*" •*’ 

3M Hf 01 •T*" “ mw««.lL 04-1 

ITT 39 «1 *7ill A" AOrtHiAMlpa *«1 

371 tmr 01 OTill Ht 1 * 00 *1 9 00^ 

373 *9 « aOHlMOMHcn. #41 

313 39 01 lAilt M* nnja,XL *4T 

all 09 tl ll^Al Ml HdHUCull 047 

662 09 u OAiOO Mt mtminxx , Ik 047 

XI 09 01 OOiH M 1B04^19 0*7 

W £9 ei Oli» M TBCM 1 L 9 Ml 

Hfi >9 O) vtc» M iBCVlnl MT- 

BM 19 «1 0 " AWTHMOAplL 047^ 

aiT A 9 H MilO Mt lICKTKOICnK,!!, 047* 


4 CO* 
SlOD 


**«« 

IcOO 


IcOO 

4t0* 


IrOi 

llM 

IlOf 

liOO 


ITiOtl 

AiOO 

ItOO 


«,«0 
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Pmgt A 






Account namt 
Account number 1_ 

Ststtment dite September 24, 2004 
Billing period Augu&t 20 ‘ Sap4ember 10, 2D04 







lH«t 
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Page A 




AccDwHnMi* 

AccDunt numbvr 

Statement 6«ta Saptember 24, 2004 

Biding period August 20 ' Soptembor IS, 2004 


{64 7)^^^^mantinued.. , 
TftLgcommuntcaUona Sarvioas CaH Datall (847)1 




OT«t0 TM* EliLIS. 


LDftg 


FontiwU Mif Lf C ttPM* 



4^ ««p oa 01 Its Ml wenKui ,]!■ 

430 Mp 43 op 143 PH R«KU ,11. 

431 t«F ■«■«■ Ptt HMIVaAn .XL 

m ^ *" ^ 

40 >«|» U *4i4T I 
434 4^ « D*i4> ftt WBaoLZ .IL 
4H tup Of ot^U PH K0VB4J ,U; 
43t 4.^ n ■■■» PH av pzvc.<ai 
4Sr MP 03 »|04 t*t J 
4» ■*!» U e*i3P PH 
431 4^ 01 4P»9^ n 
44g 0^ 03 aoiU m 
441 4^ OP IPifP PH 
441 4^ op Oltao PH I 

443 P4F 03 poiM 4H InovU^ 

444 kp OP U^U AH ' 

44» kp O] PliPO PH J 

443 OV 03 03^04 M I> f>41f il 4 .IL 
447 0^ op OliPO m ^HTHHUX^Db 

444 4*p op OPiPt 1" HHkr l^n,!! 
^40 OTT M OiPiPP f« JffiOD LUS.Ib 
4«0 4^ 09 *Pi» PH OHH DllOO.a 
4e^ H4 p 03 OlrfT W lEHTOOacs,!^ 
4^ 49 09 MtOP PH hH DXOBD,^ 
4$S Ok VI lOiti PH kcvlnf 

4k *k « HiIP W lo»Ui0 

4n *k 00 piiPf AH mmti 

4PC Ak « U'OV AH ■ 

437 tk 04 OijOt AH \ 

40 *k *0 «to4 PM XHBCHlne 

OH Ak VO ''‘O* ^ 

4A) Ilk 04 *lr0> PM 3na«»lHB 

411 Ok e* 0ZJ*3 ah 44H sim.oi 

412 MV 04 OJtiP AH Unt4.C,IL 


I «3z» AH 
I HiIP AH 
I 4ft44 m 
I PPipT AH 


HnhHWOK.IL 




PlOO 

not 

not 

ittt 


liO« 

not 

pttO 
I±o4 
PrM 
I ±04 
PitQ 

liOO 


4i00 

lt«0 

JiOO 

itk 

itoo 

liOO 

3jH 

3i00 

itao 

ai» 

pi«a 

itk 

IfOfl 

liOt 


trOO 

O.Ot 

O.Di 

trPt 

4.Pt 

0.» 

0.00 

D.H 

4.00 

0.00 

0.04 

0.44 

*.■« 

o.ofl 

trtt 

trtO 


O.pt 

t.« 

4h*6 

4,H 

t.OO 

4.00 
«.00 
A. OP 
*.i* 
t.OO 

t.'o* 

9.4* 

4.H0 

1.00 
0.40 


9.0* 

9.*4 

9.00 
0,90 
9«« 
9«*« 
0.9* 
*.99 
9.90 
9.09 
• .*9 
««0* 
9.94 
9.H 
9,1* 

9.00 
9,99 
9. at 
0 , 0 * 
9.0* 
0 , 4 * 


0-«t 

0.9D 

0,H 

4.09 

0.99 

0.09 
0.99 
O.t* 
*.*« 
B-tO 
9. 4a 
4.44 
1,0* 
4.4* 


R.^t>Acrd!FE> 
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P«$e A 




^£>ACTgP 


Account fume 
Account number 

Stvtament date Sepioinber 24, 2004 
Bming period August 20 - September 13. 2004 


t continued... 


Tetecommunicationfi Sdfvic<»Cotr Detail (847) 



ToM 




4 . 0 C 

«,«D 

D.« 


a.D 9 

O.VD 

0 .Qe 

a.tD 

A. fie 
e.ec 

*.H 

fi.B* 


e.at 

t.Bt 

44.ee 

•■W 

• 4«4 

• .M 

e.ee 


e.ee 

e.M 

e.ee 
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Page A 

Accoum name 

AccowitnumbwaiMr 

Statement <late September 24, 2004 

Bluing period Auguet 20 • September 19. 2004 


iHHHi (847) HHHb contnued... 

^£ >ACTSP 

Telecommunications ServIceaCall PataM(847) 



t 


310 




BiS Mp 13 llliJl » KmiJ ,IL 
fS4 Cap >3 13 f 1* M IndmiSff 
^ HP 23 dioi VH Lhnnw,3L 
1f» HP 13 Mil« M InMinp 
gff7 >« U Hil* Mt iMd3v 
e» U O*'!* IHMIAI 
fiV U Mill 3K HLH^ 

«t0 u p*isa w 4ia»VL,ft 
eai u pill’ M HMUi .xt 
M2 Hp 11 WiS* ™ W«WM™,lt 

«t4 Mp 11 !*■“ 

HP 11 lliJt "t M=i* -n* 

CM HP u ibi** m rnMiiavxm^,^ 
Mr iw n ta lit M Mwip ,it 
•fl U »t“* "■ 
fM *V !■ ^ Hn 

fiV U i#p« »< .«< 

C71 *V H »'«* ■PH»,0. 

M2 MV U **■“ "* 

1> «*>»* "• 

Ml K »■!» "• 

MS «v 11 »■» Hi i»»a p s 
M* SM 11 Hill 

smip n »■!* W I»r*n- 

Ml up w *» lOMlM*!!* 

MB SH H «'31 " WMMJ*I1- 
MD MV II lPt»> " WMMiMH.lL 
BM Bm H UpIT m IMMM 
M2 W H if^l* M MUKLUhU. 
fM M« U IHHIM 

•M BM U MiM ™ ImMm 
■■ IM 1* rlili M iHHdM 
IM IM H U p 4> M iHHlM 
8M Mp IT llFia M WMMMOK.IL 
Hi HP II BT^M M HBJM fIL 
■•» Mp 11 *7’** HI WWIJJ .IL 
no HP ai tlKO Ml I v wdw p 
IM HP 11 «*»« *" "* DXMO.CS 


^^DACTeri> 


Noe A 

D^VC-Tt^D 

IS, 2004 



P.M 
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Pag»A 


AecDum mint 
Account mimb«r _ 

SMarncm ctvtt Sep(flfnt»rM,30(M 
BWlfifl 


It^T^ACTi^ 

August ZO ' Sep^smtow 10. 20<W 
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Account nMiM a 

Account RPOACT^ 

Statement date September 24. 2004 
Bimng period August 20 - September 19. 2004 


Page A 


(647)fllHBront/n(/ed... 
Tatecommunicattons Strvicas Call Detail (847^ 


. ^€T>Acrre^c> 


aym# Pftf Tim — 


Mtwiber 


foetfMt wsaes Ufiifli- 


Long Olatanoa/ T««ai 

Chemea 


101 IU*9 34 09i47 M lncomm§ 

102 lUIO 34 OYiM m VOrtKMIOOK.tL 

103 309 34 •••!< n« BoaiLta.zb 

104 Aug 34 OtiM »M Zueoutao 
too jMg 34 «3il4 *M I uc.«iMi a a 

106 A09 34 ot.tT fw Bamaaoe*.». 

107 A09 34 03il» m laeauuig 

106 34 0»i33 fM aaaiKBaooa.ZL 

106 AiBf 34 1C«J# m J 

110 Aug 34 13«>« »" 1 

111 Jkug 34 31. 3» m mtOLim.Xi. 

112 Aug 34 X3>4e 3H Mait.iao .U> 
112 Aog 34 13»4l fW Zneeulug 
114 AUB 3§ 33>M AM MOnLZM .ZX. 

116 Aug 33 33i»4 AN Moanraaoac . zi. 
fM Aag 36 13<Z4 Ml MOirniaAOQK .Zb 

117 Aug 36 Z3iX1 AM Zwoulug 
116 Aug 36 63134 AH tMaCbZaa .Zb 

lie am »» M*»’ •" ww Tw i MMa.zb 
lao AM «•** *" l^aUM.Zb 

111 Mg 36 16146 AM MOKnoaOK .Zb 
122 AM 66 16*33 Ml OBATS bAHI.Zb 
122 am 66 01*13 3M BbOCZaUUB .23. 
124 am 66 OliU tN ZBOOuiM 
f2S 36 01*33 IM MBTMaAOaK .Zb 
126 Aug so 01.34 m ZaeeulM 
t2T MM 6* 61*30 OH KAZllR8bO .Zb 
121 AM 66 OaiU M AbDCZfbMB.Zb 
126 Mg 36 03*41 3M aoCSLLB.Ib 
MO jkM 60 01*40 IM lOOlUa.Zb 

121 AM 66 01*41 IM MOATMMOOK.Zb 

122 AM 66 01*61 PM MMniaam.Zb 
122 AM 66 04*41 6M AOATNMOaK.Zb 
124 AM 66 06*34 M MBSbZMO.Zb 
126 jMa 36 66*36 IM aOM OZaOO .CM 

126 AM 36 aciot M iAIi 01600. A 

127 36 rr.io IM HoaixaMOCB .Zb 
130 Mif 31 07*66 HI aomOAOCK .Zb 
126 Mf 30 ••'61 HI BORTNOKOaK .Zb 

140 AM 66 00i34 HI bAK lZ H U CM .Zb 

141 AM 66 aOiSO HI AORTMIOOa .Zb 


1.60 

3*00 

3*00 

4.00 


liOO 

3.60 

1.00 


3.00 

3*00 


0.60 

0.00 


0.00 

0.00 

0.00 

0.00 

0.00 
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TAB 44 
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316 
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NEXTELL - 800-639-61 1 1 

NEXTELL PARTNERS - 888-566-61 1 1 

ALLTEL - 800-255-8351 

SPRINT -866-391-3438 

AT&T - 800-888-7600 

CINGULAR - 866-447-1700 

T-MOBILE - 800-937-8997 


CRICKET - 800-274-2538 

AR.A2,CA,CO,GA,ID,KS,MI,NE.NV,NM.NY,NC,OH,OK,OR, 

PA,UT,TN,WA 

UNITED STATES CELLULAR - 888-944-9400 

CA,ID,IL,IN.IA,ID,KS.ME,MD,MO.NE.NH,NC.OK.OR,PA.SC, 

TN,TX,VT,WA,VW,WI 

NTELOS - 877-468-3567 VA.WV.KY 

CELLULAR SOUTH - 877-276-8841 AL,FL,MS,TN 

QUEST- 800-244-1111 

aS^o,id.ia,mn,mt,nm,nd.or,sd,ut,wa,wy 



318 


^oies andcode^ 


Clec in sprint 

1-800-822-7808 


At&t cell port 

1-800-241-0335 (2) 

Verizon cell port , 

1-888-844-7095 * 20O^S^'2.COc 

1-877-567-4899 



Cingular port 

1-888-898-7685 

Alltel port 

1-800-761-3179 

Quest n-sac 

1-800-513-5558 

Verizon fast 

1-866-333-4233 



319 


michelle 1 1MV 

greensboro tec 

verizon cell 
tracy I 
exti^ 
schaumberg.il 


sprint cell 
jamie - 







ok, #11 


Otn'O Le-i 

“iD 

Suipp^ 


cricket bage # 
tracy w#n»eb 


at&t long distance 
prc office in miami 
use any n ame 

this is the ®HI coraspondance dept ,if asked 
t-mo bile 

tracy iMHI 


UMM MW*--'®* 
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c ustomer service 
sprint cell 



texas 
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rF.LLULAR ACQUISITION COMPANIES PER STATE 

BELOW IS ALL MAJOR CELLPHONE PROVIDERS TO 
BE CHECKED AND DEPENDING ON THE STATE YOU 
MAY ALSO HAVE TO CHECK OTHER PROVIDERS. SEE 
ATTACHED LIST. 


' NEXTEL: 800-639-6111 
■ NEXTEL PARTNERS: 888-566-6111 
ALLTEL W/S: 800-672-205 1 10C5T i O CA 

' SPRINT PCS: 888 - 2 1 1 -4 ?- 27 SijU£ - 3Q 
VERIZON W/S: 800-922-0204 
' AT&T W/S: 800-888-7600 
' AT&T (GSM): 866-293-4634 
CINGULAR W/S: 800-331-0500 
T-MOBILE: 800-937-8997 





CRICKET COMMLTSICATIONS: 800-CRICKET 

ARPL\NSAS 

ARIZONA 

CALIFORNIA 

COLORADO 

GEORGIA 

IDAHO 

KANSAS 

MICHIGAN 

NEBRASKA 

NEVADA 

NEW MEXICO 

NEW YORK 

NORTH CAROLINA 

OHIO 

OKLAHOMA 
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OREGON 

PENNSYLVANIA 

TENNESSEE 

UTAH 

WASHINGTON 

METRO PCS: 888-8METR08 

CALIFORNIA 

FLORIDA 

GEORGIA . 


UNITED STATES CELLULAR: 888-944-9400 
CALIFORNIA 

hfeokRTa” 

IDAHO 

ILLINOIS 

INDIANA 

IOWA 

KANSAS 

MAINE 

MARYLAND 

MINNESOTA 

MISSOURI 

NEBRASKA 

NEW HAMPSHIRE 

NORTH CAOLINA 

OKLAHOMA 

OREGON 

PENNSYLVANIA 

SOUTH CAROLINA 

TENNESSEE 

TEXAS 

VERMONT 



323 


VIRGINIA 
WASHINGTON 
WEST VIRGINIA 
WISCONSIN 

NTELOS: 877-4NTELOS 
VIRGINIA 
WEST VIRGINIA 
KENTUCKY 

CELLULAR SOUTH: 877-CSOUTHl 

ALABAMA 

FLORIDA 

MISSISSIPPI 

TENNESSEE 

QWEST WIRELESS: 800-244-11 1 1 

ARIZONA 

COLORADO 

IDAJIO 

IOWA 

MINNESOTA 
MONTANA 
NEBRASKA 
NEW MEXICO 
NORTH DAKOTA 
OREGON 
SOUTH DAKOTA 
UTAH 

WASHINGTON 

WYOMING 


AREA CODE AND PREFIXES FOR CELL ACC 
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WASHINGTON STATE; 206-963, 206-962, 206-300 

OHIO STATE: 216-287 

ARKANSAS; 870-898 

TEXAS: 915-471 

new YORK: 718-415,718-618 

CALIFORNIA: 213-248, 213-718, 916-207 

ARIZONA; 480-510, 480-620 

LOUISIANA; 337-380, 337-318 

MICHIGAN; 517-794, 616-369 

^Le-30^ /JU 
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ARF A rODES AND PREFIXES FOR VERIZON WIRELESS 


ALABAMA: 251-533, 334-531, 334-207 
ALASKA: 907-232,907-841 
ARIZONA: 480-510, 480-620, 480-220 


CM!ffO^iAr408-828, 213-718, 916-207, 916-955, 909-806, 213-999 


COLORADO: 303-594,303-829 
CONNECTICUT: 203-767 
DELAWARE: 302-530, 302-463, 302-242 
FLORIDA: 904-742, 904-553, 813-841, 305-807 


GEORGIA: 404-354, 404-519, 404-357 


HAWAII: 

IDAHO: 208-860, 208-859, 208-861 

ILLINOIS: 847-400,312-485,217-870 

INDIANA: 219-363,219-851 

IOWA: 515-240,515-321 

KANSAS; 913-302,913-522 

KENTUCKY: 502-396, 502-381, 859-361, 859-421 

LOUISIANA; 337-296 


MAINE: 

MARYLAND: 410-375,410-382 
MASSACHUSETTS: 617-694, 617-733 
MICHIGAN: 517-794, 616-369, 616-460 
MINNESOTA: 763-229 
MISSISSIPPI: 

MISSOURI: 417-396 
MONTANA: 406-461,406-529 
NEBRASKA: 402-250, 402-290, 402-490 
NEVADA: 702-249,702-250 
NEW HAMPSHIRE; 

NEW JERSEY: 908-285, 201-401, 862-324 

NEW MEXICO: 505-690,505-699 

NEW YORK; 347-668, 718-415, 718-618, 315-854 

NORTH CAROLINA: 919-602, 910-988, 704-560, 704-517, 704-562 

NORTH DAKOTA: 701-431, 701-226 

OHIO: 216-287,216-337 

OKLAHOMA: 918-397 

OREGON: 503-341,503-313 

PENNSYLVANIA: 724-388 
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RHODE ISLAND: 401-374, 401-439 

SOUTH CAROLINA: 843-412, 843-670, 843-901 

SOUTH DAKOTA: 605-290, 605-228 

TENNESSEE: 901-355, 615-714 

TEXAS: 903-263, 281-415, 210-383, 512-470, 210-632 

UTAH: 801-360 

VERMONT: 802-238 

VIRGINIA: 757-784,804-338 

WASHINGTON: 360-460, 206-713, 206-963, 206-300 

WEST VIRGINIA: 

WISCONSIN: 414-559 
WYOMING: 307-630,307-421 



327 


Skip Trap Lines 

Back Skip Room 

PM 

Jury Duty 

Survey Services Line 

1-866-360-2093 

CC - Payroll - Insurance etc. 
Claims Processing 

1-866-360-2096 

Triangulations etc. 

1-866-446-4693 

Fraud Investigation Line 

X" 

Fax Line Rings to Front Office ( 

,^^^6-59L629^ 

Dick 100 & 200 


Rian 300 & 400 


Amy 500 & 600 


Janeen 700 & 800 
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f ANPLINE PHONE NUMBERS 

ATT LONG DISTANCE 800-222-0300. business SOO-222^00 
MCI LONG DISTANCE S00444-3333 
SPRINT LONG DISTANCE 300-877^*646 

VERIZON^GTE> SOO-43 3-4000, 972-313-6786, business 300-483-5000, tqiaii 800-4 S3- 1000 
VERIZONfBELL ATLANTIC) DC S88-730-3961, MD& MA 800-870-9999, NY 7lS-890-l5iO & 71S- 
890-1350, PA 800-621-9900 it 800-660-2315, NJ 800-621-9900 & 800-427-9977, VA 757-954-6222, 
WVA 304-954-6222, MD 410-954-6260, DE 800-942-5000/ business 800-339-2314 
SOUTH WESTERN BELLfSBCl 800-585-7928, credit and collectioiis SOO-616-1 171, 817-376-4200, 
lepaii 800-246-8464, final accounts S77-342-999L, business 800-499-7928 & 800-559-7928 
AMERITECHfSBO 300-244-4444, final acecniots 866-223-2720, repair 300-515-7272, 

Lpoc SOO-3 37-4 194, credit and coUcctions 8006-634-4948 

FACTFIO BELU SBCl 300-310-2355, easy c n a # 800-300-9107, business 800-750-2355, final accounts 
877-202-4558, cr^t and collections 800-300-5099, third party bi]ling(to get the long distance) 800-280- 
1996 

SNETfSBC) B0(M53-7638 

BELLSOUTH FL 800-753-2909, NC&SC 800-336-0014, GA 300-356-3094, KY&MS 800-477-4459 
TN 800^753-0223, LA 800-332-0679, business 800-238-5501, repair 338-757-6500, 

Final accounts SS8-764-2500 

SPRINT LOCAL Eastern USA 300-672-6243, Western USA 883-255-2099, NV 800-^77-7077, IN 
con^lete sense 366-894-0933, ipoc 300-578-8169 

QWEST 800-244-111 1, technical support 800-513-5558, long distance 800-360-2255 


A 

ACCESS POINT 800-957-6463 
ACC TELECOM 3 88-473-6222 
ACC LONG DISTANCE 800-506-3322 
ACS S0(L297-2750 

AflEI.PHlA BUSH4E SS 314-274-9830 
AHVANCE telecom SSS-950-6100 
ALASKA TELECOM 907-344^1223 
ALLEGIANCE 800-553-1989 

ALLTEL 300-501-1 754 for AL, AR, FL, GA, MO, MS, NE, OK, TX 
800-347-1991 for KY, NC, OH, SC, PA, NY 
AMERICAN FIBER 800-864-0583 
ARC SOO-320-6372 

arrival COMMUNICATTONS 888-950-2100 
ATLAS 300-SSB-B775 
AUTOMATED DATA 219-879-6600 


fi 

BELL ^4NADA SOO-2S7-7734 (ON) 300-361-0640 (QUl 

BDCBY TELECOM 918-366-3000 

BROOKS FIBER 800-264-1000 

BUDGET PHONE 888-424-5588/ 888-913-9570 

BROADVIEW 800-260-3766 ^ o /I ^ 


CITIZENS 928-753-4327 CA/ 518-762-4551 IL & KY/ 800-921-8101 
CAM ARGO 580^97-3344 
CAMBRIDGE TELEPHONE 800-617-8595 
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I.D.S FOR CELLULAR AND LOCAL PHONE 
COMPANIES 


LOCAL 


Nevada Bell- 
Becky. 

Kathy; ■■ir 


Verizon- 
Vicky: ex 
Christa: ex^SB 


Ron: ex 
Rosita: ex| 
Loretta: e)l 
Glenda: ex 


‘sup. Pedit 


Karen Salton, VA 

Bell Atlantic Intereompanv #s- 


703-954-6228 VA 
410-954-6228 MD 
603-629-9370 Rl 


4': I^EbAc^CD 



PacBe» fSBCI 
Nicole 
Sandy: 

Lorena: 
LanTanj?i: 
George: 
Joshua: 

Janet: 

Sean 


N Hollywood, sup. Angela 
^ San Diego 
I Sacramento 
, San Diego 


San Diego 



S pr int; 

Crystal:* 

Latoiia: 



collections 






Rick 

Robert 
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COASTAL COMM 912-369-9000 
CONCORD TELEPHONE 800-6178595 
COSERV 940-321-4640 
CHILLICOTHE TELE 740-772-833 1 
CENTURY TEL 800-20 1 -4099 
COX 877-795-4544 
COMCAST 800-COMCAST 
COMMENWEALTH 800544-1530 
CONSOLIDATED 800-553-9981 
CINCINNATI BELL 513-565-2210 
CABLEVISION URGENT PATH 888-343-5357 
CHACTAW 800-597-4130 
CAPITAL 800-673-2400 
CAT 888-477-1224 

CLAIRCOM NETWORKS 800-678-9866 
CONVERSENT 800-275-2088 
COVISTA 800-805-1000 
COX 888-222-7743/ 877-795-4544 AZ 
CTC 800-883-6300 
CONNECTIONS 763-262^100 


u 

DSL.NET 877-375-6691 

DPI TELECONNECT 800-350-4009 


E 


EASTEX 800-732-7839 

EMPOWER 702-310-3100 WESTERN US/ 877-436-6495 FL & GA 

ENHANCED 888-888-888 1 

EVANS 209-892-4200 

EAGLE 800-339-7171 

EASTON 800-222-8122 

ENRON 888-337-1998 

EXCEL 800-875-9235 


F 


FAMn.YTEL 877-725-9100 
FOREST HDX 530-367-2222 

FOCAL COMM 888-812-9666/ 206-219-7600/ 404-806-4000 

FRANKLIN TEL 601-945-2800 

FARMERS 803-469-5224 

FORTE COM 800-909-5550 

FOOTHILLS RURAL 888-262-3782 

FRONTIER 800-921-8101 

FONES4ALL 877-FONES4ALL 
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G 


GLOBAL NATS 617-507-5100 
GAT.I.ATINRTVER 800-223- 1851 
GLOBAL CROSSING 800-249-4672 
GREAT PLAINS 888-343-8014 
GOLDEN WEST 605-279-2161 
GLOBAL CONNECTION 770-457-7174 
GILA RIVER 520-796-3333 
GRANDE 512-878-4000 
GULF TEL 251-952 5100 
GO SOLO 888-551-7656 


H 


HTC fHURR V TFXEPHONE COM! 843-365-2152 

BARGRAY 800-800-7988 

HassKI.I. free phone 702-732-2853 


I 


ICG 877-435-5642 
IDT 888-802-0082 

fT.n TFI.F.COMMIJNICATIONS 972-267-0100 
INTERNATIONAL 800-959-5255 


J 


E 


KMC 888-647-0777 
KERMAN 559-846-931 1 


L 


LEWIS RIVER fTDS TELECOM) 360-263-2191 
1-OCUS TELECOM 800-436-3139 
LOGAN TELEPHONE 270-542-4121 
LUFKIN ICONSOLTO ATEDl 936-637-4884 
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IJGHTYEAR 800-393-7300 

LIGTEL 260-894-7161 

T-EGACY LONG DISTANCE 800-577-5534 


M 


1vfrT.OI]PUSA 800-593-1 177/ 317-808-1000 
MOTTNTaIN bayou 662-741-2559 
MEDIA ONE /COMCAST) 800-993-2225 
MPOWER 877-395-5533 
MCI 877-261-1007/ 300-444-3333 
MULBERRY 765-296-2885 
MCGRAW 888-543-2000 
MIDWEST TEL 320-859-2700 
MIDCONTINENT 800-888-1300 
MUTUAL 719-683-2501 


N 


NEWSOUTH 800-600-5050 

NORTH STATE 336-882-1100 

NAVA.TO TELECOM 928-871-3701 

NORTH AMERICAN TELECOM 954^9-8000 

NATIONAL TELECOIN 215-928-9761/215-928-9875 

NORTHERN ARKANSAS 800-775-6682/ 870-453-8800 

NEVADA BELL 775-333-48 1 1 

NORTHF.aST 800-891-5080 

NOW SSS-565-10U 


O 


01 COMM 888-444-1 1 1 1 
ONE STAR 800-482-0000 
OPTIMUM 800-270-5636 


P 


PENN TELECOM 800-449-7283 
PIEDMONT 864-682-3 1 3 1 
PAC WEST 800-340-2555 
PHONES 4 ALL 800-288-0910 
PAETEC 877-340-2555 
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PINELANP 912-685-2121/ 800-247-1266 
PONDBRAWCH 800-258-7978 
PONPEROSA 559-868-6315/ 559-868-33 12 
PEOPLES MUTUAL 434-656-2291 
PACIFIC BELL 800-310-2355 
PACWEST 800-390-1 1 89 
PERRY SPENCER 812-357-2123 
PNG 513-942-7900 

PREMIER NETWORK 972-228-6810 

PARTNER COM 888-484-2737 

PHONE COMPANY 800-4 12-4663 

PANHANDLE TELEPHONE 580-338-2556/ 580-338-541 1 

PALMETTO RURAL 843-538- 2020 

PAUL BUNYAN TELEPHONE 888-586-3100 


Q 


QUICK 800-659-3456 
OWEST 800-244-1111 


R 


ROCHESTER TELCOM fRTCt 574-223-2191 
ROSEVILLE fSUREWESTl 916-786-7600/ 800-232-0203 
RHINELAND E R fFRO N TBERl 715-365 7777 
RCN 800-R1NGRCN 
RNK 877-323-2486 


s 


SUPRA TELECOM 305-447-5401 
SUGARLAND 281-265-3500 
SIERRA 877-658-4611 

SOUTH CENTRAL COMM fUTl 435-826-42 1 1 
SMOKE SIGNAL 800-597-4130 
SOUTH PLAINS 806-763-2301 
SNET 800-453-7638 

Sn.Vr.Rl.fRAF TELECOM 800-288-0089 
SOUTH WESTERN BELL 800-585-7928 
SPRiN l 800-672-6242 
SEI 812-667-5100 
SIGMA 408-382-7500 
SERVISENCE 888^83-3600 
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T 


TALK AMERICA 877-796-5000/ 800-291-9699 

TXUfCONSOLlPATED COMMl 936-637-4884 

TPS fMETROCOMl 877-208-5 1 1 1 

TELWEST COMM 719-595-1 999 

TACONIC 518-392-5000 

TELEPORT fATTl 908-221-2000 

TPS TFJ.RCOM fCAMDENl 888-208-51 1 1 

TELIGENT 888-354-4368 

TLME WARNER TELECOM 888-245-0608 

TELEPAClEiC 888-353-7224 

THREE RIVERS 800-222-0034/ 800-796-4567 

TELECENTS COMM 248-366-7777 

TELECGLOBER fVARTEC SOLUTTQNSI 800-871-0999 

TRANSNATIONAL fTELECOM COMPLIANT SERVICES) 678-775-2244 

TELUS 888-811-2323/ 888-8 1 1-2828 

TELETECH TELEPHONE 866-900-8877 

TOHONO OOPHAM inTLITY AUTHORITY f AZ) 520-383-2236 


u 


UNIVERSAL 312-660-5000 
US APVANCE 800-277-0504 


V 


VALOR 877-520-5220 

VERIZON fGTEl 800-483-4000/ 972-313-6786 
VERIZON nSELL ATLANTIO 800-62 1 -9900 
VARTEC 214-424-1000 


w 


Wg^LIAMS 877-288-0899 
WESTERN f ALTELl 800-260-7919 
WINSTAR 888-961-8800 
WINTEL 800924-8904 





XOCOMM 888-575-6398 


YELM 360-458-2171 


ZETEL 877-BESMART 



^ sw- ^ 
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CELLULAR PROVIDERS 

ALLTEL WIRELESS: S00-255-S351, Fmancial Services 800-672’^205l 

ATT WIRELESS: digitai 800-8SS-7600, gsm S66^293-4^34, prqpaid 800^36M265, 

Go phone 866-293-4634, port out 800-241-0335 Ml 
CtNGULAR WIRELESS: SO0-33LO5OO, port out 888-S98-7685 
CELLULAR ONE: 8^575-9427, cellonewest SOO-635-0304 
CELLULAR SOUTH; 877-276-8841/ 800-264-2355 
CENTENNIAL WIRELESS; 800-493-3121, 787-71 7-9600(PR) 

CINCINATTI BELL WIRELESS: S66-2S 1-2355 
CLEAR TALK WIRELESS: 866-280-2273 
C OMCAST CELLULAR: 800-448-6543 

CORR CELLUT.ARf ALABAMA WIRELESS!: 877-918-2677/ SOO-343-8796 

CRICKET: SOO-CRICKET 

EDGE WIRELESS: 866-221-3343 

HARGRAY WIRELESS: SOO-SOO-798S 

IOWA WIRELESS: 888-550 4497 

METRO PCS: 88S-METR08 

METRO CALL: 800-7804543/ 714-978-24SS 

NETWORK SERVICES: SOO-745-2337 

NEXTEL: ComiDunicatioiis 800-639-6111, Partners 888-566-61 1 1, boost 888-266-7848, 
Port out 877-229-3300 
NEXTLINK: 888-575-6398 
NORTHCOAST PCS: 866-467-2740 

NORTH CELLULAR WIRELESS: 800-499-1863 & 800-559-2251 

NTELOS: 8774NTELOS 

PAETEC: 877-340-2555 

VHOmrEC PCS: 883-737-7904 

QWEST: 8QQ-244-1111 

ROGERS AT&T W/Si 800-268-7347 

SKYTELL PAGING: 800-552-6835 

SPRINT PCS: 888-211-4727. 866-391-3438, Business S77-S 12-1223, 

ccirporate 877-636-6804 

SUNCOM: 800-786-7378 

SUREWEST WIRELESS: S66-SUREWE5T 

TELUS MOBILITY: S66-55S-2273 

TMOBILE: 800-937*8997 & 877-606-4801, TO GO 877-778-2106 
TRAC PHONE: SOO-S67-7183 
UNICEL: 800-244-9979 

US CELLULAR: 888-944-9400, business 866-872-4249 
VARIETY; SOO-970-8999 

VERIZON WIRELESS: 800-922-0204, cserviecs and support 800^350-2830, 

p>rt out 300-488-2002 & 877-567-4899, PAGING 866-699-8977/388-223-4123 

VIRGIN MOBILE: 888'^322-U22 

WESTERN: 877*262-2699 

WINSTAR WIRELESS: SSS- WINSTAR 

WORLDCOM WIRELESS: 800-983-2220 

t: Weiss's -ggz 'S’Sb-Lif-ici')- 
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LONG DISTANCE PROVIDERS 

ATT 800-222-0300/ 800-222-0400{busmess) 

MCI 800-444-3333 

SPRINT 800-877-4646 

A C N 877-226-1010 

ACC BUSINESS 800-456-6000 

AMERICAN FIBER NETWORK 800-864-0583 

BELLSOUTH 800-316-9385 

EXCEL 800-875-9235 

GLOBAL CROSSING 800-466-4600 

QWEST 800-860-2255 

VARTEC 800-583-6767 
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LOCAL LAND LINE COMPANIES 
PACIFIC BELLfSBC) 

ROBYN 
JUDY 
GAIL 
CATHY 
JULY 

CHRISTINE 
TERRI 
NICOLE* 

(HGLL WOOD CA LL CEITTGR 
ANGELA^^MIS SUPER) 

RABECC. 

TAMMY 
LATONJA 

( SAN DIEGO C ALL CEN TER) 
LORENA WM 

(SACRAMENTO) 



lt> 4s \tyuxib 


v!/ 


VERIZON 

KEANNA @ E> 

LORETTA @ EXT Mi 
(SUPER IS PEDIT,OUT OF 
TAMPA) 

SHIRLEY @ CXr{ 
(TAMPA CENTER) 


l-fr HIV iebuTa> 


BELLSOUTH 
BEVERLEY 
SUPER-DONALD 
CALLBACK #8 954 
LACB.#5( 
SELENA 
C.BJ 770 



■USTEL, GA 


\|/ 


SOUTHWESTERN BELL 
NDCKJ #1 
C.B.#713H 
SHARLENE (SUPER)-DONNA @ 
866-1 
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TmLBimeme coMmNY usEfi 


AMERITECH (SBQ 
ROBIN MW 
OHIO CALL CENTER 


. XT^ 4 ^ 1l£bJ^T£t> 
>1^ 


QWEST (SBC) 
MARY 
NATASHA 


LIZA 

ERICK 

CHRIS 

VALERIE 

REBECCA 



'll 


VALOR TELECOM 


BETTY 

ROBERTA 

LISA 



TALK AMERICA 
ANN Si 



WIRELESS COMPANIES 


T-MOBILE 

TARA 

REBECCA 

RACHELL 

VICTORIA 

RACHELL 

ANN 

TASHA 

JULISSS 

TERESA 

MARYANN 

AUSTEN 
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rmjsmimim mm lo^s 


T-MOBlLEfCONT.) 

CATALINA ■ 

ALQAREE ■ 

BARBARA fl 


ftCDftCTCh 


AT&T WIRELESS 

SHELLY flHH 

< SACRAAffiNTO CALL CEN TER) 
NICOLE — -g-g- 

CHR13TINE 


SPRINT PCS 

RHNE HXT^ 

< OUT OF ATLANTA , GA> 
FRANCHELL — 
SHARLA 


A/C^!^ 


ALLTEL ^ 

HELEN 

CARLISTINA @ EXTl^b 

< Oirr O F VIRGINIA, EAC H ) 

TAMEKA— 

IRMA 

DENISHA 

RHONDA @ EXraa 

< OUT OF CHARLOTTE , NC ) 


CRICKETf CHASE 1 
MARY ■ 


VERIZON WIRELESS 


ALLIS YN 

NICOLE 

KEESHA 

ALICIA 

SANDY 

CAROL 

LATREESE 


EXT ia 

Exr.lPI 

EX T— » 
EX1— ■ 
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Jeffery 


Alltel- 

Mike: 
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Area Codes 

ABCDEFGHI3KLMNQPQBSIUVWXYZ 

State / Province Area Coverage 



Code 


-A- 


Top 

Alabama 

205 

Birmingham, Tuscaloosa 


251 

Falrhope, Foley, Mobile 


256 

Anniston, Gadsden, 

Huntsville, Florence 


334 

Auburn, Montgomery, Mobile 

Alaska 

907 

all locations 

Alberta 

403 

Calgary, Lethbridge, Red Deer 


780 

Edmonton, Grande Prairie 

AnguiUa 

264 

all locations 

Antigua and 
Barbuda 

268 

all locations 

Arizona 

480 

Chandler, Mesa, Phoenix 


520 

Nogales, Phoenix, Tucson 


602 

Phoenix, Scottsdale, Tempe 


623 

Buckeye 


928 

Flagstaff, Phoenix, Yuma 

Arkansas 

479 

Fayetteville, Fort Smith, 

Rogers 


501 

Little Rock, Fayetteville, Fort 
Smith 


870 

El Dorado, Jonesboro, Pine 
Bluff 

-B- 


lefi 

Bahamas 

242 

all locations 

Barbados 

246 

all locations 

Bermuda 

441 

all locations 

British Columbia 

125 

major city: 108 Mile House 

British Columbia 

250 

Victoria (and the rest of the 
province) 


604 

Vancouver and the Lower 
Mainland 


778 

Vancouver and the Lower 
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Mainland 


British Virgin Is, 

284 

all locations 

-C“ 


Jm 

California 

209 

Stockton 


213 

Los Angeles 


310 

Beverly Hills^ West Los 

Angeles 


323 

Los Angeles 


408 

San Jose 


415 

San Francisco, San Rafael 


510 

Oakland 


530 

Auburn, Chico, Marysville, 
Redding, So, Lake Tahoe 


559 

Fresno 


562 

Long Beach, Norwalk 


619 

San Diego 


626 

Burbank, Glendale, Sooth 
Pasadena 


65D 

Palo Alto, San Mateo 


661 

Bakersfield, Santa Clarita 


707 

Napa Valley, Santa Rosa 


714 

Anaheim, Huntington Beach, 
Orange 


760 

Palm Springs, Ridgecrest 


805 

San Luis Obispo, Santa 
Barbara, Thousand Oaks 


818 

Burbank, Glendale, San 
Femado 


831 

Santa Cruz 


858 

San Diego, Solana Beach 


909 

Big Bear Lake, Temecula 


916 

Sacramento 


925 

Antioch, Concord, Pleasanton, 
Walnut Creek 


949 

Irvine, Laguna Niguel, S 
Coastal Orange Count>^ 

Cayman Islands 

345 

at) locations 

Colorado 

303 

Boulder, Denver 


719 

Colorado Springs, Pueblo 
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Connecticut 

-D- 

Delaware 

District of 
Columbia 

Florida 


-G- 

Georgia 


720 Boulder, Denver 

970 Aspen, Fort Collins, Grand 
Junction 

203 Bridgeport, New Haven 
860 Hartford 

302 all locations 
202 all locations , 

239 Collier County, Lee County, 
Monroe County, Naples 

305 Homestead, Key West, 

Marathon, Miami 

321 Orlando 

352 Gainesville, Ocala 

386 Lake City 

407 Orlando 

561 Vero Beach, West Palm Beach 

727 Clearwater, St, Petersburg 

754 Broward County area, Ft, ^ 

Lauderdale 

772 Indian River County, Martin 

County, St Lucie County, 
Homestead 

786 Miami 

813 Tampa 

850 Pensacola, Tallahassee 

863 Clewiston, Lakeland, Port 

Charlotte 

904 Jacksonville 

941 Bradenton, Ft Myers , 

Naples, Sarasota 

954 Ft Lauderdale 

Top 

229 Americus, Albany, Bainbridge, 
Valdosta 

404 Atlanta 

478 Macon, Warner Robins 



355 



678 

Atlanta^ Alpharetta, Marietta 


706 

Athens, Augusta, Columbus, 
Rome 


770 

Atlanta suburbs 


912 

Albany, Brunswick, Macon, 
Savannah, Waycross 

Grenada 

473 

all locations 

Guam 

671 

all locations 



Toa 

Hawaii 

808 

all locations 

-I- 



Idaho 

208 

ail locations 

Illtnols 

217 

Champalgn-Urbana, 

Springfield 


224 

Des Plaines, Elgin, Waukegan 


309 

Peoria, Rock Island 


312 

Chicago 


618 

Alton, Cairo, East St Louis 


630 

Aurora, Waperville, Oak Brook 
Terrace 


708 

Chicago suburbs 


773 

Chicago 


813 

JoUet, U Salle, Rockford 


847 

Chicago, Evanston, Waukegan 

Indiana 

219 

Fort Wayne, Gary, Hammond, 
South Bend 


260 

Fort Wayne, LaGrange, 
Portland, Wabash 


317 

Indianapolis, Lawrence 


574 

Elkhart, Logansport, 

Plymouth, South Bend 


765 

Kokomo, Lafayette 


812 

Columbus, Evansville, Terre 
Haute 

Iowa 

319 

Cedar Rapids, Waterloo 


515 

Ames, Des Moines, Fort 
Dodge, Mason City 


563 

Davenport, Dubuque 


641 

Creston, Mason City 
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712 

Council Bluffs, Sioux City 

o- 



Jamaica 

876 

all locations 

-K- 



Kansas 

316 

Coolidge, Dodge City, 
Hutchinson, Wichita 


620 

Great Bend, Parsons 


785 

Topeka, Manhattan, Salina, 
Colby 


913 

Kansas City, Goodland, 
Lawrence, Sal in a 

Kentiicky 

270 

Bowling Green, Hoklnsvilie, 
Owensboro 


502 

Frankfort, Louisvilie 


606 

London, Mo rehead 


859 

Lexington 

Kentucky and 

423 

Jellico, Kensee, Lot, Oneida, 

Tennessee 


Saxton 

-L- 


TOfi 

Louisiana 

225 

Baton Rouge, New Roads 


318 

Alexandria, Shreveport 


337 

Lake Charies, Lafayette 


504 

Houma, New Orleans 


985 

Houma 

-M- 


Top 

Malne 

207 

all locations 

Manitoba 

204 

all locations 

Maryland 

240 

Cumberland, Frederick, 
Hagerstown, Rockville 


301 

College Park, Cumberland, 
Frederick, Germantown, 
Hagerstown, Rockville, Silver 
Spring, Wheaton 


410 

Aberdeen, Cambridge, Elllcott 
City, Glen Bumle, Pasadena, 
Salisbury 


443 

Aberdeen, Annepc!*s, 
Baltimore, Cambridge 

Massachusetts 

339 

Peabody, Saugus, Waltham 


351 

Rtchburg, Methuen, Salem 
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Michigan 


Minnesota 


Mississippi 


413 

508 

617 

774 


781 

857 

978 

231 


248 

269 


313 

517 

586 

616 

734 

810 

906 

947 

989 

218 

320 

507 

612 

651 

763 

952 

228 

601 

662 


Pittsfield, Springfield 

Attleboro, Brockton, Hyannis, 
New Bedford, Worcester 

Boston, Cambridge, 
Winchester 

Attleboro, Brockton, Hyannis, 
New Bedford, Worcester 

Norwood, Weymouth 
Boston, Cambridge 
Rtchburg, Methuen, Peabody 

Traverse City, Ludington, 
Muskegon 

Troy 

Allegan, Battle Creek, Benton 
Harbor, Kalamazoo, South 
Haven 

Detroit 

lackson, Lansing, Mount 
Pleasant 

Macomb County 

Battle Creek, Grand Rapids, 
Kalamazoo 

Ann Arbor, Monroe 

Flint, Northern Detroit 
suburbs 

Marquette, Sault Ste. Marie 
Detroit 

Alpena, Midland, Mt. Pleasant, 
Saginaw 

Duluth, Grand Rapids, 
Moorhead 

Alexandria, St Cloud 

Rochester, Mankato 

Minneapolis 

Saint Paul, Red Wing 

Maple Grove 

Bioominston 

Gulfport, Pascagoula 

Jackson, Meriden, Hattiesburg 

Columbus, Greenville, Holly 
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Springs, Tupelo 


Missouri 

314 

St Louis metro area only 


417 

Joplin, Nevada, Springfield 


573 

Columbia, Hannibal, Jefferson 
City 


636 

Chesterfield, St. Charles, 

Union 


660 

Macon, Marshall, Maryville, N 
Missouri, Sedalia 


816 

Independence, Kansas City, 

St Joseph 

Montana 

406 

all locations 

Montserrat 

664 

all locations 

-N- 


Top 

Nebraska 

308 

Grand Island, North Platte, 
Scottsbiuff 


402 

Hastings, Lincoln, Omaha, 
O’Neill 

Nevada 

702 

Las Vegas 


775 

Carson City, Reno, Ely 

New Brunswick 

506 

all locations 

New Hampshire 

603 

all locations 

New Jersey 

201 

Hackensack, Hoboken, Jersey 
City 


551 

Hackensack, Jersey City 


609 

Atlantic City, Camden, 

Trenton 


732 

Long Branch, New Brunswick 


848 

Bound Brook, Lakewood, 
Neptune, New Brunswick, 
Princeton, Toms River, 

Trenton 


856 

Vineland, Cherry Hill 


862 

Morristown, Newark, 

Patterson, Sussex 


908 

Elizabeth, Phiilipsburg, 
Washington 


973 

Newark, Paterson 

New Mexico 

505 

all locations 

New York 

212 

New York City 
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315 

Oswego, Syracuse, Utica, 
Watertown 


347 

Bronx, Brooklyn, Queens, 
Staten Island 


516 

Brentwood, Hempstead, Long 
Island 


518 

Albany, Gloversvllle, 
Schenectady, Troy 


585 

Batavia, Rochester 


607 

Binghamton, Elmira, Endlcott, 
Ithaca 


631 

Long Island, Manorville 


646 

Mew York Qty - cellular and 
other 


716 

Buffalo, Niagara Falls 


718 

Bronx, Brooklyn, Queens, 
Staten Island 


845 

Poughkeepsie 


914 

Peekskill, White Plains, 
Yonkers 


917 

New York City - cellular 

Newfoundland 

709 

all locations; Labrador City, 
St, John's 

North Carolina 

252 

Atlantic Beach, Columbia, 
Hatteras 


336 

Asheboro, Thomasville 


704 

Asheville, Charlotte, Concord, 
Hickory 


828 

Asheville, Antioch, Hickory 


910 

Greensboro, Winston-Salem 


919 

Durham, Greenville, Raleigh 


980 

Charlotte, Kingstown 

North Carolina 
and Tennessee 

615 

major city: Watervllle 

North Dakota 

701 

all locations 

Northern Mariana 
Islands 

670 

all locations 

Northwest 

Territories 

867 

major city : Whitehorse 

Northwest 

819 

major city: Pangnirtung 


Territories and 
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Quebec 

Nova Scotia and 

902 

all locations 

Prince Edward 

Island 

-o- 


Top 

Ohio 

216 

Cleveland 


234 

Akron, Canton, Warren, 
Youngstown 


330 

Akron, Canton, Warren, 
Youngstown 


419 

Bowling Green, Gallon, Lima, 
Mansfield, Sandusky, Toledo 


440 

Mentor, Oberiin, Westlake 


513 

Cincinnati, Middletown 


567 

Bowling Green, Gallon, Lima, 
Mansfield, Sandusky, Toledo 


614 

Columbus 


740 

Cambridge, Lanciaster, 
Marietta, Jackson 


937 

Dayton, Hillsboro, Springfield 

Ohio and West 

614 

Athens, Columbus, Lancaster, 

Virginia 


Marietta 

Okiahoma 

405 

Enid, Oklahoma City 


580 

Alva, Ardmore, Lawton 


918 

McAlester, Miami, Muskogee, 
Tulsa 

Ontario 

289 

Cooksville, Hamilton, 
Mississauga 


416 

Toronto 


519 

Guelph, Kitchener, London, 
Windsor 


613 

Kingston, Ottawa 


647 

Toronto 


705 

Barrie, North Bay, Sault Ste 
Marie, Sudbury 


807 

Dryden, Kenora, Fort William, 
Thunder Bay 


905 

Cooksviile, Hamilton, 
Mississauga 

Oregon 

503 

Astoria, Beaverton, Portland, 


Salem 
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541 

Ashland, Bend, Corvallis, 
Eugene, Pendleton 


971 

Salem, Portland 

-p- 


Top 

Pennsylvania 

215 

Philadelphia 


267 

Philadelphia 


412 

Pittsburgh 


484 

Philadelphia suburbs, 

Allentown 


570 

Scranton, Williamsport 


610 

Philadelphia suburbs, 

Allentown 


717 

Harrisburg, Gettysburg 


724 

Newcastle, Latrobe, 
Unlontown 


814 

Altoona, Erie, Johnstown 


878 

New Castle, Pittsburgh, 
Uniontown 

Puerto Rico 

787 

Aredbo, Bayamon, Caguas, 
Carolina, Guaynabo, 

Mayaguez, Ponce, Rio Piedras, 
Santurce, Trujillo Alto 


939 

Adjuntas, Arroyo, Rorida, 
Lajas, Las Marias, Maric^o, 
Maunabo, Rincon, Santurce, 
Villalba 

-Q" 



Quebec 

418 

Chicoutimi, Quebec, Rimouski 


450 

Granby, Saint Hyadnthe, 

Saint Jerome 


514 

Montreal 


819 

Drummondville, Ottawa, 
Sherbrooke, Trois Rivieres 

-R- 


Top 

Rhode Island 

401 

all locations 

-s- 


Top 

Saskatchewan 

306 

all locations, Lloydminster, 
Regina, Saskatoon 

South Carolina 

803 

Columbia, Rock Hill 


843 

Charleston, Hilton Head 

Island, Myrtle Beach, Florence 
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864 

Anderson, Greenville, 
Spartanburg 

South Dakota 

605 

all locations 

St- Kitts & Nevis 

869 

ail locations 

St- Lucia 

758 

all locations 

-T- 


Top 

Tennessee 

423 

Bristol, Chattanooga 


615 

Nashville 


731 

Jackson, Union City 


865 

Knoxville 


901 

Memphis 


931 

Coiumbia, Manchester, 
Cookeville 

Texas 

210 

San Antonio 


214 

Dallas 


254 

Waco 


281 

Deer Park 


361 

Corpus Christ!, Victoria 


409 

Beaumont, Galveston 


469 

Dallas, Plano 


512 

Austin 


682 

Arifngton, Fort Worth 


713 

Betlaire, Houston, Pasadena 


806 

Amarillo, Lubbock 


817 

Arlington, Fort Worth 


830 

Del Rio, Uvalde 


832 

Houston 


903 

Paris, Sherman, Texarkana, 
Tyler 


915 

Abilene, El Paso 


936 

Huntsville, Lufkin 


940 

Denton, Wichita Falls 


956 

Brownsville, McAllen 


972 

Dallas, Garland, Grand 

Prairie, Irving, Plano 


979 

Wharton 

Trinidad and 

868 

all locations 


Tobago 
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Turks 8t Caicos 
Islands 

649 

all locations 

-U- 


Top 

US Virgin Islands 

340 

all locations 

Utah 

435 

Saint George, Richfield, 
Blanding, Moab 


801 

Salt Lake City, Provo, Ogden 

-V- 


Top 

Vermont 

802 

all locations 

Virginia 

276 

Abingdon, Bristol, Norton, 
Wythevllle 


434 

Charlottesville, Danville, 
Emporia, Lynchburg, South 
Boston 


540 

Blacksburg, Roanoke, 
Harrisonburg, Winchester 


571 

Alexandria, Arlington, Fairfax, 
Herndon 


703 

Alexandria, Arlington, Fairfax, 
Herndon 


757 

Norfolk, Newport News, 
Williamsburg 


804 

Richmond, Virginia Beach 

-W- 


lop 

Washlngton 

206 

Seattle 


253 

Auburn, Kent, Tacoma 


360 

Bellingham, Olympia, 
Vancouver 


425 

Bellevue, Edmonds, Everett 


509 

Spokane, Walla Walla, Yakima 

West Virginia 

304 

all locations 

Wisconsin 

262 

Kenosha, Milwaukee, Racine, 
Waukesha, West Bend 


414 

Hales Comers, Milwaukee, 
South Milwaukee 


608 

Beloit, Janesville, La Crosse, 
Madison, Platteville 


715 

Eau Claire, Superior, Wausau 


920 

Appleton, Green Bay, 
Sheboygan 

Wyoming 

307 

all locations 
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GLOBAL INFORMAITON GROUP. INC. 
TOa REPLY FORM 
OROER # 
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4^lobal 

^ Information group 

ORDER REQUEST FORM 

YOU MAY PHONE, FAX OR SUBMIT YOUR ORDER ONLINE 

(8S8) 839-9314 Voice (888) 448-5704 Fax 
www.olobal-order.com 


aieiitt 

City 


ZiD: 

Contact: 


Phnne: 

Fict: 


Fax: — — 


ViMjr Reference / A(TOtjnt No.: 

Tvne of ^earrh neoLiested: - 

Subfarl Name: 

..-4 


Address: 

Otv: 


State: Zip: 

SS#: D.O.B.: 


Hnmii* Phoiw: 

Phone: 


Paoer: 

Wireless: 


AdciifkiT\a[ loformatiDn : 







*0928 N S6a. Stnet • Tuple Temta^ PL 53*1T » P: M8-t3»-Ht4 • f t reS-448-52M • www.|l*kal-«(lm,Min 
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Global Information 
Group, Inc. 

Order Placement Website 


Pfease Login 

Username: 


Password: 


[Login 


^ NBWStGNUP j 

Auttiorieed Users Onfy! Attempted Breakins To This Site Are Logged! 

© copyright 2002-2003, Global Information Group, Inc. ' Afi Rights Reserved 
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Romano & Simson 

Phone 81 3.9$1.2400 Fax 813.961,2422 

Order Placement Website 

Please Login 

Username; 1_ i 

Password:; j 



Aiithorized Users OnJyJ Attempted Breakins To This Site Are Logged! 
^ Copyr^ht 2002-2003, Romano and Samson - All Rights Reserved 
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1*' Source Information Specialists Inc. 

71D1 W Commercisl Blvd 
Suite A* A 

T smsTBC FL 33319 

PlH»iie # 934 597 t9S6 111# 954 597-S9S7 
£ Mail: Ncveu008@aoLcDiD 

(Congratulations) 

You DOW have access to the nations 
Leading skip-tracing sources!!! 

r Sonree Iplbnahw iprttilMi ■ tlw moit «|v*ac*d and uctfntc t«mpMmy in the infornatiop itchnolo^ 
tMtry. Wc Tw pr ni iaJ ¥*»«■ wiifc « iwy™ ibrMpb P*r 

■■itwart nf yon M (O qtmeiij ts the imwrs =s4 e5iswt*,-et* =iAtke nun ak4 mtjy 

toniiiliimlik ^riufr thnt ?••*' tiMpawy d^in^n W* hnnic Ihn Mr fiprf wfib* 

HW d*w. Our Mthndt of iTKkiaf illsw nt m prwMe tht iafawtin y»if ih^ in * Itftnr tkmt 

jMfind ihH MT wmpetitiM am b*«t nr nw ewaidnrt! Our nMni^^ funnamc |»lky sUm yw tg tsnl 
fflMrt w ****■ — **^** ******** *^^ ^"*1 amMnttMttatmrm^Vfam^naam 

n mknek nam tiat bHHW a ^iv prMly wkh ■■ *n wn tknt «* « lilktr tumci nr «« ■<( yH 

1h* »rf«i tnlfl « qnteUY »■ pBttWfc C*"1**^ w ***’'^ ■“* 5^ ™™* **^ ^***“” “^ 

Yon wUl trnly tet that T Soaren IsionrutiOB SpccullA lie ccstiiteatly oat p^Diatf alt Ibc rwL 

“1 TO 2 HOUR TURN AROUND TIME” 


DescriDtion 

You orovide 

We DTOvide 

Cost 

CNA 

PHONE « 

NAME & ADDRESS 

15.00 

DISCO CN A 

PHONE# 

NAME AND ADDRESS 

23.00 

CEU.CMA 

PHONE# 

NAME AND ADDRESS 

25,00 

DSPCOCELLCNA PHOKEW 

NAME AND ADORES)^ 

35 00 

RES TO LLS 

PHONE# 

r*^ (OOOUTCjOING 

40.00 


DATES/nMESroURATlONS ADDTL EACH 


CELL TOLLS 

mONE# 

100 OUTCrOING 

50.00 


DAIES/TIMES/DURATIONS ADDTL lO.OD EACH 


BUSINESS TOLLS 

PHONE# 

1^ too OUTGOING 

50.00 


DATES/nMES®URAT10NS ADDTL 10,00 EACH 


FD BOXES 

PO BOX INFO 

NAME/ADD OK CARD 

45.00 

REVERSE 

NAM£/ADI»t£SS 

NUMBER Sl LOCADON 

3D.0D 

NON/FUB 

ADDRESS ONLY 

NAME AND NUMBER 

40.00 

UJUnYteARCH 

namEp'add^cclu- start CP service 

35.00 

*■ 


BAL Cfr- ACCOUNT , 


OLDCQXTONEW PHONE* 

H£W« 

JO.OO 

CELL LOCATE 

NAME/SOCIAL 

CELLPHONE# 

50.00 


emr/STATE 

that MATCHES SOCIAL 
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INFORMATION SPECIALIST 

8494 LAGOS DE CAMPO BLVD 
TAMARAC FL 33321 
PHONE 954-597-0810 FAX 954-721-0530 
EMAIL NEVETSOOSui- AOL COM 

(1 TO 2 HOUR TURN AROUND TIME) 
SPECIAL BROKERS PRICE LIST 


DESCRIPTION 

YOU PROVIDE 

WE PROVIDE 

COST 

CNA 

PHONE NUMBER 

NAME & ADDRESS 

10,00 

CELLCNA 

PHONE NUMBER 

NAME & ADDRESS 

25.00 

RES . TOLLS 

PHOfNH NUMBER 

]^]O0 OUT GOING 

35.00 

CELL TOLLS 

PHONENUMBER 1®^ lOOOUTOOiNG 

DURATION AND TIMES ADDTL 

45.00 

10.00 EA 

PO BOXES 

PO BOX INFO 

NAME/ADD/ON CARD 

50.00 

REVERSE 

NAME/ ADDRESS 

NUMBER® LOCATION 2S.00 

NON-PUB 

ADDRESS ONLY 

NAMEft^UMBER 

30.00 

UTILITY SEARCHES 

name/ ADD/SOCIAL 

START OF SVC/ 
BALOFACCT 

30.00 


INFORMATION SPECIAUST OFFERS A 1 TO 2 HOUR TURN AROUND 
TIME ON ALL REQUESTS. WE ARE THE MOST ACCURATE AND QUICKEST 
COMPANY IN THE INDUSTRY TODAY WITH ACCURACY AND TURN 
AROUND TTME. GUARANTEED!!!!!!!!!! 
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1ST SOURCE Information Specialists 

8494 Lagos De Campo Blvd 

Tamarac Florida 33321 
1 TO 3 HOUR TURN AROUND TIME 
Do you need to locate people fast? Information specialists will deliver. We 
locate me people you need to find within minutes, never days. We absolutely 
guarantee to return accurate results quickly. Our diems indude Private 
investigations. Bail bondsman. Banks. Finance companies. Auto Repossession 
companies and other skip tradng firms who source out there work. We do 
everything in house We also do imemational names and numbers 
Call for pridng. 


Name and address 

Regular# 

20 

Cell 

40 

Norvpublished # 

25 

Voice mail/Pagers 

45 

Utility searches 

50 

loiis 

Regular # per rnomh w/dates 

50 

Cell # per rnomh w/dates 

75 

Times additional 

15 

Duration additional 

In state and long distance separate 

15 

Non Dublished Information 

'^ou supply n®me end address 

We supply # 

40 

You supply address only 

We supply name and phone # 

65 


'Volume Discounts Available" 

1 TO 3 HOUR TURNAROUND TIME 

We can easily trace all types of pages cell phones and pay phone tocatlons. 
We also do p o boxes. Any questions on pridna or howto get started. 

Call Steve 

Phone# 954-597-0810 Fax# 

Email nevetsD08@aol.com 


954-721-0530 



373 
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392 



SKLL^P mf 


2S.t3D 
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1# SOURCE INFORMATION 

aPEClALJST,lNC ' 

4LAGOSDeCA«POBLVD ; 


Invoice 

Number IMS 

Date: Aupuat M, lOD* 
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Help 


From: <Nevets008^MOi.com> 

To: <HelpQ|peoptecomputing.com> 

Sent: Monday. June 07. 2004 1 ;16 PM 

Subject: AYYN: JAY PATEL 

WE ARE PRESENTLY WAITING ON OUR CORPORATE PAPERS 
THE NAME WE REQUESTED WAS ALREADY TAKEN OUR NEW NAME WILL BE 1ST 
SOURCE INFORMATION SPECIALIST INC. IF ITS NOT ALREADY BEING USED IN THE 
STATE OF FLORIDA. 

WE AS A VENDOR FOR YOUR COMPANY SHALL ABIDE BY ALL APPLICABLE STATE 
AND FEDERAL LAWS REGARDING THE COLLECTION AND DISSEMATION OF 
CONSUMER INFORMATION, INCLUDING LAWS REGARDING PRIVACY 
HARASSMENT, AND WILL HOLD ACCUSEARCH D/B/A ABIKA.COM HARMLESS AGAINST 
ANY AND ALL CLAIMS THAT 1ST SOURCE INFORMATION SPECIALISTS COLLECTION 
OF SUCH DATA VIOLATES ANY SUCH ACT,LAW OR REGULATION 
SINCERELY 
KEN GORMAN 

PRES. 1ST SOURCE INFORMATION SPECIALIST 
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Find Peoole - People Search - Locate People, Public Records, Asset Location, Cellular Phone Numbers Page 1 ol 4 
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McCarter & English, llp 

William S. Greenberg 
Williaifi J. HfiUer 
Four Gateway Center 
100 Mulbcny Street 
F O. Box 652 

Newarkj New Jersey 07101-0652 
(973)622-4444 

Attorneys for Plaintiff, Ceiico Partnership d/h/a Venson Wireless 


RECSIVID 


2 2006 


Ali'G:30_ W 

T. WALSH 
CLil^lK 


UNITED STATES DISTRICT COURT 
DISTRICT OF NEW JERSEY 
TRENTON DIVISION 


CELLCO PARTNERSHIP d/h/a 
VERIZON WIRELESS, 

PiaintifTs^, 


vs. 

DATA FIND SOLUTIONS, INC*, JAMES 
KESTER, FIRST SOURCE 
INFORMATION SPECIALISTS, 1ST 
SOURCE INFORMATION SPEdAUSTS 
INC., KENNETH W* GORMAN, SXEVEN 
SCH W^ARTZ, JOHN DOES I-lOO, AND 
XVZ CORPS. 1-100, 

Defendants. 


Civil Action 

COMPLAINT FOR DAMAGES AND 
INJUNCTIVE RELIEF, JURY DEMAND 
and CERTIFICATIONS (LOCAL RULES 
1L2 AND 101*l(d)O)) 



Plaintiff CELLCO PARTNERSHIP dAi/a VERIZON 


WIRELESS (hereinafter ' 


"'Verizon Wireless/" or "'the Company"'), by and through its undersigned counsel, sues the 
Defendants, DATA FIND SOLUTIONS, INC. ("Data Find"), JAMES KESTER ("Kestcr’"), 
FIRST SOURCE INFORMATION SPECIALISTS ("First Source"'), 1ST SOURCE 
INFORMATION SPECIALISTS INC ('Tst Source"), KENNETH W. GORMAN ("Gorman"'), 
STEVEN SCHWARTZ ("Schwarte"'), JOHN DOES MOO (‘"Does"*) AND XY2 
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CORPORATIONS 1-lDO (collectively “Defendants"), and alleges: 

STnVTMARY AJMD WATimJE OF THE ACTION 

1 . Verizon Wireless brings tins action to stop Defendants &om obtaining 
confidential customer information through fraud and deception, and to stop Defendants from 
advertising and selling such infoTmatioD via their various websites and other means. Defendants 
attempt to obtain this mfotmation by calling Verizon Wireless customer service centers and 
posing as a Verizon Wiieless employee who needs access to confidential customer information. 
In one common scheme, callers from one or more of the Defendants pose as a Verizon Wireless 
employee and claims to be calling on behalf of a customer with a disability, whom they also 
impersooate. This is just one of the many schemes that the Defendants employ to attempt, with 
occasional success, to fraudulently obtain confidential customer informafion from Verizon 
Wireless' customer service representatives ("CSRs”). 

2. The Defendants’ fraud is massive and ongoing. In the past months, Defendants 
have made hundreds of calls to Verizon Wireless customer service centers. 

3 . Verizon Wireless goes to great lengths to ensure that mformation regarding its 
customers, including information conceming customers’ identity, billing address, and calling 
records, is maintained in confidence by its CSRs. Verizon Wireless provides its CSRs with 
extensive training and with detailed instructions concerning the importance and need for 
customer privacy. 

4. Notwithstanding these precautions, Defendants continuing scheme threatens to 
invade the privacy of Verizon Wireless' custOTners and erode the reputation of Verizon Wireless. 

5. Verizon Wireless thus brings this action: (a) to obtain temporary and permanent 
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injunctive relief to stop the Defendants and their pdncipals, and all acting in concert with them, 
from engaging in further improper conduct that results in Verizon Wireless suffering immediate, 
irreparable harm; (b) to seek replevin of all of Verizon Wireless' customer information in the 
possession of Defendants, regardless of the form or manner of storage, including without 
limitation Verizon Wireless' customer information existing on Defendants' computers and hard 
drives; (c) to obtain from Defendants the identities of their customers, and all persons or entities 
to whom they have communicated or cransfcTred any Verizon Wireless customer mfomiation; 

{d) to seek an order requiring Defendants to account for and to disgorge all profits obtained as a 
result of their fraud and/or conversion of Verizon Wireless' confidential customer infortnation; 
(e) to compensate Verizon Wireless for the damages caused by the Defendants' illegal and/or 
fraudulent conduct; and (0 obtain such other and further relief as the Court deems equitable 
and appropriate, including costs and/or attorney's fees as directed by law, 

PARTIES. JURISDICTION, AND VENUE 

6. Verizon Wireless is a Delaware general partnership with its principal place of 
business at ISO Washington Valley Road, Bedminstcr, New Jersey 0792L 

7. Defendant Data Find Solutions, Tnc. is a Tennessee corporation with its principal 
place of business at 291 1 Tazewell Pike, Knoxville, Tennessee 37918. Upon infonnation and 
belief. Data Find Solutions, Inc., either individually or in concert wjih one or more other 
Defendants, owned and/or operated websites, including www.locatecell.com, wwwxeIltolls.com, 
www.dataflnd.org, and www.peoplesearchamerica.com, which purport to sell wireless telephone 
records and other confidential customer information over the intemei. As deSGribed below, Data 
Find Solutions, Jnc. has, through deceit, trickery and dishonesty, obtained Verizon Wireless' 
private customer information and received proceeds from the sale of such information. 
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8. Defendant James Kcstcr is, upon information and belief, the principal of Data 
Find Solutions, inc. with an address at 5336 Summer Rose Boulevard, Knoxville, Tennessee 
37918. 

9. Upon information and belief, Defendant First Source Information Specialists is a 
Florida corporation with its principal place of business at 7101 W Commercial Boulevard, 
Tamarac, Florida33319. 

10. Defendant 1 st Source Information Specialists Inc. is a Florida corporation with its 
principal place of business at 736 1 Granville Drive, Tamarac, Florida 333 2 L 1st Source is the 
registrant of the www.datafmd.org domain name. The registration of that domain name lists 1st 
Source’s address as 7101 W Commercial Boulevard, Tamarac, Florida 33319, the same as First 
Source. 

1 1 Upon infbnnation and belief, First Source and 1st Source are the same entity, 

12. Upon information and belief. First Source and 1st Source have the same physical 
address. 

13. Upon information and belief, First Source and 1st Source have common 
ownership, in whole or in part. 

14. Upon information and belief. First Source and 1 st Source, cither individually or in 
concert with one or more other Defendants, owns and/or operates websites, including 
www.locatecell.com, www.celltolls.com, www.dataftnd.org, and 

www.peoplescarchamerica.coin, which purport to sell wireless telephone records and other 
confidential customer information over the internet. Upon infoimation and belief, Data Find 
Solutions, Inc. recently transferred these websites and operations to 1st Source. As described 
below. First Source has, through deceit, trickery^ and dishonesty, obtained Verizon Wireless’ 
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private customer information and received proceeds from the saJe of such informatiort. 

15. Defendant Kenneth W. Gorman is^ upon information and beJief, a principaJ of 
First Source and 1st Source, with an address at 4572 N£ Lorraine Circle, Jensen Beach, Florida 
34957 

1 6. Defendant Steven Schwartz is, upon mfoimation and beli ef; a principa l of First 
Source and 1st Source, with an address at 7361 Granville Drive, Tamarac, Florida 33321. 

17. Defendants John Docs l-lOO, whose identities and addresses are presently 
unknown to Verizon Wireless, are individuals who, ipon information belief^ have illicitly 
attempted to O'btain Verizon Wireless’ private customer information aud/or have received 
proceeds from the sale of such mf<^iiiatioD, 

18. Defendants XYZ Corporations 1-100, whose names presently are unknown to 
Verizon Wireless, are one or more corporations that are affiliated, related to, owned, controlled 
by, doing business with, or in active conceit or participation with, one or more Defendants. The 
XYZ Corporations, upon information and belief, have illicitly obtained and disseminated 
Verizon Wireless’ private customer information and/or have received proceeds from the sale of 
such information. 

19. This Court has jurisdiction pursuant to 28 U.S.C. § 133 2(a) because the matter in 
controversy exceeds the sum of S75,000, exclusive of interest and costs, and is between citizens 
of diffencDt states. Pursuant to 28 U.S.C. § 1367, this Court has supplemental jurisdiction over 
the state law claims. 

20- This Court has jurisdiction over the Defendants in connection with the claims 
asserted in this Complaint because Defendants transact business within the state, have committed 
tortious acts within the sute, have committed tortious injury in this state caused by an act or . 
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omission outside the state and regularly do or solicit business^ or engage in other persistent 
course of conduct or derive substantial revenue from goods used or coosuincd, or services 
rendered in this state. 

2 L Venue is proper in this Court under 2S U*S.C. § 1 39 1 because Defendants have 
caused tortious injury within the District of New Jersey, and because a substantial part of the 
events giving rise to the claim occurred in New Jersey, or were directed toward Verizon Wireless 
in this disCricL 

FACTUAL ALLEGATIONS COMMON TO AIJ. roirNT.q 

22* Verizon Wireless is a leading provider of wireless communications, with more 
than 49 million customers. Verizon Wireless provides these customers with the highest level of 
customer service by employing approximately 15,000 customer service representatives ("‘GSRs'’) 
who are available by telephone to field inquiries from customers. 

23. Verizon Wireless' customer service network of CSRs may be accessed by 
Verizon Wireless customers by calling an 800 number or *6 U from a wireless phone, Verizon 
Wireless' CSRs work directly with Verizon Wireless' customers and are dedicated to providing 
world-class customer service by answering questirms and resolving customer issues quickly and 
accurately. All newly hired Verizon Wireless GSRs receive four to sjx weeks of training, which 
includes training regardiug customer privacy issues. 

24, The wireless phone service industry is very competitive. Thus, maintaining 
customer satisfaction levels is Of vital importance in allowing Verizon Wireless to maintain its 
preemmcncc in the marker. Having GSRs avaiiabJc by phone to address customer mquines is an 
important component of Verizon Wireless' commitmerit to providing customers the highest Isvei 
of satis faction. 
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25. Verizon Wireless spends a significant amount of money to employ and train its 
CSRs to be svoilabie by tdephone to field inquiries ftom customets in a timely, efficient, and 
effective manner. 

26. In its cuswnwr contracts. Verizon Wireless connnits that it will not intentionally 
share petaonal information about the customer without his orher pennission, except under 
limited circumstances such as the receipt of legal process requiring the production of such 
inforroation. CSRs must follow a verification process before providing customer infoimation 

over the telephoDC. 

27. Verizon Wireless also must comply with federal law, meludiug 47 U.S.C. § 222, 
which requires it to maintain the privacy of customer proprietary network mformation. 

28. Verizon Wireless further requires its CSR^ to abide by a Code of Business 
Conduct, which emphasizes the importance of maintaining the confidentiality of its customers^ 

information. Among other things, it provides that: 

A, Cornpany records of customer infonnation, such as the name and address 
of the customer, may be disclosed outside Gie Company only with the 
customers consent, in accordance with Company procedures or lawful 
process such as a subpoena, court order or search warrant; and 

B. A customer service representative may not access or disclose customer 
infonnation unless there is a proper business reason or legal process, or 
give a customer’s personal information to a third party without appropriate 
authorization from the cimomer in comphajice with Company guidelines. 

29. Despite the precautions taken by Verizon Wireless to preserve the confidentiality 
of its customers' infonnation, Defendants have made ' social engineenng" phone caJis to Verizon 
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Wireless customer service centers. In a “social engineering” call, the caUer attempts to gain 
access to confidential informatton through deceit, often by impersonating a Verizon Wireless 
customer or employee, or otherwise convincing the CSR to provide private information on an 
account. 

30. Defendants’ fraudulent calls employ unique patterns of deception, which often 
involve impersonating a Verizon Wireless employee, to one common pattern, one of the 
Defendants or its agent poses as a Verizon employee and claims to be calling on behalf of a 
“voice impaired customer.” The "customer.” also an impostor, is then brought onto the line but 
it is nearly impossible to understand what that “voice impaired customer” is saying because his 
or her speech is distorted, upon information and belief, through the use of some mechanical 
device. Defendants then attempt to gain access to private information by telling the CSR that the 
customer has already been “verified." If the CSR insists on obtaining first-hand verification 
from the customer, the “voice impaired customer” speaks as tf he or she is supplying the 
verifying information to the CSR but he or she cannot be understood due to the distortion on the 
“customer’s” voice. The caller who is-posing as a Verizon employee then insists that the 
customer has been verified and requests confidential information from the CSR. 

3 1 Vciizon Wireless has identified dozens of calls matching the pattern described 
above. In many of those instances, Verizon Wireless has determined the originating phone 
number for the call and obtained a recording of the phone call. Some of the telephone numbers 
that originated these phone calls include 954-597-7730, 954-597-7732, 954-597-8532, 954-718- 
0471, 954-718-0474, 954-720-2567, and 954-720-2568. Verizon Wireless has confirmed 
through Beil South, the phone company that controls these phone numbers, that the subscriber to 
ail of these telephone numbers is Defendant First Source, and that the phone bills for these lines 
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arc sent to First Source at 7101 W Commercial Boulevard, Tamarac, Florida 33319. 

32. By way of example, Verizon Wireless has attached as Exhibit A a transenpt of a 
fraudulent call using the scheme described above, with the transcript redacted in part to protect 
the customer’s privacy. This call was received by a Verizon Wireless customer service center on 
October 10, 2005, and originated from 954-597-7732. The caller posed as a Verizon Wireless 
employee and claimed to be calling on behalf of a voice impaired customer. No confidential 
information was disclosed during this call. As stated above, the subscriber to number 954-597- 
7732 is Defendant First Source Information Specialists, and the phone bills for that line are sent 
to First Source at 7101 W Commercial Boulevard, Tamarac, Florida 33319. 

33. As an additional example, Verizon Wireless has attached as Exhibit B a transcript 
of a fraudulent call using the scheme described above, with the transcript redacted in part to 
protect the customer’s privacy. This call was received by a Verizon Wireless customer service 
center on October 20, 2005, and originated from 954-597-8532. The caller posed as a Verizon 
Wireless employee and claimed to be calling on behalf of a voice impaired customer. No 
confidential information was disclosed during this call. As stated above, the subscriber to 
number 954-597-8532 is Defendant First Source Information Specialists, and the phone bills for 
that line arc sent to First Source at 7101 W Commercial Boulevard, Tamarac, Florida 33319. 

34. Defendants also have used other fraudulent social engineering tactics to obtain 
private, confidential information on Verizon Wireless customers. 

35. On infonnation and belief, in each of these calls, Defendants have sought to 
extract confidential information on Verizon Wireless customers, and subsequently provide that 
information to third parties have hired Defendants for that purpose. 

36. Defendants continue to make a massive number of fraudulem calls to Verizon 
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Wireless' cummer service centers and, unless they are imnicdiately restrained and enjoined 
from doing so, they will continue to engage in the wrongful conduct to the extreme detnment of 
Verizon Wireless and its customers. Moreover, Defendants* abuse of the customer service 
operations of Verizon Wireless detracts from the service provided to legitimate customers with 
genuine inquiries. 

37. Defendants* website or websites advertise that they are capable, for a fee, of 
obtaining private information such as cell phone call records. Attached hereto as Exhibit C are 
true and correct copies of pages printed &om www.iocatecell.com, www.celltolls.com, 
www.dataflnd.org, and wwwHpeoplesearchamenca.coin. 

38. Defendants have not obtainKi authorization to access Verizon Wireless* customer 
accounts fiom Verizon Wireless, from Verizon Wireless* customers, or from duly issued 
subpoenas or court orders. Therefore, Defendants or their agents cannot lawfully obtain from 
Verizon Wireless the confidential customer information and records that they advertise they will 
obtain. 

39. Upon information and belief, M some of these calls with CSRs, Defendants* have 
improperly obtained confidential infoimation about Verizon Wireless customers, and have 
subsequently provided that illegally obtained information to third parties who have paid 
Defendants a fee for the improperly obtained Verizon Wireless confidential customer 
information. 

40. Defendants* websites continue to advertise their services over the mtemet and, 
unless immediately restrained and enjoined from doing so, they will continue to engage in the 
wrongflil conduct to the extreme detriment of Verizon Wireless and its customers. 

4 i . Upon information and belief, some of the Defendants, or all of them, are 
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coilabomdng to wrongfully obtain confidential calling records and infonnation to surbich they are 
not end [led, to the extreme detriment of Verizon Wireless and its customers. 

42 . Upon infomiation and belief the Defendants also wodt with or through other 
corporate entities and individuals (XYZ Corporations and Does) that collaborate with 
Defendants to fraudulently obtain confidential information on Verizon Wireless customers. 

43 . Verizon Wireless has been irreparably harmed in a number of ways by 
Defendants' unscrupulous practices pursuant to which Verizon Wireless' CSEls have been duped 
into providing information to unauthorized mdividuals, including the following: 

A. Verizon Wireless’ teputation has been severely harmed and the goodwill 
associaled with it has been tarnished to a degpoe and extent that is 
inoaleulahlc; 

B- Verizon Wireless* custoruers whose information has wrongfully been 
obtained by Defendants have blamed Verizon Wireless, thereby 
endangering the Company’s relationships with its customers; and 

C. Verizon Wireless’ customerservice operations have been compromised by 
Defendants ' deception of its CSRs and abuse of its systems, 

44 . These same defendants have been sued by other wireless cariieTS in the Uruted 
Stares for the same or suhstantialJy similar improper activities. One such case is pending in the 
United States District Court for the Northern District of Georgia (Civil Action No. 1 :05-CV“ 
3269-CC.) On January 13. 2006, the Honorable Clarence Cooper issued a Temporary 
Restraining Order against these same defendants for violating the similar rights of Cingular 
Wireless, LLC. 


II 
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COUNT ONE 
(Fi^ud) 

45. Verizon Wild ess hertby incorpoiaies by reference and raaUcges each and every 
allegation of the prior paragraphs of the Complaint is if set forth completely herein. 

46. By calling Verizon Wireless’ CSRs and pretending to be Verizon Wireless 
employees and customers. Defendants, by and through their employees and agents, have made 
numerous false statements of fact 

47. These statements ^vere known by Defendants to be false when made. 

48. Defendants intended Verizon Wiicleas to rely on these statements. 

49. The false statements made by Defendants were made for the purpose of inducing 
Verizon Wireless to act in reliance. 

50. Defendants have acted wil I ful ly, wantonly, and with malice. 

51 Verizon Wireless has reasonably relied upon Defendants* false statements, and 
has been irreparably harmed and damaged as a result, 

52. Defendants’ actions constitute an actionable fraud. 

53. If Defendants are not enjoined, Defendants will continue to engage in fraudulent 
conduct, causing irreparable harm to Verizon Wireless. 

54. Because Defendants have acted willfelly, wantonly, and with malice. Defendants 
should provide an accounting for, and should be ordered to disgorge, any and all profrts 
wrongfully obtained as a result of their fraud. 

55- Because Defendants have acted willfully, wantonly, and with malice, Verizon 
Witejeas is entitled to punitrve damages in an amount sufficient to deter Defendants from 
engaging in similar conduct in the future. 
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COUNT TWO 
(Cdii version) 

56, Verizon Wircltss bcreby incorporates by reference and red leges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely herein, 

57. DefCTdants have received and are in possession of Verizon Wireless’ customer 
information to which they are not entitled. 

58 By commercial ly uti lizing Verizon Wireless ^ confidential customer information 

and providing it to third parties. Defendants wrongfully have exercised dominion and control 
over Verizon Wireless* property, thereby depriving Verizon Wireless of its ownership interest. 
Defendants are not entitled to use Verizon Wireless* property in any way, 

59. Such actions constitute a conversion of property rightfidly belongiiig to Verizon 
Wireless. 

60. Defendants have acted wilifully, wantonly, and with malice. 

61 . Asa direct and proximate result of Defendants' conduct, Verizon Wireless has 
suffered irreparable harm and damages in an amount to be proved at trial. 

62. Unless they are enjoined, Defendants will continue to convert Verizon Wireless' 
confidential customer information and thereby cause irreparable harm to Verizon Wireless. 

63. Because Defendants have acted willfully, wantonly, and with malice. Defendants 
should provide an accounting for, and should be ordered to disgorge, any and all profits 
wrongfully obtained as a result of their conversion of Verizon Wireless" corifidential customer 
information, 

64 Because Defendants have acted wjUfiilly, wantonly, and with malice, Verizon 
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Wireless is entitled to punitive damages in an amount sufficient to deter Defendants from 
engaging in similar conduct in the future. 

COUNT THREE 

(Unfair Competition and Trade Practices) 

65. Verizon Wireless hereby incorporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely herein. 

66. Defendants’ behavior constitutes an unconscionable act and practice, and an 
unfair and deceptive act and practice, in the conduct of trade and commerce. 

67. Verizon Wireless has expended millions of dollars every year to protect Verizon 
Wireless’ confidential customer information. 

68. Defendants have engaged in a course of conduct that is intentionally and 
foresceably calculated to undermine and/or destroy Verizon Wireless’ rights to fully benefit from 
its ownership rights in and to Verizon Wireless’ confidential customer information. 

69. Defendants intended thereby to seize the valu&of Verizon Wireless’ confidential 
customer information for its own benefit and indirectly for the benefit of its clients. 

70. In furtherance of its scheme of unfair competition, Defendants have engaged in 
the following conduct: 

A. Misappropriating Verizon Wireless* confidential customer information; 

B. Violating confidentiality provisions between Verizon Wireless and its 
subscribers; 

C. Inducing and encouraging others to violate confidentiality provisions and 
to misappropriate Verizon Wireless’ confidential customer information; 
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D. Using deceptive means and practices in dealing with Veriion WireJess; 
and 

E, Other methods of unlawful and/or unfair competition. 

73. Defendants have acted willfully, wantonly, and with malice. 

72- Unless they are enjoined. Defendants will continue to cause Verison Wireless 
iireparable harni. 

73. Asa result of Defendants’ behavior, Verizon Wireless has been irreparably 
harmed and damaged. 

COUNT FOUR 
{Civil Conspiracy) 

74. Verizon Wireless hereby incorporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely herein 

75. Upon information and belief, in connection with the foregoing actions, 

Defendants and their customers have entered into agreements or ^enfederations with each other 
and third parties with a common design to engage in an unlawful purpose of converting 
confidential Verizon Wireless customer information, through fraud and/or other unlawful means, 
which agreement has caused Verizon Wireless to suffer irreparable harm and damages. 

76. Defendants have acted willfully, wantonly, and with malice. 

77. In engaging in the foregoing conduct, one or more of the Defendants have 
engaged in overt acts in furtherance of the conspiracy, which have been the actual and proximate 
cause of damage to Verizon Wirelcss. 
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COUNT FIVE 
(Keplevin) 

78. Verizon Wireless hereby incorporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely herein. 

79. Defendants have unlawfully received and unlawfully possess Verizon Wireless’ 
customer information to which they are not entitled. 

80. The property consists of any confidential information pertaining to Verizon 
Wireless* customers and recorded in written form by Defendants, including but not limited to the 
customers’ names, home addresses, calling records, billing addresses, billing records, telephone 
numbers, and passwords. The value of Verizon Wireless* property is immeasurable and is 
difficult to ascertain with any certainty. 

8 1 . The property has not been taken under an execution or attachment against Verizon 
Wireless’ property. 

82. Verizon Wireless is entitled to the possession of the property as the rightful owner 

of the property. ^ 

83. Verizon Wireless is entitled to immediate possession of its customer information 
as the rightful owner of the property and because Defendants are engaging in conduct that places 
the confidential information in danger of improperly being used, copied, sold, or otherwise 
disclosed to third parties. 

84. Verizon Wireless is entitled to replevin of all of its customer information in the 
possession of the Defendants, regardless of form or manner of storage, including without 
limitation Verizon Wireless" customer information existing on Defendants' computers and hard 
drives. 
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WHEREFORJE, Vfsrizon Wireless pmys that judgment be entered in its favor and against 
Defendants as follows: 

(a) That Defendants and any of their directors, officers, agents, servants, and 
employees, and those persons and entities in active coDCert or participation with 
them, be prelirotnariiy and permanendy enjoined fiom: 

(i) attempting, directly or mduiccdy, to obtain any infoimation from Veriaon 
Wireless regarding any of Verizon Wireless’ customers; 

(il) i i-ri ng the name or identity of any Verizon Wireless ertqjloyec or customer 

for any purpose; 

(ill) contacting Verizon Wireless for any reason; 

(iv) providing any Verizon Wireless customer information currently in their 
possession to any third parties; 

(v) advertising that Defendants can or will obtain information regarding 
wireJe;ss telephone subscribers, including but not limited to making suErh 
representations on any website; and 

(vi) possessing any confidential customer information obtained from Verizon 
Wireless, regardless of fotm Or manner of Storage, 

(b) That Defendants be ordered to return to Verizon Wireless all confidential Verizon 
Wireless customer information in their possession, regardless of the form or 
manner of storage, including all copies of such information; 

(c) Tliat Defendaiilfi bt requited to account for and to disgorge all profits obtained as 
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a result of their fraud and/or conversion of Verizon Wireless’ confidential 
customer information; 

(d) That Defendants be ordered to pay Verizon Wireless compensatory and punitive 
damages, together with interest thereon; and 

(e) That Verizon Wireless be granted such other and further legal and equitable relief 
against Defendants as the Court deems appropriate, including (i) an accounting of 
each and every person or entity Aat has been provided with Verizon Wireless’ 
confidential customer information; and (ii) an award of costs and attorneys’ fees. 


Respectfully submitted. 


Dated: January 24, 2006 


McCarter & English, llp 




William S. Grmbcrg 
William J. HtUer 



Four Gateway Center 
100 Mulberry Street 
Newark, New Jersey 07101-0652 
(973) 622-4444 


Attorneys for Plaintiff, 

Cellco Partnership d/b/a Verizon Wireless 
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JURY DEMAND 

Verizon Wireless demands a jury trial pursuant to Rule 38(b) of the Federal Rules of 
Civil Procedure for all issues so triable. 


Dated; January 24, 2006 



Four Gateway Center 
100 Mulberry Street 
Newark, New Jersey 071 01-0652 
(973) 622-4444 


Attorneys for Plaintiff, 

Cellco Pannership d/b/a Verizon Wireless 


CERTinCATlQIiJPURSUANXJO L, CIV. R. 11.2 
Pursuant to Local Civil Rule 1 1 .2, 1 hereby certify that the within action is not the subject 
of any other action pending in any Court, or of any pending arbitration or administrative 
proceeding. 


Dated: January 24, 2006 


ENGLISH, LLP 



William S. Greenb 
William J. Heller ' 

Four Gateway Center 
100 Mulberry Street 
Newark, New Jersey 07101-0652 
(973) 622-4444 


Attorneys for Plaintiff, 

Cellco Partnership d/b/a Verizon Wireless 
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CERTIFICATION PURSUANT TO LOCAL CIVIL HULE 201.1idlf3) 

Pursiiaiit to Local Civil RuJe 20L1 (d)f3), J hereby certify that the damages nccoverabie in 
this action exceed the sum of Si 50,000, exclusive of interest and costs and any claim for punitive 


Dated: January 24, 2006 


McCarter & English, llp 



"wmiam S. 

William J. Heller 
Four Gatciway Center 
100 Mulberry Street 
Newark, New Jersey 07101-0652 
(973) 622-4444 


Attorneys for Plaintiff, 

CeLlco Partnership d/h/a Verijon Wireless 
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UNITED STATES OF AMERICA 

federal communications commission 

CASE NO: EB-OS^TC-059 


IN RE: 

!si SouTM Infonnaiion Specialists, 

Corporate Respondent 

} 

MOTION FOR El^ARGKMENT OJ TIME 
COMES NOW, the Corporate Respondent, lat Souircft Information Specialists, Inc., d/b/a 

localecell, com, by and through onderiigned coiinseL and respectfully requests an enlarging the 

time in which the Corporate Respondent may respond to the Subpoena dated November 15, 

2005 up to and including February 3, 2006 fls grounds and in support thereof states as follows: 

1. A Subpoena has been served upon the Corporate Respondent, 1st Source Information 
Specialists, Inc., d/h/a iocatcccll.oom, 

I . Undersigned counsel was retained to represent the Corporate Respondent's interests in 
this matter 

3. Undersigned counsel is in the process of reviewing material which will allow counsel to 
fully advise the Corporate Respondent's position. 

4. The Coiporate Respondent questions the jurisdiction of the FCC over this Corporate 
Respondent, arid is in the process of researching and analyiing Title 47 United States 
Code sections 232 and 409 and anticipates filing a Motion to quash and^'or for a 
protective Order in the upcoming days. 

5. The Coiporate Respondent is atwe of the fact that the Power of CotnmUaion to issue 
subpoenas is not confined to those over whom it may exercise regulatory jurisdiction, 
rather it extends to any person from whom it can obtain information and documents 
which arc relevant and material to its inquiry; further, such subpoena can be issued by 

FCC 
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Commissioner and Commission can otherwise request that one Commissioner do so. 
Federal Communications Com v Cohn (1957, DC NY) 154 F Supp 899. 

^ The Corporate Respondent, on behalf of the corporate client, has discussed this maner 
with counsel for the officer’s of the corporation, who, at this juncture, represent the 
individuals and have not fully responded to requests for information which shall assist 
undersigned counsel in assisting the Corporate Respondent in responding to the subpoena 
and resulting citation. 

7. A brief enlargement of time is necessary so that the Corporate Respondent can properly 
respond to these outstanding matters 

8. A brief delay in responding shall not prejudice the parties, yet shall allow counsel to fully 
explore the situation at hand. 

9. Undersigned counsel has spoken with counsel for the FCC who advised that the FCC 
objects to the relief requested. 

WHEREFORE, based upon the foregoing, the Corporate Respondent. 1st Source 
Information Specialists, Inc., respectfiilly requests the time in which a response to the Subpoena 
_^ay-be filed up to and including FeBhiary 3. 2006. ^ 



Respectfully submined. 


law offices of phujp schwartz 
2000 GLADES ROAD 
SUITE 208 

BOCA RATON, FL 33431 



FLA. BAR NO: 826154 


FCC 
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Universal Communications Co. 

2641 North Teft Avenue • Loveland. CO 80538 • (800)806*8722 • www.uccwed.com 


April 12. 2006 


The Honorable Joe Barton 
Chairman 

Committee on Energy & Commerce 
US House of Representatives 
Washington, DC 20515-6115 


Dear Congressman Barton and Members of the Committee: 

We received your letter dated March 31. 2006 and are supplying the enclosed 
responses. We have attempted to be thorough In all disclosures requested. 

We also had a personal meeting with your representatives. Thomas P. Feddo and 
Clayton Matheson on Thursday April 6. 2006. 

Following the discussions with Mr. Feddo and Mr. Matheson, we had an internal 
discussion regarding our offering of toll records to our subscribers. While we have never 
been involved in contacting any telephone company and only provide information 
available to us from third-party vendors, we felt that the discussion indicated that toll 
records could not be obtained legally, or at least without deception. 

Even though we have signed agreements with vendors indicating that they will not 
violate any laws in obtaining such information, we have voluntarily ceased providing toll- 
records to any customer or potential customer as of Friday April 7, 2006. 

I hope the enclosed Information, along with the fact that we have removed ourselves 
from this flow of information, will be sufficient. 


Sincerely, 




Oames E. Welker 
President 
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ComTnitte« on Energy & Commerce 
Response to letter Dated Menoh 31. 2006 

GENERAL OVERVIEW OF UNIVERSAL COMMUNICATIONS COMPANY 

UCC wee formed In 1991 and has specialized over the last 15 years In providing toll-free 
services to companies throughout North America. Over the past six years, that has 
expanded into o^ertng data searches. 

The company's client fc>ase Includes banKs, credit providem, investigators and 
repossession companies. Those businesses have a common need* That need is to be 
able to locate individual®* who do not wish to be found* This can include debtors who 
have defaulted on loan payments, a purchaser of a vehicle who has stopped paying and 
has disappeared with the vehicle to avoid repossession, indivfduaEe who have defaulted 
on court ordered child care and alimony* e^ild abductors, those who have "skipped out* 
on bonds posted to insure a court appearance and many others who are attempting to 
avoid apprehension. 

In the course of providing location services to those industries, customers began asking 
If UCC offered daily call records firom an indrviduaJ's use of his or her telephone, both 
land lines and cellular lines. UCC did not offer such eervioe but found that there wore 
numerous vendors who would provide those records. 

Using a standard business model: listen to custamer's needs, find a legal way to meet 
those needs and retain a profit - UCC told It® customers that it would look into adding 
those services, UCC corttacted several vendors who advertised their ability to provide 
call records ar\d entered into agreements for the acquisition of that Information. Within 
those agreements, signed by the vendors, the vendors guarantee that their methods of 
data acquisition comply with all laws, rules and regulations and If they are ever found to 
be violating any law, they vwjuid hold harmless UCC. With this representation of lawful 
activity made to UCC from those vendors, UCC began offering this service,* 

UCC employees have never contacted any telephone company with an attempt to 
access any records and only used the services of its vendors as a means to remain 
competfilve with the dozens of other companies offering these records to UCC's 
customers 

UCC has terminated vendor servioe agreements when It learned that a particular 
vendor's practices were being challenged as unethical. 

UCC has never offered location information to the pubfic or via the Internet, where the 
public may use data to \ooat& someone in order to harm them, UCC customers are In 
regulated Industries and/or are Jicenaed professionals. To the best of UCCfe knowledge, 
no individual has ever been harmed by data obtained from UCC by ite customers. 

UCC is complying f^lly with a Congressional Committee’s investigation into the methods 
used by companies aixl individuals, who a^ess phone records. 

* NOTE: After meting wfthl ribm^ heddo and Clayton Watheson of the House 
Committee on Energy & Commerce on Thursday. April 6. 2006, UCC immediately, and 
voluntarily, ceased offering call records to all existing customers ar>d is not offering the 
services to any nmv or prospective customers* 



Response to Question 1 

1A. 
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UCC provides toll-free numbers to subscribers throughout North America, individual toll- 
free numbers are assigned to each subscriber and are used by each subscriber 
exclusively. The toll-free numbers are answered 24/7 by an automated system which 
requires the caller to input an ID number, then delivers a recorded message. The 
content of the recorded messages is controlled by each subscriber. Following the 
completion of a call to the subscriber’s toll-free number, the data from each call is stored 
and posted for access by the subscriber. This data includes the phone number from 
which the call was placed, the ID entered by the caller, and the date, time and duration 
of the call. Additional features allow the caller to leave a voice message or have the call 
transferred to a subscriber-provide phone number. 

1B. 

UCC provides pre-paid calling cards which can be acquired by its subsoibers for 
personal use or to be delivered by the subscriber to third parties. Data from calls placed 
using these calling cards is reported to the subscriber who purchased the specific card. 
Data includes the date, time and duration of each call, the calling card number used, the 
phone number from which the call was placed and the phone number to which the call 
was placed. For law enforcement agencies, with appropriate court authorization, calls 
may be transferred to the law enforcement agency for recording under Title 6 wire tap 
authorization. 


IC. 

UCC provides certain database Information to Its subscribers. This information includes 
cross referencing data regarding a targeted individual to develop a more complete 
dossier on an individual beir^g sought for ‘wrongdoing.” This data can include mailing 
address, physical address, place of employment, phone numbers, (residential, cell and 
work), social security number and any public information available through cross- 
referencing millions of data files. All of the data obtained Is purchased through third- 
party vendors who have entered into agreements with UCC for the provision of such 
data. Within those agreements, the vendors have represented that they do not violate 
any laws in the securing of this data. 

ID. 

UCC provides call records to its subscribers. This information includes the daily call logs 
from specific telephones (land lines and cellular). This data obtained from third-party 
vendors who have entered into agreements with UCC for the provision of such data. 
Within those agreements, the vendors have represented that they do not violate any 
laws in the securing of this data. 

* NOTE; After meeting with Thomas Feddo and Clayton Matheson of the House 
Committee on Energy & Commerce on Thursday, April 6, 2006, UCC immediately, and 
voluntarily, ceased offering call records to all existing customers and is not offerir>g the 
services to any r»ew or prospective customers. Even though UCC vendors had 
represented that the information they were retrieving was accessed without violation of 
any law, the Congressional investigators indicated that they believed that was not the 
case, so UCC terminated the offering of those questionable services. 
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Rmporm to Question 2 
2A. 

UCC has maintained a website in the past, uccweb.com. for two purposes; 1 ) As a 
portal where UCC subscribers can access records pertaining to call activity on their 
individual toll-free numbers: 2) As a site where mariceting information was published 
regarding the company and its products. That sHe did not offerthe public the ability to 
order data. Only UCC subscribers, pre-screened individuals and companies, are 
authorized to place data orders. 

2B. 

UCC is a privately held company with Jim and Claudia Welker owing approximately 70% 
of the outstanding shares. 1 other Individual owns approximately 7% of the outstanding 
shares, 2 other individuals own approximately 4% each of the outatarKJIng shares, and 
13 individuals own approximately 2% or less of the remaining outstanding shares. 

2C. 

There are only two corporate officers: 

Jim Welker, President 
1757 Stove Prairie Circle 
Loveland. CO 80536 
Home: (970) 663-3452 
Office: (970) 663-1703 X 17 
email: jwelkehSuccweb.com 

Claudia Welker, Secretary 
1757 Stove Prairie Circle 
Loveland, CO 80538 
Home: (970) 663-3452 

2D. 

UCC has 11 employees: (PT) Indicates part-time 

Dave Adams 
Deanna Barhcklow (PT) 

Cinda Clark (PT) 

Larry Clark 

Janet Gunderson (PT) 

Erin Hickman 
Jennifer Moffett 
Lisa Rye 
Kareen Stadler 
Jim Stegner 
Jim Welker 
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2E. 

Univerea! Communications Company has only ona location 

2641 North Tall Avenue 
Loveland, CO 80538 

2F. 


Sales revenue since inception; 


Year 

Gross Sales 

Taxable Income 

1991 

$ 74,296 

$( 27,894) 

1992 

$ 433,601 

$(160,614) 

1993 

$ 335.545 

$(141,676) 

1994 

$ 586,639 

$( 40,676) 

1995 

$ 657,106 

$( 19,733) 

1996 

$ 662.564 

$( 60.945) 

1997 

$1,081,657 

$ 49,383 

1998 

$ 616.213 

$ 1,232 

1999 

$1,467,058 

$ 40,839 

2000 

$1,397,852 

$ ( 60,081} 

2001 

$1,450,911 

$ 60,095 

2002 

$1,648,543 

$ ( 55,985) 

2003 

$1,621,273 

$( 96,939) 

2004 

$1,363,870 

$( 19.772) 

2005 

$1,174,893 

$ ( 22,146) 



R»pons 0 to Question 3 
3A 
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UCC does not engage in the acquisition of personal cell phone records other than to 
place an order with an approved vendor when those records are requested by. art 
existing UCC subscriber. 


Response to Question 4 
4A 

UCC does not engage in the aoquJsitian of personal cell phone records other than to 
place an order with an approved vendor vdien those records are requested by an 
existing UCC subscriber. Therefore; no UCC employees ever contact any provider of 
telephone services. 


Response to Question 5 
5A 

The vendors who have provided cell phone records to UCC received company checks to 
pay ir^voices submitted to UCC. The veridors are all irvlependent businesses with no 
relationship to UCC other than that of a provider. The average vendor invoice was 
$55.00 per search. 

The vendors used for these services over the past year are: 

Ghaun Cardenas 
135-20 NWIO"^ Street 
Sunrise, FI 33323 

Rrst Source Information Specialists 
aka Steve Schwartz & Ken Gorman 
7101 W. Commercial Drive 
Suite 4A 

Tarnarac. FL 33321 

Finders Information Systems, Inc. 

PO Box 261 
Croton Falls, NY 10512 

Steve Genik 

356 Colonial Village Drive 
Uncoimon, NC 26D92 


J&S Info Brokers 
13520 NW 10“' 
Sunrise, FL 33323 



Christopher Gorman 
6336 Cocoa Lane 
Apollo Beach, FL 33572 

Professional Independent Locators 
11 240 West 76*’ Way 
Arvada, CO 80005 

R*R Secretarial, Inc. 

17404 Meridian East 
Suite F 

Puyallup. WA 98375 



432 


Response to QuMfton B 


A. 

Alt UCC employees have been disclosed under Question 2D. 

Ajl UCC vendors have been disdossd under Question 5A. 

The only other rndlvrdual is a former employee of UCC and now a consuJtant to the 
company. He has created, edited and managed the UCC webshe since its inception. 

Brad Fades 
dba 10NIX 
2351 £. 110"' Drive 
Northglenn. CQ S0233 


Response to Question 7 

A. 

No. UCC has rolred solely on representations made to it by vendors regarding their 
ebllities to access phone records through legal means. 


Response to Question 8 


A. 

As mentioned in paragraph 7 of the General Qverv^, UCC does not maintain a data 
broker web site where individuals can place raqueMs for infcmiatJon. information orders 
can only be placed with UCC by customers who have entered into a Subscriber 
Agreement with UCC and have made representatfons that the data they request Is for 
legitimate busirvess purposes. 

The top 20 Information search customers by year and by volume are attached on the 
following 6 pages. 
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Rttponst to Quostion 9 
A. 

UCC only provides Information as a reseller. The vendors used for the acquisition of the 
information have signed vendor agreements attached hereto. 



Response to Question 10 
A. 

UCC has not provided information searches for telephone records to any law 
enforcement agency or regulatory agency. 

Response to Question 11 


A. 

UCC does not acquire information other than through third-party brokers. As such. UCC 
has no manuals, guideline or training programs regarding the acquisition of such 
information. 

Response to Question 12 
A. 

UCC takes no order from the public and provided no method for the public to order via 
any web site. 

Requests fro information made by UCC customers is only processed following the 
customer's acceptance of a Subscriber Agreement. 

Since UCC makes no effort to directly obtain any information and only orders 
information searches from third-parties, no consent from owners of phone numbers has 
ever been sought. 
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4-1d-206 11 iSAAM 


FRCM UCC 97 


iLebOtcre-p 


2002 Top 20 Informatten Smreh Cuttomort (All Catogortos) 


Customor 

Nama 


Fofil Motor CreditCompan 


H.I.R. Secvices 

CAkHeraf AftHLirsnCft COdDOrstion 


BB&T. PVN 159^77 


Westirde Creda Corooration 


U,S. Transfwi Cra 


eackqrxyjnd Investigative Svcg 



Customer 

Number 


U03043 


U02212 


U03115 


U02008 


U02547 


LI02511 


U02932 


U03127 


U03052 


U03071 


U02972 


Info. Volume 
Total 


$69,415.00 


$29,967,50 


516,372,50 


$7,S12_50 


$5,050,00 


$5,000,00 


$4,240.00 


$4,150.00 


$4,080,00 


$3,450.00 


$3,342,50 


$2,665,00 



2002 Top 20 Information Search Cuiiomere (Toll-Record* Only) 
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4-U“206 1 1 ;35AM 


FROM UCC 97G 




20Q3 Top 20 (nformstlon SMroh Cuftom«rs (All CEtegOfics) 


A.C* Roman & Associates. Inc, 


R.T.G. EnterDrises. Inc, 


Customer 

Humlier 


U03433 


U03185 


U03043 


U02361 


Info. Volume 
ToW 


SBQ.1S5.40 


$52,079,00 


$50,450,00 


$49,601,00 


$34,439,00 


$28,100. 


$20,213,00 


$11,552,00 


$11,235.50 



U03115 


U02972 


U03239 


U03435 


U03171 


U02207 


$7.a»,00 


$7,076j00 


5,852.00 


$5,819,00 


$6 


$5,230,00 


$5,062.00 



2003 Top 20 Information Seardi Cuetomera (Totf-Rooords Only) 
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U-20S lltSSAM 


from LXC 970 




20M Top 20 Informatton Soweh Cuslomor* (All Ca»*oori««) 


Cuftomar 

Nam« 

Cuslofnar 

Number 

U034?3 

Info. VoluiiM 
Total 

1S6.gS 

Prtita Services 

Ashley Norman Associates, me. 

U01905 


Chrysler Ftnandal 

UD287S 


C F. Anderaon. Pf 

U03435 


US 


'MaeteA Pickett Investioalive Svc. 

U03502 



U02391 

U03145 

U03102 


Rjeco investigation*, inc. . . 

Joe O'Bhen InvestioatJor*. ioc. 

Motonfite Aooeotanoe Coro. 

UO2072 

LK)3408 


MateChcck 

■R.T.G. EnlefPf »w. Jnc, _ . . 

American Honda Finance Corp. 



Amarican Lendofs Svc. Co. 

Advanced Surveillance Group 

Aardvark Bailbond* 



SAFCO — 

Pederal Asauranco Corporation 

003833 $6,419.00 J 

ua2212 $6^.00 J 


2004 Top 20 itrfomialloB Sooreh Ci«tomor» (ToU-Roeofd* Only) 


CuEtomer 

Name j 

Cuctemsr 

Numbaf 

TsI! VolBine-. 

Total 

Ptote Services 

U03433 52B.S7&.IW . 

C.F. Anderson. PI 

U03435 $24,375.00 

Chrysler Bnandal 

U02879 

519.174.00 

Macks Pickett Investigative Svc. 

\jQ3snz 

S1 6.966.00 

RIcoo rnvestiqations. Inc. 

UQ2972 

SB.99S.OO 

Aahlev ryorman Assodstes. Inc. 

U0T905 

56,140.00 

Mate Chack 

U034g7 

57.247.00 

RT,G. EnterDriaas, Inc. 

UOIOSB 

S6.559.00 

RWS of Athens, Inc. 

U03102 

S6.460.DO 

Iriveatpr* Eoully Corp. 

U03S61 

1102812 

SS.363.00 

SS .273.00 

ABM Investtaations 

Claims Bureau, tnc. 


54406.00 

Torrez Invastigabons. irre. 

U03633 

54.405.00 

Corpa Invesugabort 

1/02256 

54.305.00 

Tom FInlev Inves ligation* 

1/03527 

54^223.00 

PDJ Services 

U02391 

54.220.00 

^atr & AssoetK** 

U03239 


Aardvark BaPborkts 

U0315B 

1 

S3.667.DD 

S3.S88.00 

Pickard A Associatei, ire. 

Hales Investigations 

U01809 

$3,266.00 
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4-14-206 1 1 :36AM 


prom UCC 97 




20115 Top 20 infomioUonSoireh Ciwtomor* (All Cotogpries) 


Customor 1 

Name J 

Customer 

Number 

Info. Velum* 
Tefal 


U03433 5149,435.00 I 


U01B0S 



U03102 


lAjnerican Honda Finance C<vp; I 


S29.8oa.ao 

1 1 ■! II 1 — 


SAFCS 

Leonard Padilla 

U03e33 

□01230 

SOT.OU/.UU 

515.632.00 

Macks Pickett InvesttsatK'c Svc. . . 

if^eramdunt KMMron A RecovffVjJnc 

□035021 

U028a0 

S12.»7.(n 

flZB68.0O 




IC.F. AndBreon. PI 

LI03435 





[20/20 Information 


kudeh^^ib 

1 1 I'n’i ii ' III' ill' 1 liM 


■Kl.U.MK-M 

p^k^kard & Assoc«to«. 



Lanv Lor» & Associates, Inc 

Trace Investkiatior Servlcos, Inc* 



Claims Bureau. Inc, 







2005 Top 20 inf ontwtion Sooncb CustOEnon fTolUlocofils Only} 


1 Customer 1 

Name 

Customer 

Number 

rnmin^mr^m 

RWS of Athena. Inc, J 

□03102 


Ledfiard Padilla J 







□03433 

58.420.00 

Macks Ptoketl InvestigMiveSvc. I 

□03602 

58.012.00 


U03640 

56.334,00 

Godfother'a Bal Bonds 

U02162 

S6.69Q.00 

C.F. Andereon. PI 

1103435 

S6.316.00 

safco 

□Q3633 $5,302.00 


□02815 



U01110 

54.720.00 i 


U03037 



1/02912 

54.231.00 

;;- 4 *iiirwi:....u.vi..TP»nP^^* 

□03256 

34,067.00 . 


□03836 1 

^.916,00 


1109362 “1 

S3.643.00 


U0374r^ 


American Honda Finance Com . 

U0362B 

KissEiiai 

Silvarman Associates, Inc. 

□03329 

$2,827.00 

RBI. foe. _ 

□03104 

S2.800.00 
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U««r r/IMJ3 7 3^ l.i *M 


»»9«?o«7 


UNfVtKSAL COMMUMCATIONS COMPANY 
VENDOR AGREEMENT 


Cofnpjn> (L'(X*). and (VhNiyjR) 

fSTREET) ^ 0 ^ (CilY) ST.) /^ ( ZIT ) 

<?W. h? -oot? -r^L-visio 


lh< foUowinfi Vendor Aiytt m cnl nude thn 
Cofnpan> (L'(X*). and 


between L iuvenkil (.'cenmiinKalion* 
(\tND(jR) 


(EMAfl.) Oj.? ^ 

bereatter rtferred lo a* Vendor. pcovKk* for Ihe following- 


ircc denies ro obtain cerram odomunon from Vendor, m descnbed on die anached Voxkir Servic«i Ocecnpdon 
documenL in order lu rcacU thal infoimation to ihffd parties- Vendor deavea lo provide uid mfoimation and 
hereby otfei» lo IKC a wholce^ reUdorahip wboroby UCC can acquire eaid ecrvkca from Vendor at rsto 
lower than those available to individual clivni uisiomcn Kaia and term* arc subjcci lo negotiation and may 
change from time to lime for vaiioui reasons. Specific rates shall be agreed upon under separate document 


1. ) UCC and the Vendor shall each act as independent contractors at all tones and there shall be nothing hcxcio 

deemed to create a parincnfaq), jomt venture, or an>' other relahoiMhip. other than independent contractor 
relanoRihip. between Vendor and UCC. .Any such unpbcation or intent is hetebv expressly disclaiined by 
both panics. 

2. ) If eoher party m ddayed in its pcrfonnance. or prevented entirety or in part from pertonmng due to causes or 

events beyond its reasonable eonln;^ iiKluding and without hiniutioa Acts of ntetn^itioo of power or 
other uuhty. transponanon or communications services, acts of civil or mililarv authofity. sabotage*, national 
cmenencics, war. ecplowons. flood, accident, earthquake or other catasnophe. fire, stnke or other labor 
problem, legal ac&oa present or future law. govenunent order, rule or r^ulabon. or shortages of suitable 
parts, matenah labor or tranapoiution. such delay or non>perfomancc shaO be excused and the reasonable 
lime for performance m connccnoo with tfab Agreement shall be extended to meiude the penod of such delay 
or oon-pcifoimance. The party affected bv such an event, shall nooty- the other pom within twenty-four (24) 
boun after such cvcni occurred and shall continue to tqidate the other party on dK determination for recovery 
from «ich an event 

3. ) The Vendor shall abide by aS appbcablc state and federal laws regardmg the collection and disitcininaiion of 

consumer mlorautiun. tncludmg laws regarding piivacv and harassment, and will hold UCC harmless against 
any and all claims that the Vendor's coOccnon of such data violates any such act, law or regulation 

4. ) UCC acknowledges that, subieef only to the pemusemn granted under ihw Vendor A|reeroem tor the use of 

the mlomution providedL Vendor is the owner of all rights m any technology, systems or program used by 
Vendor for acquiuhon of information and UCC agrees they wiD not appropriate, use, or otherwise obtain 
from Vendor an> oUeresi m any such program, system le technology 

5. ) The partiee agree any suit or judicial proceedmg ansmg from this Agreement or pcitaming to the subject 

mailer hereof ihafi be instituted only in the couits of Larimer County, Colorado and the parties waive any 
objection to such jurisdiction and venue Thai agrecsncni shall he construed in accoidaoce with Colorado law. 

6. ) The Vendor agrees to uidenmify and hold I'CC harmless from and against all bwsuin. clauna. losses, 

jtidgmcius. damages, tettkments and expenses ( includmg reasonable atiocneys’ tees ) arising by leason oti 
(A) the negligence or willful acts of Vendor inchidmg, but not bsoted to third paii> clatms or other irvuty to 
persons, propern or busmess cnblMs. and; (B) clamu concemiag the mcihodfc used by Vendor in the 
collection of said mformation, i iKl»^ng but not limited to chuiru of defamation, horaasment, unfair practices 


Or invsKicin ol privacy. 

7.) UCC shall h^ no kabUity with mpect lo its obJigaiioiu undex this a^^etment, for indirvct, speciaL ineidsiial 
or consequential danugm 







?oTt Vendor 
Print Name 


UCC * 2fld1 hlorth Tift Avenue * Loveland. CO 80538 • (9?0J 663-1703 * I^AX 0^) 663-t7O0 
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Frtfl: Mn Tq: Rtw4t 


DM ihM ur44PU 


p- 1 


Pk4*2B(; 


UNIVERSAL COMMUNICATIONS COMPANY 
VENDOR AGREEMENT 


TiA fcl lowing Vendor Agjwincnt midc ^ fTnafCh> ^OCj^ beiw«n Umv™t ComnuniciiioM 

Compisiiy (UOCX ii»d_ ^ 'R J^e^Tr€Ou^-Vq (^TNDOR) 

(STREETl; ’•MMt ^ t^e>'ifliayicnT0:IX4v^ll!ag-ST.):lAig- 


7cmo: puye^lltjp_ ST.): pJPi^iS^lS 


(Tax [DIf if Company * OR SS# if uwlividiul): _ 

faerufla- fefened to« Vcpdor, ptavid^ibr ihe foUowingr 


UCC diaires io obUm certiin utfoimition fiorn Vendor, detcribod on Lhc itUohcd Veodor Servicei Dcjcripiion 
doCMiiffivt, in Older to iwcll that infwwtiaii to ihinJ pities. Vendor dairts to provide vid mformaUen ittd 
her^ offet* to UCC * wholoiki rdalinuhip whereby UCC cim acquiire uid Kfvicee &otn Vendor it ntd 
lowH than those iviilible to individiKl client cimiMncn. Rjtn utd temB ire lubjoet to negotiition and may 
change &Btn time to time for viriow to»ont Specific rata shilt be agreed upon undei scpjiitc documenL 


I.) UCC ind ihe Vendor ihill ewh id is indqxndcnl contTKaora it ilt limca ind ibcre iHiLI be nothiog herein 
deemed to emto ^ piElnenhip, joint vcnti^ or my other reliUoneh^, other Qiin independeni conlnotor 
relitioMhip, between Vendor md UCC. Any such imiriiciticti ot intent is hereby expitssly dlicliiraed by 
both pirties. 

7.) If c4th^ party it dcliyed in it* pedbnnuioc, or prevented entirely or in put &om pefformingt diiie to ciusct or 
event* beyond it* reiioeable contiol, tocliding ind without iimiiitimw At^ of Gtid, tntoruption of power or 
other utility, trenspomtiofi or communicnioii* icrviccA a^ of eivil or miliUiy luthodty^ ubotigck lulionii 
emergencies, war, ciplo*imt, flood, accident, euntirpuke or other dtiitrophe, fire, itrikc or other Ubor 
problciTu legal leiion, proeitt or fiatme kw, govcmmenl order, rule or regnliticii, or ahoriigei of luitible 
parti, matorul*. labor or (nntportiiion, tuch dcliy or iwfir|»«fijniuBce ihiU be wtuied and the reasoiuble 
time ffx peiforniiTioe in connection with this Agreement shill be extended to include the period of such delay 
or non-peffonnmee. The party looted by auch m event, iball notify the other party within twenty-four (24) 
hour* iKer auch evmi occurred and ihili continue to update the other party on the dctmumation for recovery 
fpora luch an eveuL , * 

3.) The Vendor iball ibide by all applicable state and federal law* regaling the colledton and diasemmation of 
consumer ififormaikm, incliiding law* TOgarding privacy arid hafaiim«it, and will hold UCC harmless against 
any and aH cla™ that the Vendcf'i ceUeebon of such data violate* any mch act, law or regulation. 

A.} UCC acknowledget that, nil:^eet only to the pemusaion gni^ under this Vendor Agreement for (he uk of 
the information provided, Vendrjr i* the owflier of all ri^iia in any ledutology. system* or progrem used hy 
Vendor for icquiaitioe of mfonnaljon and UCC agree* they will not appropriato, u*e, or cnherwisc obtain 
fienv Vendor any interest in any such program, system or technology. 

5. ) The parties a^ my suit or judicial proceeding ariiipg fiom ihia Agreement or pertaining to the subject 

matter hereof shall be imtitoied only in the court* of Larimer County, Colorsdo and ihe paitk* wilve «iy 
objectitei to such juriadiaion and venue. This agreement shall be ccniliucd in iccofdince with Colorado Uw. 

6. } The Vendor agrees to iodemnify and hold UCC haemkas hom iftd agihut all lawsaails, claima, losses 

judgments, dimsgei, settlements and «petue* ( including rowruble ittonneys' foes ) arising by reason of: 
(A) the negligence « willful acts of Vendor including, but not Itmitfid to ihdid party claun) Of other mjay to 
perwni, property or business entlUes, end; {Bj chtms concerning the inetbod* used by Vendor in tlw 
collection of reid infosnution, including but not limitod to diixns of ddamaUDo, harassnicnt, taifstr prsdicet 
or invasion of privacy. , 

7. j UCC shall have no liability with raped to its oblig^otn under this agreement, for indirect, special incidenul 

Of eonscquemial damage*. 
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li.NrVERSAl COMMlJN'jrATlOVS COMPANY 
VENDOR AGREEMENT 


■|1k folk>yiTng ^ erxlor Ai$r«cmciM made thif «» Aioji bciv^ctn UmvcTMl I'of^umcjiioBk 

<'ompianv (I'i.'C). and 

(STREF.Tl l^D>/ 1:3^ I 

(PW3NL> 


- iTw'cmpanv • OR SS» if indnidiul): UdM. 






VCC «!€*««« lo v'Ixam ecrtiin mtcftMtian 6o«n \ endor. a* d«^;r;^lld on fhe atucheJ \ <fwior Nomcm Dc'icrifKion 
docimient. n onfcr » imcll rtvM infovmauon » third piiuc^ Nendor dc<irr<i u> provide Mid intonnaiior and 
tMrv^»^ oflFcn lo L'CC a ¥i1»o1<w|€T r«iaiionihip whcrrt'v VCC can acquirt taid len'icA trom Vendor at lata 
Iwra than ihoM avsilabk to individual cliert cutvfiwrs Rates and tenrn are subject lo nepv^iuuon and may 
chanM from time to hme tor vanous reaaon< Specific latos shall be agreed upen taader separate document 

rcc and the Vendor shall ca«h act as independent eontractori at all Innas and there shall be nothing liereut 
daemed to errata a p«tnmh;p. joint vemure. or ajiv other rclatieidhip. other than mdqiendeni zontractor 
relaiiowhqi. hstucen Vend^ and l/CC. Any such irnplicaiior or imeni h hereby ejtrnoaihr disclaimed Ks 
both pailKs 

3. 1 If cither pam is tWsyad in lU performance, or prevented antmrly or is part from pcrtocminp. due to cauaes or 
events beyond iu reasonable control, including and u nhout ItmimUdD, Acts of God, tntemption of pown oi 
other utility, tranapoiution or ccminunicatiant services, ao> of cisil or military aiihority. Mboufea. nationa) 
emcrpewcics. vrar. rspicsioie. Hood, accident, eorthquakr oi other calaiinveie. fire, strike or other labor 
prblem. legal actioa. prcaco: er fiiturt Iasi. gevoBment ordar -uU v. tcjalatijr^ or sbonages of suttaWe 
fMtK maichala. labor or tramponatiun. such delay or non-psa' :rnkuce shall be cccuaed ai^ the reasonable 
ume for perfotmance ki connocticn with thk Agreement shall be extended to include the period of tudi delay 
or non-perlonnaacc. The party aflected by such an event, shall the othe» part*- nithm twenty-four (24; 
hours after auch esent occurrrj aht# ihs'l conti.iue (c bpdc:; the ».d»es i»arty the d^emunatior’ for recov'cry 
from such an evoBL 

3 ) Thn Vendor shall abide by all applicable «ute and federal law's itgardmg the colbaion and dissemination of 

.lOhsumer information, mduding lasrs regardini piTSiey and harassment and will held (.’CC bamilass againat 
any and aR claiim that the Vendor'i oolketioo of such dau violates an* airch Kt. law or legulaiion 

4 } liCC adtnowledfcs that, subject oohr to the pcmiMion grantei und-'.r :’jj- ''enfoe .vgreemep.t for the Jtc of 

the infonmuoo provided. Vendor it the ovstter of all nghto in any technology, systems or program used by 
Varvdor fos aoqunition of inforroation and IX‘C agrees they will not appropnate. use, er othe»s*is* obtain 
from Vendor any intereat in any such proipim. syeum nr lechnnlogy 
5.f The partsea agiw any suit or judicial proceeding arwmg from this Vgresmeri or penatning to the subject 
matter bcieot dull be imiituted only in the courts of Lantner County . Colorado and the partM waive any 
objection to such jurndicticn and venue. Thw agreemeni shall be construed tn accordance with Colorado lavs 
6 ) Thie Vendor sgreea to indemmfy and hold I’CC harmJms from and agaimt all lawsuits, daima. Icsaea. 
rudgmcnia. damages, settlemento and evpcrMcs ( including reasonable attomeyV leea ) anting by reason of; 
(A) the nepliaervcc or willltil acu of Vendor includirg. but nor limited to thisd party daima or other tn|uiy to 
persorts. property or business eutilres. and: (Bl slaimn eoiKerrvine tlie methods uaed by V»ndor m the 
coltection of said mfoncution. mduding hut not limited fo claims of defanutien harassment, unfair piacticm 
or lOvasioB of privacy 

^.) I CC ihall have no habilicy with respect to its obligaiiosu under this agreemtnt. for indtiecr. spcctal. uctdcntal 








LCC • M::rlh Tjlt Avtnsjt * LfweJarc C^fStSSS * (970) 663''703 * FAX (970) 70i 
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UNIVERSAL COMMUNICATIONS COMPANY 
VENDOR AGREEMENT 


Th* foUowmt Voidor A^tttment m»te tfu« X!L.d*y of . 

Convwy (UCC). «nd j 

(STREET): ^4 P^plt W ^(CTT^ 

(fHONE): Si^f 4 <f?<^ (FAX); . 

/BMAP.v T<rgc.4nrM*^ liC 3 ^ 

homfitr r^etiod to M Veador. pnrridn for the fetlowin«: 


. between Univcml CoBrauiuceuon 


U^C. < ^ 

srr.)J±_ir 

\ . Co 


.(VENDOR) 


UCC 4ffiTrf to obtBtn cenain ^I^fbt^n»^ol^ from Vendor, m described on the iiiached Vendor Sauces DcscnptKm 
in order to reoeD tkm mfenaoboe to dwd partm. Vendor deoim to provide Mid mformMion and 
bcfoby offer* to UCC • whoicMiex relabooehtp whereby UCC con tcoiure aid ieTvtoM from Vendor at lowe 
lower thui those triable to mdividiial clirm eustomera Rates and tenna aro subject to neptiot ion en d nmy 
ehanoe from ttnw to nme Cor «wiOtts nrsMCW. Specific resM shall be a|r«^ upon undor eeparmte docunaent. 


1.) UCC mA the Vendor shall each act u lodcpeodcnt oontractors at all dar* Bid thare ahotl ba nothi ng hcrain 
deemed to craaia a partoerahip. joint veature. or any ether reltUantlup. other than independant eoetractor 
rclatwoship. barooan Vendor Bid UCC. Any such anpiwaKion or imait ia hereby cxprcaaty doclannid by 


bothpafbae. 

2. ) ir either paify is delayed m its porformaace. orprrvantad tmuily or in pvt from prrfonning. due to causa or 

cv«u beyofid ita raaaoaabk coohol inckadaic and without lOTaUhon. Acts of God. laiB ruption of pow« or 
other utility, tnosportattcn or conanumeations aemcca^ acts of civil v militaor aurhoray, aboagea. n at i ona l 
cmarfanaM, war. ciploaMixa. flood, accidam, earthquake «• other casuwo^. fira. atrike or other Uto 
problem, lega) actioo, present or teure law. gevanunant order, rule V rcfuladon, « abortagat of suitable 
parta, materials, labor or tnoiportahon, suck delay or hco-p er fonnan o e shall be cacuaed and the reaaonabic 
tune for pcrfornMocc at oonnentinn with tbu Agrecraant iball be eatcaded to include die panod of aoch delay 
or Bon-pordxmanot. The party aflbetad by lueh an avant, shall notiiy tha other party wiiMn twanty- four (24) 
hows afiar auch avaot oceurrad and shall ocaitiBiie to updatt the other party on the detenranation for recovery 

3. ) The Vendor shall abide by all applicable state and fcdatel laws re^drng the collcctioii and diaaeminanan of 

oooauaaer fatfomatloQ. inchidiag laws regarding privacy and harasement, and wUl hold VCC bvDiless againat 
ay and aU cUiiBS dot dw Veador^ eeUeetka of such data vieUtes any aaeh act, law or regulation 

4. ) UCC adoioertedges that, aubjcct only to the penniasioa graaied under this Vrndor Apocment for the uaa of 

ihc u.ruiwtMiati p(w\-ided. it tU vf aH ii«Ui in any toctvnolcay. syvicna c* proifnMi osed by 

Vendor (hr acquiaiiion of mibmation and UCC apees they wfll not appiopnaic, uae. or otherwise obtain 
from Vendor any laierest ta any auck pro^are, syatam or technology. 

9.) The partica a^ea say suit or judicit] prooeedaig aristng from this Agrtcmmc or pennonig to the su^t 
matter hereof ahall be mstituled only in the courts of Lartimr County, CoJorado and the pvtica waive Biy 
objection to such juhsdictioo Bid vemie. This agraament shall be cooatrued in aceordaiKe with Colorado law. 
6.) The Vandor a^ees to ntderamfV and bold UCC harmleM from and agauvt aU Uwauits. c laia ia. loaaca, 
judgments, d aw a g os, scttlfnissiB and oxpenaea ( inclnding reasonable asorneys* feea ) anamg by rcaaon of: 
(A) the Mfligcnce or miffu] acts of Vendor mekiding. bu: eoi ImHied to third party claims or other eijury to 
persona, pro pei t y or butsncM ennoee. and; (B> ctarau ounceming die methodi used by Vrod or m dw 
ooUaotion of aid infbnnahon. includiog but not Ittmiad to clauns of drfbtnedOB. hareaamcni. uafur prooneoa 


or mvaaon of privacy. 

7.) UCC shall IM no bhbihty widimrpici to its obligatitKU under :bis agmtiticm Ibr induecc, ^lal. incidentil 




/dt/ Ol- 


J)K vjgUlent. 


For: Vondor 
rrlntk>M_ 


UCe • 3tKl l^orth Tflt Aviriv* • lOwflOnd, CO 40939 « fBfd) 409-1743 • FAX (470) ddl-lTpi 
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UNIVERSAL COMMUNICATIONS COMPANY ^ UZ'^3 

VENDOR AGREEMENT "2.6 6"^ 


tettow»a ' 

C«iipwv <VCCj. Jfnd 


LJ ^C^T~ 


vaXCJ. C:ia/jt.:3LC^£/«r...„..^fcr^rTL'J,r. 


(2mi£ rrfifTffJ JG « 'l tthlw, pf 0^1 ^a^ ^ loUwMiif 

« t Cl' I rtfefrtitf /iliiHa^JiJp *te«^ Hid scfvi^* irefli V«uJiif *i mt* 

I i t rr ^ flK \en6L7 >JaO eiJi itT » wiWp.n<lfflt Eimii*:im ii iij linw* ondOifije tluH bv h«mii 

l«»«.^!^Bj«r!»4 VCC. «*k «mtn i™lv *«j™d 

1. rJ!l£r^i»«i«ilin»|H(oniiaia. o, pnsmkil tadi* « n (W ftw (>*rf«™« 

2 . ) It Imao.. ^a. Ot C«L « f«.g o 

«. d>fl T «a«v .^. 

, ^ ^ rtnktfcoifc. 4soi ii.rr r^ eiiAiMi* cjUBa^l*. iir^ f*nlK ut 

ae™ er ftflnrR itw. goveraiicTO wda nik or 

ETTW wFfmiMM a c™wW w* thb A»tnroBi* *41 ta «wwiH uw 

a inn-Aflrfdcpwict T*s f«v Affitcied bv me* m *wm. 4«JI apo^ the nKr pam Kilsn fwa^M (I*) 

. - .j .h-ii in wwbu^ rtw ofter s»m' on ihc dQtvtnHfUliDfl ^ ri«iw> 


ij T^Tv^Aw »4irf 4jiA* by ^ *P5*t4!fc ttifti if4 fnienl lifl^ wfinfine coflrttwn md *i«Biift4iiir, rf 
comumtf iafbraiMMC. avkidk^ Iibt icfunfav privacy «! hMiuwnL njd miJJ bMd itC teiiiJ» iffMH 

4 .> 1 rr ckKn>ta^ wbiKi onW IP ^ penrnwm gjwtHi under ftra Vendnr Apmmt n^ fat th t flt 
the iflio«ftH«i fwvvdcd. Vniiiw P the PwHr of lU nrfi^ » wy tjHeata cJr pfti(rwn mtd ^ 

\ cn*N' for KtpiwMi of irfbmwtictt and UCC t<f*rt v^K i»ot ^op na w. iw- or omirwwc oran 

:^«n VflrfwaB^ diTOtin^'iMipnvaBLiyflmpFiK 

Sl) The pavin any uM w jvdivUi prcLHdHB wwo* torn dii iMrtpamt m pertKinv >0 *t «bjtct 
IB Aa }mif *41 hv dHiduaed oedy ki ihc »itfti of Laomr Cutw>. CojArtdo tnd ibt pofiu* v-aivt any 
obKctHn tP *vb/Ri*dEii4a ird wa. ^pooiKTU *41 be eoettcurd nacwfdfiiK oitb Co^PTHfo Uw. 

6 L) Ti» VoHfor asms to mkcBiify huI hold hundH* from nd a^m 4 l Iwmffl. cbjmj. Ifwv- 

ivOri'vRa, dim^BH, and openw t m^udn^ nmo^k Armoi ten > armf* b> r«avri (A. 

lAf ttip vcflUEi^ <yt viiBfJ mta of Vtndot i&cluda^ btiE ftot twu i v d Ci? itird psty clmns or o*er aijitn v* 
peruKH. pED^rn' or biPin«<i cncbn^ and; dainu cem^E^ the nrfltii^ uAcd \'e(uJor ii dtr 
Of uid tfftbfwjftm, mcltidifls hot mi Snitwt ftr cUmib (tf detWenB hacv«imcBr. mfur prudery 
n iiTvuwn of pnviuy 

tt tT.C 4u( hAt BO liibdify wicb to di obkgaoorM taidtr thd ignsnnent for iaduxa ^.44. vKidenu: 



FDr:lfCC For: Vewdor Hafr 

Prim Nm.. rJim ^ mm >«iit 
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UNIVERSAL COMMUNICATIONS COMPANY 
VENDOR AGREEMENT 


The Tollowin; Vendor Agrocmenl made Uii» ,day of b<‘'^ecn IJniverul (.'onimunications 


Company (l.TCX and 




iafeLL-s-r') /s,y ./jj. 7 1 


hereafter rufeiTed li> as Vendor, provides for the follnuing 


lill (TAX JDfi if Company - OR SS* if mdnddual): A 


IK'C duHiivs to obtain ccrUin inldrmauon irom Vendor, as desenbed on the atUcUd Vendor Services Ocsenptiun 
documenu in order to resell that tnfoimaUon to third parties. V endor desires t.^ provide said infonnation and 
hetebs oflers to LCC a wholesaler rdationsliip whereby UCC can acquire sai(> services from Vendor at rates 
lower than those as’ailabtc to individual client customers. Rales and terms arc subject to negotiation and may 
change from time to time for various reasons. Specific rates shall be agreed iqmn under separate document. 

1. ) L'CC and the Vendor shall each act as independent contractors al all times aod there shall be nothing herein 

deemed to create a partnership, joint venture, or any other relationship, other than independent conlraclor 
relationship. belH«en Vendor and IJCC. Any such implication or intenl is herrb)' expressly disclaimed by 
both parties. 

2. ) If either party is delayed in its performance, or pre\'enled entirely or in part frmn performing, due to causes or 

ci'cots beyio^ its reasonable control, including and without limitation. Acts nf God, interroption of power or 
other utility, innsportalion or communications services, acts of civil or miiiUry authority, sabotages, national 
emergencies, war. explosions, flood, accident, ear1h()uaLc or other catastrophe, fue, strike or other labor 
pniblem. legal action, pnaienl or future bw, government urder, rule or regulation, or shortages of suitable 
parts, nutcrials. labor or tnnsportation, such delay or non-pcrfotmancc shal be excused and the reasonable 
tune for performanoe in cnnnccUon with this Agreement shall be extended to include the period of such delay 
or non-p^ormancc. The party ifTecled by such an event, shall notify- the other party within twenty-four (24) 
hours after such event occurred and shall conitiuic to update the other party oi the detenuination for recovery 
from such an m-ent 

3. ) The Vendor shall abide by all applicable state and federal taws regarding the collection and dissemination of 

consumer information, includii^ laws regardbg privacy and harassmenL and will hold UCC baimlcss against 
any and all cbims that the Vendor's collection of such data violates any such .* cL Uw or regulation. 

4. ) UCC acknowledges that, subject only to the permission granted under this Vendor Agreement for the use of 

the mfotmalion provided. Vendor is the owner of all rights in any techaoto;.'y. systems or program used by 
Vendor for acquisition of infonrulkm and I ICC agrees they will not appropriate, use. or otherwise obtain 
from Vendor any interest in any such program, system or tcchnolo^. 

S) The parties agree any suH or judicial proceeding ansing from this .-Vgrocment or pertaining to the subject 
nutter hereof shall be tnsiilulHl only in the courts of I juimer County, Cotieado and the parties waive any 
ohjec’oon to such jurisdiction and vessoc. This agreement shall be consUucd hi accordance witli Colorado bw. 
6 l) The Vendor agrees to indemnify and hold L'CC harmless from and agaivt all bwvuits. claims, losses, 
judgments, damages, settlements and expenses < including reasonable aUomavV fees ) ansing by reason of: 
(A) the negligence or willful acu of Vendor including, but not limited to thitd party clamis or other injury to 
persons, property or business entities, and; (B) cbtms conccreing die ra.'lhoth used by Vendor in the 
colleciion of uid information, including but not limited to clainu of defamat on. harassment, unfair practices 
or invasion of privacy. 


7.) UCC shall have no liability with respect to its obligations under this agnsemen:. for indiroct. special mcidenbi 



UCC • 2641 North Taft Avonce • Lovetond, CO 30528 • (970) 663-1703 • FAX (970) 663-1708 
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universal COMMl MCATIONS COMPaVV 

VENDOR , ^GREFUirNT 




the fiActvnfte VriuDf Aonc^mr^r ntMk iin , .at> oi b«nwn f ^flrcriil 4'fwunuiikjiioAi 

(Siw.Kii: do If l^)■ y^££?. SI •■ ft- u !y Y 

im.iNT) ^ IfvXI S'f- l' Cfft'' 3-^ iY 


iEKwiLi:.„..'X4ii'Tiiwji,.iSl-®...flQA-.^i4l 

ihfhjiu: to Ji ^uvido UHTqdnwtnf 

Uvt' dftaiir! to e:li34i ^lUjr- inlwimTUMi irata Whom} mi ikatjiUJ mt Jis dL[itkh«] Vmkir Scrvii^ IwniHim 
(kuunenit a* oidtr (o meU Mut uiiormfttton to ftv porm. Vtwto ikiim u provuk ud, ^«minoii bu9 
hjrriw^ efim K UCC i whaj^aW rJiacfUht}! wher >iy LOC uiu wr>i»« Jifliti Vcpdot $t tub 

kHVfi [h*4 ilnu to ^fdn4()uij altfnt ojdtnn rx Rato< jk] term* Kitjed ii Mi»gM»ri md mi> 

lifK to tovK^rt-ilouirt^^ lii > ix49(Vca'4icn tnkrH^JtoOOuiAHid. 

L,) l‘CC Aid \::t±g J-.4: aJi aul u inikjivn^ 1 cuUrkUHi al aE liniu and tlKir ahiD be pai^ hnAi 
ekentod w ^4t^a J pdnn^rUiip. iftnt vawc, or aw gufw. f*iaiiHt^.jp, on-jr Ian Fju}«p«ndffit c^vw 
J^jticn^hip, tCTAatf aai L CC- ^ ^ mfilicaiiM o* intciH u liar^j^ npre*^ dbulamcd ^ 


2.) tf <Mkt p»v di V pefufnutnac or px nnd emiial* cr m par &OLi ijcrfbfu^^ dm kt rnmm tv 

evtro Ny^ lu utaaaMitjfc tntiudiin mu uritfta' liniiubii Aat af i-od. coBne.^ n/ r-o«r « 

odHT dti&)yn irjJ»pQfudi]b| or conniniuiwni kt La of Jui or (riuuy uibuiapii, nawiai 

emnicnewx mr^ cvplnimB, CooA acadtniit ti ih^uu or odw cauarrcjrbr. Ai other liSor 

inMerr. k^ia act»^ ort^i « Sflsr; kw* |cv nutmt owitr, riik o* oc^daiun, or mativiu o? auibbit 
jurb. tfumds, 'abrr or rsupofiitioiv nich <kk or nofi-pcilbiTTijnoc *,'41 'x cxcwfO *nd the .xvunNr 
ibtrt JSir perforvuixr bt t«iuec&on nids umi thaO be Kicntkd to LUuik the period of tiBh detiv 


Thrifufirv affectod by inch i i e\tnt ihufl nmily Hh cditr vndm LWn>£oui <Nl 
houip rtrer Mich event «a^J md ihiH eevr^uic so updA Ihr odier pan> on ttt dessmButun kr leoowiy 
frar Mti in wcni. j 

3. » The VflHtor 4u9 ihiie «l ipfriiuMe ttii: jnr ^tdent ]an KftoAnK ihe falSttoiton ^ uu*crnnjii«i of 

tianHHnet FvtonntbcB. mzMrr^ Urns reeanhnfl pn ncy aid brnmamer^ id -wD twJJ fCO hamiJcu ^itoxt 
any «iJ al3 dtoH kii Qu cnt it nt aa sf such iliu tdLuu my hiJt mo^ Luo or tEBuiwTL 

4. > UCC uhnoni^v ttUH. |uHki id ihe perm «od ^^naci under ihEu Vcntkv A^xmerJ for ihe uae of 

the Lif'iVma&rm provirtod, ivendc: h dia ohpkt of iE riffiO in bi% aecivx4iicy. lytoCTH or pra^'iiti ib«4 b> 

Vendor for informanon id l-CC j^w th<> tviD n&t apr^opriaii. npe. or t 

front Vflidor am inttTear vi jn^ msb prQpnm. TiUlcn ut Kchnoliv'. 

Iht parut t(ff« iry nil Cf ju^iii prrKcxttaif antni horn (ha or fomrmt i 

nunei hereof ihiE! be iniiirjdcd ohh' in the coitn of Liimer Caumy, Colorado ihc pprtku iv^ 

CphjecDOo m iuch jiirudii:tioit and Thi i^n mi duE be cofumaed in accordance tvnh Cotonifo tiw 
di The Veakdor asren to kMcmnil^' and haU I'C' I hamdeu fnm vd agamiii al UnvA cliiiii fouti 
jmiffptmK djnnfci uetdemenb and cvpaiun ( t dudin^ rwonablc aflocnevi' fieei ] aiifiirih by men of. 

< A) the MglieiKc or ivilful acta of \cndor mdii ^ but ini bmUed to third pn^ ctxnur ^ odter to 
Tientoiii propeni' or buqmeii DifDuex aad: (B) cUoiu CQKernr« ihc mcrbodi uacd by Vembr in the 
cobenon of lud nfomu^m^ jicliubn^ bm not b obd to cium of detaRudorv iunnnieiu. uifir iwaclicu 
urnvwtoorpiiwy. ] 

I'CC aball bM no batadifv wHh rtipeet lo la obh anoiu under dtta agreement, for OKkirta. to^ciii iod^niil 

nl ilcv 


For . V( 
Prim >( 



Da 


\// I For; VoniUr 

jNjO'^ PrU . ? i*o. _ . ^CJL/ A4f^ 


a Loveforto C D ©0538 • (970j 863-1703 . FAX (970) eGS-roe 
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UNIVERSAL COMMUNICATIONS COMPANY 
VENDOR AGREEMENT 


Tint foilowme Vqndor Apt 
CoMfWiy (UCO, tnJ d 
(STOEET) / 


01. 30^^ betwooi L'nivcTMl: Cominurvtcatioi 


/3^3iQmi 


fVENDOR) 

J^4:£L_ asp). 3S33 ^^ 


iicrcifkr rcftnod Id u V«d«H piwida for tkc foil owtnj: 


(TAX ID# ifCttnpwy - OK $S# if bidividnl): 


UCC (kwn to ofatiifi esttin tnTcrmttjpn fiiont Vondor. » dwrilKd «i the aituciliocf VmdOT ^^vica Dwtipuon 
docanctd, is onfcr to iqq|j tlut kfonuiiDB la third pjftiA Vendor dnim lo provide mi iflfofinnixi end 
lure^ pffen lo UCC ■ who^eukr fdjbonhiir vheie^ UCC an Kquiic iiid tcrvicn irom V^idor ii rd» 
Umcs dvn Ihoro miUiblD lo ntdrvklui] dime mMOtton. Rftee and lenni ire iiibjcct tc neiotuiion iml my 
cllWE^ fiqtn time lo time for vorioui rewm. Spodfic nira he agreed i^wn unda li^irAc docimwcL 



tj ore md the Vndee dull wh ict M indepsKlcdt HUftndQfi a lU timei iod disTe ilult be Krihin^ bacin 
dirtied 10 CfMie 1 pfrtnenlup, jobn venture, or my othor relitioodup, other thin iitdcpendAnt cnitncior 
relitwHhip, betwvefl nd UCC Any ittdi a^lication or indat b hereby es^i^ diiclumed by 

both poffM. 

r) I»ty ti deliyM m iti pcrfonniice, or pnrvm^ entirely or in pm &on perfonniii& da? to uiwet or 

evHtU beyoThd itt reuontble E^ocitrol. indudii^ ami wthout Ibniiilton, Actt of God^ intcmqnion of penm- or 
other trenportiHon m unvnmiations »ervice^ icU ofcMI ormililvy mbority, ub«u«c«, nibonal 
cmcrwcncici^ Trif, cqilociofH, flood, iceidont, eirthquike or edher cAniivphE, fire, ibthe « other labor 
pnbknv lew! aciitm, pmeat or ham l*w, RirreinnKdt ordcft ruk Of re^ulitw, or dufti|ct uiiUbk 
pim, iwtedils, Iibor or treupoctition, loch dcliy or soo-perWiuico duU be tnuKd lod the nuonibk 
time fn- pcfTortiunce in connection nith tide Agn^mt dull be nciovkd to bchide the period of ludi ddiy 
or non^pcrfornwiiec The pmy iffecied by fi^h m ihill wjUfy Hm otlaa' party within twenty *f(w (24) 
hoBTt fftcT luch oveiH ocemnd md dull cortraw to opdiie the other piity on the drtenninitiwn for nKtrvcry 
fiwn iwA VI event . ^ . ... .. _ 

3.) Tlffi Veudor tluil ifcide ty ill applicable sWs; vk! foderel Imn r±s»dir|g (he coHntnm ind diwemmit.™ uf 
cHuimur ffltojtati®!, tncludw* lawi regandiai privwy md harmnient, and will hold UCC hymloa agtimt 
roy ind all cUti« that the Vendort cqlleeticm of uieh drti vmsIam any luch ad, l»w or resoliEioft 

4 ) UCC idtrwwtDdge* that, lobjod only to the pamiaiem ^ntod underthii Vautor ,\grecrncni for the uk of 
the information pnTvidod, Vmdpr k the owj«r of all Hjhti m any technology, lyitemi or popam by 
Vmder for acquWrion of mfovnadoe rod UCC agree* they will Mt ipprrjpnrtt, □«, or otherwoe oblvn 

WVe«formyB*m«mroy«adi|irngren^*y^emOft±dKofog^^ , u:- . 

i> The partia ap™ any auit or jwdiciiJ proccpcling viiin^ from titii Asreanent of pertimmij To the lul^Ct 
nutter hereof *hill be iiutituted eiity ffl the cowii of Urimer Comty, Cofomdo rtd ttw piitk* waw any 
oineebon to «h iuri**ct™ and vatit This tgreement ihalt be corau™! m aMwdaaice with Cdoredo Uw. 

<.) The Vendor agree* lo indenmiiy and Wd UCC tuim]c*i from rod agaiMt all lawwiJj, elaunt, Iow=^ 
yiadgmenta. dmugei. irttksJWflia and expoiua ( mctading rea*™blc momeyi' fnn > anaing rea™ of; 
(AJ the nciligHKe or wilifyi Kb of Vendor JaclodiBg, but oot lindted to Ihiid parry daimt nr other injury to 
perionv property w buaum* eathia, and; (B) claim* cancditinf ti» mcUiodi i»d by Vendor m the 
coJketion of Mid btfcereaboii. inchaftni bid iwi limited to clmn of defmyitioaL hMaumnO. imfan pndica 

Of iifvaiLHH of privacy, .... . . . - . t 

I) UCC dull have so habibty witfi mpoct to ita obhgaiiom under tlai agrecmei^ for tBdiiect, ipccul. racideaUl 
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UNIVERSAL COMMUNICATIONS COMPANY 
VENDOR AGREEMENT 

The following Vendor Agreement made this Tlst.day of December, 2003, between Universal 
Communications 

Company (UCQ, and Professional Independent Locators, ] 1240 W. 76^ Way, Arvada, CO 
S0005 (303) 420^3524; email: pilocators@hotmail.com (TAX ID#): 204VMil|, hereafter 
referred to as Vendor, provides for the following: 

UCC desires to obtain certain information from Vendor, as described on the attached Vendor 
Services Description document, in order to resell that information to third parties. Vendor desires 
to provide said information and hereby offers to U(X a wholesaler relationship whereby UCC 
can acquire said services fit>m Vendor at rates lower than those available to iiKlividual client 
customers. Rates and terms air subject to negotiation and may change from time to time for 
various reasons. Initial rates are attached hereto as SCHEDULE A. 

1. ) UCC and the Vendor shall each act as independent contractors at all times and there shall be 

nothing herein deemed to create a paitnership, joint venture, or any other relationship, other 
than independent contractor relationship, between Vendor and UCC. Any such implication 
or intent is hereby expressly disclaimed by both parties. 

2. ) If either party is delayed in its performance, or prevented entirely or in part from performing, 

due to causes or events beyond its reasonable control, including and without limitation. Acts 
of God, intenuption of power or other utility, transportation or communications services, 
acts of civil or military authority, sabotages, nationiu emergencies, war, explosions, flood, 
accident, earthquake or other catastrophe, fire, strike or other labor problem, legal action, 
present or future law, government ofxler, rule or regulation, or shortages of suitable parts, 
materials, labor or transportation, such delay or non-performance shall be excused and the 
reasonable time for perfonnance in connection with this Agreement shall be extended to 
include the period of such delay or noc-perforaiancc. The party affected by such an event, 
shall notify the other party within twenty-four (24) hours after such event occurred and shall 
contmue to update the other party on the determination for recovery from such an event. 

3. ) The VeiKior shall abide by all applicable state and federal laws regarding the collection and 

dissemination of consumer information, including laws regarding privacy and harassment, 
and will hold UCC harmless against any and all claims that the Vendor's collection of such 
data violates any such act, law or regulation. 

4 . ) UCC acknowledges (hai, subject only to the permission granted under this Vendor Agreement 

for the use of the information provided. Vendor is the owner of all rights in any technology, 
systems or program used by Vendor for acquisition of infeurmation and UCC agrees they will 
not appropriate, use, or otherwise obtain from Vendor any interest in any such program, 
system or technology. 

5. ) The parties agree any suit or judicial proceeding arising from this Agreement or pertaining to 

the subject matter hereof shall be instituted only in the courts of Larimer County, Colorado 
and the parties waive any objection to such jurisdiction and venue. This agreement shall be 
construed in accordance with Colorado law. 

4 .) The Vendor agrees to indemnify and hold UCC harmless from and against all lawsuits, 
clauns, loescs, judgments, damegts, scttlcAKrus otid expenses ( including reasonable 
attorneys' f^ ) arising by reason of: (A) the negligence or willful acts of Vendor including, 
but not limited to third party claims or other injury to persons, property or business entities, 
(B) claims concerning the methods used by Vendor in the collection of said information, 
including but not limited to claims of defamation, harassment, unfair practices or invasion of 
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7.) UCC shall have jio liability with respect to its obligations under this afftonciu, for indirect, 

fipccial. Incidental or coiBoqtienUaldama^ , r-u* 

g.) Vendor and LfCC shall share 50/50 (he costs of Vendor’s long-distance phone chaigti, Cable 
Modem charges, and certain other charges for subssriptions to databases and 
telecommunications services tneurred hy Vcodor^ 


KNO WLEPGE^N^t 
For UCC- As Vic 


lee President 


JlBim 

“Date 


Frinl Naue: Larry D. CIuHe 

Na 


Fari^i*lor-AB ^ 


Priat P 
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SCHEDULE A 


Fees for services provided under the Agreenwsnl dated December 31. 2003. 


UCC shall remit payment to Vendor lor each Of the foSlovrtng described services: 


PRODUCT 

DESCRIPTION 

FEE 

1NF1S 

Find Current Address 4 Phone number 

S 62.50 

1NF22 

Vehide Location 

Close Out Fee 

$200.00 
$ 50 00 

INF24 

Find Place of Emptoyment 

$62.50 


UCC shall reserve the right to charge back to Vendor’s account any mformaition not 
accepted a accurate by UCC's ctrstomer. 


lUITlALED BY: 

F" UCC 

IDC 



For VerxJor 
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TAB 57 
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UNIVERSAL COMMUNICATIONS CO. 
Informotioii Search Price Liet 



MnenumtHcr 


4>Qm 


\ INFOS \PQ.Bax. Break 


* flome 

> TOBpx Addre«< 


> Physicd Addrw ^ 40.00: 


■>; Service Name/address' ' 40,00 


-Phone mjnrner 


■ Firrt 100 colie on mo*t 
recent bill - ndth datee- 
Timee/Durotiane (IG cocK 


IMFOG OWtof StoteToll * Phone number 
A coll* 

Includu Dote 


FlNFOe I C^\l Toli? 


Cell phone number 


* rinit IDO call* on mort ^.00 
recent bMI - with date* * 
Times/Dutotions (IB eochl 


INFll Find Phone 

IhJFlZ Vehicle 

Ftegistretion 

Se<irch 


• Nome 

• Complete Addresr 

• VIN ^ or License Pkite 

State state odd $10) 


Q j ir en t phone number 
for given address. 

Nome & Address 
ftegietered 

Lien mtormotion when 
□vcukibk 

Vehicle Info 


INFIA fird hiooie A Piwne:j:»: CbfOjjieteoddrees: : : ' : iNaiitt: d Phisw 


IMFlb: Cffmind x 

: v: :* :Nan^ 

,.,| tfocKground 

. . SShT pOB 

:- :x: X ■ Search-'"' 



item Tcng 


IN - (You give us) OUT - (We retur^^B Pl^^l 
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Fftft: Jtfn Tff CwtM 




INF16 

FuU Locate 

• Nome d tost Imoim 
oddneis 

• S5N 

• dob 

* Current oddrus 
*. CervntphoTKtf 

available: 

• If-wwrking wHI provide 
POE If: Empioyed 

110:0G 

INF19 

Find New Ision-P^jb, 

• Old published phone 
number 

* New noTHpublished 
number 

40.00 

* 

INF2p: 

: D^itconre^ Ma. : 

*: disconnected phme : , 

: num^ 

Dieewiiert l^p: Oft : : 

for both) : : 

: : 45.00: 

1NF21 

Utility Search 

• Kiome 

• City d Stote 
. 55N 

• Service oddrese OR 

• Forwarding info (os 
ovaiioble) 

50.00 

* 

mr-H: 

V^icte 

1 * idebtor loon qjplicotkHt : 

♦ : Aeart Locatkm : 

3^0): 

x ■: :■: 

mna 

jFhid M Phone 

• None d Home Phone 

* Lost i<nown luldnes:^ 

^ SSN 

• Cell phone number 

40.00 

* 

iNn4 

Find Pfoce of 
Employment 

* Nome, lost known 
oddreci d SSN 

* Cirr^ Employnient 
Infarmotion 


imzt 

Not kitiwide Ut^l Ity 
■SeircK: 

'Niiine.'. :'. 

>p: : Lost Know oddnees : : : : 

»; Service lAddrees of : 

:<fiy flCtive:Uttllti« 

; : ' Gad J : Phene; lElectrfc dr 
Cemoost Cable : : 

. .B5.00 

it 


NO HIT NO FEE 
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Universal Communications Company 

The mast cnusted nsme in 
in\/estfgsci\/e teahnafagy sinas 1331 


WE ARE NOW OFFERING TWO 
BRAND NEW SEARCHES! 


CPS BASED CELL PHONE TRl AN G U LATIO N 

We can get you the location of a cell phone within 100 yards, if it 
is turned on. No Hit, No Fee 


NATIONWIDE UTILITY SEARCH 

We can now do a national utility search. If the subject has active 
gas, electric or Comcast cable somewhere in the nation, we will 
^ find it. As usual: No Hit, No Fee. 


Don't forget, we offer a wide range of searches that are not listed 
here. Contact us for a current list of searches and prices. 

No Hit • No Fee 


Please call or e-mail far more Information. 
And thanks for your business! 1 1 

Jim Stegner (xl6) or jstegner@uccweb.com 

. 1 .BaO.8aB.87BB 

T The Best Investigative Data Source in the Industry 
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Fmrn: Trac&ria^vahoo< ircmDS-C<?JTi 
Tn- ir^rjjff^vahQoqrouPS.cam , 

SfiTit; Tuesday, Decetuber 20, 2005 7:04 AM 
SabiAct: Ttracfift Dioast Mumbftf 2S01 


Vahool Groups Sponsor ^ 

For $25, 15 Afghan women can loam to read. Your gift can make a difference. 

btt p-y/iisclicky^Hoo ttnm/t08ntB/SdGMAA ^t:oRFAA/kG£olB/TM 


There are 20 messages in this issue. 


Tqjics in this digest: 


hl^nis * £*iA'*-J ^6oAcr£o 


3lyahoo.c<im > 


1. Re: Ping (locate) Ceil 
From; Lester Grimball 

2. BE: Florida Legislation 
From: ^^^■lf<j^ 1 Mi^@hotmaiLcom> 

3^ Propos ed Florida legisl a tion respo nse 
From: 

4, Re: 100 Research Specialists Needed 
From: 

5. Re: 100 Rcs^b Specialists Needed 
From: 

6, RE: Pi ng (locate) Cell 
From; 

7. Re: Proposed Florida legislation response 
From; 




BtadelphianeP * 


S. Re; Piiig (locate) CcU 

From: 'Tatridc Baird'* < pdiservices@vahoo,com > 

9. FAPi: IMPOBTAOT ANNOUNCEMENT 

From: <Nt(%i'obatex&m> 

10. IMPORTANT AN NOUNCEMENT 

From: " 

1 1 . Victim of ftaud on eBay 
From: 

12 Wisa- VA, Felciiy-OH. Coosa-GA, Free port-IL--Inves tigatQrs/ Agents Needed 
From: mdspring.cQm > 

1 3. RE; A ustralia 

From; com m > 

14. Re: New Member 

From . yir^nrl-lpHii nn 

15. Re:FAPl: IMPORTANT ANNOUNCEMENT 


From: aE£m^j>!.,coQ\ 

16. Get skip 

From: <^^ pfS>ameritech.net > 

17. Re: New Assignments (USA) Details below 
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IS. 

19. 

20 . 


From: 


Hg'eaTthlink.nct> 


From 

Re: Get skip , 

From: <^^^@o ptonline. net > 

Re: Fonner LEOs: AVhat's m Booze Gone Bad? 
Ftnm ■ wav, com 


f@adebhia.iiet > 


a/4«£J -* 

R£64frT£D 


Message: 1 

Date: Mon^ 19 Dec 2005 08:3S:55 *0S00 (PST) 

From: Lester Grimball <|||^1i yahoo.con^ > 

Subject: Re: Ping (locate) Cell tTBo 

BILL 

I HAVE BEEN USING UCC „JIM ^ FOR SOME TIME NOW N FIND HE AND HIS 
OUTFIT IS MOST EFFECTIVE 

JIM AT UCC FONE NUMBER XT B00-806-B722 XI 5 

GOOD LUCK 

LESTER 


Bill Kickliter wrote: 

If you locate someont to break a cell # Please share info with me too. Thanks, Bill 
Kickliter Uc PI Rorida 



wrote: Good morning, 

I am in the need to locate a cellular telephone of an individual. 1 have the 
cell number and name, SSN of person. We are trying to apprehend the individual 
today if possible. 

Thanks in advance to all help. 


Allen Homer Investigations 

California Office 

P. O. Box S2S7 

La Verne, Caliiomia 91750 

Officc:(909)964-4551 

Fax:(909)620-48S7 


Oregon Office 
P.O. Box 474 
Scio, Oegon 97374 
Ofrioe:(541)337-26S8 
Fax:(S66)S72-5963 
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Email Email ►com 

PI#24S25 AtpflcTe© PI#200519S 


Lester J Grimball 

Wcstside Credit Office 504 469 S300 
Home Office 504 S8S 5905 
Fax 504 469372S 

ii liiiHi I iiin 


Message: 6 e if -r 

Date: Mon, 19 Dec 2005 09:40:23 -OSOO 
From: "PJ FLOKES & ASSOCIATES” <^H^gadcl2hiaj!M> 
Subject: RE: Ping (locate) Cell 

Try Michelle Stuart at 480-98S-25S0- She's the best. 


Preston Rorcs 

P.J. FLORES & ASSOCIATES 

PO Box 620S 

Oxnard, California 93031 

Ofiif'e 805.647.2002 

Fax 877.212,0805 

www.pj floresonl ine, com 

State license # 23563 


Original Message 

From: tracer@vah&ogToups.com [inaiLto:tracer@yahoogfoups,com] On Behalf Of 
L^ter Ghmball 

Sent: Monday, December 19, 2005 8:39 AM 
To: tracerfgjyahoogrDups.cQm 
Cc: Jim Stegner 

Subject: Re: [tracer] Ping (locate) Cell 
BILL 

I H.*n.VE BEEN USING UCC ,,JIM „ FOR SOME TIME NOW N FIND HE AND HIS 
OUTFIT 

IS MOST EFFECTIVE 
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JIM AT UCC FONE NUMBER XT 800-806-8722 X16 

good luck 


LESTER 


Redacts b 


Bill Kickliter wrote: 

If you locate someont to break a cell # Please share info with me too. 
Thanks, Bill Kickliter Lie PI Florida 




&csxom wrote: 
I am in the need to locate a 


Good morning, 

cellnlar telephone of an individual, I have the 


cell number and name, SSN of person. We are trying to apprehend the 

individual 

today if possible. 

Thanks in advance to all help. 


Allen Homer Investigations 

California Office 

P.O. Box 8257 

La Verne, California 91750 

Office:(909)964-4551 

Fax:(9 09)620-48S 7 

£mai i : com 

PI#24825 


Oregon Office 
P.O, Box 474 
Scio, Oregon 97374 
Office:(54 1)337-2688 
Fax:(866)872-5963 

PI#2005198 
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i> V 

1 h W 

Invoice 136806 

CiutonuiT Ii02391 

carnniunc«tk>« Co. 
itlM: 8*^T^1«S*68 


dMmTofi Av«ue 


^f/Liand, C0«05»-3121 

lelphMK €70/603- 1 703 


: " Klto: 

SWpT<>r 

i : POJS^on 

PDi^ewk** 

1 POPohTM 

POBok TH 

(a™*«».T3(7»4i 

\i 

\{ 

liraittirv. TX 76048 
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Invoice 

Number 221& 

DBle: July 2«, ZD06 


Project 
PHONE INTEL 


Rile 

Amount 

lo.ooj 

10,00 

lo.ool 

10.00 

10, OQ, 

10.00 


2S*00 

20*00; 

20,00 

lO.ooj 

10,00 

2Ci.Ooi 

20.00 

10,00 

1 

10.00 

10.00 1 

10.00 

20.00 . 

20,00 

lo.oo] 

10,00 

20*001 

20.00 

65.00^ 

6S.00 

20.00 j 

20,00| 

20 . 00 1 

20,00 


$ 0,00 


53 ,^ 70.00 
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1ST SOURCE INFO SPECIALIST 


7101 W COMMERCIAL BLVD 
SUrTE4^ 

AC FL 33319 


^4ARAC 


BiWrtK 


.JIM ST£G«A 


! UNIVERSAL \ 

i LOVELAHD CO j 


Page: i 

Invoice 

Number 2216 

July 2S, 2006 

snip To: 


r 

i 

PO Number 

j Terma 

; 

Pro^ 



FAX 

DUE UPON RECEIPT 

PHONE IhTTEL 









iDile 

! Dvacriptkifi 


1 

FUte, 

Amount 



10725 


i 

20.00- 

20.00 

, 


jo725 


t 

20.00] 

20.00 

1 


i 072S 



lO.ool 

10.00 



'0725 



25.00 i 

25.00 

i 


0725 ^ 

/i RftAt'Tib 


1 

20.00' 

20.00 

i 


0725 



55.00- 

55.00 

• 


0725 



20.0o| 

20.00 

iW-27 


0727 



80.00] 

eo.oo 



0726 



20.00! 

20.00 

j 


0726 



lo.ooj 

40.00 

i 


0726 



15.00 1 

15.00 

i 


0726 



20.001 

20.00 



0726 



10.001 

10.00 



0726 



1D.00| 

10. GO 

J 

f 

0726 



20.00 1 

20.00! 


1 0 • 30 days 

W — J 

31 >60 days 

61 - 90 days 

> 90 days 

, Toul 

w 

$5,770.00 

$0.00 j 

$0.00 

! 1 

$0.00 

j $5,770.00 
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Page: b 


1ST SOURCE INFO SPECIALIST 


7101 W COMMERCIAL BLVD 
SUITE 4^ 

AC FL 33319 


^^MARAC 


Bin To: 


;J1M STEGNA 
•UNIVERSAL 
f LOVELAND CO 


Invoice 

Number 2216 

Date July 25. 2005 
Ship To: 


I 

L 


RO Number 

Terme 

Prelect 

FAX 

DUE UPON RECEIPT 

PHONE INTEL I 


lOete 

Description 

Rate 

Amount 


0726 

20.00; 20.00 


0726 

20.00 

: 20.00 

1 

0726 

20.00 

20.00 

1 

0726 

20.00 

20.00 

1 

1 

0726 ^ i P)^DAt/TEp 

20.00 

20.00 

1 

0726 

40.00 

; 40.00 

• 

0726 

40.00 

40.00 

l ! 

0726 

40.00 

40.00 

! 1 

0726 ' 

20.00 

20.00 

J [0726 ' 

10.00 

10.00 

I i"" i 

20.00 

20.00 

1 io726 

SO.OOj 

1 50.00 

I 10726 

20.00 

20.00 

i [0726 

20.00i 

20.00 

! |0726 

20.00| 

20.00 


1 0 * 30 dayt 

^ 

1 31-60 daya 

i 

51 -SOfkaya 

j > Boday* 

1 Total 

^ $5,770.00 

1 SO. 00 

J_ 

SO. 00 1 

SO. 00 

S5, 770.00 




468 


1ST SOURCE INFO SPECIALIST 


7101 W COMMERCIAL BLVD 
SUITE 4^ 

WARAC FL 33319 


C 


BIIITa: 


JIH STEGMA : 

^UMIVEEiSAL I 

! LOVELAND CO | 


Invoice 

Number 221« 
Oete: July 

SMp Toi 


I 


J 


RO Numbef 

I Terro | 

1 ' 

PuDfect 

FAX 

DUE UPON RECEIPT 

PHONE ^NTEL 


! Diftt 

ioMcriptlon 

Rat» 

AmfHint 

;0726 

20.00 

20.00 

i j 0726 

20.00J 

20.00 

^ |0726 

16,00| 

IS. 00 

i 

10.00 

10,00 

; H's ({eafioren 

20-00- 

1 

20.00 

i i072fi 1 

40.00: 

40.00 

A 

i0726 

so. 00: 

50.00 

V 

0726 

20.00 1 

20-00 

i 

0726 

20.00 i 

20.00 

1 

t 

0726 

20. oo; 

20.00 

i 

0726 

20,00 1 

20.00 

1 

0726 

IS. 00; 

13.00 

! 

0726 

20,00^ 

20.00 

1 

0726 

20.00' 

20.00 

j |0722 

SS.OOj 

1 

ss.oo 


i 

0-30 d«y« 

3l-«0diifyt 



ei-90ti«v« 1 

>B0d«V« 

1 Totil 

r 

65,770.00 

j so. 00 

$0.00 j 

60.00 

1 $5,770.00 
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1ST SOURCE INFO SPECIALIST 


7101 w commercial blvd 

SUrTE4-A 



:j:m stegha 

UNIVERSAL 
; LOVELAND CO 

( 


Invoice 

Nimibor nn 

Dite: July 25. 2005 

BhlpTo: 


PO Number 

Teftis 

Project 

^ FAX 

! DUE UK7N RECEIPT J 

PHONE INTEL 


^1o72^ 

1 0726 
(0725 
I 0726 
|{J726 
j072fi 
[0726 
I 0726 
1 0726 
■0726 
j0725 
1 0726 
lo726 
' 0727 
0727 


ji ’5 


20 . 00 : 

20.00 

20 . 00 ' 

20. 00 

20.00| 

20,00 

20.00 j 

20.00 

20.00, 

20.00 

lO.OOJ 

10.00 

20.00 [ 

20.00 

20 . 00 1 

20,00 

flO.oo ! 

J 

40.00 

JQ.OO| 

10.00 

40.0o| 

40.00 

15.0o| 

15.00 

20. 00 ; 

20.00 

110. ooj 

110.00 

20. 00 j 

20.00 


0 • 30 d«y» 

31 - SO day» 

SI -00 days 

>90 days 

TolaJ 

• 

$5,770.00 

$0.00 ! 

1 

$0.00 

$0.00 

$5,770.00 

J 






Invoice 

Number 2216 
Dete: July 26, 2006 


Project 
PHONE INTEL 


Rate I Amount | 


lo.oo; 

10.00 

20.00j 

20.00 

110. 00 i 

110.00 

30.0o| 

30.00 

lo.ooj 

10.00 

20.00 

20.00 

20.00| 

20.00 

20.00j 

20.00 

20.00' 

20.00 

2O.O0I 

f 

20.00 

0 

0 

0 

20.00 

lo.ooi 

10.00 

lo.ooi 

1 

10.00 

10.00! 

10.00 

10.001 

10.00 


> 90 days Total 

I 


$ 0.00 


$5,770.00 
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1ST SOURCE INFO SPECIALIST 

7101 W commercial BLVD 
SUITE 4^ 

ARAC FL 33319 


^AAR 


II To: 


jJ3M ^TEGWA 
j UNIVERSAL 
^LOVELANO 


Invoice 

NuFTbor i21fi 
Dtfte: iu^ 2S. 200£ 

Sh»TQ: 


PO Kumbar 

Tvnnm 

Project 


FAX 

' DUE UPON RECEIPT 

PHONE INTEL 



Dit * 

iD « cf 1 plion 

R « t « 

ftmoinit 

I |0727: 

20.00 

20.00 

jo 727: 

^ OhOO 

40.00 

i 0727- 

10.00 

10.00 

j 0727 

60.00 

60.00 


20.00 

20.00 

#!j R£D 4 t/Teti 1 

20.00 

20.00' 

A 

0727 

20. 00 

20.00 

w 

0727 

20 . oo; 

; 20.00 

\ 0727 : 

20.00 ' 

1 1 

I 20.00 

1 

'0727 1 

! 20.00' 

20.00 

(0727 1 

10.00 

10.00 

[ q 721 

20.00 

20.00 

1 1 

1 i 0727 

20.00 

20.00 

' 

0727 

2 O .0 O | 

20.00 

3 

J 

0727 

20 . OO 1 

20,00 


0-30 diyi 

3f-60cUy» 

61-90 diy* 1 

>90 diyt 

Total 

W 

55,770.00 

i 

30.00 1 

£0.00 j 

1 L 

30.00 

^ &5h770.00 
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1ST SOURCE INFO SPECIALIST 

7101 W COfcMERCkAL iLVD 
SU[TE4-A 

AC FL 33319 




mil To: 


JIM STEGHA 
I UNIVERSAL 
. LOVELAND CO 


Invoice 

Number; Z 216 

□wte: <fuly 2M£ 



\ 

I 


PO Number 

1 Term* 

1 Project 

FAX 

DUE LfPON RECEIPT 

PHONE IWTEL 


:Dll« 

DHcrtptiOn 

Rut* 

Amount 

i 

0727 

20.00 

20.00 


0726 

lo.ooj io.oo 

i 

0727 

20. 00 

20.00 


0727 

20 . 00 : 20.00 

i 

0727 ti\ neoAtrep 

40.00 

40.00 

t 

0727 

20.00 

20. 00 

A 

0727 

20.00 

20.00 

W 

0726 

40.00 

4 0.00 

i ! 

1 0727 1 

10.00 

10.00 

j 

10727 i 

20 . 00 

20.00 

1 ! 

0727 [ 

60.00 

60.00 


0727 

20.00 

20.00 

1 j 

0727 

20.00 

20.00 

i ^ 

0727 

20.00 

20.00 

[ 01-20 [ 

0728 

10 . 00 i 
! 

10.00 



0-30 diey* 

31 - CO iiify> 

61 - 90 deys 

>90 

Total ■ 

r 

L__ 

$6, 770,00 

j 50.00 

! $0.00 

$0.00 

$5,770.00 
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1ST SOURCE INFO SPECIAUST 

7101 W COMMEFiClAL BL\® 

SUITE 4-A 


JEM STEGNA 
UNIV^etSJUi 
LOVELAWD CO 


Invoice 

Numbflr. Ulfi 

Dste: July 2S, zoai 

S^tpTo: 
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1ST SOURCE INFO SPECIALIST 

7101 W COMMERCIAL BLVD 
SUITE 4^ 

^^RAC FL 33310 


ShlpTo: 


Fa^si: * 

Invoice 

Number 2210 
Date: July 26t 2005 


Ijim steghr 




jimiVERSAL 
! LOVEIAMD CO 

! 


! 

i 

1 

j 

- 

PO Humber 

1 

\ 

Teimt 

Prti^Kt 

FAX 

■ DUE UPON RECEIPT 

1 PHONE INTEL 


iDmie 

7"^ < . ' ■' '■■■ 

.E>evcr1ptlon 

\ ' " fkMtm 

Ainouni 

'07-25 

'0725 

70.00j 70*00 

! 

072S 

20*00 

20.00 

1 

0725 

10.00 

1 10.00 

1 


10.00 

10,00 

1 

J 

fl'j HaALTfLD 

40*00 

4 0 . 00 1 

I 

f 

0725 

10*00 

10*00 

jm 

0725 

20.00 

1 20.00 

w 

0725 

10.00 

10.00 

[ 

1 

0725 

20*00 

20.00 

! 

0925 

20*00 

20*00 

i 

! 

0725 

10.00 

■ 10.00 

1 

1 

0725 

20.00j 

20.00 

1 J 

0725 

10.00 

10*00 

1 i 

0725 

20*00| 

1 20*00 

1 j 

0925 

20.00| 

20.00 


0*30 daya 

31 -60 day* 

G1 - PO dayt 

> Ml day* 

Total 

|P $5^770*00 . 

1 i 

50*00 

SO. 00 

1 50*00 

! - J 

55,770*00 
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S« 

. Date; 
i From: 

^ To: 

Name: 

Address: 

PO Box: 

Phone: 

Phone2: 

D.O.B: 

S.S.N: 

VIN: 


CELL TOLLS (REF: 07270722279) 

7/27/2005 9:13:19 AM Eastern Standa^^Jime^ 

lnfoSearchjSuccweb.com 
nevetsOOSigaol.com 


850-I 


tt^ACTiP 



Notes: 


Need last 300 calls mrm 1905 VIP 



THANKS! - UCC Info.Search 

CONFIDENTIALITY NOTICE: This communication is intended for the sole use of 
the individual or entity to which it is addressed and 

should be considered privileged and confidential under applicable law. If you 
are not the intended recipient, you are hereby notified that the use of any in^ 
rontained herein is prohibited. If you have received this in error, please notify 
UCC at 800.806.8722. Thank You 
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Fwd: CEU- TOLLS (REF: 0727072227*^ 
Dote: 7/a7tt00& 9:14^(2 AM Ewtem SterKdard Tterw 

From; N*w6isO0B 

To: 


FoTwardsd Message: ___ 

!Sul^: ■ CELL TOUS ti7ZT07Z2m\ 

iDo»: 7J37/ZD0S m Eostom Stendartf Umo 

iFrom; 

|to: ne¥etsOOe®a<M.com 

iSefli Siom the fnfam Bf (D&tMs} 


Name: 

Address: 


PO Boor: 

Phorts: 

PhonsZ: 

D.OJB: 

S.S^T: 

VIN: 


I'Tf 0 


Notes: tM&edtestSDOcatemffn 7»5 VIP 


^ 1' 
Aa>+* 


THAKKC! - UOC Info.SssTeft 


CONFrOEHmUTY NOTICE: Ttw commuNcation is intended ttr the kete use of 
the indtek&ial or cmSity to which h Is ttddressed ^ oontairte Enh^rmatjerL that 
should be constdored priviiegad aMi oonfdential Lnder appicable low. ff you 
are not the intended reopient, you ore horeby nodlted that the me ef wiy Infr. 
contained herein is prohibftsd. If you have received this In error , please ntttfy 
UCC eieOO,ew.e723. thanlcYou 



Wednesday, July 27, 2005 Amerioa OhEm: Qn«4SK 
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Universal Communications Company 

7841 Nerlrt Tift Av«nut * Lovtlftnd. CO SOSaa 
BDD.B08.B723 k18 - ^AX B70.m,l7Di - «m«D; jtt^^n^rftucewab.nm 


For onr 10 T«>rSi Unl^nil CdfrmunlHllDnt Ca (UCC) hn been pruvtdinQ Inravofitv* wvim 10 irrwttBBisn mra tMp- 
truerm «(t flwf Nertft Airurtci. We eie oornniwetf lo Ckjilowr ctmos end wrfi wo^H >hp 8 to eem your buBini**. We 
thet* (WH* mtcrudywiy in Ucan^Mi an^ w* ^uwintH Ihet they Mil help trnprovq iha queWy vicr elltoiincy of 

wur invHtigsticniL 


Tel-ScAB Toll-Free Trapilne 

« T*l-Beih Mill inctfnijy fK4« the irtt CHe, the eUler'e phma fiu<ribnr and the epecTic ^ v'* ktontRcifUcn pn 
nvyciil Dcireri(t intoyuur Id-Pet Tvl-Been numMr. 

« Tht Tel-lcen idfnim«nkon IntorfnitJori It ebvkaMe to yw raoHima 74 houim ■ 7 day* ■ wedn >* 

fOpwted la you via daily B>meiL 


+ The Tet-t«n aar^Me prmdet you tvito an miueifVB tohlrea rtumbef tor a !»* en*4inia BcWallDn fas^ am Ihe tievt 
nua in the induiOy tor mcxitoiy veivkie and tonfl dlMthte. Thera are HO JiDPiTiahAL dHUHiigB tot the 
lacfiiDeidiert aervtoa erlha daiyfajc rvpgfte. 

Tel-Scaa SIdptrace Calling Cards 

♦ Tt*K your tugato every rrw# V4th e«r uhlqua cuptwi wiing owiit. Vou con racelva detoiied infonraUan atnut 
wnere they arc oaFho Itom and whe^ Ihey an caling to. 

UCC Xofo.Searcb 

d- M tvpn o» MnalB* ptiona raaunzh: See altoched larpddu and ItoMng aawc/Ms 

e Nen-Futo CWTvenlBn 
o r[>li-nKUKii 
a Call Ht wda 
o’ rmn... 


♦ Bor aria 4ddnH Cerwemion 

Ftw ^Hv the enciDHd Informatioh abcal aur urvjcci. ff ywi have any quaaiiqrta, piwmo qenl h«iiato to mMl AM 
Ihanicyou toryogrinmaL wa iBflA tonwd to awMng you BE». 


^Pnfilapitr 

Ometor olffiv^aiiBaiiva Swtoea 
Ltohnai conyrtonioaiiona Od. 
BOO aofl B 729 *111 



1 

fl| 

P«r erar 10 fiara. aia have aya^allite 
ia ptavithiB iHrd la aira ihfaatHiian w 
wmrtmom pmmtlgaiara e Wat— ■■■aaa. 

Twa t a area lif iwla. Waefeaaat 

1 
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i 


TEL-SCAN 

Hjl ui M i u H skp - o m t iK tlo o r 


UNIVERSAL COMMUNICATIONS COMPANY 


NOW YOU CAN tDENTIPY THE PHONE NUMBERS OF YOUR TARGETS FROM ANYWHERE 
IN THE U.8, ANO CANADA - EVEN UNLISTED I NON-PUBUSKBO 


lntGd.^««n»m».f«i;ll»irt«lllh«w«IKi»>iH». t.i J c. .tli f wlw. 

m Trkdint MWlew, onWri.1 c«mmunK»llgr» C». (UCC) idMtriM IhcuMndt »f «!»•■* oiwK toi •ubMffeM 

throu^oMl county wHo hM t»tii Bitting nuHt ftorn div ene. 

- RcpovMiHr In callflwnis 



irfJOwiSiA To^'Scan Ih*. Hmin^lha 

knowa«m9irrefa »mlprivMi&kjm^igMtonim NtitaBcflhm. / Asm hiii numOorT 

• ^rlVrts liMrtfttgstor hi Mfehtgin 


Whin ysu tusieribc to Iht TEL-SCAN HrvhM. yau rtstlvs s ipeciiN^id tolt-fti* You luvt this numb« out to 

get the party ycLi ito tooNing tofto eaU in on, by Moving meaiiBKi with niBlr¥P*. pfitiodMrgH sendings moil nteM 


* Whm they cell yorf tol-free ntiihber, the TEl-SCAN isfwcA imnwdbtoly kleniHi™ Ihs teta phone nunibsi' from which thsl 
evil vw ptoovl ind idwitiTiM iich indMdutl cstlsr by the extenskm thsy sr* prompted to trttsr. JiMt Ibmm i dinertfrt 
•idinsten wIWi *«h pertm you ito trying to ii«* 


• CtU delBil IhfBrrrvtlon Is sveileole real time vto the tei^yhono or wohd wue web. m addition to rssNime dots raCriivM, wb 
M il ButomSticiiJly «end you an »ms)i each moming IWyig t^ale rnom the prevloui day 


WHY SHOULD yO0AI^t£l^AN TO VOURTOOL.^ 

^ Operalu 24 houra B day, 7 dayi i weak It will ident% cillera wtMthar you era In ths oflcs or ncx, 

^ loenlMiei putsUehed and unfiitid rwrr^ffi, isfOM steta Nnet, and raqulros no maeWSeaton b your BxMng phene 
eervJeo 

4 CanriDttMblociadby mBoainrent«rti^^7,ilfraothtf‘1Qillar ID*a«rvleH, 

4 100^ tegir. Oh tDil-fre« Mnet, you wa paying Ter lha call; Just like any *tollscr^ ciril you have ina legST rigtH to know 
wtw if on (ha llns. 

4 tel^CAN MttI increase your locetlhg powar, whl* decreeing your ndp^rBcing costs, 



1.800.806.8722 
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SKHP^TRAORK C AUJHUB CAMI 


G-ET'-6M— 4 COMH 


V^rtiJ-phonti; 


■•ilillltllkllil 

pr«riffiin'v-. 

rCa|linc| Cord 


IIIIMJJHII 


fit - H 


4f yvuhmMtOdiHSW^wf* V«Mrt*r««tlii»alvln9mMI {me POVok, riMhn, m cu »Bd your tuotflafna 
c^Hng cud with ti^ eCi»wMndnut»*fnt« idht^minoL Afiyttma nity uh e*f« l» mriv* « cdi. 
th« T*i4vi vyriam WMI a-nMii ytm m nport shnwinf aN (h* nuntban lhay ai*d bwq and alw Iba nianibafi tlwy 
caUid isl 


0w> 

oa 


^ One of the most effective ekipiradng toole availai>l0 tot^ay 

A«v* bawl trying to find tfih pormen /bt^ monOim. Wk aanf m ett/ing ttni to hta /naMw hopfna a/M woutd ttt* it 
omittwrtpn. ShodidMadwwmfiom 9 WodthoP 9 r 0 imtWMtd^ Tlda omn bm on m/dntmiy ¥^t 9 bi* tooi. ttHom 
9 )F*§dypafdf 0 f/tufidr*dt a^aaitft' 

RepetHBiar ^ Fbildb 


‘Wt fmvt boon in fht btffinmm of ffndbtg pooph for yotfw, ThtwtkflfftgeMidfkonkafttmbt^f&wnlfHvmtnr 
a*afl Mflw otonj^^ 

PrhAte Ifwaatlsatgr hn Camw^ 


TRACK THEIR CALLS FOR AS LITTLE AS 

$ 12 . 20 ' 


•CARD SET-UP AND MAIUND IS.OO 

SO PUtlNLITFS Of PftE>PAlt} LONO CISTANCE Jtt fv fiilntiN ^ ... . 17.39 

eo AND M MtNtTTE CAROa AL#P A VAILAOLE ^tUST ADO t.» p« nUfWW 


CALL TOLL-FREE TO GET STARTED TODAY 

1 . 800 . 806.8722 
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Subscfibf A grmtnBtft 


f Th« fottoNVing wih«eiipltan •rvl»r»d liM VH __ 

(UOCJ. ■ Colorttfo Oo/pocBtion, pwv«t»» of 


. mw w UnhMTuI Communlcsliens Company 


pkm** (ynofiio a»A>orw) 

COWPANV PfKHUMTIOM ^ orlvM* kwMllpMw ^ ItiOOTBMaav 

CtllMlion ^ III IntirowotiO ^ OMr 

rrnnvi no taxi© i . - puaaiipp uegiiait 

HifMfttt itiHial MM solurib*, prai«(l l» dit IdQowI^ 

X>Miny fif-JcM .S^OM- or mkM . MKOy « if |M ww alien t* mM * hicMiynv Pifv V HM© 

I I VmmMMI: TbpMni SO l9pwiiitasM(<iK. tnawOTM} Exteittion UngOi: 

n OUi^CMd: Pr»>>ilCMdi SO.llpMMipMi^tiOOMOipdNrcM^) 

n TTMiftrSMvlM-'miMwi I0.34pw winM* (< im. laciM wat M i) tiamn«aUn©St_^(a-94|lli) 

[□ IlM Um tl3 oopormanfli A .34 p« nsimt 

AddUoiulCoMi: MOIOflMttaKMiniMMi «Mri4HamiifwrKa<p(tradivOliMA«.ft»4upvifriMk. «<nAwdMb) 

119.10 Mr mA dm T»I4 mi nplM) 


P TCWMACONOmOIM! 

1. tf ©ce «•:**• ^ pr^Mi WMMi Mtvtii M M umO miMivoVOy IM tdicrlNr. rtfMl pnarw nwroon (ANQ Mr mm pMeM MPm 

tiM«« iiMm uMpoll Mv ty tvOKrttar, Mang «Mh My OTMI IMiwMMw pMttnt OiMni Ow Murit of Ow eoA 

S. ff MMatoli. UCC oorMo M prrMi I MooMor Um oWlty M OMvw pononOttoO grooPngMiMonfM M coin on« M omA OCC ooMi na 
rMponilWItyrorlhacoitofWMdMriiMarMiynMOMgM OolMMOloeaOmvIollis AuOoertMf'a MMMoloa. 

3. I/Mfeot IM DUE ON RICKPr. MVOM hi Uf OoNirt Mfcml on amoiinti Ortngwoflt MyonOSediyi •« N cho/pol MmnI li Mo riM o« 1.1 % 
PM mMA loNuro M ffloM paymtM Aol M ptomol i inolMil brooch. 

A Oibwrfccr Moc boMbyogwoMpfuiChoiloo fho ooc oi wool orl liPiinai M on Wo oAh UCC Mr ohargoo la poymonl of oMiili^ lolcncoo 
01 ortho ftrof of ooM moaPi. IMc ■oaOhlon Pooo aot acpolo the OuHvMoro lOfM l1|M to Plopuio pio oppffoolflly of ouoh chwico. 
•oooOOmOomA 

S. Tho AAsaMorooraoi MoJ OCC.Ito awlsnoorooccciMri, (holbo MttMlorocovorfoooeraMc Monwyo MoaaM ractolmorCOlii arlPrOnp 
fMtarmotfOMoiroMMM TM poiOn mmo mv ouM orMcM procoMfng crWnghamllM cMbMior paitaWno totioowDofllinolM horcaf 
Mol bo hiMbiol onfir Ml Mo couii of urMfitr Cionly, CoMroPo cM tho pirtn iMivt iny obtodM lo wdi JMMIcIm mP vmmo. TMo 
igrtamp ifM 00 corMhiM la occantonco Mih CMoroPo Ma. 

A TMMAoalbor that iOMo by oUppkObW Mofo awO Mdarif foao fogafPog — Of M Monilloa o Mo MoA MOW Pit MO MonlNy Ttloa nooMMiloft 
■nP OMarrMco AM MIMA oM oM hold UCC howilwo Mr tho OMaerMw^a xoo o< Mo I r M awiMon UCC priMoa Tho PMacMv ^OM lo 
IhOtmpMr ono hoM UCC Kimiltst Mora oap ohImI oI lawoiAa. Maioio. Iomoo. iMgnwato. POwapn. aaWiMonU onP npotato {WchiPnp 
roaooaaOM oMraoyo Mm ono court coPo) orMaf by rotoofi M Mo r>o|lf oaN or MIM ooM of lobaoiMor liMiiMiifi M oof MMM M MM poPy 
eMrM or oChor Mpiry M poraont, propMy or OualiMft onMIot. Inelupaf dm m UMMO lo oMOno Of OoMnwUorv AwDoomwO. lotfaP prorPooo or 
. Irw o oiaa Mproaay. 

FOR CUSTOMER: FOR UntvorMl CMimiiMcitMno ooMpany (UCC): 


Univeftal Communicafionc Company 2841 N. TafI Ava. o Lovalancf, CO iOftt 
rfcon* 070) m-lTOr • rA*; (ITO) on-l7« • iiltflnefMtieewtb.eBin 
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BUSINESS 

RockyMouiitBinNew5.com 



HOME 


BUSINESS ▼ SPORTS ▼ RECREATION ▼ SPOTUOMT ▼ OPINION ▼ WEB EXTRA T JOB. 


Advrn—nwii 

Super 

Sale 


$59 Down 
$79/mo» 



HOMS > BUSINESS * TECH S TELECOM 

Welker: Company sold phone records 

Loveland lawmaker says Ifs not Illegal and he's stopped doing It 


By J«IT StnSh. Rooky Mountain News 
April It. MOS 

State Rep. Jkn Welkar ecknowtedgMl 
Tuesday tfiet his Lovetand 
teleoomnninicaaonB company has been 
seOng personal os8-phons records but said 
he slopped offering S>e servics last week sRsr 
oongnMslonal investigators interviewed hton. 

iisgM » WNksr.B+ovgllin^]^ 

'^meintairtad kvwn Mpivlswlnhis iegMitfi^ 

^ p^VicS at the Capitol. ^Bul ITS not worth ttvs 
odntroversy if eomebody feats ifs not ttw rlgM 
thing to da* 

AAXhorIttss dscry as an invasion of privacy the 
seNtag at prtvata phorte lecorde wWwut oners 
coneant or knowtodga. 

In 19G1. Welker toundad Unfveraal 
Conwnunicalions Co., which ha da s cribed as 
prlmarty involved In marketing artd survey 
work. OW company Web sMee, lewsuMs and a 
deposition by a cuflomsr axaminad by tha 
Rocky kkMMUakiNavnindkatalJni^mmt had 
bean seBng de ta iad phona raoords for at 
laast a cou^ of yaare. 


Tha U.8>. Houae Energy and Commaroa 
Commnae IS invaadgaSng at laast 16 
bualneaae a nationwide inducino Unhvar ia l 
pootaM prkrats phone rsoorda. 



Jkn VVMkw. arm sUifsd ul Marta bwpiry. 


STORY TOCkS 


EmailMs storylPiM 


Communicalions, and reoanVy approved a bB to 


Tha b« ivould ban data sallara from lying to obtain personal phona rsoorda and would giva tti 
Foderal Trado Commlaslon axpRcIt authority to aaak cM panaMaa agalnat vtolatora. CurranB 
oompanlaa oan be charged wMh using daoepSva trade prKdoes. but those ca s e s can ba 
difScuM to prova 


Wadcar. who aurprtood many teat weekend by announcing ha wouldnn run for re atec d on affai 
three yeari In offlca, has been In trouble over eaMng phona rsoorda bafora. In 20GS. former 
Attorney General Kan Satezar sued hia butar>sas, saying K BJegely trapped and turned over 
oonaumer phone numbara to collection aoenctea. WaBar etoo rersantly haa bean criticized far 
forwarding radally charged eHrnalls, including one containing negative deeorlpdorw of bteek 
Hurricane Katina victims. 


hllp://wwwjockymountsiiiDew8.coin/dmis/tech/Brticle/0^777,DRMN_239 1 0_4<S 1447 1 ,00.... 5/4/2006 
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NURSES H ■ 


WdkM Mid Tu»«<lay h« didnl l»»w hew lh« oimpwv 
otU-phone records R sold. 

-vy/a got Ihem frwti somebody else. How we gol them I don't know.'he eeld. *1 doniknow 
everting our businese does because fm not up there runnkto It* 

He also Insisted Ws company only sold phone records to lew entoroement egenolse end 
fide* oompanles such as debt oodectors, fraud dMsions o# fnance companlaa and Icons ad 
private iTYveatlgatois. 


•We woutdnn deal with any oompeny Ihefa not logNifTialB . . . weVe never aokf to the 
publlcoronthelntefnel.-heaeid. *1 look e! It (the buelneea) ae helping the good guye ind thi 
bad people.* 


Unlversers Web sita recently wee ctoaad except to Ihoee wflh a cuatomer aooounl number. 
But a oontoany that atoree old Wab altoe ahowa that Univeraal ea reoenlly ea leal year 

promoltd aervicas euch ae Trap Una- end Tel-Soan- that provtoed detaled phone oaBrto 


•You catch 'em coming erxl going with thie enhanoement to our tradNtonal bap Bne aer^toe.” 
aakf the pHch far Tal-8cen - Skip Traoe Ce«ng Cerda.” 

•If your aubject la raoaMng mel, wa can aerrd toem a promottorwl offar on your bahaff lx 
tnaa' long-dlatanca via a pre^pald calling card. When your auepeot ueee the oaMng card that 
you purche^. you wll raoeive detaled caOtog raooida <rf tha oalla plaoed uaing Picard. 
The detaled records Indude the phone number that the oaler wee oaMng from and the phom 
number Ptet Piay were diaing.* 

Cam Conway, an Inveatigotor w«h Lakewood-beeed Dtekeraon Rrwndel Inveedgetton Group 

kto., said ha oonaktorsd such a aervtoa an Invasion of privacy and •devtouar beoauae * 
obtains caOIng records under a pralaxL 

-What R boRa down to la aeling your private Information vrRhout auPwdzattoa* Conw^r said. 
This la a pisoa where Pw tow hasn't caught up wHh technology.* 

Conway aeld such a eervioe elao has the potanliel for endangertog paopto - a man aocuaed c 

bettering hie wife, tor exempla. could buy her pereonel phone reoorde. 

Welker laid the Web site promotion for Tal-8oen "might be worded wrong” and Prat Pie 
servloe only tracks cane made to that parPoutor 600 number.* He eald oourla Iwve ruled oalk 
to a toH-free number can be dtoctoeed without toe caller'a knowledge. 

InveaPgatom also have found a oonneetton between Univeraal and a Frederick-baaed 
company called Worldwide InvecdgePona. 

In February, Pie Texae Attorney Oenarara Oflioe Bued John Strange of Wbridwkto 
Investigaitons for Paudulantty eeling prfvele phone reoorde over ttto imentot fort 1 25 tvougf 
a aarvloa caltod USA SUptraoe. 


In a videotaped depoeilton with Texae authorlPee tost month. Strenge toatPled ha bought tie 
oeO-phone reoorde Pom Welker's company snd tohsr vendors. 

•And your company obtained oei>phone reoorde from Untversal Communtoattone?* Strange 
was askad. "Yaa, sir.* Strangs said undar oath. 

Welker said he% never heard of Strange or Woikfvrtde Irwesttosttom - despite the toet Piat 
Universal sued Worldwide tost year h Larknar Oour^ for $3,047 to unpeU earvtoaa. 

f meal so many people, f dwfi know his jiameorotMnptny * Wetwrsidd. Tm down hem {al 
to* CdpKol) WDfklna herd white someone alia Is nmnlno toe btatoe«.* 


ht^:ii7www judcymoimtainne wB.tX}ni/dhiiii^P0h/az1idc^j277743KMN^239 1 0_46 1 447 1 , W. 5/4/2006 
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WettMT aaW Ms compwiy can'll 

raoorda io the aaneral puMb *1 cam a 

Mbrnwflon * Walwr aald. 


Strange dMnl raluin a phone cai for ooRwaant 

In Ihe dapoaltk»n. Strange daacribad hli ooinp^aa a>^^ 

vwka ter^rrtnal dalanao iBwyaia and the ganeral pubfc . . . I»n«*ng loa* paopla. indlnQ 


wvMng this wealL 


-The MonnaBon *• 

that he wW be anytWng but raeponalve ,• Lany Naai the oonwnWae'a deptayaiafl weaor KT 

oonimunioaaona. said in a atafamanl. . 

nrVoYa oottwsting Wbmiadon aboU boainaaaae which aaew to 


■What hei»anaiw>adapande on edtetwalaertv though ra fair t o ay M T^ 8ta.^y;g^ 

chairman la vary coocemed about eaaedytNsaoft of hwiaae a rtveOsf of pereonalpifwetaf 

and alao aa a maOar of law enfOroamant eeourtly.* 

Neal noted that the Iwue Wiaty carna to th^o 

Deportment began warning IW undaroover 

vulnerobla to diaoovaiy by drug doalar*.- 


d he hae dorte notfikig wrong. 


■Weruna 


good. lagWniato boaliwaa- weilwr aald. Tf the lew cdtangaa. well 


Closer look 

laaoe: Sato of pilvato phofw reooide wimota a peraon'a oonaard or knoatedga. 

•The probe: At toaat two Colorado companlaa« balnginveirtBaJ^^ e»2^ 

ataie R^. Jim Waker‘eLoveian<«iaaed UnNareel ComrnurimAjr^^ 

^ Fradertdvbaaed Worldwide Inveedgallone (wWoh alao goea by USA SMptreoe and 


AMS R e a ae r oh Servteee). 

•: The U A. Houae Energy and Commeroe Comrolttae baa approved a bS Stol would 


ARCHIVe I ABOUT 06 I COKTACT 08 I Rse FCeoa j PAO I SUMCWBe 

^ MAP I PHOTO MtPMNTB I C0ftlUICT10M8 



;,qp^/y,yTir njcVypir «intaimig wa.coin/drmnAflch/art^ ,239 1 0_461 4471,00..- 5/4/2006 
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Universal Communications Co. 


2641 North Taft Avenue 
^Mland, CO 80536 
^ 806.6722 

Info.Search Return 


[I 


TO: U03152 John Strange jstrangeQusaskiptraoe.com 

FROM: UCC Info.Search 

DATE; 03/11/03 

RE: CELL PHONE TOLLS (SEE NOTES FOR DETAILS) 


NOTES: Thank you for your bualnaaa. ^ 

fcgT>4X.TgO 

You raquaatad call phone tolls for iMBOTMf612^ 
tharasultB. 




I Pleas# see enclosed for 


Have a great daylll 


SIncersly, 


The UCC Info.Search Team 


Thank You! 


We appreciate your business and hope that this account has been handled to your satisfaction. If you have 
any questkxis regarding the above information please do not hesitate to contact out office. 

We guarantee this information to be accurate. Please advise us if you find otherwiee. 
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CAUSE NO. - bb 


THE STATE OF TEXAS, 
Plaintiff^ 

V. 


§ 
§ 
§ 

a. 

§ 

JOHN STRANGE D/B/A § 

USASK1PTRACE.COM, I 

AMS RESEARCH SERVICES, INC., and § 
WORLDWIDE INVESTIGATIONS, INC. § 
D/WA USA SKIPTRACE, § 

DefcDdants. § 


IN tKE DISTRICT COURT OF 


CM 

c = 

TRAVIS COUNTY, TEjfe 


^ J 


3^ IS 


uJ , 


^ T 4 








JUDICIAL DISTRICT 


= i = 


TC MPORARV RESTRAINING ORDER 


THE STATE OF TEXAS, Plaintiff, acting by and tbiough Attomey General GREG 
ABBOTT, has filed itsPJaiiitjff s Drigina] Petition in this cause seeking a Tcmporaiy and Peiroancnt 


InjunciioD against Defendants John Strange d/b/a usaskiptrace.eom, AMS Research Services, Inc., 
^ and Worldwide Investigations, Inc. dA^a USA Skiptiacc f ‘Defendants”), and in the same Original 

Petition has presented its request for a Temporary Restiaimng Qnter against the Defendants. 

The Court FINDS that Defendants may be vioLating §§ 17.4h{a) and (b) of the T«tas 
Deceptive Trade Practiccs-Consunier Protection Act (‘*DTPA”), Tex. Bus^ & Com. Code § 17.41 
et seq. {Vemon 2002 and Supp. 2005), and the Court further FINDS that this action is in the public 

interest. The Court also FINDS that the Plaintiff provided sufficient ncjtice to the Defendants of its 

intent to proceed with its request for this Temporary Restraining Order. 

It appears from the facts set fortii in Plaintiffs Original Petition and exhibiu and sworn 
affidavi ts attached hereto that unless Defendiints are immediately restrained from the acts prohibited 
below. Defendants will contimie to commit such acts before notice can be given and a hearing can 




Tcnpgnrf RdtriihitvS Ordtf 

Siati cfjixax ¥. John Sirmgt USA Stipiri^ 


rate t 

fom 
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be held on the State of Texas’ request for a Temporary Injunction. 

IT IS THEREFORE ORDERED that Defendants, their officers, agents, employees, and 
attorneys, and all persons in active concert or participation with them, are hereby commanded to 
immediately desist and refrain from the following acts from the date of entry of this Order until the 
fourteenth day after entry or until further Order of this Court: 

1 . Transferring, concealing, destroying or removing from the jurisdiction of this 
Court any books, records, documents, invoices, or other written materials 
relating to Defendants’ businesses, which are in Defendants’ possession, 
custody, or control except in response to further orders or subpoenas in this 
cause; 

2. Transferring, spending, hypothecating, concealing, encumbering, depleting, 
modifying, dissipating, distributing, or removing from the jurisdiction of this 
Court any money, stocks, bonds, assets, notes, equipment, ftmds accounts 
receivable, policies of insurance, trust agreements, and/or other property, real, 
personal or mixed, wherever situated, belonging to or owned by, in 
possession of, or claimed by Defendants; 

3. Selling or offering to sell telephone call detail records to a Texas resident; 

4. Selling or offering to sell telephone call detail records of a Texas resident; 

5. Representing, by implication or expressly, to Texas consumers that 
Defendants can lawfully obtain call detail records; and 

6. Accepting orders to provide call detail records from any person or entity with 


Temporary Rcstraininf Order 

Sum (^Texas v. Sirongt d/b/a USA Shptroce 


2 
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a Texas billing address ^ 

IT IS FXJRTHEB ORDERED that to the extent it concems or otherwise relates to a Texas 
consumer or resident, the Defendants shall not engage in the following activity: 

1 , Contact or cause another person to contact a telecommunications provider 
and represent to such provider, by implication or expressly, that the caller is 
the owner of the telephone call records being requested when in fact the cal Icr 
is not the owner of the records and the caller is making such request without 
the knowledge or consent of the o wner of the rrcords^ 

2, Contact or cause another person to contact a telecommunications provider 
and represent to such provider, by implication or expressly, that the caller is 
an employee or agent of the telecommunications carrier when in fact the 
caller is not an employee of the provider; and 

3, Access or cause another person to access the online telephone records of a 

-T third party by rcpresenii ng to a telecommunications provider, by tmplicati on 

or expressly, that the person accessing the online account is actually the 
owner of the account or otherwise authorised to access such account when in 
fact he is not 

IT IS FURTHER ORDERED that the STATE OF TEXAS' request to conduct telephone, 
oral, written, and other depositions prior to any scheduled Temporary Injunction Hearing and prior 
to Defendants’ answer date is granted. Any depositions, tclqjhonic or otherwise, should be 
conducted with reasonable shortened notice to Defendants and their attom^s. 


Tifiponry fttttnlBUi[ Oritr 
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The Clerk of the Court shall immediately issue a TEMPORARY RESTRAINING ORDER 
in conformity with the law and the terms of this Order. This Order shall be effective without the 
execution and filing of a bond because Plaintiff, the State of Texas, is exempt from such bond under 
Tex. Civ. Prac. & Rem. Code § 6.001 and Tex. Bus. & Com. Code § 17.47(b). 

Hearing on Plaintiff State of Texas’ Application for a Temporary Injunction is hereby set for 



Temporary Rcatrainlnf Order 
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CAUSE NO, 


THE STATE OF TEXAS, 

§ 

IN THE DISTRICT COURT OF 

Plaintiff, 

§ 

§ 

§ 


V. 


JOHN STRANGE D/B/A 

§ 

TRAVIS COUNTY, TEXAS 

USASfaPTRACE.COM 

§ 


AMS RESEARCH SERVICES, INC., 

& 


WORLDWIDE INVESTIGATIONS, INC. 

§ 


D/B/A USA SKJPTRACE, 



Defendants, 

§ 

JUDICIAL DISTRICT 


PLAINT1FF*S ORIGINAL PETITION AND 
APPLICATION FOR TEMPORARY RESTRAINING ORPEB 

TO THE HONORABLE JUDGE OF SAID COURT: 

RlaiiitifL the STATE OF TEXAS, actiTigby andthrough the Attorney General of Texas, Greg 

Abbott, complains of Defendants John Strange dA>/a usaskiptrace^com, AMS Research Services, 

Inc,, and Worldwide Investigations, Inc. d/b/a USA Skiptracc and for cause of action would 

respectftjlly show the Coun the following: 

L 


DISCOVERY CONTROL PLAN 

1 . 1 The discovery in this case is intended to be conducted under Level 2 pursuant to Tex, 

R. Civ.P. 1903. 


Ih 


JURISDICTION 

2.1 This action is brought by Attorney G^eral Greg Abbott, through his Consumer 
Protection & Public Health Division in the name of the State of Texas and in the public interest 
under the authority granted to him by Texa sDeceptive Trade Practices-Consum ER PROrrECTtoiM 
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ACT, Tex. Bus. & Com. Code § 1 7.4 1 , er seg. (Vernon 2002 and Supp. 2005) (“DTPA’') upon the 
grounds that Defendants have engaged in false, misleading and deceptive acts and practices in the 
conduct of trade and commerce as defined and declared unlawful by §§ 17.46(a) and (b) of the 
DTPA. 

III. 

DEFENDANTS AND SERVICE 

3.1 Defendant John Strange (“Strange”) is an individual who may be served with process 
at his principal place of residence, 5802 Franklin, Denver, Colorado 802 1 6. Strange is the President, 
registered agent and incorporator of Defendant Worldwide Investigations, Inc. (“Worldwide”), 
General Manager of Defendant AMS Research Services, Inc. (“AMS”) and is also listed as the 
Registrant, Administrative and Technical Contact for the website; www,y§a§KipW.g.g.9qL 
Defendant is a nonresident of Texas and does not maintain a regular place of business in Texas but 
conducted business in Texas and the lawsuit arises out of his business in Texas. 

3.2 Defendant AMS Research Services, Inc. (“AMS”), is a Colorado based corporation. 
Defendant Strange is the general manager of AMS. Amanda Strange is its President. AMS does 
business under at least one tradename, AMS Research Services. Defendant AMS has done business 
in the Stete of Texas, but does not maintain a regular place of business in Texas, nor has it 
designated an agent for service of process in the State of Texas. This suit arises out of Defendant's 
business in this state as more specifically described below. Pursuant to § 17.044 of the Texas Civil 
Practice & Remedies Code, AMS can be served by certified mail, return receipt requested, directed 
to AMS throu^ the Texas Secretary of State as an agent for service of process at its home office at 
the following address: 451 Oak Street, Frederick, Colorado, 80530-7072. 

3.3 Defendant Worldwide Investigations, Inc. d/b/a USA Skiptrace (“Worldwide”) is a 
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Colorado based corporation. Worldwide was incorporated by Defmdant Strange who continues to 
serve as its President and Registered Agent. Defendant Worldwide also does business under the 
trade name USA Skiptrace. Defendant Worldwide has done business in the State of Texas, but does 
not maintain a regular place of business in Texas, nor has it designated an agent for service of 
process in the State of Texas. This suit arises out of Defendant’s business in this state as more 
specifically described below. Defendant Worldwide can be served by certified mail, return receipt 
requested, directed to Worldwide through the Texas Secretary of State as an agent for service of 
process at Worldwide’s home office at the following address: 5802Franklin Street, No. 205, Denver, 
Colorado 80216-1234. 

IV. 

VENUE 

4. 1 Venue of this suit lies in Travis County.Texas pursuant to § 1 7.47(b) of the DTP A, 
venue is proper because Defendants have done business in Travis County, Texas. 

V. 

PUBLIC INTEREST 

5.1 Plaintiff, STATE OF TEXAS, has reason to believe that Defendants have engaged 
in, and will continue to engage in unlawful practices and has reason to believe that Defendants have 
caused, and will cause adverse effects to legitimate business enterprises which conduct their trade 
and commerce in a lawful manner in this State. Therefore, the Consumer Protection & Public Health 
Division of the Office of the Attorney General of Texas believes and is of the opinion that these 
proceedings are in the public interest. 


Plaintiff's Original Petition - USASKJPTRACE 
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VL 


TRADE ANB COMMERCE 

6.1 Defendants art engaged in trade and commerce as that term is defined by § i 7.45{6) 


of the DTP A. 


VIL 

ACTS OF AGENTS 


7J Whenever in this Petition it is alleged that Defendants did any act, it is meant that: 

a. Defendants performed or participated in the act; or 

b. Defendants^ officers, agents, or employses performed or participated in the 
act on behalf of and under the authority of the Defendants. 

VIIL 

STATEMENT OF FACTS 

S. 1 Defendants operate an online data broker service which offers to 'Tind information 
that you can't.” At the homqjage of their interactive website, which is accessible to residents of 
Texas and Travis County, Texas, found at www.usaskiptrace.com > Defendants offer their services 
and guarantee that "all searches are completely discteet...and guaranteed for accurac/' and list 
numerous types of reports that they sell including'Telephone Services" and "Cell Phone Services.” 
See Exhibit 1 attached to Adkins Verification. 

8.2 The telephone records which Defendants offer to sell include: "All detailed calls from 
the most recent billing statement (or statement month requested) with dates.” Defendants further 
represent that if they cannot obtain all calls they wilt supply "(at the minimum) the first lOO-i- calls 
per statement cycle.” The basic price for these records is One Hundred and Twenty Five Dollars 


Flamtiff's Oiiginal P^iiioti - USASKJPTRACE 
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($ 1 25.00) and for additional fees. Defendants offer to provide information regarding the duration and 
time of each call. Defendants offer to obtain these types of “call records” for land line and cellular 
phones, including personal and business phones. See Exhibits 2 and 3, attached to Adkins 
Verification; Sec Adkins Affidavit. 

8.3 For each type of record offered for sale, Defendants provide a form on the web site 
which a prospective customer can fill out and submit via the Internet. For example, to order the 
“Cellular Monthly Report,” a prospective customer enters the cdl phone number, name and address 
of the person whose records they seek to obtain onthe form attached here as Exhibit 2. The customer 
pays for the service by providing billing address and credit card information on the form attached 
here as Exhibit 3 and clicking on “Submit Purchase.” Defendants have accepted payment from 
persons in Texas for the purchase of cell phone recerds. (Exhibits 2 and 3 are attached to Adkins 
Verification). Sec Adkins Affidavit 

8.4 Shortly after receiving such an order. Defendants send the purchaser an e-mail from 
istTange@usaskiptrace.com thanking the purchaser for the order and confirming that payment for the 
cell phone records sought has been received by Defendant AMS. The e-mail also indicates that the 
purchaser will receive the requested records within “1 - 6 business days” and that “your credit card 
bill will show AMS Research Services as the billing party.” See Adkins Affidavit. 

8.5 Subsequently, Defendants send the purchaser an e-mail from info@usaskiptrace.cQm 
which contains the purchased cell phone records together with the message: “Thank you for placing 
an order with USA Skiptrace. Here is the iifoimation you requested.” See Adkins Affidavit. 

8.6 Defendants also offer other purchasing options including “corporate accounts” which 

allow purchasers to place orders for information and be billed without adding payment information. 

In addition. Defendants accept orders by mail and facsimile. 

Plaintiff's Original Petition - US4SKJPTRACE 
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8 . 7 Defendants obtain the above-described cdl phone recoids without seeking permission 
from the per^ns who own the cell phone numbers Defttidams have been paid to obtain. Defendants 
do not obtain these records through legal process such as the issuance of a subpoena. In fact» 
Defendants represent that “We never contact the owners of phone numbers searched. The owner has 
no way of knowing about the search or who ordered it.“ 

8.8 On information and belief. Defendants obtain these caU detail records through a 
variety of deceptive pretexts including contacting telecommunications catriers' customer service 
representatives and impersonating the person whose records are being sought, misrepresenting that 
they are providing assistance to a customer who cannot speak, or that they are associated with the 
carrier and need access to a certain person's cdl phone records for legitimate business reasons. 

8.9 Further, Defendants gain access to some customer call records, including that of 
Texas residents, by accessing accounts through the w* sites maintained by the carriers for the use 
of customers. On information and belief. Defendants obtain personal information about the 
customers whose records they seek to access and in turn, use that personal information to gain access 
to the customer’s telephone account records via the carriers' web sites. 

5.10 Defendants represent at (heir web site that information which they provide is 
“intended for legitimate and lawflil use only.” However, Defendants do nothing to verify that the 
information they sell will only be used for “legitimate” and “lawful” purposes and cause confusion 
by representing in other parts of their web site that “if you... need them [the reports] for legal 
purposes you must subpoena the records from the telgiHone carrier.” Finally, the call detail records 
which Defendants offer for sale and sell are confidential. 

IX, 

VIOLATIONS OF TEXAS DECEPTIVE TRADE PRACTICES ACT 

PlamtljSrf Original PelUiort - USASKIPTRACE 
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9 . 1 The State 1 ncorporaies and adopts by reference the allegations contained in each and 
every preceding paragraph of this petition. 

9.2 Defendants, as alleged and detailed above^ have in the rourse of trade and commerce 
engaged in false, misleading and deceptive acts and practices declared unlawful in §§ l7,-4b<a) and 
(b) of the DTP A; 

9. 3 Defendants, as al I eged and detailed above, have in the course of trade and commerce 
violated § 17.46(b)(3) of the DTPA by causing confusion or misunderstanding as to affiliation, 
cormection, or association with, or certification by, another; 

9.4 Etefendants, as alleged and detailed above, have in the course of txade and commerce 
violated § 17.46(bK5) of the DTPA by representing that goods or services have sponsorship, 
approval, characteristics, ingredients, uses, benefits, or quantities which they do not have or that a 
person has a sponsorship, approval, status, affiliation, or connection which he does not; 

9.5 Defendants, as alleged and detailed above, have in the course of trade and commerce 
violated § I7.46(b)(12) of the DTPA by representing that an agreement confers or involves rights, 
remedies, or obligations which it does not have or involve, or which are prohibited by law; and 

9 .6 Defendants, as alleged aud detailed above, have in the course of trade and commerce 

violated § ] 7.46(b)(24) of the DTPA by failing to disclose information concerning goods or services 
which was known at the time of the transaction if such failure to disclose such information was 
intended to induce the consumer into a transaction into which the consumer would not have entered 
had the information been disclosed. 

X, 

APPLICATION FOR TEMPORARY RESTRAINING ORDER 
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10, i Defendants have engaged in the unlawfuf acts and practices described in the 
preceding paragraphs S J through 9.6 incorporated hereby reference. Defendants have thus violated 
amJ will continue to violate the law as alleged in this Petition. More specifically, through its web 
site Defendants continue lo offer to obtain cell phone records which they are not lawfully authorized 
to obtain. They resort to deceptive pretexts inordcr to obtain telephone records which they are not 
entitled to review or obtain. Pursuant to § 17.47 of the DTPA» the State respectfuUy requests the 
issuance of a Temporary Restraining Order a^inst the Defendants as set forth herein. 

XI. 

TRUL BVJUKY 

1 1 T Plaintiff herein requests a jury trial and will tender the jury fee to the Travis County 
District Clerk ^s office pursuant to Texas Rule of Civil Procedure 2 1 6 and Texas Government Code 
Section 5L604. 

XIL 

REQUEST TO CONDUCT DISCOVERY PRIOR TO TEMPORARY INJUNCTION 

HEARING 

12.1 The STATE OF TEXAS requests leave of this Court to conduct telephone, oral, 
written, and other depositions prior to any scheduled Temporary Injunction Hearing and prior to 
I>efendants'' answer date. 

12-2 Some of these witnesses live outside the State of Texas, and cannot appear at any 
scheduled Temporaiy Injunction hearing. Any dqsositions, telephonic or otherwise, would be 
conducted with reasonable shortened notice to Defendants and their attorneys. 

Xllt. 

PRAYER 
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13.1 WHEREFORE, Plaintiff, the STATE of TEXAS, prays that Defendants be cited 
according to law to appear and answer herein; that a TEMPORARY RESTRAINING ORDER be 
issued against Defendants; that after due notice and hearing a TEMPORARY INJUNCTION be 
issued against Defendants and upon final heabng a PERMANENT INJUNCTION be issued, 
restraining and enjoining Defendants, their agents, servants, employees, and representatives from 
making the following representations and doing the following acts and engaging in the following 
practices in the pursuit and conduct of trade or commerce within the State of Texas as follows: 

a. Transferring, concealing, destroying or removing from the jurisdiction of this 
Court any books, records, documents, invoices, or other written materials 
relating to Defendants" businesses, which are in Defendants* possession, 
custody, or control except in response to further orders or subpoenas in this 
cause; 

b. Transferring, spending, hypothecating, concealing, encumbering, depleting, 
modifying, dissipating, distributing, or removing from the jurisdiction of this 
Court any money, stocks, bonds, assets, notes, equipment, funds accounts 
receivable, policies of insurance, trust agreements, and/or other property, real, 
persona] or mixed, wherever situated, belonging to or owned by, in 
possession of, or claimed by Defendants; 

c. Contacting or causing another person to contact a telecommunications 
provider and representing to such provider, by implication or expressly, that 
the caller is the owner of the telephone call records being requested when in 
fact the caller is not the owner of the records and the caller is making such 
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request without the knowledge or consent of the owner of the records; 

d. Contacting or causing another person to contact a telecommunications 
provider and representing to such prov ida, by implication or expressly, that 
the caller is an employee or agent of the telecommunications carrier when in 
fact the caller is not an employee of the provider; 

c* Accessing or causing another person to access the online telephone records 
of a third party by representing to a telecommunications provider, by 
implication or expressly, that the person accessing the online account ts 
actually the owner of the account or otherwise authoriaed to access such 
account when in fact he is not; 

f. Selling or offering to sdl telephone call detail recoida; 

g. Rqsresendng, by implication or expressly, to Texas consumers that 
Defendants can lawfully obtain call detail records; and 

h. Accepting orders to provide call detail records from any person or entity with 
a Texas billing address. 

] 3 .2 Plaintiff further requests, that upon final hearing, this Court vrill order Defendants to 

pay the followings 

a. Civil penalties of up to S20,000 00 per violation for each and every violation 
of the DTPA as authorized by Tex. Bus. & Com Code § 1 7.47<c)(l): 

b. Civil penalties of an additional amount of not more than S2 50,000 if the act 
or practice that is the subject matter of tiiis proceeding was calculated to 
acquire or deprive money or other property from a consumer who was 65 
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years of age or older when the act or practice occurred as authorized by Tex. 
Bus. & Com. Code § l7.47(cK2); 

c. Pre-judgment interest on all awards of restitution, damages or ci vi I penalties, 
as provided by Law; and 

d. All costs of Court, costs of itivestiytion, and reasonable attorney's fees as 
authorized pursuant to ItX.GoVr. CODE ANM. § 402.006(c). 

13.3 Plaintiff further prays for post-judgment interest and such other relief to which 
Plaintiff may be justly entitled. 


Respectfully submitted, 

GREG ABBOTT 
Attorney General of Texas 

BARRY MCBEE 

First Assistant Attorney General 

EDWARD D. BURBACH 
Deputy Attorney General for Litigation 

PAUL D. CARMONA 

Chief, Consumer Protection &. Public Health Division 


PEDRO PEREZ, JR. 

State Bar NO.007S81S4 

D. ESTHER CHAVEZ 

State Bar No. 04162200 

ROGER BORGELT 

State Bar No. 02667960 

Assistant Attorneys General 

Consumer Protection & PubLic Health Division 

P.0, Box 1254S 

Austin, Texas 7E71 1 

(512) 475-4656 

FAX (512) 473-8301 
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From: traGer@ vahcoaroups oom 
To: tf aeer@vahociQroL ps.com 
Sent: Saturday, May 14, 2005 3:25 AM 
Subjact: [tracer] Digas^t Number 2350 


Yahoo? Groups Sponsor - — > 

What would our lives be like without music, dance, and theater? 
Donate or volunteer in the arts today at Network for Good! 
http ://u s.c lick ■vahQO.com/rcv2bD/SQnJAA/cosF A A/kGEolByTM 
- -> 


There are 1 8 messages in this issue. 


Topics in this digest: 

1 . Ke: Need NY Criminal History 
From: 


i@vahoo.coni> 


* EmiailS 

AEDAtTgO 


2. Re: nationwide criminal needed on subject 
From: VM^^<^HMI@^yihoO:Com> 

3. Re: Need NY Criminal History 


From: 


t@vahoo.com > 


4. Re: Ne ed NY Ciiim n aJ History 

From: 

5. Process Server need in Chicopee, MA 
From: 

6. Houston PI, Parale^, and Notary 
From: MMiB <iiBi^ p@gmai 1 .com > 

7. New Generation GPS 

rr\T.> 

8. RE: Process Server need in Chicopee, MA 


i!vahoo.com > 


From: 


Sabclegal.com > 


9. RE: nationwide criminal needed on subject 

From: Andrew Price <aBWi— ^^@vahoo.cotn> 


From: Andrew Price <1 
10. Phone Records - Limited Offer 
From: dinklberv@aolcom 
IT DelranNJ Case 

From: P < 1pWWWBIlJfccom > 

12. RE: n ationwide crimina j needed on subject 

From : < ^Bl@locateplus . com > 

13. Re: New Assignments (USA) Mineral Wells WV, Greenriver WY, Mooresiown 
NJ, Sacramento CA, El Paso Tx, Houston TX, Fall Church VA, Philadelphia PA, North 
Augusta SC 

From: < ^^^K@earth link .net > 

14. RE: Need GA Criminal History 
From: 

15. Investigator Needed in Ft Lauderdale ( assigned ) 

From: SlS^HHHSlaoLcpm 
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16. UK information nee ded 

From: < 1— yah oo.com > 

17. Teamst ers directory * iwtftiLi RCd^cTC-I^ 

From: 

18. RE: Phone Records - Limited Offer 
From: "Tim Bemdt" < Tim@reIiatrace.com > 


Message: 10 

Date: Fri, 13 May 2005 13:27:07 EDT 
From: dinkLberv@aQl.com 
Subject: Phone Records - Limited Offer 

Group, 


I am offering a Special of S200 for Unlimited Cell records (all months 
on bill), with absolutely NO add-ons L You will not be paying extra for Call 
Times and Durations Just a flat "no-hit no fee", for however many months are 
on the bill. This can save you over 51,000 per year on records. Whether there 
is 1 month on the bill, or 40, the price is still a flat rate of $200. 

If that is not enough to convince you, I will also throw in any work 
contact numbers associated with the Cell Phone number, as well as any other 
numbers that are listed on the account. Ex. Family Plan. After 5 unlimited toll 
purchases, 1 will provide the 6th free of charge. 

This is a limited offer. My Tat ranges from 15 Mins - 1 Day, depending on 
the Cell provider. I also offer a free preliminary analysis prior to starting 
the job, notifying the client of any mitigating factors. 

Phone records provide EXCELLENT leads in Locates. Order now, get billed 
later! 

Please email me for more information. 


Regards, 


Rian Wroblewski 
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Investigative Consultant/Pl 
Sherlock Investigations 
NYS Investigation #: 1 1000069976 
8S8-S1 6-1934 
Fax: 866-290-9478 


Message: 18 

Date: Fri, 13 May 2005 20:35:48 -0500 
From: "Tim Bemdt" <Tim@reli atrace, com > 

Subject: RE: Phone Records - Limited Offer 

Isn't a bill normally just a 1 month cycle? I wasn't aware that you get 
multiple months listed for just one bill cycle? Are tire alternate contact 
numbers you might be able to throw in verified numbers or just what's listed 
on the account profile? How about SSN's, are they also included free of 
charge? Does your offer include hard copies? Reproduced copies? If 
reproduced, do 1 get BOTH incoming and outgoing calls? Does your offer also 
apply to a cellular business phone account? Say there are 40 phones on the 
same bill - maybe 1 1 00 pages or so - am I able to get all 40 phones on the 
same bill even if not available in hard copy form for the $200 and in 15 
minutes to 1 day TAT? You make an interesting offer indeed! 

Best Regards, 

Tim Bemdt 

Master Investigator of Network Telecommunications 

WI License 10875-063 

Reliatrace Locate Services 

920 - 694 - 0906 : Phone 

920-694-0905: Fax 

mailto :T im@rel iatrace. com 

http : //WWW ■ rel ianace. com 


Confidentiality Note: 

The information in this electronic mail message is confidential and for use 
of the nam ed recipient - ONLY. The information may be confidential, 
protected by privilege, work product immunity or other applicable law. The 
retention, dissemination, distribution or copying of this e-mail without the 
express written consent of Reliable Investigative Solutions, Inc,, is 
strictly prohibired. 

If you receive this e-mail message in error please notify us immediately by 
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telqjhone at 1 .920.694.0906 or by e-maiJ to: info @reliatrace. com and 
delete/destroy the message and any copies thereof. Furthermore, since e-mail 
can be altered, the integrity of this communication cannot be guaranteed. 


Original Message 

From: tracer@vahoogrQUDS.com [mailto:tracer@yahoogroups.com] On Behalf Of 

d i nklberv@aol .com 

Sent: Friday, May 13, 2005 1 1 :27 AM 

To- tracer@vahoogroups.com 

Subject: [tracer] Phone Records - Limited Offer 

Group, 


I am offering a Special of $200 for Unlimited Cell records (all months 
on bill), with absolutely NO add-ons! You will not be paying extra for Call 

Times and Durations Just a flat "no-hit no fee", for however many months 
are 

on the bill* This can save you over $1,000 per year on records. Whether 
there 

is 1 month on the bill, or 40, the price is still a flat rate of $200* 

If that is not enough to convince you, I will also throw in any work 
contact numbers associated with the Cell Phone number, as well as any other 

numbers that are listed on the account. Ex. Family Plan. After 5 unlimited 
toll 

purchases, I will provide the 6th free of charge* 

This is a limited offer* My Tat ranges from 15 Mins - 1 Day, depending on 
the Cell provider. I also offer a free preliminary analysis prior to 
starting 

the job, notifying the client of any mitigating factors* 

Phone records provide EXCELLENT leads in Locates. Order now, get billed 
later! 

Please email me for more information. 


Regards, 
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Rian Wroblewski 

Investigative Consultant/PI 

Sherlock Investigations 

NYS Investigation #:1 1000069976 

888-816-1934 

Fax: 866-290-9478 
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From; tracer@ vah oooroups .com 
To: tracer@ vahooQ roups . com 
Sont: Sunday, May 15, 2005 3:18 AM 
Subject: (tracer] Digest Number 2381 

Yahoo! Groups Sponsor — 

Has someone you know been affected by illness or disease? 
Network for Good is THE place to support health awareness efforts! 
httn://us.cUck.vahoo.com/Rcv2bD/UQnJAA/cosFAA/kG£olByTM 



There are 12 messages in this issue. 


Topics in this digest: 

h Re: Phone R^ords - Limited Offer 

2. Online Listings And The PI 

From: <^J|^^^Mi( Slaolxoro> 

3. cell phone records — how done legally??? 

From: ml 

4. Re: Phone Records - Limited Offer 
From: dinklberv@aoLcom 

5. Re: cell phone r^ords -- how done legally??? 
FmTTi: dmklberv@aoi.com 

6. RE: cell phone records — how done legally??? 
From: "Tim Bemdt" < Tim(^ireliatracexom > 

7. Re: — how done legally??? 

From:] 


^^aoLcom 

Re: cell phone records — how done legally??? 

From: Dana Owen <csiofamerica info@vahoo.com > 

9. Re: cell phone rec o rds — how don e legally??? 

From: ‘■PV 

10. EMPL OYMENT VERIF I CATION 
From: 

1 L Re: E MPLOYMENT VERIF ICATION 
From: 

12, Re: EMPLOYMENT VERIFICATION 
From: ' 


He DA crtt> 


I 


Message: 1 

Date: Sat, 14 May 2005 1 1 :27:00 EDT 
From: dinkl berv@aol xom 
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Subject: Re: Phone Records - Limited Offer 
Isn't a bill normally just a 1 month cycle? 

Yes. 1 can get every bill on the account for $200. Others charge $125 Per 
month. 1 charge one rate for unlimited months. 


Are the alternate contact 

numbers you might be able to throw in verified numbers or just what's listed 
on the account profile? 

1 am throwing in numbers that are listed on the account as contact numbers. 

They may be work numbers, or they may be numbers of family members. You would 
have to verify those. 


How about SSN's* are they also included free of 
charge? 

No. To begin, I need The name/Address/SSN on the Account, I do not do CNA'S. 
I do do cell locates with the previous infonnation. My price is $50. If you 
don't have the SSN* there is a charge of $10. The SSN is not provided, but 
rather used in the investigation. 

These records are reproduced copies, usually sent in PDF format. 

If reproduced, do I get BOTH incoming and outgoing calls? This depends on 
the cell provider. 


Does your offer also 

apply to a cellular business phone account? 

Yes. Supply me with a contact on the account and a FEIN. Business lines are 
complex, but 1 do them for $200. TAT may be longer if the subject decided to 
suppress their call details. 


Say there are 40 phones on the 

same bill - maybe 1 100 pages or so - am I able to get all 40 phones on the 
same bill even if not available in hard copy form for the $200 and in 15 
minutes to 1 day TAT? 


Yes, its easier for me to Zip up 50 PDF's and send them over, than to 
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isolate the main number. 

*Some business accounts are "super Protected", meaning I would have to fax 
over (forge) a signed release to gain the information. This protection is 
pretty much limited to fortune 500 corporations. 1 will be able to let you know 
ifanaccount has this protection, and would not be able to gain any records 
on that account. While it can be done in theory, it's not even a gray area 
issue. 


I hope this heJpsI We were paying around $125 per month of records - 
Wholesale, and realized that most clients can’t handle a markup of $250 per month, 
and most investigators need 3 years of Tolls, but don’t feel like laying out 
$4,500 to accomplish this task. Of course there will be complications in 
some cases, and I will let the client know, ages before accepting any payment. 
There have been several times where I have gotten tolls while on the phone 
with the client. 


Payment is needed within 7 days of delivery. No money is required up front. 

A Few other things **** 

You no longer need to put a '^cap" on how many records you want. On the 
”pay-per-month" basis, sometimes, you do not know how many months are on the bill 
until you have paid 2K. I hope this will be a service to the investigative 
community, and I look forward to providing a first class service. 

Sincerely, 


Rian Wroblewski 

Investigative Consul tant/PI 

Sherlock Investigations 

NYS Investigation #:1 1000069976 

888-816-1934 

Fax: 866-290-9478 


Message: 4 

Date: Sat, 14 May 2005 15:35:14 EDT 
From: dinklberv@aoLcom 
Subject: Re: Phone Records - Limited Offer 
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"You make an interesting offer indeed!” 

Tim, 

Absolutely. I want to provide investigators with the same resources to 
conduct detailed investigations without the high markup. I see you also offer 
Cell-Toll Investigations on your Web-page. Email me privately, and we can see 
if a bulk outsource program has any potential. As good as this deal sounds, 
with the right volume, I am always willing to offer more. 

I have been contacted by several individuals about this search. Once a 
few cases are complete, I am sure the word will get around by itself. 

Thanks to the Group Moderator for allowing my posts. That’s enough marketing 
for now :) 


Rian Wroblewski 

Investigative Consultant/PI 

Sherlock Investigations 

NYS Investigation #:1 1000069976 

888-816-1934 

Fax: 866-290-9478 
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From: tracer@ vahooQroups .com 
To: tracer@ va h ooa rou ps . com 
Seiit: Sunday, May 15, 2005 3:18 PiM 
Subject: [tracor] Digest Number 2381 

Yahoo! Groups Sponsor > 

Has someone you know been affected by illness or disease? 
Network for Good is THE place to support health awareness efforts! 
http://us.cl i ck ■ vahoo. com/Rcv2bDAJOriJ AA/cosFAA/kGEol B/TM 


There are 12 messages in this issue. 


Topics in this digest: 

L Re: Phone Records - Limited Offer 
From: dinklberv@acl .com 

2, Online Listings And The PI 
From: 

3. cell pho ne records — how done legally??? 

From: ^^■^^HH^aolcom 

4, Re: Phone Records - Limited Offer 
From: dinklberv@aol .com 

5, Re: cell phone records — how done legally??? 

6. RE: cell phone records — how done legally??? 

From: "Tim Benidt" <Ttm@reliatrace .com > 

7. Re: — how done legally??? 

Prom: 

B, Re: cell phone records — how done legally??? 

From: Dana Owen < csiofamerica info@ vahoo xom > 

9, Re: cel l phone rec ords — how done legally??? 

From: 

10, EMPL OYMENT VERIF ICATION 

From: <fli§pssLu^ 

1 L Re: E MPLOYMENT VERIF ICATION 

12. Re: EMPLOYMENT VERIFICATION 
From: 


/J/nnes 

l{e.6At/T£.b 


I 


Message: 3 

Date: S at, 14 May 2 005 15:23:25 EDT 
From: 

Subject; cell phone records — how done legally??? 
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Pallorium, Inc. 

P.O. Box 155 - Midwood Station 
Brooklyn, New York 1 1230 USA 

Telephone: (001) 212-969-0286 


Electronic Mail: pallorium@aol.coni 
(OR) pallorium@pallorium.com 


WEB: http://www.pallorium.com 


* Licensed Investigators * Database Services * 

* U.S.A. Affiliates in New York, Texas, Louisiana and California * 

♦ IIN * WAD * WIN ♦ NAIS ♦ ION * AIIP ♦ NCISS * BOMP * COIN ♦ 
♦ ACFE ♦ lOA * INTELNET * ALDONYS * CALI * 


* USA ♦ CANADA * ISRAEL • HONG KONG ♦ 


Join the "INVESTIGATIONS" group at: www.peoplcfinder.net/newsgroup.html 
A private, secure and noncompetitive group for investigative professionals. 


Message: 5 

Date; Sat, 14 May 2005 16:40:17 EDT 
From: dinklberv^aoJ.com 

Subject: Re: ceil phone records how done legally??? 


In a message dated 5/14/2005 3:44:28 P.M. Eastern Standard Time, 
ijaol.com writes: 
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I am unaware of any way that cell call detail info or tolls can be obtained 
legally, absent a warrant or subpoena. 1 could be wrong about this - and, if 
I 

am, my iQX)logies to the poster. 


There are several legal ways to access Cell Phone Tolls. I see a lot of 
people balk at the fact some investigators do ** Asset Searches”. Some asset 
searches come fix>m custom reports from database sources, which give: 

Judgements, Leins, Bankruptcies, UCC, and Property data. Other sources provide deep 
financial checks, which do not violate any laws. 

I hear many people state, ”Whoa, this guy wants a bank account search!”, 
without understanding there are hundreds of ways to get the infonnation 
legally. Ex. Digging through trash. 

The same goes for telco related Investigations. There are 100 ways to 
legally obtain telco related information, including cell records. I would love 
to tell you how this is done legally, however, I would be giving up my main 
source of information. Eventually, everyone will be reading about it once a 
person writes a book, but for now, it's considered an area of specialty. 

I would not consider Cell records a black eye to the industry, but 
rather a safer, passive alternative to Physical Surveillance. Sometimes, as PFs, 
we need to gather proof, like confirmation fix>m the hotel that a subject 
slept in a specific room on a certain date. With cell records, we confirm if 
someone called a specific person on a specific date. Aside from that, there is 
no real difference. 

The first case of Cell records I performed in-house, led to the arrest 
of an individual featured on "America's Most Wanted”, and is resulting in the 
pending exoneration of an innocent man. I can speak of hundreds of success 
cases using phone records, and would never exclude them fit)m my arsenal, unless 
a law came about specifically excluding them, like in the UK. I have worked 
with numerous law enforcement agencies, providing them leads. Never have I 
been led away in cuffs. 

Steve - On a group about two weeks ago, I saw a post stating that getting 
cell records is 100% illegal. I now see an email stating that you could be 
wrong, and if so, you apologize. I hope you understand that Telco investigations 
are very complex, and that while you may think some things SHOULD be 
illegal, many simply are not. 

I hope your message does not give a black eye to members of the telco 

industry, who try hard to supply investigators with top notch resources. Most 
information can be obtained legally, it's just a matter of figuring it out 
creatively. 

It looks like you are pretty much convinced this is illegal. Please tell 
me a case where it is illegal to Possess Cell Records of another individual. 
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A black eye is making it appear Izivestigaiors are operating illegaJly^ 

without any proof whatsoever* as well as underestimating innovative means of legal 

data acquisition. 

***These records are not admissible in court without a subpoena, as most 
records are not. That is my only legal opinion on the matter. (I'M not a 
lawyer.., but neither is Stevet) 

- Now get me that ice pack :) 

Regards, 


Rian Wroblewski 
Investigative Consultant/PI 
Sherlock Investigations 
NYS Investigation #: 11 000069976 
SS8-8 16-1934 
Fax: 866-290-9478 


Message: 6 

Date: Sat, l4May2005 17:06:38 -0500 
From: "Tim Bemdt" <T im@rel iatrace.com > 

Subject: RE: cell phone records — bow done legally??? 

Nice response Rian. Telco investigatioiis are complex and when accomplished 
by licensed professionals have a very legitimate place within the PJ 
industry. Your point is well taken that when some things are not understood, 
they become labeled as "illegal”. Certainly any type of investigative work 
could cross a line and become '^illegal". It's up to us as professionals to 
understand the Jaw, understand how it applies to what we do and then embrace 
our responsibilities when executing the craft. 

Best Regards, 

Tim Bemdt 

Master Investigator of Network Telecommunications 

WI License 10875-063 

Rehatiace Locate Services 

9204594-0906: Phone 

920-694-0905: Fax 
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From* Chris Gamer (pdjcg^yah&o.oonn) 

SoDt: Friday, January 27, 2tK)6 1-08 PM 

To: JerTi@POJPLcom 

Subject: Re: VIRGIN MOBILE PING 

Importance: H^h 


$295 if out of the country 


Thank you, 

ChrisJjamer ^ - * 

PDJ / 1st Source Investigations 
1 800-298-1153 Phone 
1-800-297-0012 Fax 
1866-440-61 10 Cellular 

CONFIOENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the use of the individual named 
on this transmission. If you are not the intended recipient, you are notified that di sclosing, copying, 
distributing or taking any action in reliance on the contents of this infomiation is strictly prohibited. If 
you are not the intended recipient of this e-mail please destroy this message immediately. 

Orjgpnal Measape — - 
From: Jerri - Inve^ttflaUons Dapt. 

To; 'Chris GamlT ' 

SentTTnSay, January 27, 2005 11:52 AM - 

Subject: RE: VIRGtN MOfilLE PiNG 

He sskt bocause he has to go through over there since it is on their towers. 


TbAiik you for yOMT busiiKss! ! 
bivcstigaticiu Dept. 

CX^NFIDENTlALfTY NOTE: 

Thi^ e-mail comsins ccntfidential iofoniutiocL aitd is mtEnded solely for tbe use of tfie individual uained oc this 
tntAsmissioD. If you arc not the intended recipient, you ate uctifted that dtsclosing, copying. disaitHitjng or taking any 
action ia rcliatice on the comems of this informaiion is strictly prohibiied, If you are not the intended rccipiem of this t- 
mail pleue desiroy this message immediately. 




Original Message’—' 

From: Chris Gamer [mailto:pdJcg@vahoo.ajm] 
Sent; Friday, January 27,.2006 11:29 AM 
Toi Jerri@POJPl.com 
Subject: Re: VIRGIN MOBILE PING 
Importance; High 
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It is a us phorw in England, why so much? 


Thank you, 

Chris Gamer 

PD J i 1 St Source Investigations 
1-800-298-1153 Phone 
1-800-297*0012 Fax 
l-g66-440-61l0Ceilu!ar 

CONFIDENTIALITY NOTE; 

This e-mail contains confidential infomation and is intended solely for the use of the individual 
named on this transmission. If you are not the intended recipient, you are notified that 
disclosing, copying, distributing or taking any action in reliance on the contents of this 
information is strictly prohibited. If you are not the intended recipient of this e-mail please 
destroy this message immediately. 

— Originar Massage — 

From: Jerri - I nvflstigalions Dep t. 

To; 'ChTisTSirnBr' 

Sent: Friday. J8nuaiy27, 2D06 1D;47 AM 
Subioct: FW VIRGIN MOBILE RING 

Chrfs 50 id he couU do this for S125.EK). Do you want hiin to and if ao how much wouW it be? 

Ptease advise. 


Thank you for youi businessE! 

Invesligitioiis Dept. 

CXiKFlDENnAUTY NOTE: 

This e-nuil contains canfidendal infomrfttion and is iniendcd solely for (he use of the individual named on (his 
narumisston. If you art not the intended recipient, you ait notifted Uiai disclosing, copying, distributing or taking 
any action in reliance on the coirtents of Ihis information is strictly prohibited. If you am not (he intended 
reciprem of this e-mail please dcsiroy this message immediately. 


'—Original Mssage-' — 

From; sherlocWnvestigations^gmaJi.comi [marito:shertocklnve5tJgatkwis%inail.(»m} 

Sfcnt: Friday, January 27, 2006 9:27 AM 
To: jenT@pdJpl.com 
Cc; sherlockJFwestjgatioris@gnfiail.com 
Subject: VIRGIN MOBILE PING 

Sabrina, 

I think Rian spoke to you guys about this, but we haven't heard back yet. Can you ping a 
Virgin mobile phone? The subject is likely stU in England. Please let me know as soon as you 
can if you can do it, and the price, and the radius that the ping will bring - how close can you 
get. 

Thank you 
Sheny 
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SherJock Investigations, Inc. 

154 West 70th Street, Suite 212 

New York, NY 10023 

"Serving the world from New York City" 

212-579-4302 or 888-354-2174 

Licensed by the New York State Dept, of State 
and the Massachusetts State Police 

sherlockinvestigations@gmail.com 

www.sherlockinvestigations.com 

Established in 1995, we are proud members of: 

Associated Licensed Detectives of New York State 

International Anti-Counterfeiting Coalition 

International Intelligence Network (Intelnet) 

National Association of Investigative Specialists 

National Council of Investigation & Security Services 

World Association of Detecti ves 




557 



tJMAt HCtAWtk. 


From: DjnKLBery@aol.com 

Sent: Tuesday, February 07, 2006 3:24 PM 

Toi lnfo@pdl8BrvlOT8xorTr * 

Subject: Midnjght Cell Ping • Tonight • Sherlock Investigations 


Patrick, 


As per my earlier request, please ping this ceil phone 2/7/06 at 1 1 :59 PM Your time (today). This is a Virgin 
Mobile Phone in England. You may biU our card on file the applicabie charge. A few minutes later on the ping is 
not a problem. 

Cell Number to Ping; 0770 




Thanks, 


Rian WroblewsKi 
Sherlock Investigations 

Main Biflir>g Email: Shei1ocklnvestigations@gmail.com 
Contact # 212-679-43152 


Cell number in englarxi: 0770 
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From: ttie PlarQiJD@ vahoMrQiJ PS cqiti 
To: th&PlQroLJo@vahooarQUPS.Conn 
S«nt: Sunday, Octobat' 30, 2005 2:49 AM 
Subjaet: [thePigroup] Digest Number 5094 

Yahoo! Groups Sponsor — > 

Get fast access to your favorite Yahoo! Groups. Make Yahoo! your home page 
http ://us.cli ck. vahoo-Com/dpRUS A/wUTL AA/vQLS AA/kGEolBfTM 


There are 7 messages in this issue. 


Topics in this digest: 


L Re: Bu siness Trademark ? 

From: <^ ^>@vahoo ■com > 

2, Surveil lance - Rosemon t, IL (Saturday E vening, October 29th> 

From: * 

3, Re: Trace source of FAX? 

From: <sherlQekin ves!iKatiQns@gmai I ■CQm > 

4, Re:Trac* source of fax 
From: ^^^ ^@aolrCom 

5, anyone have a contact at MCI? 

From: 

6, Re: Re :Traee so urce of 
From : |^■l^^aoLc2!II 


7. help 
Fronn: 


s.com 


♦ 5A|A/tS 

fUbAont 

I 


Message: 3 

Date: Sat, 29 Oct 2005 19:31:08 -0400 
Fromi < sh erlockinvestifcatioiis@gmail.com > 

Subject: Re: Trace source of FAX? 

You could have your client route his fax number through a trap line and then 
forwarded to another number where you place the fax machine. You could do 
this through skiptracy.com <http ://skiptracv, cxinn( > 

As soon as the next fax comes in you could instantly find the number it was 
sent from, and it cant get blocked. 

If you need help in doing this, call my office Monday after 10 a,m. and 
speak to Rian. 

Regards, 

Skipp Porteous 
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Sherlock Investigations, Inc. 

154 West 70th Street, Suite 212 

New York, NY 10023 

"Serving the world from New York City” 

212-579-4302 or 888-354-2174 

Licensed by the New York State Dept, of State 
and the Massachusetts State Pohce 

sherlockinvestigations@gmail.com 

www.sherlockinvestigationscom <http://www.sherlockinvestigations.com > 

Established in 1995, we are proud members of: 

Associated Licensed Detectives of New York State 
International Anti-Counterfeiting Coalition 
International Intelligence Network (Intelnet) 

National Association of Investigative Specialists 
National Council of Investigation & Security Services 
World Association of Detectives 

> 

> Original Message 

> From: thcPIgroup@vahoogroups.com [mailto:thePIgroup@yahoogroups.com] On 

> Behalf Of Frank Petrasich 

> Sent: Friday, October 28, 2005 8:21 PM 
>To: thePIgroup@vahoogroups.com 

> Subject: [thePIgroup] Trace source of FAX? 

> 

> 

> Is there any way to electronically or otherwise trace a fax? Our client 
>has 

> received several threatening and malicious faxes, all of which are from 
>the 

> same suspect. However the header at the top is always from different phone 

> numbers but when we run the number it is not listed to the company on the 

> fax letter head. 

> 

> 

> 

> Any suggestions? 

> 

> 

> 
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> Frank Petrasich, CFS 

> 

> President 

> 

> BlueTree Services 

> 

> 3315 E. Russell Rd. Ste. A-4 41 1 

> 

> Las Vegas, NV 89120 

> 

>(702)387-3830 

> 

> (702) 387-7292 Fax 
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Ffoin: "Wc* Secrete 

Swflt WednSKlHy. February 1 5, 2006 2 57 PM 
foT ~~TJern®PIJJPTrc6m 
Subject: Re: just cbectclng 


YeSf ihfft bWinfl cycle will worlc.. 


— OdB^nat Mesaafls — 

From: Jern - IpvestigeMbns Pep't. 

To' Telco seofiew"^ 

Senfrm®?iiiia^ Febnary 1S, 2006 12:S6 PM 
Subjecl: RE: just checking 


flaitworkirrflon «3^BlP8bt>uhJ nave shortty 

MiMMB 


Cinoula says ttw billin# cycle anas on tha 16lh tor this aoa. Just maWna sura fte Jan 1 SHi hi wmsa ba ok, 

before 1 send, ite right there on titte edge. P^e&se advise. 


Tfiu^ yiou Jm: yewtwaiprail] 
lavcrti^tiOoiDejlL 


inromudPti ind is intmitA »leV for the uk oftet indivirijal m diii 

Mcws of ihi icr^tiM is saictly tiohibioal If yo« « e« tbs fflaeded ncii»m of this a 

rtliil please dotray tei* luesMgc immedutely. 


ongtiwir fwssage — - 

F^m; Tekx? Secrete Ei(natlto:rrldiete®ieteosaMte,c^^ 
SvA: Wednesday, Febbuary IS, 2006 12:34 PM 
To: )efri@pd!^p^.com 

SolitJeet:>ustch«fclrT9 


Ji«t cfreddng on CNA of 4234 


this i* not in his name, pieasa CNA than by) 


Thanks! 
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^ From; Secrets imicheleigtelooseerets.eomj 

Wednesday. Febnisfy 15, 2006 1:24 ^PM 





Hi tfiercj ^ 

9 WO"* yo“ wore **‘o * «“ “ uske® you do that 

. pi^ foTMofSav. the unbilled on above) 


Thanks 
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VJnWvy, 


From: Michele Yontef Imicheie@telco8ecrets.coml 

Sent: Thursday, February 09, 2006 5:23 PM 

To: info@phonobu8t.com 

Subject: Re: New cell 


Yes. Ifs ok! 

PS. Is Patrick in today, need caH for few nx)ments, let me know when it’s a good time. 


Thanks 


— Original Message — 

From: PhoneBust.com 
To: •Michele Yontef 

SentmSur8aay;Tft)fuary 09, 2006 2:26 PM 
Subject: RE: New cell 

Cinpoir»y» the billing cycle end* on the 15th for thi* ecc*. Juit nuking sure the Jen 15th Mil 
would be ok, before I send. It* right there on the edge. Please advise. 


Thank you for your business!! 
InvestigatioDS DqX. 


This e-mail conuins confidential infonnation and is intended solely for the use of the individual rumcd on tk» 
tiw^mission. If you are not the intended recipient, you arc notified that discloaing. copyi^, distrftwtmg or ta^ any 
action in reliance on the contents of this information is strictly prohibited. If you are not the intended recipteot of this e- 
mail please destroy this message immediately. 


Original Message 

From: Michele Yontef [mailto:michele@teloosecret5.com] 
Sent: Thursday, February 09, 2006 12:30 AM 


To: Info@phonebusLcom 
Subject: Re: New cell 

is; ■■^^Hi(per your below...) 


— Original Message — 

From: P honeBu 8t.com 
To: •Mi^le Yonief 

Sent: Wednesday. February 08, 2006 10:03 AM 
Subject: RE: New ceil 


angular says this acet is underl 


Need his SS# please. 
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Thank you for your busincssU 
lhvC5(i£ttiam IJepr. 

<x»]wiDEhrriALnTNarE; . , . . ^ j i . 

This c-mail contains confidratial infomiatiMi and is intended solely for the use of Hie ladividitfl nuned on this 
nansnussioD- If you are not the intended redpientt you art notified that diKlosing, copyins, distnbutini or tak^ 
any action in reliance on the contents of this infoniiation ts strictly prohibited, [f you are not the intended retipient 
of this e-mail please destroy ibis message imniediately. 


-- — Original Message — - 

Ffoni: Mkrbete Yofttef [malltotmichele@tElcose(^.a)m] 

Sent; Friday, February 03, ^006 2:40 PM 
Tot tnfD^ph^ebustoom 
Subject: New cell 


Hi there. 


Need most recent month new cell toU: (801) 



, West Jordan, Ut^ 840S8 


Tohe care. 
Mkhete 


* 



567 


» 


From: jiyiichele Yontef [michele@tfilcosecfets.com] 
Sent: Wednesday, February 01 , 2006 3:32 PM 

To: info@phonebustcom 

Subject: Just checking... 


Hi there. 

Just checking to make sure you got below (sent a few days ago): 

Need 1 month LD tolls: (Pac BeU) 

Current due bin is 3x.xx {thirty s omething) 

Husband 

Los Angeles, CA 90046 


Take care, 
Michele 
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From: Yootef f^ichele^telcoaacfets.com] 

S«n|: Wednesday. February O'i, 2006 1:16 PM 

Yo:- - — h- rfo^phono faeafreem — — — — 

Subject: Re: just checking on th&se 2 asap ordei^ - dfeni desperate 

Ahh! OK, tbflt maKes good fiense. I will tell diont. And as soon as rs up, send over, they are riding me like a 
surfboard I :o) 

^ — Odginat Message — 

From: PborteBuBt.com 
To: ’Mtedete YonteT 

Sen t: Wadrwsdey, February 01, 2tK>6 10:42 AM 

Subject; RE: Just dieokins on Oiese 2 asap orders - drenl desperate 

Once ttie bHI doses we canrwit gat any Frrore unbilled. Only on ttw new cyde that isjuslbeginnlno 


Tbsnk you for your busiupess!] 

1iive$ti£»tioiu Dqit 

CONFmENTTALlTYNOTE: , . . , ^ 

This t-nJiil conains toofideutial iofonnqtton and m iDieaikd solely for the use of die ii^viduiJ ttunfid on inu 
tnjmnisjion. If you are nocibe intended recipjeot, ym are notified that dttsclkjaing* Maying, or taking any 

action in lelisnce on the contents of this infonnattOQ is striciJy prohibited. If you are not the intended tec^eat of this e- 
mail please destroy ihu inc$sa|e immediate^. 


Original Message^- 

Promt Michde Yontef [nriaiHD:midielelS)t£k06ecriets.ci^ 

Sentt Wednesdayr F^^^uary 01^ 2006 11:26 AM 
to: Jnfd@phonelHistioom 

Subrjeett Re: just checking ot> these 2 asap onders * dJent desperate 


(that is pretty rana. but baan getting on this account) 

ri^that Is ail they need, 


they would have a oompteio bll os they have already g^ about 2/3 of the unbitied already. 


Take car^, 
MIchoto 


— Original Massage — 

From: PhonoBust.cofTn 
To: 'MSiete ~ 

Sent: Wednesday. February 01, 2006 10:22 AM 

Subject: RE: Jusi checking on these 2 asap ordors * dtent doaperate 


the lull bif has not posted yet 

artd It vvill be a while yet 

Iho oycie ended on the 26tfi 

so tnfiobite usually goes 10 days on posting 
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80 by the 8th it should be there 

thats If aM goes wefl 

and he doesnt change anything on acct 


Thank you for your business!! 

Investigations Dept. 

(Xih^TDENTTALITY NOTl: 

This e<niajl contains confidenbal informatioD and is intended solely for the use of the individual named on this 
transmission. If you are not the intended recipient, you are notified that disclosing, copying, distributing or ta kin g 
any action in reliance on the contents of this information is strictly prt^'bited. If you are not die intended recqiient 
of this e-mail please destroy this message immediately. 


— Original Message 

From: Michele Yontef [maltto:nfiid>ele€>telc»secrets.a)m 
Sent: Wednesday, February 01, 2006 10:07 AM 
To: infcx^phonebustcom 

Subject: just checking on these 2 asap orders * client desperate 

Hi sorry to pester, my best client has many meetings this week and that is why they are 
asking for so much asap. 


Good client is asking again we check for the full bill when it updates on after the 28th 
on ^mBpTmobile bill dated January (you have already sent the 

unbilled), ^ ^ 

Same client is also tho one asking ^number to addy 
Clearwater, FL 33764 (will be in name likely of: i 
today can get get this data. 


Take care, 
Michele 
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From: Michele Yontef [privateeye&^qwesLnet} 

Seol: Tuesday. December 20. 2005 3:05 PM 

To: info@Phonebu$l.com 

Subject: already opened Sprint, need pull of prior month 


• » teuertb 

Hi there, you just got me a Sprint: 979-flHIHmiHfrom November.... dient would like the prior bll (the 
October) can you send • this one already opened... 


Take care, 
Michele 
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Jerri 


From; MicTiele Yontef {privateey es^qwest. netl 
Sent: Wednesday. October 1 2 , 2005 4 : 1 B PM 

To: lnfo@pbonebust.com 

Subject: Re: New Verizon 

Spoke to deint about befow. client says please CNA and get most recent lolls on any name that is on account 
Make sure ym send rne back CNA sc I can give to client, I will diange him a bit more to cover your CNA fee. 

PS. If you guys need any CNA - 1 can do. as long as it is not a CNA befoie a toil, Just siraighi CNA. If you have 
any send over. 

Take cane, 

Mtebele 


— Original Message — - 
From: EboneBuiLscl 
To: ^Michele Yontef 

Sent: Wednesday. October 12, 2005 1:ie PM 
Subject; RE; New Verizon 


VERIZON SAYS WRONG NAME AND ADDS 
? 


^VERIZON 




1bank yoti for your basinesa!! 

InvestiBaiioas Dept 

CONFiDENTTALITY NOTE: 

This e-maJi contains confidential uifarmation and is intended solely for the use of xhe individual named on this 
tntnsmissjon. If you are not the intended recipient, you are notified that disclosing, copying, distributing or taking toy 
action in reliance on the omtenis of this information is strictly prohibited, Jf you ore nai the intended recipient of this e- 
maJI please destroy this message immediateiy. 

“Ofiginfll Message™ 

From; Michde Yontef [mailto:privateeyes@qwest.net] 

Sent: Tuesday, October 11^ 2005 10:56 PM 
To: infcM^phonebustoom 
Subject! New Verizon 

Need most recerit month only, below is verizon, new account fdienl Imows about the text message and 
is cool - client is trusted). 

Take care, 

Michele 


CELL FHONH NUMBER S3 1 
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pjX' 

Jerri - Investigations Dept. 


Page 1 of 1 


From: Michete Yontef [privateeyes@qi(wesinelj 
Sent: Monday. August 2 &. 2005 9: 56 AM 

ifi^j^fionebust com 


To 


Sub’jsct: Resending wrth proper cfate. 3 cells on seme ac&Junt need 2 montti$ eact> 

Below are 3 cells all in the indiviguals user names (below) but all on the same business account. We 
need 2 months each. 

You tried this last week and said you needed the business name and the FEIN to pull here is that data 
below, and below that are the 3 lines with the men's indivigulal names. 


The company Is 





-iJkMtt ts * towT«U 

2 mooOis each: 
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message 


- 0 ^ 


Jerri • Investigations Dept 


From: Michele Yontef {pnvateeycs@qwesl.net] 

Sent: Thursday. August 18. 2006 4:13 PM 

To: lnfo@phonebustcofn 

Subject: Re; New Cingular 


Page 1 of 2 



On below, go for it client wants 2 nrwnths - just send over when it all comes up! Take care, 
Michele 


— Original Message — 

From: PhoncBust.com 
To: ’Michele Yontef 

Sent* VStednesday, August 17. 2005 8:31 AM 
Subset: RE: New Cingutar 





I have the account set up online, Cingular has a new site for business users. Problem is bills will 
not be there until the next cyde cuts on September 8th. Cingular says when that bill comes out 
ail the other bills should be there as well. Im trying for the calls over the phone. Phone usually 
uses about 2000 mins a month. Which 100 do you want me to try for? 


Thank you for your bustocss!! 
Investigations Dqx. 


CONFlDENnALITY NOTE; 

This e-nuil contains confidential information aiul is intended solely for the use of die individual named on this 
transmission. If you are not the intended recipient, you are notified that disclosing, copying, distributing or taking any 
action in reliance on the contents of this information b strictly prohibited. If you are not the intended recipient of thb e* 
mail please destroy dib message immediately. 


Original Message 

From: Michele Yontef [maitto:privateeyes@qwestnet] 

Sent: Tuesday, August 16, 2005 12:10 PM 
To: Info@phonebustcom 
Subject: Re: New angular 

Hi dierc, your notes are below, you needed Tax ID to attempt, I have included Tax ID below, 
can you guys try again? 


Tax ID# 




Take care. 
Micheie 


I 


— Original Message — 

From: PhoncBust com 
To: ’Michele Yontpf 

Sent: Monday. August 15. 2005 2:48 PM 
Subject: RE: New Cingular 
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Jerri - Investigations Dept 

From: Mictiete Yontef [priv 3 tfieyes@qwest. net] 
Sent: Tuesday- July 19, 2005 9:5® AM 

To: jrfo@Phonebustcom 

Su^BCt: CNA Neiftel 


I was shot down 4 times on helow Nortel CNA- J keep getting northwestern caJJ center and they just must have 
had an operator meeting about pretext as every operator is cued in. 

Can you guys try this tor me- maybe you will get another call center that did not have the nwietings? 


If you need any cells done, please send over (justdont send Ne)ctelt) :d) 

Take care, 

Michele 



576 


J^rri - Investigations Dept 


Fromi Michele Yoetef [privaieeyes@qwflst net] 
SenC Sunday^ August 14, 2005 1;4S AM 
To: irifo@PhonetJustciom 

Subject: New Verizon WS 

Need moat recent month, new Verizon Wiretess: 
e-gOACT ^ 

Verizon WS 



Alpharetta, GA 30004 
IIB-44-XXXX 


1 f 


~'XXXX 

(Mcrlindata usually unblocks last 4 of SSN but on this target I cant get, do you have another database 
that possibly unblocks, if not, let me know and 1 will Uy to pretext it out of operator). 


Take cere, 
Michete 
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Chris - PDJ Invsstigatiorw 


From; Michele Yontaf [privateeyee@qweslnelj 
Sent: Wtednesda/. July 13, 2005 2:55 PM 

To: mf&@Phonebuslcom 

Subject: Repull t already opened update 




Back in April, you obtained cell tolls for us on a subject named 

obtain more tolls. Below are his identifieiB including his three cell # s. Please get two months e^h on 
all thrw cells. The customer service passcode on the 4 1 5^^^^^Bnumber (the main line holding all 
tolls) is ’*BOLO'“* Client asks for data asap, if possible: 

Most recent 2 months each line: 

Customer S ervice Pas s on accoimn^OLO 



Take care. 
Michele 
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From; Phono&usr.com llnfo@phDn&bust.corT^] 

Sflot: Ffkfay, ntenuary 27, 2006 4:01 PM 

To; 'Michele YonteT 

Subject: RE: Let me (mow you got ihi$ - a second ping nefi<) for today,.. 


--'OrigiTial Message-^* 

From: PhoneBust.conn [niatlto:Inifo<Siphonebu5t.oom] 

Sent: Friday, January 27, 2006 2;2S PM 
To:mheleVontef 

Subject: RE: IMPORTANT - PJN^5 TODAY 3PM EASTERN TIME 
3:11 pm 


HES IN THE 2400 BLOCK OF FREDERICK DOUGLASS SLVD NY NY 10027 


Thank you for your business) t 
Invastigations DepL 

CONFIDENTIALITY NOTE: 

This e-mail contains confidBnttal irtfbrmialian and is intended sd^y for the use of the individual named on this 
transmission. If you are not the intended recipient, you am notified that diseasing, copying, distnbuling ortakingi 
Shy action In reliance on the contents of this infonmalion ia sbiotJy prohibited. If you ere not the ^terkt^ recipient 
of this e-mair ptease destroy this message immediately 


Tbank you fm your business ft 
tevsttgidacj Dcfn. 

CONFIDENTlAtlTy NOTE; 

Tf|}$ t-msil contains confidcDtiai mramuiian and is tniendEd solely for the use ofiiie mdiviidual named on this tifttismissicm. 
If you are Doi the inteiKled recipient, you arc notified ihat drsclosin^, copying, distributing or taking any action in reliuice on 
the contents of this informiTion is strictiy prohibited. If you uv not the inicnded necipicnt of this e-mail please destroy this 
message immedianely. 


— Origirtai Message-— 

From; MIchete VoPtef fmaillo:mk^ele(gil£k]cisecrets.t^ 

Sente Friday, Jenuoty 27, 2006 2:49 PM 
To; Info^phonebustoom 

subject; Re: Let me know you got this - a second ping need for today... 

Nope, dW not gol answer to eltlw yol (can you resend If K wa® alraady sent). Thanks! :o) 
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— Ongifwl Message — 

From: PhooeBustcam 

To: •Micr>o»e Yorltef 

Sent: Friday. January 27. 2006 1 :47 PM 

Subject: RE: Let me know you got this • a second ping need for today... 
yes. it is being worked. Did you get the answer to the other one? 


Thank you for your business! ! 

Investigations Dept 

CONFiDENTlAXITY NOTE: 

This e-mail contains confidential infonnahon and is intended solely for the use of the individual named on this 
transmission. If you are not the intended recipient, you are notified that disclosing, copying, distnbuting or taking 
any action in reliance on the contents of this mformatiOD is strictly prohibited. If you are not the intended rectpient 
of this e-mail please destroy this message imm ediately. 


— Original Message — 

From; Michele Yontef [m8iltD:mlchele^telcosecrets.oom] 

Sent: Friday, January 27, 2006 2:28 PM 
To: info^phonebustesm 

Subject: Let me know you got this - a second ping need for today... 

HI thara. lal me know you got this ooa (batow). a second PING need for today. 

Michele 

— Original Message — 

Frc:n: Micfiale Yontef ^ 

To: mfo@phonebust.com IT 

Senh Fr^y. January 27. 2006 12:24 PM 

Subject DIFFERENT PING - NEW NUMBER. PLEASE SEE 

Hi there, 

Another PING needed, new number, new dinet (trusted of course). 

This PING is fbr925-MlM(SubscribBj-BiMi^^55N:^BHB). PING is requesiAd 
at this momem or UN you get a hit Can you verify that you have reoaived this, this Is for another 
big dwni that I want to pleaaa. 


Takfi care. 
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From: Michele Yontef [pnvateeyes@qwesl.netj 
Sent: Tuesday, Febmery 07, 2006 2:00 PM 


Subject: Palrichn did you get this? 


H3 Pelrlck, 

This just came onto toe yahoogroops, PI Devkl below must know someone that got one of too below Jeltere. 
Below is not from FCC but from Congress, looks to have been sent to all folks toat were on the frat masterlist 
Epic privacy organlzatkxn complied- 

J jljd ^Qu gal a copy of balowj ImTi oplijg jugUM fwt«eieii ere net M IMff flty r 
^WWitWramwoffiedfor yeu. Please let me know if you got below (from Congress)? 


Michele 


— Originar Message •“ 

From; Dav^_ Wil[jams 
To; David Williems 

Swtrrowdayr February 07. 2006 1 1 ;36 AM 

Subject: JNewJnvestigator] Copy of letter sent to Telephone Brokers from Congress- Buyers Baware- 
information 


We write to naquasf /nformatkm refsa/nj to the ^sinsss setivitiss of It is our unders&ndinff 

owns and operates a "data broker” kVeb $tte named . According to numefous press 

reports, many data bnoker Web sites acquine and seii consumers' personai ceii pfrene reoanefs and other 
personai data, without ffre kriowiedge or consent o/t*e owners of (frose ceii phone numbers. Even ceii phone 
roaming records are being sokt, giving purrdiasers not only the numbers caiied, and their and times, but 
aiso the city and state from which those mobite caiis were made. 

In iigbt of these disturbing press reports, frw Committee on Energy and Commeree, pursuant to its jurisdiction 
over teiecommunlcadons, the Internet, consumer proteeWon, and interstate commerce, has aimmenoed an 
investigation of these activities to determine exaedy how this data is being a^uired and sold. 

According to your Internet Web site, and the Weh sites of other companies that seii such information, various 
components of an individual’s personai prohie and activities, including ceii phone records, are fdr sale, fdr 
exampie, for a retadveiy modest fee, a purefraser can get access to: itemized incoming and outgoing calt togs 
for ceii phone numbers, iandtine numbers, or vo/Ce-over-Jnternet-protocoi/ (VOIP) numbere; unpub/j(Sfred 
phone numbers; addresses; at\d other persemai data - without any notice to and consent by the owners of 
those numbers. 

In essence, within llteraliy a matter of hours, someone who purchases such information from a data broker 
Web site can gain unauthorized access to an individual's daily calls and contacts, home and billing addresses, 
and other valuable confidential infyrmation. It is very disconcerting that certain online data broker companies 
are exploiting consumers' personal records and seffirjg the information to whomever pays for the records. With 
the exception of the legitimate activities of law enforcement authorities, who in any event have legal means 
for acquiring such information, we struggle to find any ethical justification for marketing this data. 
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Thus ffi an effort to te&m mere about iJUjr/nesj ana sctivftfes reieteti to tfte safe of ceff pftone recotrfs 

and other personal data, v^e are writing to you today to seek additionaf information to assist with this review^ 
We request that, pursuant to ftuies X and XI of the U,S^ House of Representatives, you provide the foffowSng 
recorxis and infdtmadan OetaHed below on or before Friday, f=abruary 1 ?, 

1. Deserfbe the services that are provided by 


2 Ust and describe aft busfn^ses rindudinp Internet Web sites) owned by, associated with, or otherwise 
related to, that self consumer cefi pftone records and other personal data. Along with the 

description of each such business, provider I) a descripticn of the services offereri by the business; 2) 
the date toe business was founded or pureftased, and ifpurchasedf from whom; 3} atm of aii 
indfyiduais who have an owner^ip interest in toff business; 4) a tist of the names and itontocf 
information for ali c^trporate officers and ejcecutlv^, including tetepftone numbers and emaf! 
addresses; 5} a iist of toe names aft individuals empioyed or otherwise compensated fbr hfs service 
by the business; 6) the physical location and address of the business' headquarters and all other 
places of business; and, ?} toe annual gross antf net revenue generated by toe business for each 
calendar year since Its incepban. 

3. ust and describe In detail aii methods by which (and any of its related businesses) acquires 

the persona/ celt priori records and other data associated with a given ceii phone number. 

A. Oo the employees of (or any of its related businesses) pose as customers seeking 

information at^ their own accounts ("pretejOlng^) to obtain the data being purchased by a — — _ 

customer? Does for any of /ts related busin^es) obtain aca^ to celi phone company 

databases through computer hacking, impersonahan of phone company employee or government 
agents, or other unauthorized and frauduient means? 

5. Ust aii indivlduats or businesses that provide for Its related businesses) persona/ cejtf p/wne 

recortis and other data associated with a given cell pftone number. For each individual or business, 

describe toe riature of the relationship with . (or its related businesses), the compensation 

aFrangement wfd} , and the amount or type of compensation provided by . 

g, For and each ofia reiated data broker businesses or IVe^ sites, Ust toe names of all 

employees, agents, consultants, and other individuals who work for or provide services to the 
company or Web s/Cffn 

7. Has conducted, through an examination by either in-house or outside counsel, an analysis of 

the legal impifeatjans and risks of acquiring and selling the personal cell phone records and otoer data 
assodatsed wUh a giv&i cell phone number? If so, provide a copy of all such legal opinions provided to, 
or produced for, or its related businesses. 

6 . By calendar year dnee 2000, list toe names of toe top 20 customers, by revenue, for eato of _ 

data broker Wet sites. With each customer ii^ed, and fbr eaeft calendar year, provide the toto/ dotiar 
amount paid by the customer to the data broker. 

9. Ail records r^ated to the methods by which and Its related data brok&- Web sites ptoevre and 

sell telephone re^rds, including but not limited to all contracts regarding such procurements. 

10. All records related to any inquiries by law enforcement or reguiatary officials regarding the 
procuremerit and sale of telephone records. 

11. AH company policy guidelines, employee manuals, or other Insbvcaons regarding the procurement 
and sale of telephone reewds, and all records related thereto. 

12. Do and its related data broker Web sites obtain the consent of the owner of a phone number 

prior to procuring and selling records related to Chat phone number? Do and Its related data 

broker Web sites ever notify the owner of a phone number that his records have been procured and 
sold? If yes, describe when and why. 
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Additionahy, Committee inve^gators wiii tie contacting you within the next week (o arrange interviews with 
you and other company officers and employeeSr 

J 

Sincereiyt 

_ Jfjp? Bffrto/i 

Chairrrmn ’ ' ^ 

Qommittea on Energy and Commerce 

John OingeU 
Ranking Memtier 

Committee on Energy and Commerce 

Ed Whitneid 
Chairman 

Suticommittae on Oversight and Investigations 

Bart $tiipak 
Ranking Member 

Suticommlttee on Oversight and irjvestigations 
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vi».wt v.eci<«tx» 


From: Michele Yontef {mk^ie@i&Jcosflcrets.coniJ 
Sent: TueadayJffiJ^ruflry 07, 2005 3:50 PM 

To: — infoOphonotJUfld.coTn ' 

Subject: Re: New Cingular 


I dkJ c«ll and tal^.^Tharik ytsu for baing so kind about ft. Im emberassod.,.reaN/ vary sorry. 


Michele 


Original Message — 

Frcm: PhoneBusTcom 
To: ’MkJhele YcjntoY 

SentTTuesda^. PeBmary 07. 2006 1 :2e PM 
Sutoject: RE: New Cingular 

no problem 




Thank you for your baslneas! ! 
hiv»tii|adoD3 Dept 


OONFniE>rilALJrY NOTE: , . , j i 

Thii c-rnijl couttins canfulctitial mformatiMJ afid j» intended solely for the use of ilie mdividiiiil named on tba 
tniBniissioit If you art not the mtended recipiecX, you «« oottfied tint djscloiiflg, copying, diambuhiig or ^ 
action in lehmice on the contena of this mfermaricjn is auictly pmhibjied. If you are not the intended recipitat of nsi* e- 
mail pi«K destroy this message inunedittely. 


Original Message-— 

FrtmJ Michele Vontfif |mal>to:mk*»ete®telcosfi^ 

S«fit: Tuesday, February 07, 2006 2:07 PH 
To: lnfb@phonebust.0E)m 
Subdect Re: New OnguVar 

Jerri. Im sorry. About the phone call, getting jq>set, Im really sorry. 
Mtehele 

- — Original Message ““ 

From: PhoneBust.oom 

To: TWiaielfiYonlef 

SefwrrtJwday.F^xuflrv 07, 2006 12:44 PM 
RE: New Glngutar 

817M0 # ftOAcnfo 
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Thank you for your business!! 
Investigations Dept. 


CONFIDENTIALITY NOTE: 

~ not the toJ^idrf"reci>tenVyM ■« disclosing, copying, totiiboli^ot tikmg 

any action in reliance on the contents of this information is strictly prohibited. If you arc not the intended recipient 
of this e-mail please destroy this message immediately. 


Original Message 

From: Michele Yontef [mallto:mlchele#telcosecrets.oomj 
Sent: Tuesday, February 07, 2006 1:24 PM 
To: Info@phofvebustCDm 
Subject: Re: New Qngular 

Thanks for Cingular below, can you tell me what number to call into Patrid^ne^ contact him^ 
right away. Thanks! Michele 
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fXQ«\cieC> 


From: Mkrhflte Vontef [mictieie® telcosecrets com] 

Sont: Wednesday. February Oa, 200S 5:21 PM 

Toi Jr^fo® phonebust.com 

Subject: Re: brighter news 


10-4 saying prayers for all.. 


— ^ Orfeginal Message — - 
From: PhonoBi^t,com 
To: ‘MirfiSfrVbnler 

Sent; Wednesday ,l=ebruary 06. 2006 3:01 PM 
Subject: RE: brighter news 

I will... He is out today. 


Thsn^ you for your busioKs'! 

IjivestigatLOiu Dept. 

CONFID£^^^AL^^Y note: 

This e-mail contains confidential information and is intended solely for tire use of the iodividuaf named on this 
transmission. If yon are not the imended recipient^ you art notified liiai disclMiD^ cppyina. ^tribuiing « taking a^y 
action in tebance on the conients of this information is snictiy prohibit^. If you ate oot tbe intended recipient of this t- 
mail please destroy this message imrrKdjateLy. 

■ — Original Message^- 

From: Michele YcMi(t]ef[nftailto;midiete@t)eSajsea^.E^ 

Sent; Wednesday, February 06, 2006 3:32 PM 
T(k jnft>@phonebustajfn 
Subject: brighter news 

Can you (at Patfidt know that there is some good news forhim in hi* chfTs@pdJpr.cyn boit (regarding a 
good reporter (that I know personally) from Wfell Street Journal that warns to talk to him end perhaps 
write a skMY)^ and tha OK for teoPigroup post he needed). 

Taka cam, 

Michete 
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mmae -wasw-fiXi 


From: Telco Secrets [midiete@telcosecrots-com] 

Sent: Monday, February 1 3+ £006 £:1 5 PM 

To: Jerri@PDJPLoom 

Subject: Re: just checking 

10-4, Let me know If there is anything we can do to help. Im trying aN I can, when Chris Rhoades from Wall 
Stroat Journal calls or writes you. take care of him - he 't& trusted, he helped me do very well with my last lawsuit 
{with QwestI 

WSJ is a very liberal paper, and Chris sticks to his word, he can help you guys ALOT if you talk to him (with your 
attortreys approval of course), 

Michele 


Original Message «*«■ 

From: Jem - tnvesiigaiions Dept, 

To: Tetop Secrets’ 

Sent: Monday, February 13t £006 10:4B AM 
Subject: RE: just checking 

He is not in today, I am not sure if he will be. I did leN him to listen to his mesages on the cell phone. 


Thank you for your bosiiwss! I 
tELvcsCgadans Dqit. 

CONFIDEhmALlTY KOTl : 

Thu e-mail contairiSr ecinfidmdal infaimBdan and u intended siolely for the use of the individual named an this 
transniission. If you arenot the intended recipient, you are notified that disclosing, copying, distributing or taking any 
action in reliance on the contents of this infonnadDn is strictly prohihiied. If you are not the intended recipient of this e- 
mai] please destroy this message immediately. 


Original Message — 

From: Tdeo Secrets [mailtio:micheEe@telcoseaiets,a)m] 

Sent; Monday, February 13, 2006 11:10 AM 
To: 3efri@PDJPI.oom 
Subject: Re: Just checking 

Hi there, you know what - go ahead and send both, client will want both. Sorry I dkl not got. 

Hoy, tried calling Patrick but could not got, if he is there, can you just ask him to liaton: to his voicomail 
from Friday, Jofl on his cet! - just need to know he heard it and all Is well. 

Hope all is going ok, I have prayed for you guys {and a^ of us) all weekend. 


Michele 
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— Original Message — - 
From: Jerri - Invesligatktns Dept, 

To: Telpo ScCTets^ 

Sent: Monday, February 13, 2006 10:05 AM 
Subject: RE: just checking 

yes, i sent you this one it 

1-13 or 2-13?^? 


Thank you for your business! ! 

Investigations Dq)l. 

CONFroENTtALTTY NOTE: 

This e-mai] contains confidential infonmation and is intended aolely lor the use of the individual named on this 
transmissiac. If you are not the intended rec^ient, you are notified that disclosing, copying, distributiog or takipg 
any action in reliance 00 the contents of this infonnation is strictly prohibited. If you are not the intended 
recipient of this e-mail please destroy this message immediately. 


— Original Message — 

From: Telco Secrets [nnailto:michete@belcosecrc!ts.ooni] 
Sent: Moriclay, February 13, 2006 10:55 AM 
To: jefri@pcflpi,com 
SubJecC: just checking 

Just checking lofr>ake sure you got below: 


New, need one month: 



Easton, PA 18040 







Need CNA: 





Timnks 





Frpm : Michele Yontef Iprivateeyes@q west net] 

Sent' Saturday, Febnjary 1 1 . 2006 1 2:54 AM 

To: jem@pdjpi.com 

Subject: Make sure Patrick ^ets... 

Hi Jerri, I know things must be very busy right now. I want to help^ remind Patrick that a trusted Ironl page 
journalist who did a story on me once .will be calfing or writing to the Chris@pd]pi.c(^ eddy soon, ha is Chris 
Rhoads of the Wall Street Journal (talk to him - he oar get your side out to the press). 

Aiso show Patrick below, maybe heJpful: 

According to the below article. Telco's are apparently selling the same stuff you are: 
http:/ Avww.azstamet.com/allheadiines/1 1 51 05 

Tell Patrick to consider giving above to his attorney, getting some of the focus off you and stating that Telco's 
have been selling incoming and outgoing calls for years win possibly help the case. Make sure you read above 
fink - 1 had no idea Telco's were selling calls! 


Michele 
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from: Telco Secrets [mBfwle@!ok»secrets.comI 
Sent: TTiursdey, March 09, 2006 Tt:54 PM 

To: Jerri@PDJPI,com 

Subject: Re: Important 


Afik him to call - no email, I need talk to him about dient on hold till Irti sure he is stHI tahir^. He can caN anytime: 
800-146-2235 ■ got to talk to him personal. Thanks! 


Michele 


— - Originaf MesSSQe 

From: J ejTi - investlnations Dept. 

To: Tetco Secrets 

Sent: ThursdayilflBroh 09, 2006 1:37 PM 
Subject: R£: Important 

You will not be able to talk to him today. I can get e message to him for tomorrow. Whet type of work are they 
wanting? 


TTMiik you fnr ytnir bus^iussl I 
Invosbgatioiu E>epi- 

CONFIDENTTALITYNOTE: ^ , 

This e-mail contains confidratial infbrtnation and intend^ solely for the use of (be individufll lUined on this 
tmisinission. If you ait not the intendflJ recipient, ymi arc notified that disclosing, copying, dismbutmg or taking any 
action in reliance on the contents of this information is strictly prohibited. If you are not the intended recipient of this e- 
mail please destroy this message immediaicly. 


—Original Message— 

From: Telco Secrets [matlto:mk±iele#tfitlco5eaets,coml 
Sent: Thursday, March 09, 2006 2:21 PM 
To: Jerrt@pd|pi.a)m 
5ub)«±: Important 

HI Jerri, 

I must talk to Patrick today. It ts about new client referals for him, but I cant refer unless I know It is 
wanted and where to send, 1 1 have to talk to him. 

Please have him call 800-446-2235. today so I know what to do. 


Michele 
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vHkMt netiAcrtb 


From: Michele Yontef (privateeyes@qwest.net] 

Sent: Tuesday. February 21 , 2006 10:58 PM 

To: chri8@pdjpi.com; jerri@pdjpi.com 

Subject: Patrick or Jerri 

Hi Patrick and Jerri • (please make sure Patrick sees below). 

Cant reach you Patrick, tried all day Tuesday. 

NAM«^) /^e OACTg ^ 

Gave 10 clients your info@phonebust.com addy t oday for CNA, one ts BM^rithU^BBKhe works with lots of 
sports players). Gave1@[|i||mp]>e~^rks wrth@||iHmlmi your addy a few days back for pir>g... 

Make sure if a person comes to you saying Michele sent, you take good care. I loved my customers and they 
were all top of class, all licensed PI. real professionals, this is the hardest thing 1 have ever had to do. did Jerri 
explain • I had to dose my business ... 

I MUST talk to you (Patrick) tomorrow (Wednesday) first thing in order to intro big, BIG dient (5K a month 
average), please call 800-446-2235 ^t thing, you need call them for formal intro, it is all set up but I need talk to 
you first. 

Michele 
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pfom: 

(fit: 

Subject: 


Te3C0 Secfats [fnichele@leJcoE«rats.comI 
rilie, 2006 1 :4e PM 
JefTi@PDJPI.com 
Re: i^eslion 


ijeis mTanam^TTalE^to him about 4 wcdis ag^. he said he was opening up a call center, he iold me last we 
talked that he was tiying to reach Patrick about w^ but could not reach him at the time. 

The only number J have for him routes to his toil free intake line (that you are supposed to push 9 on and it 
routes to him). He said he was going to call me in a month as that would be when he was est^Iishcd and he 
wanted to tell me about his call center (for directory assistance). But he is not called yet I will absolutely tell 
him 10 call your office when he calls me. 

The only number I have for him (that roules to hia intake line) is^ 

731-642-2893. 

1 hope you guys are holding up ok, it b been hard on me but I hope it is almost over now. Please tell 
Patrick 1 said Hi and I think about him all the time, wishing him weU, praying for all of us. 


Michele 

Original Message 
From: "Jem’* <pdjpi@yahoo.com> 

To: "'Michele Yontef ' <privatceyes@qwesi.nct^ 
Sent: Tuesday, April 18, 2006 10:42 AM 
Subject: Question 


haw< ™y4o get a We have been emailing and 

emailing. We need him to pay us. Can you get a hold of him and have him 
callus?? Please advise. 


Thank you for your business! ! 

Investigations Dept. 

CONFIDENTlALirY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, wjjying, di^buting 
or t^ng any action in reliance on the contents of this infoimatioa is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately, 
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Universal Connnnunicatians Co. 

2641 North Taft Avenue . Loveland. CO 80538 • (8001806-8722 . www.uccweb.com 


May 4. 2006 


Mr. Thomas P. Feddo 
Majority Counsel 

Subcommittee on Oversight & Investigations 
House Energy & Commerce Committee 
2125 Rayburn Building 
Washington, DC 20515 

Regarding: Phone conversation May 3, 2006 

Dear Mr. Feddo: 

I have met with Mr. Stegner and the staff to determine the availability of customer history 
for use in assisting you in your investigation. I am enclosing the compan/s billing 
history for services provided to Carlos Anderson, customer U03435. The billing history 
covers the period from October 14, 2003 through April. 2006. I '’“''e also irrd^ a 
“ke/ (our available sendees sheet) so you can reference any order (INF18. INFZ. etc.) 
to tf« appropriate inventory item. NOTE-. A number of those seiw»s have bw 
discontinued over the years AND the date for each order is the INVOICE DATE which 
may be several days later than the order date.. 

Mr Anderson, as well as Honda, each place orders by sending email requests and 
occasionally fax requests. Ford (when Ford was a customer) placed its orders wa fax. 
The company has never had a web site where orders could be placed and a web history 
maintained. 

As each order is processed. It has been company policy to maintain a 90-day record of 
the transaction, then shred Information. Since the company has no interest in the 
identities of Individuals on whom its customers are seeking Information, there has never 
been a reason to maintain those records. In fact, those records are destroyed by a 
document shredding firm so no consumer information can Inadvertently leave the 
premises. 

As you can see from the enclosed billing record, the company does maintain complete 
records on the date of orders, the item ordered and the price charged by UCC to t^ 
customer. The company does not maintain information as to the specific details of the 
request made by the customer. 

UCC staff members also have no recollection of providing any information search 
services to any law enforcement agency, whether local, state or national. If any 
Information services have ever been provided to law enforcement it was a very 
infrequent event, and not in recent memory of anyone in the company. 

Sincerely, 

ID.CH/ 




607 


9:0eAM 


LJDC 97^8631 Tee 


1 iT-CriH Tn 1 r 

IN - (Yoy give ls) 

OUT - i Wc return 1 

PRICF 




4 Subxcnber iwne 

4 Subecriberaddrese 


INfD2 

Cftll Phone Bl«al( 

« CvM phone luAlbaf 

4 Sidiscnber name 

* Subscriber ajidree* 

iH 

: INFOS 

PQScd Bfwk 

* Mama 

• PO BosrAddireEB 

■ Phystoal AdtHrsee 

45.00 

lilF^ 

Peg«r Bnah 

4 F^r phone number 

4 Name 

4 Addrau 

».D0 

INFfl5 

PMB BrMk 

4 Private box into. 

4 Subfcrtoer name 

m SiibacniMr addreta 

b&W 

^IHFM 

ValcsfnNI Bnek 

4 VM number 

• hteme 

4 Addrece 

50.00 

yiNFD7 

aOOl^Brnh 

4 Phone nh^nber 

4 SentoeNeme 

4 Santee Ad^us 

46.00 

INFO# A 

Om of Btete tolli 

• Phone number 

■ Fiteti^calte on most meant b>l 

4 Times (add #20) 

4 Duraflon (add S20) 



InStiteUogDIttaw* 

4 Phone number 




CtlTota 

4 Cel phone number 



M’Wtt 

FfrkdPtwn* 

• Ntmt 

• Address 

4 2jpcDde 

* CuriefTi pb&rte number 

45.00 

)NF12 

yth^e RfldlalfVtbn 

Search 

■ \flh # or Ucensa Pisito i 
* State 

• Same & Addiefc RegfEtered 

4 yen totemtelkm wlw aMaabte 

3&O0 
SamehR 
or So HR 

4WU 

k 

Find Hvm is phorte ^ 

4 Comptete ai34e«t 

4 Correct do code ' 

* Seme 

• Phone numbor 

«.<» 

'^NFl# 

FuflUoBie ' 

i 

• Kama & teal totown addiw 

* SSN 

. IXffl i 

* CurentaddiHO 

4 Cunwfl phone If avaZable 

* tfwprkbHw^priovtoePOE 

110.00 

NdSK 

KoFee 


1 j WlJff 



45.00 

na 


4 Dtecnnrwcted phone number 

• DitOOrmecl Into OR 

4 FowanJlno into fl76 tor boto} 

4RO0 


iMifS^anh 

• Same 

• C%d9tete 

- SSN ^ 

• Servtot addreu OR 

4 Fnrwandhig into (» avalMte) 

56.00 

NbHft ■ 

No Fee 

9iF22 

vwitdt Location 

4 Debtor lean apotcabon 


300.00 

MF33 

FlfKi Cell Phorta 

4 Same & Home Phone 

4 Last knnin addreas 

4 SSN 

4 cei phone nvnber 

50.00 

No HI 

No Pee 

15^4 

^ * I 

Ptejeof Emphyment 
$3£rch 

i Same 

4 Lost known addmA 

* sss 

4 Mto pravfde cuhvnt verttad ptece 
of emptoymard 


Fze 

r 

hlaflontf Jt&Uy Search 

4 Same 

• Loit Known eddrau 

4 SShl 

4 SenteeAddrau 

685.00 



Up 
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5-04-206 9! 07AM FROM UCC 9706631706 

1 

P«te; 05A)3ff>6at10>MAM 

UntvafMl CofTvnunication* Co, 


c 

Customer Number / Name; 


History Detail Invoicoa/Credit Memoa/Fin Charoea 
U034M / C.F. AtMleraofi, Fi{Cuttomer Service) 


tiiroieeNo 

Invoice Date 

item 

Qty 9hp 

Ft42531 

04/29(06 

_F)NANCE_CHARGE 

1.000 

} 142466 

04/26(06 

iNF24 

1.000 

• 142466 

04/28A)6 

INF21 

1.000 

142466 

04/26(06 

INF2 

1.000 

1 142466 

04/26/06 

INF2 

1.000 

142466- 

04/26/06 

INF2 

1.000 

<U2466 

04/28/06 

INF2 

1.000 

i 142468 

04/26/06 

INF2 

1.000 

[142348 

04/19/06 

INF2 

1.000 

>142348 

04/19/06 

INF2 

1.000 

i 142348 

04/19436 

INF2 

1.000 

1 142348 

04/194)6 

1NF1 

1.000 

'.142348 

04/19i4)6 

INF2 

1.000 

'.142348 

04/19/06 

1NF2 

1.000 

! 142256 

04/124)6 

1NF2 

1.000 

1142256 

04/124)6 

INF1 

1.000 

.142266 

04/124)6 

iNF2 

1.000 

142268 

04/124)6 

INF11 

1.000 

i 556 

04/124)6 

INF2 

1.000 

!V[2256 

04/124)6 

INF2 

1.000 

1142256 

04/124)6 

INF2 

1.000 

1 142256 

04/124)6 

INF2 

1.000 

: 141760 

03/314)6 

INF2 

1.000 

1141760 

03/31/06 

INFS 

1.000 

^141808 

03/314)6 

_RNANCE_CHAftGE 

1.000 

1^41664“ 

. 034284)6 

rNF2 

1.000 

j 141664 

03/284)6 

INF2 

1.000 

(141664 

03/284)6 

INF2 

1.000 

! 141664 

03/284)6 

INF2 

1.000 

1141654 

03/284)6 

INF2 

1.000 

j 141664 

03/284)6 

tNF2 

1.000 

; 141654 

03/284)6 

INF8 

1.000 

dmisii 

03/274)6 

AOJ 

•1.000 


03/274)6 

AOJ 

-1.000 

i 141 585 

03/234)6 

INF2 

1.000 

; 141585 

03/234)6 

INF2 

1.000 

‘141585 

03/234)6 

INF2 

1.000 

141585 

03/234)6 

INF2 

1.000 

141620 

03721/06 

INF2 

1.U0O 

Vi1520 

03«14)6 

INF2 

1.000 

*20 

03/214)6 

INF11 

1.000 


03/214)6 

INF2 

1.000 

1141520 

03/214)6 

tNF2 

1.000 

1141620 

03/31/06 

INF1 

1,000 

|ttlS20 ^ 

03/31/06 

1NF2 

1.000 

;iaiS20 

03/314)6 

INF2 

1,000 

141520 

03^214)6 

INF2 

1.000 


UnK Price 

4628 

79.00 

50.00 
26.00 
25.00 
25.00 
25.00 
25.00 
25.00 
25.00 

25.00 

15.00 

25.00 
25.00 

25.00 

16.00 

25.00 

35.00 

25.00 
25.00 
25.00 
25.00 

25.00 

80.00 
20.78 
25.00 

25.00 

26.00 
25.00 
25.00 

25.00 

55.00 
5.00 
5.00 

25.00 
25.00 

25.00 

26.00 
25.00 

25.00 

36.00 

25.00 

25.00 

15.00 

25.00 
25.00 
25.00 


ExteiKfed Price 

46!28 

79.00 

60.00 

25.00 

25.00 

26.00 

25.00 

25.00 
26 00 

25.00 

26.00 

16.00 

25.00 

26.00 

26.00 

15.00 

26.00 

35.00 
25 00 

25.00 

26.00 

25.00 

25.00 

80.00 
20.78 

25.00 

25.00 

25.00 

25.00 

25.00 

26.00 

65.00 
-6.Q0 
• 6.00 

25.00 

25.00 

26.00 

25.00 

26.00 

25.00 

35.00 

26.00 

26.00 

15.00 

25.00 

25.00 

26.00 
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5-04-206 9i07AM FROM UCC 9706631706 

Ri|g«: 2 

Ms: 0«03/06 at 10:44 AM 

Unlvaraal Communlcationa Co. 

HJatofy Datail lnvo(c««/CrMlK MMnos/Fin Chargas 


biwtomar Numbar I Nama: U03435 / C.F. Andaiaon, PI(Ci»tomaf Servica) 


ihaoteaNo 

Invoioa Date 

Item 

QtyStip 

Untt Price 

Extended Price 

! 141520 

03/21/06 

INF2 

1.000 

2500 

25.00 

‘>41520 

03/21/06 

INF2 

1.000 

25.00 

25.00 

; 141520 

03/21/06 

INF2 

1.000 

25.00 

26.00 

i 141520 

03/21/06 

INFI 

VOOO 

15.00 

15.00 

: 141520 

03/21/06 

INF1 

1.000 

15.00 

15.00 

:‘^1S20 

03/21/06 

INF2 

1.000 

25.00 

2500 

1 141430 

03/1 5A)6 

INFO 

1.000 

85.00 

65.00 

{141430 

03nSA}6 

INF2 

1.000 

25.00 

25.00 

*141430 

03/1 S/D6 

INF2 

1.000 

26.00 

26.00 

’141430 

03/1 5A)6 

INF2 

1.000 

25.00 

25.00 

i 141430 

03/15/06 

INF2 

1.000 

25.00 

25.00 

■141430 

03/15/06 

INF2 

1.000 

25.00 

26.00 

M41430 

03/15A)6 

INF2 

1.000 

25.00 

25.00 

1141430 

03/16/06 

INF2 

1.000 

26.00 

25.00 

•141430 

03/15/06 

INF2 

1.000 

25.00 

25.00 

•141430’ 

03/15A)6 

iNF2 

1.000 

25.00 

25.00 

[141347 

03n0A)6 

INF2 

1.000 

26.00 

26.00 

[141347 

03M0A)6 

INFS 

1.000 

65.00 

65.00 

{ 

03/1 0A)6 

INFS 

1.000 

80.00 

80.00 

;i4<347 

03n0/06 

(NFS 

1.000 

80.00 

80.00 

[141347 

03/1 Q/D6 

INF2 

1.000 

25.00 

25.00 

[141276 

03/07/06 

INFS 

1.000 

80.00 

60.00 

1141276 

03/07/06 

INFS 

1.000 

300.00 

300.00 

il41276 

O3A)7/06 

INF12 

1.000 

35.C0 

35.00 

: 141278 

03A)7/06 

INFS 

1.000 

65.00 

65.00 

•141276 

03A)7/06 

iNP3 

1.000 

40.00 

40.00 

H41278 

03A)7/06 

(NF2 

1.000 

2S.00 

26.00 

dl40704 

02/28A)6 

AOJ 

-1.000 

125.00 

-125.00 

;i4076a 

0208^)6 

INF2 

1.000 

30.00 

30.00 

^140636 

02/24^)6 

INF2 

1.000 

30.00 

30.00 

1140636 

02/24/06 

INFS 

1.000 

66.00 

65.00 

1 140636 

. 02/24/06 

INFI 

1.000 

15.00 

1500 

0140603 

02/22A)6 

AOJ 

•1.000 

125.00 

-126.00 

|l40564 

02/21/06 

INFS 

1.000 

100.00 

100.00 

rl40664 . 

02/21/06 

INF2 

1.000 

25.00 

25.00 

(140564 

02/21/06 

iNF2 

1.000 

25.00 

25.00 

[140664 

02/21/06 

INF2 

1.000 

25.00 

2500 

t1^11 

Q2n6A)6 

INFI 

1.000 

15.00 

1500 

h40511 

02/16/06 

INFI 

1.000 

16.00 

15.00 

lli«0417 

02/13/06 

INFS 

1.000 

50.00 

60.00 

117 

02/1 3A)6 

INFS 

1.000 

100.00 

100.00 

S^17 

02/13/06 

INFS 

1.000 

50.00 

60.00 

[140417 

02/13/06 

INFS 

1.000 

100.00 

100.00 

;iW17 

02/13/06 

INFS 

1.000 

65.00 

65.00 

;140417 

02^3/06 

INFI 

1.000 

16.00 

15.00 

H40417 

a2n3A)6 

INF2 

1.000 

25.00 

25.00 

fl40258 

02A)7/Oe 

INF2 

1.000 

25.00 

2500 
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5-04-206 9:08AM FT«3M UCC 9706631708 

: 5 

p^: 06M»/06st10:44AM 

Untvwul ComiminicatiOfW Co. 

* ' History Dstall Invoicss/Crsdit RAsmos/FIn Clurgos 


dtMtomsr Number / Name: U03436 1 C.F. Anderson. PKCuetomer Service) 


fcii in In ■ kl.ee 

vnfOfM fio 

Invoice Oete 

item 

Qty 8hp 

Unit Price 

Extended Price 

1140266 

02A)7/06 

1NF2 

1.000 

26.00 

25.00 

j|40256 

02A)7/06 

INF2 

1.000 

25.00 

25.00 

;i402S6 

02J07/00 

INF2 

1.000 

25.00 

25.00 

;f402S8 

02/07/06 

INF18 

1.000 

iiaoo 

110.00 

1140258 

02A»7/06 

INF1 

1.000 

15.00 

15.00 

! 140258* 

02A)7/06 

INF2 

1.000 

25.00 

25.00 

•140268 

02/07/06 

INF2 

1.000 

25.00 

25.00 

• 140258 

02/07/06 

INF2 

1.000 

26.00 

25.00 

; 140258 

02/07/06 

iNF2 

1.000 

25.00 

25.00 

,'140258 

02A)7/06 

INF2 

1.000 

25.00 

25.00 

1 140256 

02/07/06 

INF2 

1.000 

25.00 

25.00 

<140258 

02A)7/06 

INF2 

1.000 

25.00 

25.00 

•140268 

02/07/06 

INF2 

1.000 

25 00 

25.00 

•140258 

02/07/06 

INF2 

1.000 

25.00 

25.00 

‘140311 

02A)7/D6 

INF9 

1.000 

65.00 

6800 

! 140311 

02/07/06 

INF9 

1.000 

130.00 

130.00 

.’140311 

02A>7/06 

INF2 

1.000 

25.00 

25.00 

; 139774 

01/31/06 

INFO 

1.000 

66.00 

65.00 

Y ■^4 

01/31/06 

INF1 

1.000 

15.00 

1800 

K^m 

01/31/06 

INF2 

1.000 

26.00 

25.00 

1139774 

01/31/06 

INF1 

1.000 

16.00 

15.00 

1139774 

01/31/06 

INF2 

1.000 

25.00 

25.00 

1139774 

01/31/06 

JNF2 

1.000 

26.00 

25.00 

[139774 

01/31/08 

INF2 

1.000 

25.00 

26.00 

1139774 

01/31/06 

INF2 

1.000 

25.00 

2800 

1 139774 ■ 

.01/31/06 

INF2 

1.000 

25.00 

25.00 

j 139774 

01/31/06 

INF2 

1.000 

25.00 

26.00 

13^ 

01/31/06 

INFO 

1.000 

95.00 

95.00 

^39839 

01/31/06 

rNF9 

1.000 

95.00 

96.00 

P. 139871 

01/31/06 

_F1NANCE_CHARQE 

1.000 

3.15 

3.15 

1139724 

01/27/06 

INF18 

1.000 

126.00 

125.00 

1139724 

01/27/06 

INF1 

1.000 

15.00 

15.00 

>139724 

01/27/06 

INF9 

1.000 

65.00 

66.00 

[139724 

01/27/06 

INF2 

1.000 

25.00 

25.00 

; ^89724 

01/27/06 

INF2 

1.000 

25.00 

2800 

J 1,39724 

01/27/06 

INF2 

1.000 

25.00 

25.00 

1189724 

01/27/06 

rNF2 

1.000 

25.00 

25:00 

)139724 

01/27/06 

INF2 

1.000 

25.00 

26.00 

139724 

01/27/06 

INF2 

1.000 

25.00 

25.00 

ili89724 

01/27/06 

INF2 

1.000 

25.00 

25.00 

'-*724 

01/27/06 

INF2 

1.000 

25.00 

25.00 

L /24 

01/27/06 

INF2 

1.000 

25.00 

25.00 

dl39673 

01/26/06 

ADJ 

-1.000 

25.00 

-25.00 

1139538 

01/17/06 

INF2 

1.000 

25.00 

25.00 

|li59638. 

01/17/06 

INF12 

1.000 

35.00 

35.00 

i1p9538 

01/17/06 

INF9 

1.000 

65.00 

06.00 

1139538 

01/17/06 

INF2 

1.000 

25.00 

26.00 
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9:0BAM 


FROM UCC 9706631706 


PigK 4 

0^; 0S«3/0eat10:44AM 

Cimtotmr Number /Hum: U034M / C.F. Andwion. PI(Co«toiT»er S»rviM) 
i No Involco [>st* Item 


UntvwMl Communications Co. 

History Detail Involcss/CredH Riamos/Fin Charoes 


119538 

01/17/06 

iNF2 

1000 

:139538 

01/17/06 

INF1 

1.000 

119538 

01/17/06 

1NF1 

1.000 

119638 

01/17rt)8 

INF9 

1.000 

118538 

01/17/06 

IHF2 

1.000 

139538 

01/17/06 

INF21 

1.000 

139638 

01/17/06 

INF2 

1.000 

1393M 

01/09rt)6 

INF2 

1.000 

<189399 

01/09/06 

INF2 

1.000 

189399 

01/00/06 

INF2 

1.000 

:139399 

01/09/06 

INF2 

1.000 

139399 

' 01/09/06 

INF1 

1.000 

139399 

01/00/06 

IHF23 

1.000 

139399 

01/09/06 

INF1 

1.000 

139399 * 

01/09/06 

INF2 

1.000 

;138389 

01A)9W 

INF2 

1.000 

139309 

01/00/06 

INF2 

1.000 

1^399 

01/D9A)6 

INF2 

1.000 


01/09/06 

11^ 

1.000 

139390 

01/00A)6 

INP2 

1.000 

1M300 

01/09A)6 

INF2 

1.000 

139390 

01/09A)6 

lhtF2 

1.000 

159431 

01/P9f06 

1Nf2 

1.000 

139431 

01/00/06 

tNF2 

1.000 

189431 

01/09A)6 

INF2 

1.000 

169431 

01/008)6 

INf2 

1.000 

139431 

01/098)6 

INF2 

1.000 

i139431 

01/098)6 

INF1 

1.000 

^tS9431 

018)98)6 

WFI 

1.000 

139431 

01/06/06 

INF2 

1.000 

139431 

. 01/008)6 

INF2 

1.000 

‘139431 

01/098)6 

INF2 

1.000 

F188973 

12«18)9- 

_F1NANCE.CHARGE 

1.000 

CT38904. 

12/298)5 

/^ 

•1.000 

Q138828 

12/288)5 

ADJ 

-1.000 

138682 

12^68)6 

INF23 

1.000 

1138682 

127168)6 

INF7 

1.000 

138682 

127168)5 

INF1 

1.000 

13850) 

127!28>5 

INF1 

1.000 

i 138515 

128)88)5 

INF18 

1.000 

>16 

128)68>5 

IMF1 

1.000 

,138615 

128)68)6 

INF23 

1.000 

^ 137942 

11/308)5 

INF23 

1.000 

4137961 

11/308)6 

ADJ 

•1.000 

C^7082 

11/308)5 

AOJ 

-1.000 

>137990 

11/308)6 

iNF2 

1.000 

137996 

11/308)5 

INF23 

1.000 


25.00 

15.00 

15.00 
260.00 

25.00 

50.00 

26.00 
25.00 

25.00 

26.00 

25.00 

16.00 

40.00 

15.00 

26.00 

25.00 

26.00 
25.00 

25.00 

26.00 

25.00 

26.00 
25.00 
25.00 

25.00 

26.00 
26.00 

15.00 

16.00 
26.00 

25.00 

26.00 
30.06 

40.00 

26.00 
40.00 

40.00 

16.00 

15.00 
110.00 

16.00 
40.00 
40.00 

40.00 
126.00 

25.00 

40.00 


P.7 


Extsnded Price 


25.00 

15.00 

16.00 

260.00 

25.00 

60.00 

26.00 

25.00 

26.00 

25.00 

25.00 

16.00 

40.00 

15.00 

26.00 

25.00 

26.00 

25.00 

25.00 


26.00 

25.00 

26.00 

25.00 

26.00 

25.00 

15.00 

16.00 

25.00 

25.00 

25.00 
30.66 
•40.00 
-26.00 

40.00 

40.00 

16.00 

15.00 

110.00 

16.00 

40.00 

40.00 
•40.00 

-126.00 

25.00 

40.00 
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&-C4-206 9>09AM FRC3M LX:C 9706631708 P.8 

Pt6«: 5 

0«to: 0SA)3A)e«t10:44AM 

f F UnivemI Communicattons Co. 

History DstiU invoieos/Crtdit Msmoa/FIn Chargss 


Cuatomtr Number / Name: 1103436 / C.F. Aixieraon. PI(Cuetomer Service) 


lavDica No 

Invoice Data Item 

QtyShp 

Untt Price 

Extended Price 

F 138049 

11/3006 

.FINANC^CHARGE 

1.000 

15.66 

15.66 

137893 

’ 11/29AJ5 

INFO 

1.000 

65.00 

65.00 

137893 

11/29/05 

INF2 

1.000 

26.00 

25.00 

'137804 

11/22/05 

INF2 

1.000 

26.00 

26.00 

'137804 * 

Uf22J06 

INF1 

1.000 

15.00 

16.00 

.■ra7722 

11/17/05 

INF2 

1.000 

25.00 

25.00 

137722 

11/17/05 

INFO 

1.000 

65.00 

65.00 

‘187722 

11/17/05 

INFO 

1.000 

65.00 

65.00 

.1^7722 

11/17/05 

INF2 

1.000 

26.00 

26.00 

;t87722 

11/17/05 

INF3 

1.000 

40.00 

40.00 

‘ 137722 

11/17/06 

INF2 

1.000 

25.00 

25.00 

! 137852 

11/14/05 

INFO 

1.000 

160.00 

160.00 

•137852 

11/14A)5 

INFO 

1.000 

65.00 

66.00 

:i37596 

11/10«)6 

INF1 

1.000 

15.00 

15.00 

:187596 

11/10/05 

INF20 

1.000 

45.00 

46.00 

137598 

11/10rt>6 

INF1 

1.000 

15.00 

15.00 

:i37596 

11/1 0«» 

INF20 

1.000 

45.00 

46.00 

5T37596 

11/10rt)5 

INF11 

1.000 

35.00 

36.00 


11/07/05 

INF23 

1.000 

40.00 

40.00 

11/07/05 

INFIO 

1.000 

40.00 

40.00 

^187001 

. 10/31/05 

INFO 

1.000 

65.00 

65.00 

f1370O1 

10/31/05 

INF2 

1.000 

25.00 

25.00 

: 137001 

10/31/06 

INF2 

1.000 

25.00 

25.00 

•137001 . 

10/31/05 

INF2 

1.000 

25.00 

25.00 

.137001 

10/31/06 

INF2 

1.000 

25.00 

25.00 

F, 137071 

10/31/05 

.FINANCE^CHARGE 

1.000 

18.89 

18.89 

C138958 

10/28A)5 

AOJ 

-1.000 

26.00 

-25.00 

>1^16 

10/26A16 

INF2 

1.000 

25.00 

25.00 

,'136016 

10/26/05 

INF2 

1.000 

26.00 

25.00 

<*196916 

10/26/05 

INF2 

1.000 

26.00 

25.00 

136916 

10/26A)5 

INF2 

1.000 

25.00 

25.x 

138916 

10/26/05 

INF2 

1.000 

25.00 

2S.X 

136016 

10/268)5 

INF2 

1.000 

26.00 

26 .x 

■136860 

1Q/24A}5 

INFO 

1.000 

80.00 

8ax 

<136850 

1Q/24A}5 

INFO 

1.000 

65.00 

66.x 

^136860 

10/24A)5 

INF18 

1.000 

125.00 

125.x 

136860 

10/24A)5 

INF23 

1.000 

40.00 

40.x 

136850 

10/248)5 

INF2 

1.000 

26.00 

26 .x 

136850 

1Q/24A)5 

INF23 

1.000 

40.00 

40.x 

.136774 

10/17/05 

INF8 

1.000 

100.00 

1X.X 

X ■ 

10/17/05 

10/11/05 

INF2 

INF24 

1.000 

1.000 

25.00 

79.00 

2$.X 

79.x 

186708 

ion 1/05 

INF8 

1.000 

390.00 

3X.X 

136708 - 

ioni/05 

INF2 

1.000 

25.00 

25.x 

136708 

10/11/05 

INFO 

1.000 

66.00 

66.x 

.136708 

10/11/05 

INF2 

1.000 

25.00 

25.x 

136708 

1 Qni /06 

INF3 

1.000 

0.00 

0 .x 
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S = a3AH FROM UCC 97eGG31710e P.9 

6 

|W; 10:44 AM 

j i - ' LTnivtrul Commiifilu(lDns Ca, 

HMtory DMail ljifvolc«/Cndtt Mtinoa^Fln Chaiy«e 

S-^ 

Number / Mtiiw; i CFh Amtenon, PKCustonwr ^rvba) 


No 

tnVDlc* D*t» n»iii 

Qty^Shp 

Unit Price 

EvtanriviJ Prtoe 

4136846 

10n}3^6 

ADJ 

-1 000 

6.00 

-6.00 

P.tt62ri 

D9^3(W05 

_FJNANCE_CHAHGE 

1.000 

19.68 

19.68 


0Si;29A>3 

5NF1 

1.0D0 

15.00 

15.00 

jiaoMs 

OB/seras 

(NF16 

1.000 

126.00 

126.00 

itSBOBS 

oaaa/DS 

INF11 

1.000 

36.00 

36.00 

■is&as^i 

08/28^5 

INF2 

1.000 

26.00 

25.00 


0022^95 

fNF24 

1.000 

70.00 

70.00 


09/22/05 

INF9 

1.000 

180.00 

IKJ.OO 

;ikd92 

09/22^15 

INF1 

1.000 

16.00 

15,00 


09/19/05 

INF2 

1.000 

25.00 

25.00 


09/19/05 

INF2 

1.000 

26.00 

25,00 

|t3GfflG 

09/16/05 

INF1 

1.000 

15.00 

16.00 


owisras 

INF2 

1.000 

2600 

25.00 

I-C35B1D 

o^isras 

1NF2 

1.0M 

26.00 

26.00 

■■teMio' 

09/15yO5 

INF2 

l.OW 

26,00 

25.00 

Itisaio 

O9ris/05 

INF9 

1,000 

66 00 

86.00 

['1^10 

09/16^5 

INFO 

1.000 

80.00 

SO.DO 

JlP'S&lO 

09/16/06 

INFO 

1.00(1 

80 00 

80.00 

lise 

091/12^5 

IWFO 

1.000 

66.00 

86.00 

;i9Mfi6 

09/1 2«95 

JNF1 

1.000 

T5.00 

16,00 

135850 

09/l2rt)5 

INF2 

1000 

26.00 

25.00 

r135BM 

09/12/05 

INF2 

1.000 

26.00 

25.00 

1 155307 

09/06/05 

INFO 

1.000 

80.00 

50.00 

;iMM7 

OB/OS/DS 

1NF9 

1.000 

80,00 

80.00 

! 135807 

OO/OB/05 

INF2 

1.000 

25.00 

26.00 

ilSSBQ? 

09^9/06 

INF2 

1.000 

25.00 

2600 

'l^7 

DB/084» 

INF2 

1.000 

25.00 

2600 

|l35S07 

09/06/05 

INF2 

1000 

26.00 

26.00 

H36307 

0B/06/0S 

JNF2 

rooo 

26.00 

25.00 

1T8M07 

O0rt)6rtJ5 

INF2 

1,000 

25.00 

25.00 

!1^46 

08/31/06 

INF8 

1.000 

86.00 

66.00 

*115245 

06/31/05 

iNF2 

1.000 

25.00 

26.00 

diS52t>7 

06/30/05 

ADJ 

*1.000 

25.00 

-25,00 

’1I3S1T7 , 

08/29/06 

INF11 

1000 

36.00 

26.00 

H35110 

' 0B/25rt« 

info 

1.000 

65.00 

85.00 

jiasiao 

03/25/05 

INFO 

1.000 

80.00 

80.00 

! 1^1 30 

tmSKA 

INFO 

1.000 

160.00 

160.00 

jl36018 

06/1 8rtM 

INF 18 

1.000 

110.00 

110.00 

;1^13 

CS/ie.'tK 

!NF2 

lODO 

26.00 

26.00 

!li6018 

08/13/D6 

INFO 

1,000 

80.00 

80.00 

1 

09/1 aA15 

INF8 

1.000 

130.00 

130.00 

iw6l6 


INF2 

1.000 

2600 

26.00 

?135aiB 

06na/05 

INF2 

1.000 

25.00 

25.00 

,1^13 

09/19rt)fi 

INF2 

lOOD 

26.00 

28.00 

'T34074 

OS/15W5 

INF8 

1.000 

100,00 

100.00 

5134874 

06/1 6n5 

INFO 

1.000 

80.00 

BO.OO 

■ 1 34974 

08/16/05 

INF2 

1.000 

25.00 

25.00 





FROM UDC 9706G3l70e 


P. 10 


Pigs: ? 

Dptis: P5^W)6Bt'10:44AM 

Unlwnpl ComAiunleations Co. 

^ HiXorv OMa>l Invoicos/Cwdit MBfnoo/Fln Charg** 

Cuttonier Numbflf 7 Nam#: U034W I C-F- Andtnon, PI(Cirttoii»TSsrvt»J 


lirnbic* Me> 

involc# Dati 

1 K*m 

Qtv Shp 

UnKPriC# 

ExlHidvd Pft» 

jl?4g74 

" 06jf1MJ5 

INF2 

1.000 

25.00 

25.00 

;ii«74 

0&15/QS 

INFO 

1.000 

56.00 

65.00 

}\m74 

06716705 

INF2 

1.000 

25.00 

26.00 

i1i4974 " 

Oe/15705 

INF2 

1.000 

25.00 

26.00 


06/10706 

INF2 

1.000 

30.00 

30.00 

iwase 

Qmtm 

1NF1 

1.000 

15.00 

15.00 

(1^4072 

06/00705 

INF7 

1.000 

40.00 

40.00 

M 34672 

o&oartw 

iNF2 

1.C00 

25,00 

25.00 

[134072 

OBW6/DE 

INF2 

1.000 

26.00 

25.00 

:l34fi72 

06703/05 

INF2 

1.000 

26,00 

25.00 

.^34072 

OS7O0/O5 

rNFi 

1.000 

16.00 

16.00 

1134372 

08/00/05 

>NF2 

1.000 

26.00 

25.00 

i 134201 

07/2SW 

INF2 

1.000 

25.00 

25.00 

'iM2ei 

07/29/05 

INFO 

1.000 

65.00 

05.00 

,134261 

07/29/06 

INF9 

1.000 

65.00 

66.00 

1 134261 

07/29/06 

INF2 

1.000 

25.00 

25.00 

: 1^261 

07/29/05 

tNF2 

lOOO 

26.00 

25.00 

1^^281 

07/28/05 

iti¥Z 

1.000 

25.00 

26.00 

j61 

07/20/06 

(NF2 

1.000 

25.00 

25.00 

^■©4261 

^ 07/26/05 

INF2 

1,000 

26.00 

.25.00 

; 134261 

07/2SW 

INF2 

1,000 

25.00 

25.00 

.134261 

07/29/05 

INF1 

1.000 

16.00 

15.00 

Ci34206- 

07/26/06 

ACJ 

-1.000 

5.00 

^.00 

]1341^ 

07/26/06 

INFI 

1.000 

15.00 

15,00 

^134100 

07/25/06 

INF2 

1.000 

25.00 

26,00 

: 134166 

07/25/05 

INF2 

1.000 

26.00 

25.00 

134106 

07/25/06 

INF19 

1.000 

40100 

40.00. 

1 134166 

07/25/05 

INF2 

1.000 

30.00 

30.00 

[134166 

07/26/06 

INFO 

1.000 

60.00 

60.00 

: 134166 

07/26/05 

tNF2 

1000 

26.00 

25.00 

! 134166 

07/2Srtffi 

INFO 

1.DD0 

56.00 

55.00 

^134084 

07/21/05 

iNPa 

1.000 

130.00 

130.00 

fl'340e4 

07/21705 

INF23 

IDDQ 

40.00 

40.00 

1(34064 

07/21/06 

INFZ 

1.000 

25.00 

26.00 

'134064 

07/21/05 

rwF© 

1000 

60,00 

BO.OO 

I“b4064 

07/21«!6 

INF2 

IDDO 

76.00 

76.00 

*134004 

07/21/05 

INF2 

1.000 

25.00 

25.00 

.134004 

07/21/05 

INF9 

1.000 

96.00 

05.00 

1 134034 

07/2 1.JM 

PNFfl 

1.000 

06.00 

95.00 

! 134064 

07/21/05 

/NFO 

lOOO 

SD.OO 

BO.OO 

^ W7 

07/14/06 

1NF2 

1000 

25.00 

25.0D 

?b3»T 

07/14/05 

INF2 

1.000 

25.00 

25.00 

1 133867^ 

, .07/144)6 

INF2 

1.000 

25.00 

25.00 

\ 133997 

07/144JB 

INF2 

1000 

26.00 

25.00 

1 133007 

07/14flK 

INFZ3 

1.000 

40.00 

40.00 

■133087 

07/144)5 

INF18 

1000 

110.00 

110.00 

M33»7 

07/14415 

INF2 

lOOO 

26.00 

25.00 
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S-0d-2e6 9>10AM FROM UCC 9706631708 


Rap«: 8" 

1^: OSm3/D€«t 10:44 AM 


UnIvtrMi CoRwnunicattom Co. 

History Ostail Invoicos/Crsdit M«mos/Fin Chargso 


Customor Numbor / N«ms: U03435 / CJF. Anderson, PKCustomer Sarvico) 


llVDice No 

invoice Oste 

Item 

Qty Shp 

Untt Price 

Extended Price 

133997 

07/14^05 

INF2 

1.000 

25.00 

25.00 

133997 

07/14A)5 

INFS 

1.000 

100.00 

100.00 

,133997 

07/14A15 

INF2 

1.000 

25.00 

25.00 

133997 

07/14A15 

INF2 

1.000 

25.00 

25.00 

1133997 

07/1 4A)5 

INF2 

1.000 

25.00 

25.00 

'133997 

07/14/05 

iNF2 

1.000 

25.00 

25.00 

1133997 

07/14«6 

INP2 

1.000 

25.00 

26.00 

•133997 

07/1 4A)5 

INF2 

1.000 

25.00 

26.00 

;i33907 

07/14A)5 

INF2 

1.000 

25.00 

25.00 

133997 

07/14/06 

INF2 

1.000 

25.00 

26.00 

^133997 

07/14A» 

INF2 

1000 

25.00 

25.00 

: 133997 

07/14A)6 

1NF2 

1.000 

25.00 

25.00 

,133997' 

07/14A)5 

INF1 

1.000 

15.00 

16.00 

:133997 

07/14A)6 

INF9 

1.000 

65.00 

65.00 

133997 

07/14/06 

INF2 

1.000 

25.00 

25.00 

'133390 

06/30/05 

rNF2 

1.000 

25.00 

26.00 

<133390 

06/30/05 

INF1 

1.000 

15.00 

15.00 

i«3390 

06/30A>5 

INF2 

1.000 

25.00 

25.00 

■^390 

06/30A)5 

INF2 

1.000 

25.00 

25.00 

1^390 

06/30A)5 

INF2 

1.000 

25.00 

26.00 

^133429 

0600/05 

INF2 

1.000 

30.00 

30.00 

1133324 

06/27/05 

INFO 

1.000 

60.00 

80.00 

['133324 

06/27/05 

!NF2 

1.000 

25.00 

26.00 

il33324 

06/27/06 

INF2 

1.000 

25.00 

25.00 

C133350 

06/27/05 

ADJ 

-1.000 

25.00 

-26.00 

1133259 

06/23A)5 

INF2 

1.000 

25.00 

25.00 

[133259 

06/23A}5 

INFO 

1.000 

66.00 

66.00 

M33259 

oeavos 

INF2 

1.000 

25.00 

25.00 

;iS3258 

• 06/23A>5 

1NF2 

1.000 

25.00 

25.00 

133259 

0e/23A)5 

INF2 

1.000 

26.00 

25.00 

133216 

06/2QA)5 

1NF9 

1.000 

80.00 

80.00 

il3321$. 

06/20A)5 

iNF2 

1.000 

25.00 

25.00 

133216 

06/20/05 

INF19 

1.000 

40.00 

40.00 

{133216 

06/20/05 

INF2 

1.000 

26.00 

25.00 

M33216 

06/20/05 

INF2 

1.000 

25.00 

25.00 

‘133216 

06/2QA)5 

INF2 

1.000 

26.00 

25.00 

‘153216 

06/20/05 

INF2 

1.000 

25.00 

25.00 

133216 

06/20/06 

INF2 

1.000 

25.00 

26.00 

‘133216 

J?e.'20'05 

INF2 

1.000 

26.00 

25.00 

1133216 

06/2QA)6 

INF23 

1.000 

40.00 

40.00 

952 

06n3A>5 

INFS 

1.000 

80.00 

80.00 

;mi52 

06/13/06 

INF2 

1.000 

25.00 

25.00 

•163152 

06/1 3A» 

INFO 

1.000 

80.00 

80.00 

,133152 

06/1 3A}6 

INF2 

1.000 

25.00 

25.00 

Q133128 

oenwos 

ADJ 

>1.000 

25.00 

•25.00 

0133129 

osno/06 

AOJ 

-1.000 

10.00 

-10.00 

01^130 

06/10/05 

ADJ 

-1.000 

10.00 

•10.00 
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Sr-e4-206 9= 11AM FROM UCC 9709631706 


P. 12 


OSl{U/Iffiat1Q:44AM 


L . 


Untwinl Communlc«HoiB Co. 

Hf^tory DffUn involwJCradit HtMinaa/Fln Chif^u 


cjivtoniar Nurrtrtf / Mwn*; UW436 S C.F- AmJmn, HtCintomfr Smrhc*] 


iTtv^aNa 

Invoice 

Hem 

QlySttp 

ttlOt Price 

r1»123 

06rt)9A)6 

INFO 

1.030 

BO.OO 

;i 33123 . 

06rt)9A)5 

INF2 

1 MO 

25.00 

133123 

toBrtjaras 

info 

1.000 

BO.bO 

133123 

06/09435 

INFS 

i.DOO 

160.00 

133123 

064)&l4}£ 

INF2 

1.000 

25.1^ 

'lb049 

064}54)5 

INF2 

1.000 

60.00 

^33042 

06^6 

INF^ 

1.000 

25.00 

133040 

06435/06 

INF2 

1.000 

26.00 

?1 33043 

064)54)6 

INF2 

1.000 

25.00 

^33040 

06/054)6 

INF2 

1.000 

26.00 

133043 

064)54)6 

INF2 

1.000 

25.00 

1^3049 

064)54)5 

INF2 

1.000 

26.00 

^133043 

064)64)5 

INF2 

1000 

26.00 

133049 

064»4)5 

)NF9 

1,000 

65.00 

^33049 

064164)5 

1NF9 

1.000 

80.00 

132466 

05^1495 

INFO 

1.000 

100.00 

:132466 

05/31ffl6 

INF2 

1.000 

28.00 

1«466 

05/314)8 

INFO 

1.0D0 

85.00 

V.166 

osrai/os 

INF2 

1.000 

25.00 

M32466 

06/31/05 

INF2 

1.000 

25.00 

1132468 

06/81/05 

INF2 

1.000 

^.00 

S32466" 

0Srai/O5 

INF2 

1.000 

26.00 

■t32«9 

05431/05 

INF2 

1.000 

25.00 

M62466 

05/31/06 

INF19 

1.000 

40.00 

riM4ee 

06/31/05 

rNF2 

1.000 

^.00 

]13246G 

05/31/05 

INF2 

1.000 

^.OO 

^^237B 

05/234)6 

tKrF2 

1.000 

50,00 

^ 132370 

05/234)5 

INFS 

1.000 

26.00 

^ 132370 

05/234)5 

JNFZ 

1.000 

26.00 

; 132370 

05C34)5 

INF2 

1.000 

25.00 

1132378 

05/234)6 

INF9 

1.000 

1OS.O0 

j 132378 

05/234)6 

INF9 

1.000 

105.00 

'‘^3237® 

06/23/05 

INF2 

1.000 

25.00 

^132303 

DSfl7rt)6 

INF23 

1.000 

50.00 

132303 

05/17/05 

INFO 

1.000 

210.00 

'132218 

054)8415 

rNF2 

1.000 

25.00 

’i322l8 

□54)94)5 

INF2 

1.000 

25,00 

:i32218 . 

□54)94)6 

INF2 

1.000 

25.00 

H^19. 

05.4^4)6 

!NF2 

I.OOO 

25.00 

'132218 

054394)6 

INF2 

1.000 

25.00 

Jp23. 

04/294)6 

INF2 

1.DD0 

25.00 

jtn523 

04/23436 

FNF2 

1.000 

25,00 

F 130824 

03/81/05 

_RNANGE_CHARGE 

1 000 

24.58 

C130657 

03/244)5 

ADJ 

-1.000 

45.00 

i 130546 

03/17/05 

INF24 

1.000 

50.00 

130546 

03^7/06 

INF2 

1.000 

25.00 

•llVUfiS 

034144)5 

INF2 

1.000 

25.00 


160.00 

26.00 

£0.00 

25.00 

26.00 
2fl.OO 

25.00 
2G.00 

25.00 

25.00 

66.00 

60.00 

100.00 


65.00 


25.00 


50.00 

26.00 

26.00 

25.00 

105 00 

105.00 

25.00 

60.00 
21D . 0D 

25.00 

26.00 

26.00 

26.00 


26.00 

26.00 

24.66 

• 46.00 

60.00 

26.00 

25.00 
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£- 04-206 S : 12AM FTOM UCC 3706631 7103 ]3 

10 

03NI3yiD6 3110.44 AM 

] UntvBml Communlcaftton Cd . 


' Dilall InvolcH/Credtt Hem«JF[n ChargH 

Cu ftomf* Numbflr/ Narna: IKJ343S / CJF. Antffri»ii» PKCitf1nir*r 


li^>te*Nd 

Invdie* IMlt >t«n 

Otr^tip 

Unit Prt« 

EjctoflUMl PHw 

Jl30*4e 

□3/10/09 

INFl 

1.000 

15.W 

1S.W 

130445 

03/10rtJS 

|NF1^ 

1000 

w.oo 

30. W 

430445 

03/104)5 

iNFia 

row 

35.00 

35.00 

4^399 

03rt)7rt>5 

Er;F2 

row 

25.00 

25.00 


02/29/05 

_F1(WICE_CHARGE 

row 

18,00 

1SLOO 

1^0380 

02/29/05 

rNF23 

row 

50.W 

50.W 

^29000 

02/29/05 

(NF6 

1.000 

56.W 

59.00 

420990 

□2/26419 

INF23 

1,000 

50.00 

60.W 

.129690 


INF2 

row 

25.W 

25.00 

!li96S8 

02/21/05 

[NF2 

1.000 

25,00 

26.00 

.1296SA " 

02/21/05 

{NF1 

1.000 

20.00 

20.00 

;i^ 

02^21/09 

/NR24 

1.000 

W.OO 

95.00 

;1*9664 

£^44)9 

1NF2 

1W0 

25.00 

25.00 

^29525 

Q27I{1«>S 

INF9 

row 

69.W 

B3.W 

^^57 

□24I74« 

INF2 

rooo 

29. DO 

25.00 

129457 

024)7/05 

TNJ* 

row 

25.00 

25.00 

fiaSASF • 

02/07/05 

JNF2 

rooo 

25.00 

25.00 

:l 29467 

Q2flJ7/t}5 

INF1 

row 

20.00 

20,00 

i 57 

02437/05 

INF1 

rooo 

20.W 

20.W 

Ji5S467 

024)7/06 

INF2 

row 

25.00 

26.00 

128617 

01/31/05 

)Nf2 

row 

2S.W 

25.00 

>26817 

01/31/05 

iNF2 

1.000 

26.00 

26.00 

:ii^l7 

01/31/05 

(NF2 

1.000 

2S.W 

25.00 

i 12661 7 

01/31/05 

INF2 

1.DM 

26 00 

25,00 

Ffl^BflSe 

01/31/05 

_FINANCe_CMARGE 

vow 

27.15 

27.16 

;1?8743 

01*7/05 

INF2 

l.ODD 

25,00 

25. W 

:i26743 

. 01/27/06 

1NF1 

I.OW 

2Q,W 

20.00 

>29743 

01*7/05 

INF23 

1.QW 

50. W 

50.00 

120743 

01*7/05 

INF2 

1.DD0 

26.00 

25,00 

Up741^ ^ 

01/27/09 

PNF1 

1.DW 

20.00 

20.00 

:1Z6896 

^ 01/24/05 

INF23 

1.000 

50.00 

50,00 

\iz8G9e 

01*4/05 

JNF11 

1.000 

35.00 

39.00 

129996 

01*4/05 

INF2 

1.000 

40.00 

40.00 

428631 

01/20*5 

)NF2 

1.000 

25.00 

25.00 

>^1 

01/204)5 

INF2 

1.DD0 

26.00 

25.00 

[i^Baai 

01/2D/D5 

INF2 

1.000 

26.00 

26.00 

>li^6631 

01/20*5 

INFa 

rooo 

25.00 

25.00 

>^631 

01*0*5 

IN1=2 

row 

26.W 

25*0 

J 126631 

01*04)9 

tNF2 

1.000 

25.W 

26 lOO 

1128631 

01*0/05 

JNF23 

lODO 

50.00 

60.W 

V 31 

01*0*5 

INF2 

1 ooo 

25.00 

26.00 

*Vr731 

01*0*5 

tNF2 

1.0W 

25.00 

25.00 

J12B631 

01 * 04)9 

1NF2 

1.000 

25.D0 

25*0 

jl^6631 

01*0*5 

1NF2 

row 

2S.W 

aatoo 

;ii^863i 

01/20*5 

INF2 

1.000 

2fi.W 

25.00 

|1^8631 

01*0*5 

IKF6 

1.000 

110.00 

110.00 

1 1^6631 

01*0*5 

fNF2 

1.000 

25,00 

26.00 
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from UCC 9710SS3t70e 

Pw«: 11 

pt/ta: 05/03^ 1110:44 AM 

UnivBrul CamiminleiitfoTn Co. 

History Detail ImroICBC^rKrit Memos/Fin Clui^H 


Cwtomer Numlwr^ Naim: U03435 ; C.F. Andenon, PI(Cuatoin*r Sarvice) 


livplc* Ho 

invoice Dat* Item 

Qty Shp 

U^RPrlH 

EKtHided Plica 

i2e631 

01/20/05 

INF2 

1000 

25.00 

25.00 

H2e517 

01/13/05 

iHf2 

1.000 

25.00 

2600 

' 12esi7 

01/13/05 

INF2 

1000 

25.00 

25.00 

^ t2B6l7 

01/13/Cffi 

INF2 

1.000 

26,00 

25.00 

;i2S517 

01/13^5 

INF2 

1000 

25.00 

26.00 

^ 124517 

0l/13rt?5 

PNF2 

1.000 

25.00 

26.00 

;t2e5i7 

01/13/05 

INF2 

1000 

26 00 

26.00 

\ t3B5l7 

01/1 3AI5 

1NF23 

1.000 

50.00 

60,00 

■ t24Sl7 

01/13/06 

INF9 

1.000 

70.00 

70.00 

i 125617 

01/1 arae 

INF2 

1.000 

2600 

25.00 

. 12B517 

01/13^55 

[NF2 

1000 

26.00 

26.00 

H39517 

01713/05 

INF2 

1.000 

26.00 

26.00 

H^17 

01/13/05 

iNf2 

1.000 

26.00 

2600 


01/13/05 

iNFn 

1.000 

36,00 

36.00 

ji^i7 

01/13/06 

INF1 

1000 

2000 

20.00 

:12BS17 

01/13/05 

INF2 

1.000 

26.00 

26,00 

C12a443 

0t/D3l/06 

AOJ 

-1.000 

16.00 

-15.00 

F1279M 

12/31/04 

_F1NANCS.^CHARGE 

1.000 

50.06 

6806 

(? 144 

12/30/04 

AIM 

-1.000 

265.00 

.256.00 


.12/30104 

INF23 

1.000 

36.00 

36,00 

:i27iW 

12/30/04 

INF2 

1.000 

26.00 

2600 

rl£7606 

12/30AM 

mF2 

lOOO 

26.00 

25.00 

i 127466 

12/27/04 

INFS 

1.000 

76,00 

75.00 

:K7465 

12/27/04 

INF1 

1.000 

2000 

20.00 

,t274as 

12^7/04 

INFO 

1000 

110.00 

naoo 

^27466 

12/27/04 

INP2 

lOOO 

25.00 

2600 

’f274M 

12/27/04 

rNF2 

1.000 

26.00 

25.00 

.127445 

12fl7/04 

JMF2 

1.000 

26.00 

25.00 

r 157466 

12/27/04 

INP9 

1000 

70,00 

70.00 

, 127409 

12/20/04 

INFB 

1000 

170.00 

170.00 

12740& 

12/20104 

INF2 

1.000 

70.00 

70,00 

■127403 

12/20/04 

INF2 

1.000 

26.00 

25,00 

^27409 

12/20/04 

INF2 

1000 

26.00 

2600 

■127353 

TZ/1WH 

INF2 

1000 

26.00 

26.00 

^127363 

12/16/04 

INFO 

1.0M 

66.00 

65.00 

il27363 

12/1604 

rNFO 

1.000 

6600 

86.00 

^127363 

12/15/04 

INP2 

1.000 

26,00 

26,00 

^127383 

12/15W 

INFS 

1.000 

56.00 

05.00 

; 127363 - 

12/16/04 

INFO 

1.000 

S5Q0 

66.00 

1127363 

12/1 6/D4 

JNF9 

lOOO 

B6.00 

66^00 

’aas 

12/15A)4 

INFO 

1 000 

66,00 

86,00 

:\_V363 

l2/16rt/4 

INF2 

1.000 

26.DO 

26.00 

1127294 

12/13W 

INFO 

1000 

«6.00 

05,00 

■ 1^7294 

12^3/04 

rNFB 

1000 

55.00 

66.00 

427294 

12713/04 

INF1 

1000 

20.00 

20.00 

427294 

12n3A>4 

INF23 

1000 

50.00 

60.00 

,127294 

12/13/04 

INF2 

1.000 

26.00 

25.00 
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£-04-206 9:13AH from UCC 3^706631700 


Pf^s; U 

0Sft3flW*t 10^44 AM 

U nrnraal Comm unfctUont Co, 

History [>>tiH tnvolcw/Crmirt W«na*^ln ChorsM 


cUt»n»r Number / Wwm: LKI343S I C.F, And.rton^ I>l(Cu«tonier SarvlMj 
j[tvok»t4o inTOleel>4t# Item Qtjf Shp 


>127200 

l2fOWW 

,127209 


127209 

12rt)i/04 

127200 

12MJ4 

127188 

' 12/08A34 

127188 

12/06704 

127188 

12/0B/D4 

C127151 - 

12^3^ 

0128537 

■ '11/30^4 

{5126638 

11/3C7D4 

Cil28530 

11/3(WD4 

0126540 

11/3CW04 

{^126541 

11/30704 

F 126621 

11/30^4 

126650 

11/M704 

[126650 

11/30/04 

; 126850 

11/30ro4 


mso/Cu 


1 


11/2S/D4 

^126512 

11/2SW04 

126512 

ii/2aw 

; 12651 2 

11/28/04 

^120512 

^M2^m 

126512 

ii/aaw 

i 126512 

11/25/04 

; 126*12 

11/2B7D4 

^28512 

11/28/04 

^126*12" 

, .11/2 5/04 

1M512 

' 1100^34 

i 126612 

11/29704 

!^12 

ii/2aw 

'126512 

11/2fl7tW 

126457 

11/22/04 

^ 126457 

11/22«W 

^126457 

11/22W 

1. 126457 

11/22rtl4 

^25457 

11/22rt)4 

; 126457 

11/22/{>4 

126457 


: 726457 

11/22^4 

^ 167 

11/22/04 

il26457 

11ffi2®4 

; 126457 

11/22/04 

5 126413 

11/18/04 

,126413 

11/18A)4 

i 126413 

11/18/04 

i 12641.3. 

11/1 6A>4 


IN Fa 
(Nf2 
1NF2 
INF2 
INF2 
INFS 
INF2 
ACJJ 
mj 
ADJ 
ADJ 
ADJ 
ADJ 

_FINANCE^CHARGE 

INFS 

INFS 

INF2 

fNFS 

INR2 

INF® 

1NF2 

lhlF2 

iNFia 

INFB 

INF2 

INF2 

INFB 

INF2 

INFS 

fNF® 

JNF2 

fWF2 

JNF9 

INF® 

INF2 

INF2 

INF2 

INFS 

INF2 

JNF2 

INF2 

1NF2 

INF2 

INF9 

INF1 

INF2 

INP2 



Unit Price 

2^ 
2«.00 
Z3.00 
2S.t50 
25 00 
70.00 

70.00 
93.33 

40.00 

10.00 
15.00 
10.00 
10.00 
soil 

15.00 

70.00 

25.00 

70.00 
ZfiOO 
K.OO 

25.00 

25.00 

35.00 

15.00 
2500 

25.00 

moo 

25.00 

es.oD 

110,00 

25.00 

25.00 

05.00 
110.00 

21.00 
25.00 
25.00 
25.00 
25.00 
2500 

25.00 

25.00 

25.00 

86.00 
20.00 
25.00 
25.00 


Extended Pdct 

25i» 

25.00 

26.00 
26.00 

25.00 

70.00 

70.00 

-40.00 

- 10.00 

-15.00 

- 10.00 

- 10.00 

50.10 

86.00 

70.00 

25.00 

70.00 

25.00 

95.00 

25.00 

25 00 

35.00 

85.00 

25.00 

25.00 

moo 

25.00 

06.00 
110.00 

25.00 

25.00 

86.00 

110.00 

26 00 
2Sj00 
2SJQ0 
25.00 
25.00 

25.00 

26.00 

25.00 

26.00 

85.00 

20.00 

25.00 

26.00 


620 


9it3lAM 

Pfgfti 13 

3t»a: 05rtl3flW»tiO:44AW 


FROM UCC 9706E317aa 


UnivttuI ConmunleatlpM Co. 

HisUirv [Mtll InvDicH/Cndit MeriKH/Ftn Chars** 


cUtwitorNHmb*rJNanw: U034W / C.F. Andflranrt, PHCintimiorServresJ 


llTif*}»NQ 

lnvp)« Data 

Itoni 

126413 

11M8W 

iNFa 

12B413 

11/l8flM 

INF2 

126413 

11/ieW 

INF2 

;l264ia 

11^iaA>4 

(NFe 

126413 

11/1 aw 

INF9 

126413 

ri/iew 

INF2 

n 2641 3 

11/1 aw 

INF1 

126413 

11/16/04 

irJFI 

[126413 

11/1 ew 

INFO 

'126413 

11/1 BW 

INF6 

126413 

11/1 aw 

INF9 

126367 

11/16W 

INF9 

^26367 

11/1 fiW 

INFe 

■126367 

11/t6W 

INF2 

126367 

’ 11/16W 

INF2 

[136357 

11/1BW 

INF2 

^36367 

11/15W 

INF11 

r 23 

11/llW 

INF2 

W23 

11/11/D4 

IMF1 

[126323 

11/11/04 

INF6 

^126323 

11/11W 

ENF8 

: 126323 

11/11/D4 

INFO 

126323 

11/11W 

fNF2 

^26323 

11/11/D4 

INF2 

' ^26323 

11/11W 

tNF2 

1126323 

11/11/04 

rwPe 

i 126323 

11/11/04 

JISrF2 

; 126323 

11/11/04 

INF2 

n26260 

11/OBW 

iNFl7 

!i!?62l50 

11/oaw 

INFB 

^126250 

11/08W 

INF2 

12S260 

11/06W 

INFB 

i 126250 

11/oew 

INF2 

N26250 

ii/oew 

INF2 

jt2^50 

11/oew 

INFZ 

■120260 

11/D8W 

INFe 

126260 

11/oew 

tNF2 

5 126260 

11/XW 

fNF2 


ii/oaw 

INF3 

'260 

ii/oaw 

INF20 

'^250 

jlSfeso 

11/OBW 

11/05W 

INFB 

INF2 

' 126260 

t1/06W 

INF6 

tt26179 

11/02W 

AOJ 

C126180 

11/02W 

AOJ 

F 125679 

1G/31W 

_FlNANCe.CHARGE 

49<An7 

1/V9Q/n4 

INF9 


P. le 


Oty Shp 

UliHPrIc* 

Extended Prlo« 

1,000 

110.00 

110.00 

1,000 

25.00 

25 00 

1 OOO 

26.00 

25.00 

1,000 

150.00 

150.00 

1,000 

65.00 

85 00 

1.000 

25.00 

25.00 

1.000 

20.00 

20,00 

1.000 

20.00 

20.00 

1.000 

85.00 

65,00 

1.000 

5S.OO 

56.00 

1.000 

85.00 

05.00 

1,000 

85.00 

6600 

1.000 

16000 

150,00 

1.000 

25.00 

26,00 

1.000 

26.00 

26.00 

1,000 

25.00 

26.00 

1.M0 

20.00 

20,00 

1,000 

25.00 

25.00 

1.000 

20.00 

20.00 

1.000 

9500 

95.00 

1.000 

85.00 

96.00 

1.000 

55.00 

B5.00 

1.000 

25. DO 

25.00 

1.000 

25.00 

26.00 

VDOO 

25.00 

26.00 

1.000 

100.00 

100.00 

1000 

25.00 

25.00 

1.000 

2500 

25.00 

1.000 

50.00 

50.00 

1000 

160 00 

160.00 

1,000 

25,00 

25.00 

1.000 

a6,oo 

65.00 

1.000 

26.00 

26,00 

1,000 

25,00 

26.00 

1.000 

26.00 

25.00 

1,CW 

75.00 

76.00 

1.000 

25.00 

26.00 

1.000 

26.00 

25,00 

1.D00 

26.00 

25.00 

1.000 

30.00 

30.00 

1.000 

160.00 

150.00 

1.DOO 

26.00 

25.00 

1.000 

150.00 

160.00 

-1.000 

70.00 

-70.00 

-1.000 

11.86 

-11.85 

1.000 

. 33.15 

33.16 

1.000 

256.00 

255.00 
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&-CA-206 9a 14AM FROM UCC 9706631708 P. 17 

No*: 14 

9«»: 0S/03A)e «t 10:44 AM 

Universal Communlcatioiis Co. 

History Detail InvoicosACredit Memos/FIn Chargas 


Customer Number / Name: U03435 / C.F. Anderson, PI(Cuetomer Service) 


Invoiee No 

Invoice Date Rem 

QtyShp 

Unit Price 

Extanded Price 

• 125807 

1Q/29/CM 

INF2 

1.000 

26.00 

25.00 

^ 125607 

1Q/29A>4 

INF2 

1.000 

25.00 

25.00 

125607 

1Q/29A}4 

INF23 

1.000 

50.00 

60.00 

-125607 

1C)l/20A)4 

INF2 

1.000 

25.00 

25.00 

f 125607 

' 10/20/04 

iNF2 

1.000 

25.00 

26.00 

*126607 

10/29/04 

INFS 

1.000 

90.00 

90.00 

: 126607 

10/20/04 

INFS 

1.000 

160.00 

150.00 

,126607" 

1Q/2aA)4 

INFO 

1.000 

SO.OO 

90.00 

{125607 

10/29/04 

INF1 

1.000 

20.00 

20.00 

126607 

10429A)4 

INFS 

1.000 

S0.00 

90.00 

' 125631 

10/28A)4 

INF17 

1000 

50.00 

50.00 

125531 

10/26A)4 

fNF2 

1.000 

25 00 

25.00 

-'125631 

10/28A)4 

INF2 

1.000 

26.00 

25.00 

’ 125531 

10/28A)4 

INF2 

1.000 

26.00 

26.00 

.'125631 

10/25/04 

INF2 

1.000 

26.00 

25.00 

125531 

10/26/04 

INF2 

1.000 

25.00 

25.00 

j 125531 

10/28/04 

INF2 

1.000 

26.00 

25.00 

125531 

10/28/04 

INF2 

1000 

26.00 

25.00 

k .31 

^oa8/M 

INF2 

1.000 

25.00 

26.00 

.%6631 

10/28/04 

INF2 

1.000 

25.00 

25.00 

^25531 

10/26AM 

INFS 

1.000 

90.00 

90.00 

; 125631 

10/25A)4 

INr23 

1.000 

50.00 

50.00 

'125531 

10/25^)4 

INFS 

1000 

90.00 

90.00 

’■^31 

10/25/04 

INF2 

1.000 

25.00 

26.00 

,126531 

10/28A>4 

INF2 

1.000 

26.00 

25.00 

125443 

1022AM 

INF17 

1.000 

50.00 

60.00 

125443. 

10/22AM 

INF2 

1.000 

25.00 

25.00 

1 125443 

10/22AM 

INF2 

1.000 

26.00 

25.00 

‘125443 

10/22AM 

iNF2 

1.000 

25.00 

25 00 

Jf25443 

10/22AM 

INF2 

1.000 

25.00 

25.00 

: 125443 

10/22/04 

INF2 

1.000 

26.00 

25.00 

1125443 

10/22AM 

INFS 

1.000 

SO.OO 

90.00 

‘125443 

1Q/22AM 

INF2 

1.000 

26.00 

25.00 

'125443 

10/22AM 

INFS 

1.000 

90.00 

90.00 

^125443 

10/22AM 

INF2 

1.000 

20.00 

20.00 

'125443 

10/22A)4 

INFS 

1.000 

110.00 

110.00 

125443 

10/22AM 

INF2 

1.000 

25.00 

26.00 

*125443 

10/22AM 

INF2 

1.000 

25.00 

25.00 

*125301 

1QM8AM 

INF2 

1.000 

25.00 

25.00 

,125301 

lOriAAM 

INFS 

1.000 

110.00 

110.00 

i 

10/1 8AM 

INF2 

1.000 

25.00 

26.00 

Vr301 

10/1 SAM 

INFS 

1.000 

90.00 

90.00 

; 125363 

10/14AM 

INFS 

1.000 

70.M 

70.00 

;125363 

10/14/04 

INF2 

1.000 

25.00 

25.00 

'125363 

10/14/04 

INFS 

1.000 

110.00 

110.00 

125383 

10r)4AM 

INF2 

1.000 

25.00 

25.00 

:125363- 

10^4/04 

INF2 

1.000 

25.00 

25.00 
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5-04-206 9:1 aAM FROM LCC 9706631706 

PfSK 15 

D^: m/O 3/0€ at 10:44 AM 

UntvamI Comrnunicatfons Co. 

Hbtofy D«taU InvoicM/CradIt Mamoo/Fin ChargM 

CtMrtomer Number / Name: U03455 / CJ^. Anderson. P1<Cuatomer Service) 


Invoice No 

Invoice Date Kam 

QtyShp 

Unit Price 

Extended Price 

125363 

10/14/04 

INF2 

1.000 

26.00 

25.00 

125282 

101^1/04 

INFO 

1.000 

70.00 

Taoo 

125262 

lOniAM 

INF9 

1.000 

110.00 

110.00 

125262 

10/11/04 

INF11 

1.000 

36.00 

35.00 

12S282 

10/11/04 

INF2 

1.000 

25.00 

25.00 

125282 

10/11/04 

INF2 

1.000 

26.00 

25.00 

125262 

10/11/04 

INF2 

1.000 

25.00 

26.00 

.1^82 

ioni/04 

INF2 

1.000 

25.00 

25.00 

H25262 

ioni/04 

iNF2 

1.000 

25.00 

25.00 

125282 

10/11/04 

iNF23 

1.000 

50.00 

50.00 

125262 

10/11 AM 

INF2 

1.000 

25.00 

26.00 

125262 

ioni/04 

INP2 

1.000 

25.00 

25.00 

.125282 

ion 1/04 

INF2 

1.000 

25.00 

25.00 

;i25282 

. 10/11/04 

INF2 

1.000 

26.00 

25.00 

126282 

lOniAM 

INF2 

1.000 

25.00 

26.00 

125282 

10/11/04 

INF1 

1.000 

20.00 

20.00 

*125282 . 

10/11/04 

INFS 

1.000 

330.00 

330.00 

124282 

i(yii/04 

INF2 

1.000 

25.00 

26.00 

,C 

10/11/04 

INF2 

1.000 

26.00 

25.00 

125282 

10/1 1AM 

INF2 

1.000 

25.00 

26lOO 

‘124511 

0e/30AM 

INF2 

1.000 

25.00 

25.00 

1 124511 

06/30AM 

INF2 

1.000 

25.00 

26.00 

1 124511 

08/3QAM 

INF2 

1.000 

26.00 

25.00 

124511 

09I/3Q4M 

INF2 

1.000 

25.00 

25.00 

;i24511 

09/30AM 

INF2 

1.000 

25.00 

26.00 

124611 

09/30AM 

INF17 

1.000 

50.00 

saoo 

j 124511 

09/30AM 

INF2 

1.000 

25.00 

26.00 

-124511 

09/30AM 

INF2 

1.000 

25.00 

25.00 

M24511 

09i/3QAM 

INF2 

1.000 

26.00 

25.00 

j 124511 

09/30/04 

INF2 

1.000 

25.00 

25.00 

i 124511 

09/30AM 

INP9 

1.000 

90.00 

00.00 

•124611 

0S/3QAM 

INF2 

1.000 

25.00 

25.00 

124511 

06/30/04 

INF2 

1.000 

25.00 

26.00 

'124511 

09/301M 

INF20 

1.000 

30.00 

3aoo 

;i24511 

09/3(yD4 

INF2 

1.000 

25.00 

25.00 

C124546 

09/3QAM 

AOJ 

-1.000 

11.78 

-11.78 

P 124632 

09/3QAM 

_FJNANCe_CHARGE 

1.000 

11.85 

11.85 

: 124714 

09/30/04 

iNF2 

1.000 

25.00 

25.00 

; 124714 

oorwiM 

INF9 

1.000 

90.00 

90.00 

*124491 

09/27/04 

INF17 

1.000 

60.00 

60.00 

/ 191 

09/27/04 

INF2 

1.000 

26.00 

25.00 

;C4491 

09/27/04 

INF9 

1.000 

110.00 

110.00 

124491 

09/27/04 

1NF23 

1.000 

50.00 

60.00 

; 124491 

09/27/04 

INF2 

1.000 

25.00 

26.00 

j 124491 

09/27AM 

INF2 

1.000 

25.00 

25.00 

i 124411 

09/23AM 

INF2 

1.000 

26.00 

25.00 

'124411 

09/23AM 

INF2 

1.000 

25.00 

25.00 
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e-ai^sae 9:i&w FiwiH ixc. 

Page: Ifr 

Ojtla: It 10:44 AIR 

Untvaiml CommunloliDiff Cd. 

Hltlorv Detail Invqins^Cndtt Hwtioc/Ffi Chirgw 

dtttomar NumbBr/ Nam*: U03435 / C,F. AndaTun. m[Custom«r SarvteaJ 


h^)e* Mo 

InvDlca Data 

[ ham 

O^Shp 

UnM Pt1» 

£xtBnd*d Priu 


DSS3W 

INFB 

1000 

70.00 

70.00 

■1W411 


INF* 

I.OOO 

*6.00 

*5,00 

■Ii4411 

09/23A>4 

INF* 

1.000 

26.00 

26.00' 

41^11 

O0/23AW 

1hlF9 

1.000 

110.00 

110 00 

' 1^11 

06«3W 

jNFl 

1.000 

30.W 

*0.00 

^124411 

007^3/04 

INF1 

1.000 

20.00 

*0.00 

^'lit437B 

OOQOW 

INFS 

1.000 

70.00 

. ro.oo 

|liS437S" 


[NF17 

1.0D0 

50.00 

60.00 

11*4476 

o9t2om 

1NF17 

1-om 

60.00 

50.00 

^ 1*4376 


JNFl* 

1.000 

3600 

35.00 

1*4376 

os/aow 

INF6 

1.000 

05.00 

06.00 

[1243(76 

ofl;*ow 

INF* 

1.000 

*6.00 

*5.00 

-^4376 

oaaow 

INF3 

rooo 

55.00 

5500 

; 124376 

00 / 20 AM 

INF* 

1.000 

25.00 

26.00 

[124376 

OSfZOfOi 

JNF2 

1.000 

*6 00 

* 5.00 

'1*4376 

OS^QAU 

INF2 

1.000 

25.00 

Z6.00 

(104376 

00/20^4 

INFS 

1.000 

110.00 

110.00 


oaffiow 

INFS 

1.000 

110.00 

1 10.00 

^376 

OO^OAH 

INFB 

1.000 

95.00 

85,00 

f 1*4376 

Gsr2cm 

INF2 

1,000 

*5.00 

26.00 

[124376 

ooQoro* 

INF* 

1.000 

25 00 

25.00 

[ 124*40 

Dfi/13704 

INF* 

1.000 

*6.00 

*5.00 

^124*40 

Ca/13Ai4 

IMF* 

1 000 

25.00 

*5.00 

124346 

. 09713A^ 

INF* 

1.000 

26.00 

*5.00 

,’B4240 

0971 3AJ4 

INF17 

T.OOO 

60.00 

50.00 

! 1*4240 

0971 3W 

mF2 

1.000 

*5,00 

*6.00 

i 124*4,0- 

OOrt3W 

INFS 

1.000 

70.00 

70.00 

J 1*4240 

OOTTSAW 

INFB 

1000 

55.00 

55.00 

' 1*4240 

GWISAM 

INF* 

1.000 

25.00 

25.00 

[ 1*4240 

oertSAW 

[NFS 

1.000 

110,00 

110.00 

i 424240 

097I3AU 

/NF2 

1.000 

*5.00 

*6,00 

124*40 

00713704 

JNF9 

1.000 

70.00 

70.00 

; 1*4240 

0371 3AM 

INFS 

1,000 

110 00 

110.00 

\ i Z4240 

09713704 

tfifz 

1.000 

25.00 

*5,00 

' 124*40 

Og7l3AM 

iHP2 

1.000 

*6.00 

25lOO 

j 1*4240 

uaiTiaAM 

INF* 

1000 

25.00 

26.00 

; T*4*40 

(B713AM 

INFS 

1.000 

70.00 

70.00 

( 1*4*40 

09713704 

INF* 

1,000 

*6.00 

*6.00 

123667 



1.000 

70.00 

7000 

; 113667 

• 06761704 

INF* 

1.000 

25.00 

26.00 

i 367 

06/31/04 

IMF* 

1.000 

*6.00 

*5.00 

T534B1 

06/3OAU 

INFO 

1.000 

90.00 

90.00 

i 123481 

08/30*4 

INF* 

1.000 

26,00 

26.00 

1 J234B1 ■ 

0&30AM 

INF* 

1.000 

*5.00 

26.00 

^ 1*3461 ■ 

03/30AM 

INF* 

1,000 

26 00 

*5.00 

123431 

06/30^)4 

JNF2 

1.000 

25,00 

26100 

173*61 

06/30AM 

INF* 

1.000 

26.00 

25lOO 
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BHM-aae ScIsam from ucc srTeeeaiTss 

17 

0Sm/&eillt1D:44AM 

Univmal ComrminlcflUoni 

^ Htvtoiy Detail Inwicwrt^wflt MwwKyFln Clii?g« 

Ci»ton«r Number / Nirn»; U0M35/ C.F. Andtmon, PltC«riw»r 


LrtvbiceNQ 

Invoice Dflte 

nmt\ 

Qtysnp 

UnItPHc* 

.123461 


INF2 

1000 

25.00 

123406 

Q&tlSiW 

tNFl2 

1.000 

35.00 

23406 

0M6W 

rNF2 

1.000 

29.00 

123406 

oB/aow 

INF2 

1.000 

25.00 

?1 23406 

06^294)4 

#NF2 

1 000 

29.00 

123406 


INF2 

1.000 

25.00 


03/19/04 

INF23 

1.000 

50.00 

1123235 

03/1 SW 

INF2 

1.000 

29.00 

h 23235 

OS/ISAM 

INF2 

1.000 

25.00 

;1 23235 

03/10^ 

INF 17 

1,000 

50.00 

123235 

03/1 S/04 

INF9 

1.000 

110.00 

iZ3235 

03/1 94M 

INF2 

1.000 

25.00 

:l 23265 

03/15/04 

INF2 

1.000 

26.00 

[123241 

DB/Q5/04 

INF23 

1.000 

50.00 

123241 

03/08/04 

INF2 

1.000 

25.00 

il^4l 

03/09/04 

INF2 

1.000 

25.00 

123241 

03/05/04 

ENF2 

1.000 

25.00 

'121241 

, 06/05^4 

INF2 

1.000 

25.00 

C 

05/08/04 

rWF2 

1000 

25.00 

'^3138 

03/09/04 

IWF2 

1.000 

29.00 

f1?31Sa 

03/09/04 

jNf2 

1.000 

25.00 

h23l66 

06/05m4 

INF2 

l.DOD 

29.00 


03/0M»4 

JNF9 

1.000 

70.00 

[123166 

03/03/04 

INF2 

1.000 

29.00 

P 122636 

07/31/04 

_FINAMCe_GHARGE 

1.000 

11.76 

:ii22516 

07/30/04 

INF2 

1.000 

29,00 

h^5l6 

07/30/04 

INF2 

1.000 

29.00 

:i^16 

07/30/04 

INFO 

1.000 

70,00 

;t?240e 

07/28/04 

INFO 

1.000 

70.00 

|lj^400 

07/29rt34 

INF2 

1.000 

25.00 

^12340© 

D7/2Srt>4 

INF5 

1.000 

100.00 

[152406 

07/29/04 

INFS 

1.000 

70.00 

^^406 

97/2aW 

INF2 

1.000 

26:00 

[122406 

OT/aartw 

INF2 

1.000 

25.DO 

i 122384 

07J26W 

INF3 

1.000 

110.0C 

1^384 

artsBio* 

INF8 

1.000 

59.00 

.1^84 

07/26/04 

IWF2 

1,000 

25.00 

■-K23e4 

07;26A>4 

INFO 

1.000 

70.00 

'132354 

07/2?W 

INFS 

1000 

100.00 

1^364 

07/23rtM 

INF2 

1 QOO 

29,00 

/ 64 

07/29/04 

INF2 

1.000 

25.00 

^122345 

or/mi* 

INF2 

1.000 

26.00 

1122345 

07/22W 

INF2 

1000 

26,00 

; 122348 

07/22®4 

INFB 

rooo 

96.00 

' 122349 

07/22W 

INFS 

1,000 

70.00 

1 122349 

07/22AM 

1NF23 

IQOO 

90.00 

‘ 122349 

0r/22rtM 

INF2 

lOOO 

25.00 


P.20 


Extended Price 

k !5 o 


55.00 

29.00 
25.qo 

26.00 

60.00 

25.00 

25.00 

60.00 

110.00 

26.00 

26.00 

50.00 

26.00 

29.00 
26LO0 

29.00 

29.00 
29.D0 

25.00 

29.00 

70.00 

26.00 
11.76 

25.00 

25.00 

70.00 
70 00 

29.00 
IOOlDO 

70.00 
26lOO 

29.00 
110^00 

09.00 

25.00 

70.00 

100.00 

2SJOO 

29.00 

29.00 

29.00 

59.00 


60.00 

26.00 
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9: ISAM 

pigs: ia 

OiHip: ■1:10:44 AM 


from UOC STTBeSStTOa 


UflivvfuJ Commiinie»tfww Co. 
f Dwttill |nvolc»>Cndtt MomK^Fin Clurge 


(iurton* Numb.rlNu-neilMMSS'C.F. Andmen. PI(C«I«n.r 5«via) 


litvstco No 

Invoict D4l* 

122266 

07/1 5/W 

INF2 

112266 

07/1 5W 

INFO 

^1^2266 

07/16/04 

tNF9 

n^w 

Q7rt&W 

INF2 

122256 

' 07/15(04 

INFS 

1^192 

07/12/04 

INFB 

122192 

07/12/04 

INFO 

^221€(2 - 

07/12^04 

!NF8 

liiess 

06/30/04 

INFO 

j1 21655 

06/30/04 

INFO 

il 21865 

□6/30W 

INFO 


06/17/04 

INFO 

[121435 

06/17/04 

INF9 

^121435 

06/17/04 

INF2 

1^1436 

06/17/04 

INF3 

’ 121435 

06/17/04 

INFO 

;i21436 

06/17/04 

1NF2 


Qty »ip 

IfnH Priu 

Exlendfifl Prtc* 

1.000 

30 00 

30.DQ 

1.000 

150,00 

150.00 

1.000 

115.00 

116.00 

1,000 

30.00 

3000 

1.000 

7B.Q0 

75,00 

1 000 

110.00 

110,00 

1.000 

SS.00 

65,00 

1.000 

S6.D0 

95.00 

1.000 

75.00 

75.00 

1.000 

76.00 

76.00 

1.000 

7600 

75.00 

1.000 

115.00 

115,00 

1.000 

115.00 

115.00 

1.000 

30.00 

30,00 

1.000 

30.00 

30.00 

1.000 

115.00 

116.CN) 

1.000 

30.00 

30.00 

1.000 

30.00 

30.00 

1.000 

30,00 

30.00 

1.000 

40.00 

40.00 

1.000 

30.00 

30.00 

1.000 

100.00 

190.00 

1.000 

30.00 

30,00 

1.000 

7S.OO 

79,00 

1.000 

70.00 

79 00 

1.000 

7600 

75.00 

1.000 

30.00 

30.00 

1.000 

116.00 

115.00 

1.000 

100.00 

100.00 

1,000 

100.00 

190.00 

1.000 

30^00 

30lOO 

1.000 

30.00 

30,00 

1.000 

96.00 

96.00 

1.000 

76.00 

76.00 

1.000 

75,00 

76,00 

1.000 

50.00 

60.DD 

1.000 

65,00 

55.00 

1.000 

30.00 

30.00 

1.000 

30.00 

30.00 

1.000 

06.00 

95.00 

1.000 

76.00 

76.00 

1,000 

30.00 

30.00 

1.000 

115.00 

115.00 

1.0OT 

30.00 

30.x 

1.000 

1 10.00 

11Q.X 

1.000 

36.00 

3E.X 

1.000 

30,00 

30.x 
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SH3i“20e 9:16AW FFiOM UOC S(7©6e3170B P. 22 

p«a« 1ft 
Ml*: 

: irnhwisilCofnmunIcatioris Co. 

A Hfatoiy lBV04c#*n;:T*dJt M«™/Fin CI1»0« 


i: 4 ivtofrwr.Nufnb«r f W*n»: f C.P. Andorton, pr(CiBtomw B*rflc«} 


liTvt^ No 

Invoie* Date 

Hvm 

Qty Shp 

Ufiltpne* 

iirt>nd*d Prte* 

,130394 

05^18/04 

INF2 

1.000 

30.00 

3000 

h30394 

Q&18^ 

INF2 

1,000 

3000 

30.00 

qil0357 

05^1 2W 

AOJ 

-1.000 

37.28 

^7.2S 

130314 

05^)6704 

INF2 

1.000 

30,00 

30.Kt 

130314 

oe^oew 

INF2 

1.000 

30 00 

30.00 

^30314 

QM)94M 

1MF9 

1,000 

76.00 

76.00 

120314 

0»06AM 

iNF2 

1.000 

30.00 

30.00 

,120314 

05/0&04 

1NP2 

1.000 

3000 

30.00 

,i 20314 

0Srt)6W 

INF9 

1.000 

115.00 

116.00 

:i 20314 

05/06A)4 

INF2 

1.000 

30.00 

30.00 

:i 20314 

05/08/04 

ENF2 

1.000 

30.00 

30,00 

|120314 

05/06/04 

INF2 

1,00D 

30.00 

30.00 

[120314 

051/08/04 

eNF2 

1.000 

30.00 

30.00 

^1^14 

08/08/04 

fNF23 

1.000 

50X10 

6000 

Cl 20274 

’ 06/03/04 

ADJ 

-1.000 

200.00 

^oaoo 

dl20275 

08/03/04 

ADJ 

-1.000 

480.00 

-480,00 

F;1;ie7S6 

04/30/04 

^FSNAhfC^CHAftGE 

1.000 

3728 

37,20 

'W 

04/30/04 

JT4F9 

l.OOD 

78.00 

75.00 


04/30104 

INFO 

1,000 

9G.00 

96.00 

jlTsMI 

04/30/04 

INF2 

1.000 

30,00 

30.00 

1j90?4 

04/29/04 

INFI 

1,000 

20.00 

20.00 

; 11 0624 

04/29/04 

INF23 

1.000 

50,00 

60.00 

hi 9634 

04/29/04 

tNF2 

1.00C 

30.00 

30.00 

hifta34 

04/29/04 

rNF2 

1.000 

30.00 

30.00 

lj9fi36 

04/28/04 

INF23 

1.000 

50.00 

50.00 

;i^9S25 

04/28/04 

INF2 

1.000 

30.00 

30.00 

ill 9520 

04/28/04 

INFI 

1,000 

20.00 

20.00 

ill 9423 

04/15/04 

INF2 

1000 

30.00 

30.00 

’ll 9428 

04/18434 

INF2 

1000 

30.00 

30.00 

69428 

04/15/04 

INF9 

lOOO 

7S.00 

7500 

[119428 

04/1 GAM 

FNFfl 

1000 

88.00 

55.00 

riwso 

04/ISAM 

IWF9 

lOOO 

76.00 

75.00 

1119428 

04/1 SAM 

JNF6 

1.000 

55.00 

56.00 

119351 

04/12AM 

1NF& 

1000 

110.00 

110.00 

69351 

04/12W 

iNFe 

lOOO 

110.00 

110.00 

? 11 9351 

04/12AU 

INF8 

1000 

88.00 

88,00 

Hi 9351 

04/1 2AM 

INF2 

1.000 

30.00 

30,00 

,tl93fi1 

, D4/12AM 

/NFS 

lOOO 

30.00 

30.00 

j 119361 

04/1 2AM 

iftlFO 

1.000 

75.00 

75.00 

|r"T5t 

04/12AM 

iNF2 

1000 

30.00 

30.00 

qi 91 

04/l2rtM 

ADJ 

-1000 

20.00 

-20.00 

ilfllBOl 

03/31/04 

INF12 

1.000 

3S.OO 

38.00 

jiiasoi 

03/31/04 

(NF12 

1,0W 

36.00 

3S,0O 

CASSIS 

03/30/04 

ADJ 

-1.000 

735.00 

-735 00 

(jt1M14 

a3/3aAM 

AOJ 

.1000 

400.00 

^.00 

6118616 

osraoAM 

ADJ 

-1.0W 

6BO.OO 

-680.00 

±14561 B 

OS/OOAM 

ADJ 

-1.000 

120 00 

-120.00 
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FROM UCC 9706631708 


P.23 


20 

oirt*: 06A)3/06«t10:44AM 

Univcful CommunicationA Co. 

HMory Detail Invotoaa/Cradtt Mamoa/Fln Chargaa 


Quatomer Numbar / Namt: U03435 / C.F. Andanon. PI(Cuatofnar Sendee) 


lii^lcaNo 

Invoice Date 

Kam 

Qty 8tip 

Unit Price 

C118617 

0V3OIO4 

AOJ 

-1.000 

960.00 

C118818 

03/30/04 

ADJ 

-1.000 

640.00 

1118646 

03/30AM 

INF2 

1.000 

30.00 

118646 

03/3(y04 

INF2 

1.000 

30.00 

:118846 

03/3(y04 

INF9 

1.000 

75.00 

!i18522 

03/2SA)4 

INF2 

1.000 

30.00 

.118522 

03/26A)4 

INF23 

1.000 

50.00 

-118622 

03/25A)4 

INF6 

1.000 

95.00 

Si8622“ 

. 03/25/04 

INF2 

1.000 

30.00 

118522 

03/25/04 

INF2 

1.000 

70.00 

‘118S22 

03/25A)4 

INF1 

1.000 

20.00 

(118622 

03/25A>4 

IKIfl 

1.000 

20.00 

HI8522 

03/25/04 

INF2 

1.000 

30.00 

'118460 

03/22AM 

INF9 

1.000 

60.00 

'ili8460 

03/22A>4 

INF23 

1.000 

50.00 

'118460 

03/22A)4 

INF9 

1.000 

80.00 

.118377 

03AI8A>4 

INF9 

1.000 

300.00 

11*8377 

03/18/04 

INF9 

1.000 

120.00 

' 177 

03/18rt)4 

INF9 

1.000 

80.00 

^^8377 

03/18/04 

INF2 

1.000 

30.00 

.118377 

03/18A)4 

INF9 

1.000 

80.00 

^118377 

03/18/04 

1NF9 

1.000 

120.00 

118377 

03/18/04 

INF9 

1.000 

120.00 

^18377 

03/18/04 

INF8 

1.000 

96.00 

jl18377 

• 037IBA>4 

INF9 

1.000 

80.00 

118377 

03n8A)4 

INF9 

1.000 

80.00 

1118377 

03/1 BA)4 

INF23 

1.000 

60.00 

118212- 

03/03/04 

INFO 

1.000 

320.00 

;il8212 

03A13/04 

INFO 

1.000 

160.00 

148190 

03/01/04 

INF24 

1.000 

95.00 

;148190 

03A}1/04 

INFO 

1.000 

140.00 

'118190 

03A}1/04 

INFO 

1.000 

80.00 

;i17507 

02/27/04 

INF9 

1.000 

240.00 

:i17807 

02/27/04 

INF2 

1.000 

30.00 

hl7560 

0207/04 

INF24 

1.000 

95 00 

.117860 

0207/04 

INFO 

1.000 

480.00 

•117560 

0207/04 

INFO 

1.000 

240.00 

‘117560 

0207/04 

INFO 

1.000 

640.00 

•ft74l9 

ozoe«4 

INFO 

1.000 

200.00 

/117419 

0206/04 

INFO 

1.000 

240.00 

H9 

0206/04 

INFO 

1.000 

240.00 

•r 1/419 

0206/04 

INFO 

1.000 

360.00 

117419 

02/26/04 

INF9 

1.000 

80.00 

: 117419 

02OeA>4 

INFO 

1.000 

80.00 

1117419 

02O6«>4 

INFO 

1.000 

200.00 

117419 

02O6A>4 

INF1 

1.000 

20.00 

'117419 

0206/04 

INF2 

1.000 

38.00 


Extended Price 


88888888888888888888888888888888888888888888888 

||88;S8888S888888§i8$f88888S8§|S98^88|^|8^^g8S§88 
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Br-eA-20e 9?iaAM 

OM)aJt»it10:44ANt 


Fftm uoc 9706 eai 70 a 


unhnm*! CommunlciWDn* Co. 
Hlstoiy WUH InvolcwrtJrwJit HimotTFin C 


brvQlcvNo 

Invoice Dets 

mm 

ii'SBoas 

01^1/04 

3NF6 

hl6M3 

01^1®* 

]WF9 

!neo93 

ai/2iw 

1MP9 

[l1«023 

01/16/04 

INF9 

h 16023 

01/15«fl 

INFO 

^116023 

oi/iao4 

INF9 

Jl 16023 

01/15/04 

INFO 

•116023 

01 '155)4 

INF19 

^16023 

01/15/04 

tNFa 

1T16023 

■ 01/16W 

)NF9 

f66023 

01/155)4 

INF2 

[1^6023 

01/15/04 

INF2 

.1.16023 

01/1 5W 

INF9 

: 1160(23 

01/1 65M 

INFg 


01/1 65» 

INF2 

■115TO5 

01/125J4 

INF9 

1 116096 

01/125)4 

INFO 


01/125M 

INFO 


01/125)4 

INFO 

jrtsaas 

01/125)4 

INFO 

Sl6995 

01/12514 

INFO 

i 116932 

01/05534 

INFO 

; 116932 

01/00/04 

JNF23 

F 11 6337 

125J1/D3 

^FINA^ 

;T16359 

12/31/03 

INFO 

i 116359 

12511533 

INFO 

r 115161 

12/30533 

INFO 

1 116161 

12«Q5)3 

INFO 

^115161 

. 12510533 

INFO 

j 115161 

12^05)3 

INFS 

] 116161 

12^05)3 

INFO 

C1151ia 

12^9513 

AfX) 

t 116096 

12/265)3 

INFQ 

HiH»e 

12/26/03 

INF23 

^ 115096 

12QS5)3 

INF1 

\ 11S096 

12065)3 

INF20 

^ nsoM 

12/225)3 

INFO 

! 115064 

12/225)3 

INFO 

[ 116006 

12/19553 

:kfo 

116006 

12/1ftrt)!3 

INF1 

1 006 

125395)3 

INF23 

i^sooe 

12/19/03 

INFO 

! 'Iisooe 

12/195)3 

iNfe 

1 116006 

12/195)3 

1NF2 

^ 115006 

12/195)3 

INFO 

{ ^15006 

12/195)3 

INFO 

4 


IMPQ 


Qty Oh|i 

Unit price 

^temtodPrlea 

1.000 

55.00 

6500 

1.000 

SQ.OO 

80.00 

1.000 

60.00 

90.00 

1.000 

90.00 

90.00 

1.000 

24Q.0D 

240,00 

1.000 

60.00 

60,00 

1.000 

60.00 

90.00 

1,000 

40,00 

40.00 

1.000 

160,00 

190.00 

1.000 

60.00 

80.00 

1.000 

36:do 

38.00 

1.000 

36.00 

38,00 

1,000 

BO.OO 

80.00 

1.000 

60.00 

60.00 

1,000 

3900 

36.00 

1.000 

B&.OO 

85.00 

1,000 

106.00 

105.00 

1,000 

B600 

85.00 

1.000 

65.00 

85.00 

1.000 

66.00 

65.00 

1.000 

66.00 

86.00 

1.000 

66 00 

65.00 

1 000 

so.oo 

60.00 

1,000 

0.03 

0,00 

1.000 

65.00 

65.00 

1,000 

95.00 

66.00 

1.000 

85.00 

65.00 

1.000 

66,00 

65.00 

1.000 

125.00 

126.00 

1,000 

65.00 

6G.OO 

1.000 

65.00 

69,00 

-1.000 

65.00 

.96,00 

1.000 

B6lOO 

65,00 

t.OOD 

W.OO 

50,00 

1.000 

20.D0 

20.00 

1.000 

50.00 

50.00 

1,000 

65.00 

65,00 

1.000 

65.00 

65.00 

1.000 

96.00 

65.00 

1.000 

25.00 

26.00 

1.000 

SO.OO 

50 00 

1.000 

65.00 

85.00 

1.000 

85.00 

8500 

1.000 

38.00 

36.00 

1.000 

85.00 

95.00 

1.000 

65.00 

65.00 

1.000 

126.GD 

125.00 
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UCC 97066317^ 


?^. 13 

0S/a3inffi at 1«;44 AM 

j Untwrul CDimnunteationv Go. 

HMfify Detiil iKvoicw/CrwIlt ll«moc/F)n Charges 

Cuttomer Mumbeirf Name: U024^tC^- Anderson, PKCustomer Sfmricel 


li^l» No 

. invoice Date 

Hem 

Qty Shp 

Unit Price 

^isaas 

12/19/63 

]Npg 

1.000 

105.00 

iisooe 

12^1 ams 

INF8 

IDDO 

60.00 

i15D4l 

12/19/03 

jNF34 

rOOQ 

125.00 

hi 5041 

12/10/03 

fNFe 

1.000 

6000 

[114035 

12/08/03 

INFS 

1.000 

125.00 

f1 14015 

12/04/03 

INF9 

1.000 

85.00 

J1401G 

12/D4/D3 

INF9 

1000 

85.00 

h^4515 

12/04.03 

INFS 

1.000 

85.C0 

;ii«is 

12/04/03 

INFS 

1.000 

85.00 

pj40l5 

12/D4/03 

INFO 

1000 

125.00 

:1M13D 

11SS/03 

INFS 

1.000 

210.00 

i 114102 

11/56/03 

INF23 

1.000 

50.00 

■1^4113 

11/26/03 

INF8 

1.000 

300.00 

'114039 

11/24/03 

{NF9 

1.000 

105.00 

Sl403i 

11/24/03 

tP*F9 

1,000 

126.00 

'113039 

t1/19/03 

iWFi 

1.000 

266.00 

-TiSBZd 

11/14/03 

INFO 

1,000 

125.00 

! 820 

11/14/03 

INFS 

1.000 

55.00 


. 11/14/03 

1NF9 

1.000 

125.00 

! 113829 

11/14/03 

]NFS 

1.000 

250.00 

? 113829 

11/14/03 

INFO 

1.000 

85.00 

'X^3a2Q 

11/14/03 

INFS 

1.000 

6S.D0 

? 113829 

11/1«tl3 

INFS 

1.000 

60.00 

■113S2fl 

11/14/03 

INFS 

1.DOO 

240.00 

i 113829 

11/14/03 

INP9 

1.000 

85.00 

'Tl3«2a 

11/14/03 

iNFfl 

1.D00 

85.00 

: 113820 

11/14/03 

INF6 

1.DD0 

60.00 

'113829 

11/14/03 

INFO 

1.000 

85.00 

■113007 

11/06/03 

INFS 

1.000 

50.00 

: 113007 

11/05/03 

1NFS 

1.000 

130.00 

■ 113607 

11/05/03 

INF2 

1,000 

38 00 

' 112739 

10/26/03 

INF2 

1.000 

45.00 

,-113722 

10/23/03 

INFB 

1,000 

65.00 

i 112582 

10/14/03 

INFO 

1.000 

139l00 

; 112562 

10/14/03 

INFS 

1,000 

10500 

' 112562 

10/14/03 

/NFS 

1.000 

106.00 

1125^ 

10/14/03 

INF® 

1.000 

105.00 


p. 2e 


EftHKted Price 


sssssssssssssssgssgsgssssssssssssgggs 
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640 


Ab^ka Support 

from : Abika J-lep fabUoih^lpSabika. com] 

Sent: Friday. JUne M, 2004 e 49 AM 

To: 1rifd®d«ciee[siaptiBcs ffim' 

Cc: 'k^nstTBO^tnAjmiationlJfoterE.r^ 

Subje^ Phom Seareriefi. 

Abika.com 

Bac4^rwnd Seanctne. email tnoae, IP tmok^ 

P^ychdlegicai ProfiJiria, i.Ken$e Plate Sean^bea, F^wno SeaFchee. MamagB Reoprdav Jdantitv GiianJ 


Oasr Mr John Grange ai^ Otatrefl TymoczkD. 

Thank you Ibr the ^^l>one cxMiwraat^ yastenday. You have afi&ured ufi that all the phone wndis ordered 
through ytXJr oompony AMS Regearch wrvioes and Ihe infbmnate^nbmkam.rtet vwtxte are condLicted iawhjlly 
You hav^ also tnfonoed us that ycm have sgreemente igned with any other apuioas you may have that they are 
dotns thaae asarohes H^thout violating any tews. We iite to only list and deal with lagitimeite people and 
buEineeees iiKe youiselF. Thank you for the atsuraoce. If at anytime there are searches that may v»lete any taws, 
pteaee infbrrn us irnmeOiatety and do not procecs them. 

If you have arry more questions or need any more Intometian pkase do not hesitate to contact us online Or If 
you chooee you can c^j us at 720-207-0362. 

Sincerely. 

Jay. 

Search and Support Team 
htte^Atiww.AhH^.cpfh 


641 


12/15/2004 lED 9:57 FAI 


INFORMATION BROKERS 
451 Oak Street 
Suite 202 

Frederick, Colorado 80530 


Abiica 

Fax Number S09*984>S978 
Jay: 


@ 001/001 


WE have our aouroM sign a legal Veodor Agreement stating that they only obtain the 
inibnnatioD sold to us through legal meaxB and do not violate and State, Federal or local 
Muoictpel laws to gahi such inIbnxiatioQ. 
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Abika Help 

frotfiH TrMtrunk(lad*@Bo^cDm 
S*m: Sgrtday. August 22 , 200< 6 26 PM 

To: abikal^P@ab«ika com 

Subjvct; Re: Phone Searches 

In a message dated &r22^20&4 4:lS;37 PM Eastern Daylight Tima, sbfkahe^p@aljika com writes: 
Sub;: Phon* Searches 

Date: 0/22/2004 4:10:37 PM Eastern Daylight Time 
From: abiNahelD@3bika,com 
To: tmetritnkdad4@aol jom 
Sert/ irom ttm !n\9n\&i 


Dear Mr. Ken Gorman: 

When we first started placing orders 
with you, you and your partner had 
informed us that the phone searches are 
obtained legally. Please confirm. We can 
only place orders with you if the phone 
searches are obtained legally. Please 
confirm by replying to this email. 

If you have any more questions or need 
any more Information please do not 
hesitate to contact us online . Or If you 
choose you can call us at: 720-207- 
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0362. 

Jay... 

Search and Support Team 
http : //WWW. Abika. com 


Subj; Re: Phone Searches 

Date: 8/2272004 7:20:29 PM Eastern Daylight Time 

From: NevetsOOS 

To: Treetfunkdad4 


AGAIN YOU MUST BE LISTENING TO THE COMPANIES THAT ARE AGAINST US CAUSE WE HAPPEN TO 
BE THE BEST SOURCING COMPANY THERE IS IN THE INDUSTRY.LET ME REPEAT MYSELF ONE MORE 
TIME. WE SOURCE FOR MOST OF IF NOT ALL THE TOP BROKERS IN THE INDUSTRY.WE SOURCE FOR 
PDJ WHO YOU ALSO USE. WE USE TO SOURCE FOR JOHN STRANGE UNTIL HE SHOWED US THAT HE 
WAS NOT A RELIABLE PAYER. THAT IS JUST 2 OF THE MANY CORPORATIONS WE SOURCE 
FOR.OBVIOUSLY THERE ARE PEOPLE IN THE INDUSTRY WHO DO NOT WANT US TO SUCCED FOR 
MANY REASONS. MOST OF ALL WE ARE BETTER THAN THEY ARE. WE ALREADY WROTE YOU SAYING 
WE TAKE FULL RESPONSIBILITY FOR THE WORK WE PROVIDE AND WE ONLY WORK WITHIN THE 
LAW. WE ARE A MAJOR INFO BROKER IN THE INDUSTRY.WE ARE LICENSED AND INSURED THRUOGH 
OUR CORPORATION ! HOPE THIS FINALLY PUTS TO REST ANY SUSPICIONS YOU MIGHT HAVE ONCE 
AND FOR ALL. WE DO NOTHING DIFFERENT THAN ANY OTHER COMPANY YOU SOURCE OUT YOUR 
WORK TO. THE ONLY DIFFERENCE IS WE ARE FASTER AND MORE ACCURATE THAN THEY ARE!f!l! 
THANK YOU 
KEN GORMAN 


PS YOU ARE PRESENTLY 3 INVOICES BEHIND 
PLEASE ADVISE 
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AJjika Support 

From: DouOb Helof [doublehell)dnc^bcglabai net] 

Sent: Fhdfly. Jiiyf 15, 1 0 :24 AM 

To; ADika Support 

Subject: Re: Aeeot Searohes Compliance. 

All scaiches either done by or process tfcroagh Double Helix Service, Inc. do noft use pretexiing. 
Preteximg for financial mfbrmation is Ulegal. We do not use pretexting oti either ruiancial or any other 
types of searches. If suspect one of our soureca of pretexting, th^ will be fired Lramedialcly and you 

will be notified m writing. 


Thanks. 


Peter Dtiffey 
Double Hehx. Inc 
g426 Clhtl Dr. #136 
Beltoiv UO 64012 


Confidentially Nctfioc 

The mfomaafitMi ccntBined in this electronic trammission is oonfidential and only for the use of ^ 
iirteoded rec^oiL Ifyou are not the intended roetptejit, you are hereby notified that any di^losure. 
copying, or distribwtkiD of the cxjntcms herein is siictjy prohibited. If you have received this 
transmission in error, pieaae notily roe by e*iiiaii and delete any record of this information from your 
computer. 
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RyFAX 

Tffi AkTo* .eqm 


R«: 


Setith. Suiftl S*wriiv Mmnbtr 
ll^4t64C» 


R£OA(,i£d 


Dw Aklba ittfE: 

JVCliAtTfco 

i&d [ Uv#d wy le wt mh fDide^ds ft 51.?KV ti SiLECklo, ^«n m boEfa 

Br«d»uB»d biK^lon la l97Cr OVR'the^em^lcvieajiictwlaiiattbdtlier. [bive 

kPEfaptKl ID Mfitkct himatlnlvinDUtttAvnatDn/Kti(lflitBllui,l[SaBfife^ 

Pflopl? Daai, ad Laiatc Ajb*:\u)^ AlUmpu^ IWv« Unu iLlu tu ubula fw fc^lreftu jbftvt 
bttA lUMtite to DbttUi 1 eurrtirt iddna^ (vtd tfuu^ iJm* ouer Irinb drfc. Ui{iv fl«[iJ 
Hcurtiy number Would bslp me to «teh wbb bim tAv fJI thuoem. 


A affny Ntw YwV Ikmsk u Included wbbiMi rtqyeCL 

V«fy ]wui^ 


fteDfltT£& 



AEAActEo 


649 


For Abika 

Ref.;order Number 32073 


The Reason I requested your service it is 
because 1 lost my social S. card. 

I went to the S.S. office and I was told that 
they could not issue a new card until I 
provide them my Social S. number and 1 
Forgot this number. 

My phone number is 770-VHHl 

A6oAtTfiO 


Thank you^ 



Rbi3Ac>t&q 
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08 / 09/06 

9 


17:46 


PUB.1X 619 


^ PtBoAorBo 


NQ.e49 002 





B OACTep 
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I tZ 05 07;0lp 


crep 


p,a 


Ju[y J2,200S 


Abika.ciion] 

Fax: 267-373-6664 

Tt> WhamJt May Conc<nir 


^ ^iTt ^ 


\ requested the social security number ofV^fllHpWMMbccause he waa ibc Execuiive 
Dirctaor of a residential df ug rehab iiitation facilily my son etteiidcd prior to his death five 
years I beard that Mr.tttolfthad been in prison for inurdcr, but ] was never abJe to 
find out if the rutnor was Hue. t happened across your web site and thou^bt 1 might 
finally be able to get an answer to my question. I have birth date, but need 

his social scouriiy number to nm ■ siiiDiml criminal background check. If you are able to 
provide me with his social seoirfty number, I would tniiy appreciate it. Then will be no 
charges made or law sufti Hied as a result of this inquiry. 


Sincere^, 




Danville, CA ^526 
PH: 925mma0 


AeoAcTEO 


cT^l? 
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CUfKCf'''^ 






p^4 

/^r 


ufM ^ ^ 

■ ^'\oce{\<. h€'r> ^no' Hf ^ .tl^shc^ni) 


( 0 (^ 


fl*JAr 







7 




)in$ufince. 
pci^er- s/tcLiJf^ 6^7^ 

[71?^^ • ad chiefs 



$Sit 

pcycJ^ffh’d ^ 
\^((t'l cCiS /m 
^ Cif^f^hpoi. 
-'Twi, 

fy^cf ^^k^ /j- 


RefkflLTErk 

f?eD/HtTED ^ ^ 

^ M/& 

"hcttg^ '/^"•'^e. 

Cy'^>^6ifr&av 
£^y(f>l, 

"Thii^^ fyuf_ 



i~p$C- 
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April 2), 2005 




To Whom It May Concern: 


hit\>rie RCO4^tTE0 


I am requesting the SSN fortBHHBIHHPHm for 
legal reasons. I do not have any contact with him or any of his 
family and he needs to be notified by the court about issues 
relating to our son. 


Thank you, RcoAcTet 



M’j feo^oreo 
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OCT-11-2005 TUE 06:00 AM 


FAX HO. 


\VllliOin;ipi)it, PA 3 7701 


|cxt330 


fi 7 W 
ffix: 670 


AoOR^ii ^6DA6-r£D 


p. oe 


Fdx TrnhSffiilUil Form 


7o: AUIKA 
Momo; 

CC: 

Pivmc; 

rw: 4i;5-77A-4257 
nr.: Order 42128 


Data Sent 10-101-05 
Number of Pages: 2 


P^tbActSo 

I was ocaklnntlio sodBl sccuriiy number ofMpMMMln order to escertBin If she Is partldpetlng 
with Medicare hn the Commonwealth of Pcnnsylwnte. 


A coi V of niy driver's license Is oUaclied below and my telephone number Is listed above. 
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7SAj»- eJ? UJCX/i'^^ -Axo SSfs/ 



j^:Jkajh sJLjt^ ^ jUUi^ 
f^BoAcTBo 


dfy^LtLQC'f' 


cJ^ CLOn^ 


^ y2e^iWi 

ppJJis up / puLOcrr^ 
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RPR 28 2005 l:43P« 


April 28. 2005 


ORG 


P.l 





WarIE 4 

^EOACTBD 





Abikaxora 
Order #20656 


Per your requcsi. thu is to infoim you dm tbe reaeoaCB) far my order an to Jan 
•bout the bKkgiou^ of my fiaac d. I undenrtmd and vriO comply vrith fat Uws 
govaniiig ihe use w sudJ tadqgmund mfannatiofi (U, SSN. or other perscuMl ddta). 
Further. I have no inl^ to udloe the mfarm atioD fe any kkntity theft p u rpos a and 
undostand nich use ts illegal (ix.. credit, ete.). 


Please continue to proo^ my order. Should you have any additionaJ quesdons. plan 

fed five to cootact me (faectly at the mmiher lined ^»ve. 

Thank you. 



fimiPCALlFORNlA^ 

- •SSIIUP- 

f\ EdAcTEo 
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houtjne fraud prevention and sECUurry measures 

1. Check in Paypal to make sine the seardier ia verified Paypal has industry standard verification 
, piocedines- 

2. Check the IP address, making sure it goes to the searcher’s locatioiL 

3. Check to see if they are asking for more than what the search will return. 

4. If the search isrestrictedby statute and a physical address needs to be provided or a copy of a 

driver’s license or consent etc., tiicn that inftinnatiaa must be received before the search i® 
processed 

G. Human judgment is used at all times. 

0. If ibe payment is large then the searcher musi call and confkm with a live person verifying jUI the 
’ scareher irvfonnation to make sure it matches the searcher Mora^on suimaitted. Also the phone 
Dumber on the caller id is checked for verification and put in their account for fi«ure refcicivee. 

7. ' Check that the payment mfermation matches the scareher inibniaatiDn. 

8. If the email address or the searcher has been associated with suspicious activity or fraud on the 
she in the past, the orderfs) is cancelled and refunded. 

8. Uptm suspicion a general backgrouDd check is performed on the searcher to veri^ them 

10. If any type of stiapicion arises for any reason the search is not processed until the doubt it 
removed one way or another. 

1 h If anyone complains about a specific searcher who has ordered or has pending orders or about a 
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speciii^^ watch order, that fseaxch order aad all other waich orders tied to the searcher aie 
cancseiicd and no mow ordera are procesaed for that searcher. 


12 If anythinit suspicious is suspected the searcher must cal] and 

to make sure it matches foe warcher infoimahon sotted. if™ 

number on Seedier id ts verified and put in their account for future refwence, Dep^ng on foe 
suapioion a phone coU ia mode to the phone number submitted by the searcher to veniy. 


1 % Certain combinations of searches trigger suqiicion and require adfotionaJ verificattons. 
14 . If a lescfljchcr has any doubt about an order it isj^celled immediately. 


15. Sometimes foe spccialUte will mU foe searcher to confirm arid ve^ 

suspicion. 


ie. If wiadien have W submit reasons for aDy search, Abika never t^nanenda 

They have to give the actual reason or consult a lawyer for ohM^ a lewn. Hus hell* m 

a gCDume reason. And if ttie reason is not appioprUte (heir order is csnedled and 

refunded. 


17 If any document originates from mail or package drop of service or from a non veiifiabl^iigiii 

address foeu that search order is tagged as suspiciowi and if cannot be vwified is cancelled. 


^ -IS. Searches tagged suspicious wben e searcher reqi!^ mai^ searches of foe exact s™ oaUirti, 
^ General background on scareher is done aud vwificatiou ia initiatod and requested 


19 Generally scarchos and foe subject of the search are checked. If foe subject of ^search cre^ 

any type of suspicioii then the search is checked for mono verification or canceUed. gem^aj 
searches on Celebrities, Law enforcement, Judickiy and Politicians are cancelled If there la 
suspicion that a subject of foe search could encounter hann the search Is oanoelled. 

20. If certain searchers continue suspicious activity they are warned and if they continue their acUvily 
after being warned they are either: 

L Banned by blockmg foeir IP address, 
b. Or reported to the appropriate aodioritics. 

Methods used to verify searchers nre generally not revealed. If searchers know what methods ^ used 
■ then they can devise ways to counteract them. Tberef<ffi these mefoods are not publicly posted on foe 
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Subj: 
Date: 
k From: 
W To: 
CC: 


29653 - Loc* I Call Activity of Phone Number - $9fi 
7/20/3005 12:44:37 PM Eeslem Slandard Time 
help@peoplecomputing.Mm 
NEVETS009@AOLCPM 
order^ta>tsi®abika,c^)rp 


Local Call Acdvity of Phooe Number 


Subject Information 



Phone 

27MMB 


Number 





Middle 

Name 





Sex 

Female 

SSN 


Job Title 

teacher 

Street 



Address 

iM 

Citv 

Bowling Green 

Stele 

Kentucky 

Zip Code 

42104 

Date of 

Birth 


Additional 

Information 

Please send the 
call record for local 
cells placed during 
the month of June. 
These dates are 
most important: *6- 
26-05 & ‘6-16-05 
as well as 6-15-05 
and 5-26-05. If you 
could tell me the 
duration and/or 
time of the calls 
that would help me 
so much. I was told 
by orie of Abika'fe 
associates that 1 
could receive a 

10% discount upon 
request since this 

Is a follow-up 
search Thank you. 

Cpuntrv 

usa 



Wednesday, July 20, 2005 America Onlme: NevctsOOS 
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VWe only accept search reeuits that are searched in oorr^pliance of Federal, State and locaJ taws If any search is 
.iot conducted in compliance *rth Federal. State and tocaf laiws.then please do not process this order and canceJ 
it right away 
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«Reo4C,T6P 



K)0 C'PsW 





35\V 


^>\V 


-20 0 








VOO ^ 
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3Ze7S - Outgoing Cull Activity 100 Cilte - 
0/3/2005 10:53:32 Alifl Eastern Steridard Tirrw 
helo@peopleconnputrr^ .coni 
NEVETSOOe®^Ql:.COM 
a^naet3iJs®atN.ka.-cam 


Date: 
k From: 

W To: 

CC: 

Outgoing Cal) Activity 100 Gaits 


Subject Information 


Phone Number 


First Name 

nm 

Middle Name 


Last Name 

■IHH 

Sex 

Male 

SSN 


Job Tide 


Street Address . 


City 

Baftimore 

State 

Maryland 

Zip Code 

21231 

Date ef Birth 


Addibonat 


Information 


Country 

United States 



#£i 






We only accept aeareh results ttiataresearehedincoiri^ieiiceof Feoenl. State and tocal laws. II any search is 
not conducted in complianc» with Fe<ter3J, State and local laws.Hwrt please do not proces Ibis orOer and cancel 
it nght away. 



t 


Wednesday, August 03, 2005 America Online: NevetsOOS 
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A\ Ook 

-7/i3 

(0!)'3a 

^ TiCp I* ** 


ifi KEoAWEO 


Al' 
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y 




flL I 


fiLibj: 

Date- 

From: 

To: 

CC: 


319B0 ' Oulgoinfl Call Activity tOD Ciiki * SB$ 
7;20;/2ao5 4 40;20 pm Eastern StandarO Time 

iie^ppQiJiEoompour!gj^.!Ti 

NiVETSiMjB^QL £pM 
nrdefdaiails@3bik3.com 


Outgoing Call Activity 100 CaNs 
Subject 


'fTii? OFPiQf 

S': 00^'’ 

U7e 


The target date i 
|wQ jkJ like to see 

JUNE 2005 
Cellphone bill from 
the period of June 
10- 30th. t believe 
that she called him 
for his birthday. I 
^arit to see If his 
numbers are on 
lAdditional HERbil^:33i 
linformation Briart's C ell 
336^HM 
Brian's Home 1 
believe this worr^n 
cailing 

my fiance from her 
cell to his home, 
336- 

his qe ll, 3! 

IflA Incoming toll 
calls do not come 
up on his bill, but 


po ’^Oirntra ixj 


. t 

HAwe T o 


Phone 

Number 

304^^M 

First Name 


Middle 

Name 


Last Name 

■A 

Sex 

Female 

SSN 


Job Title 


Street 

^ddresa 


Cltv 

Mill Creek 

State 

West Viroinia 

Zlo Code 


Date of 

Birth 



t 8f oAc-te* 

i 









Otfice Closer 

S'-oopM 


Thursday, July 28, 2005 America Online: NevctsOOS 
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they will come up 
on hersIlT :) 

Country 

USA 


We only accept search results that are searchted in complrance of Federai, State and local laws. If any search is 
not conducted in compliance with Federal. State and local laws.then please do not process this order and cancel 
it right away. 
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Subj: 31643 > Ci^l Act^Hy for Foreign Phone Numbof, No hit |20 - $176 

Elate : 7/26/2005 2:30:10 PM Eastern Sla n cf ard Time 

i From: heiD^pegpieopnyHJting.ctjm 

^ To: biEyrrS0Q3@AQLG.QM 

CC: of^erd etails@abiKa.& om 

Call Aclivity fof Foreign Phone Number, No hit $20 

Sub|ect Information 


Phone Number 

604<iM 


First Name 


Middle Name 


Last Name 


Sex 


SSN 


Job Title 


Street Address 


City 


State 


Zip Code 


Date of Birth 


Additional 

Information 


Country 

Canada 






L-ftO 


vjc.e 


We only accept seart^ results that are searehed in compliance of Federal, State and local Jaws If any search is 
not conducted in compHancc with Federal, State and local laws.lhen please do not process this order and cancel 
it right away. 



t 


Tuesday, July 26, 2005 America Online: NevetsOOS 
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— Original Message - — 

gmm- irarHr@vahoOCim[jpS.Cg|Tt 
To: traeer@ vahopQ rou ps.com 
Sam: Thursday^ October 27, 20054:59 AM 
Subject: [tracerj DSpest Number 2547 

Yahoo! Groups Sponsor — 

Get fast access to your favorite Yahoo! Groups. Make Yahoo! your home page 
hrtpV/MS.c1ic:k.vahQO.com/dpRU5A/wUILAA/vQLSAA/kGEolB/TM 


There are 17 messages in this issue. 


Topics in this digest: 


1 Seminar - Identity Theft 

From: j TTfin THT [ 

2. RE: phone 

From: <^BBi ^comcastmet > 

3 . Re: Setniaar- Identity Theft 
From: 

4. South Aftica-Property 

Fmm; 

5. Re: RE: Phone 

From: 'Tatrick Baird" < pd j serviced vahoo.com > 

6. RE: RE: Phone^ 

From: 

7. Crimin al Histor y Buffalo, MO 
From: S ^S^SaoLcom 

S.RE: Soda] Search 
From:^ 

9. RE: RE: Phone 

From: Tim Bemdt" < Tim@rel iatTace.com > 

10. Semin ar - Identity Theft 
From: 

] 1 . San Diego Polygraph Examiner 


12. Credit Report for Chenfs Minor Chiild 

From: P @vahoo.com > 

13. RE: Credit Report for Client's Minor Chiild 
From; 

14. RE: S ocial Search 
From: 

15. ALABAMA STATEWIDE CRIMINAL RECORDS 
From: <J pg«^b€li5outh.net > 

16. Re: [T RACERS] Re: N e w Assign ments (USA) Details below 

From: < W^^g>earthlink.net > 


rJ 

^pA-CTc^O 
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17 . Client s family member MIA - believed to be CIA covert ops. 
M^PT— 1"|iii III 




Message: 9 

Date: Wed, 26 Oct 2005 1 1:35:44 -0500 
From: "Tim Bemdt" <Tim@re]iaTTaoe,com > 

Subject: RE: RE: Phone 

HeJJoWiiliam, 

rd be more than happy to introduce you to the "Reliatraoe DifFercnce" “ 
for FREEl 

Contact me at 8aB-96S-l 105 and we can reverse the number for jiOU in 30 
rninmes or less! 

No gimmicks, no contacting your subject and running some "Delivery Service" 
gag on them. We will guarantee the accuracy of what you receive 100% with 
the carrier of record! 


Best Regards, 

Tim Bemdt, LPI, MINT 
Chief Investigator 
Reliatrace Locate Services 
"The Pursuit Stops Herel" 
920.694.0906: Phone 
920,694.0905: Fax 
maiTto:Tim@reIiaTrace.com 
Website; www Rel iatrace.com 


Original Message 

Fmmr iraceT@vahQQgroups.eom [mailto:trsccr@vahDogroups.coml On Behalf Of 

wrl 

Sent: Wednesday, October 26, 2005 7:23 AM 
To: tracer@vahoogroups.com 
Subject: [tracer] RE: Phone 


Dear Group, 
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Can anyone recommend a reverse cell phone search company? 


William Losefsky C.M.L CC.D.I. 

Board Certified Criminal Defense Investigator 

Investigative Concepts, LLC "Character is doing the right thing when nobody 
is looking". 

POBOX 164 
Goffstown, N.H. 03045 
PH# 603-641-0395 FAX# 603-584-1341 
E-mail: ^M@comcastmet 
.Web: http In vesti gate-it . com 
Complete Investigations and Infonnation Service. 

Memberships: CDITC, NAIS, NH League of Investigators, Association of 
Certified Investigators, ACI, National Association of Bail Enforcement 
Agents, Public Record Retriever Network 
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From: tracgr@vetiooqr<?ups.^ 

Tfl! lmBRr@vahMCif<HJ DS.com 

Sflnt: Saturday, May 14, 2005 3:25 AM 
Subject: [tracer] Digest Number 23B0 

— Yahoo! Groups Sponsor — 

What would our lives b« like without music, dance, and theater? 
Donate or volunteer in the am today at Network for Good! 
http ://us ,c] i ck. vahoo.com/T cv2bD/SOn J A A/cosFAA/kGEo] B/TM 


There are IS messages in this issue. 


REoAcreo 


Topics in this digest: 

1 . Re: Need NY Criminal Histor y 

From: ^M[^ <i^^MW@vahoQ .cQm > 

2. Re: nat ionwide cnm inal needed on subject 
From: ^^^^^f %@vahoo.com > 

3. Re: Need NY Ciiminal History 

From : pili>^vahoo.com > 

4. Re: Ne ed NY Criim nat History 
From: 

5. Process Server need in Chicopee, 

From: I— i 

6. Houst on FI, Paraie^, and No tary 

7. New G eneration GPS 

Proiti : cQm > 

S. RE: Pr ocess Seiv^ need in Chicopee, MA 
From: 

9. RE: nationwide crinun al needed on subjec t 

From: Andrew Price <MWW ^MBB@vahQO.com > 

10. Phone Records - Limited Offer 

11. Delra nNJ Case 

From: 

12. RE: na tionwide crimina l needed on subject 

From: ^^^ ^S!locateplus.com > 

13. Re: New Assignments (USA) Mineral Wells WV, Greenriver WY, Moorestown 

NJ, Sacramento CA, El Paso Tx, Houston TX, Fall Church VA, Philadelphia PA* North 
Augusta SC 

From: l^^^^M^fc d^^^@earth]ink .net > 

14. RE: Need G A Criminal History 
From j^^@o ptonIi ne.net 

15. Investigator Needed in Ft Lauderdale { assigned ) 

From: .com 
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16. UK in formation ne e ded 
Fromi 

17. Teamsters directory ft CD ^ C T EO 

From: ^= ^M@msn.com > 

18. RE: Phone Records - Limited Offer 
From: "Tim Bemdt" <rim@rel iatrace.com > 


Message: 10 

DateiFri, 13 May 2005 13:27:07 EOT 
From: di nk]berv@aol ■ com 
Subject: Phone Records - Limited Offer 

Group, 


I am offering a Special of S200 for Unlimited Cell records (all months 
on bill), with absolutely NO add-ons! You will not be paying extra for Call 
Times and Durations, just a flat "no-hit no fee", for however many months are 
on the bilL This can save you over Si ,000 per year on records. Whether there 
is 1 month on the bill, or 40, the price is still aflat rate of $200. 

If that is not enough to convince you, I will also throw in any work 
contact numbers associated with the Cell Phone number, as well as any ctljer 
numbers that are listed on the account. Ex. Family Plan. After 5 unlimit^ toll 
purchases, I will provide the 6th free of charge. 

This is a limited offer. My Tat ranges from 15 Mins * 1 Day, depending on 
the Cell provider. I also offer a free preliminaiy analysis prior to starting 
the job, notifying the client of any mitigating factors. 

Phone records provide EXCELLENT leads in Locates, Order now, get bill^ 
later! 

Please email me for more information. 


Regards, 


Rian Wroblewski 
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Investigative Consuftant/PI 

Sherlock bivesligaiions 

NYS Investigation #: 1 100CK)69976 

888-816-1934 

Fax: 866-290-947S 


Message: 18 

Date: Fri, 13 May 2005 20:35:48 -0500 
From: ”Tim Bcrndt^' <rim@reliatrace.coni > 

Subject: RE: Phone Records - Limited Offer 

Isn't a bill nonnally just a I month cycle? I wasn't aware that you get 
multiple months listKi for just one bill cycle? Are the alternate contact 
niunbers you might be able to throw in verified numbers or just what^s listed 
on the account profile? How about SSK&, are they also included fiee of 
charge? Does your offer include hard copies? Reproduced copies? If 
reproduced, do I get BOTH incoming and outgoing calls? Does your offer also 
apply to a cellular business phone account? Say there arc 40 phones on the 
same bill - maybe 1 100 pages or so - am I able to get all 40 phones on the 
same bill even if not available in hard copy form for the $200 and in 15 
minutes to 1 day TAT? You make an interesting offer indeed! 

Best Regards, 

Tim B^di 

Master Investigator of Network Telecommunications 

WI License 10875-063 

Reiiatrace Locate Services 

920-694-0906: Phone 

920-694-0905: Fax 

mai Ito :T im @reli atrace.com 

http: //wAVw .re li atrac exom 

It; 1(1 i|t« ««« 4r# **««**> 1^ i(t !#i ^ ^ 
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Fmmt irHf^f@vahQoqrQUP5.wni 
Tn- ^r^ftri^yahoQQrQUDS.CCHn 

Monday. June 13, 2005 7:36 PM 
Subject: [traoBTj Digest Number 2411 

— Yahoo! Groups Sponsor — ' ■ — > 

What would our lives be like without music, dance, and theater? 
Donate or volunteer in the arts today at Network for Good! 
htTp://us click vahoo cQmrrcv2bD/SQnJAA/cosFAA/kGEolBiTM 


There are 25 messages in this issue. 
Topics in this digest: 


1. Re: Jerry Keenan 

From: ilHIB --^^J||^rtpTntilinf 

2 . SpectorSoff's eBlastCT ^ 

Froin:4i^V 

3. New F TC rules c o neeming privacy rights 

Prmn - ail.com > 

4. Telephone toll records 
From: Damon Woodcock 

5. Missing student found years later in Kentucky 

From:aHW^SHRsnaik^^^ 

6. Help on a Locate 

From: l^'l' 

7. Re: Telephone toll records 

From: ^Patrick Baird*' <pdi services@ vahoo.com > 
g. Re: Te lephone toll re cords 

From : ^HiVBR^EP^beH^n^ 

9. High Desert surveillance subcontractors needed 

From : <^B^^@ pacbell, net > 

10. Re: M issing studen t found y ears later in Kentucky 

From : yahoo .cQm > 

1 1 . Re; Q uestion Re : Att/s and their clients 
From; fl^^Blt^apLcpiQ 

12. NEW COVERT VID EO NOW! 

From; A]S@aQl .com > 

13. Re: New FTC rules concerning privacy rights 
From : 

1 4. Re: Telephone toll records 
From: 

15- New Member 

From: BMBBft <H||^|BSly§h20i£2!Z]^ 
16. RE: Help on a Locate 

From: "Tim Bemdt" < Tim@rel iairacc j:oni > 


^/AW1gX ♦f'vjA/tJ 
R&Mt-TEf) 
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17. 

18. 
19. 


20 . 


21 . 

22 . 

23. 

24. 

25. 


RE; New F TC rules conce rni ng privacy rights 
From: 

Re: High Desert surveillance subcontractors needed 
From: §JBB|BBpfc jfl)aoi.com 
need Process Service - Wise County 
From : M0k<lHB@£harlerji^> 

Re; High D esert surveillance su bcontractors needed 
From.fl^^^m^ <^^^BBIi^iBgcbel 1 .DCt> 

Re: Question Re: Attys and their clients 
From: ^U^<^^^gMMUP ^M^@vahoo.com > 
Re; T elephone toll recor ds 
From^iiW <P ^^^@vahoo.com > 

Re: T elephone t oll record s 
From: VIBB 

Death records 

From: fjT>)rr rr rom> 

Re; T elephone t oll reyo rds 
From; IBHft <^lH^^dtelji^> 


RcftAtree 


Message; 4 

Date: Mon, 13 Jun 2005 08 :20:58 -0700 (PDT) 

From: Damon Woodcock <1— 

Subject: Telephone toll records VkEOA C^T f D 

Group, 

I am needing to obtain telephone toll records for both 
a residential line and a cell number for the month of 
April 2005. 

Am wondering what vendors others use to obtain this 
information, cost and TAT. 

Thanks much, 

Damon 


Damon Woodcock 
Woodcock Investigations 
POBox 11003 
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Portland, OR 97211 
Tel: 503-799-6487 
Fax: 309-218-7123 
Lie: OBI#2004156 


Message: 8 

Date: Mon, 13 Jim 2 005 08:43: 43 -0700 
From: Jim Zimmer ii In II iii I 

Subject: Re: Telephone toll records c o c-T C p 

Hi Damon, 

I use Tim Bemdt at Reliatrace. He is very fast, highly accurate, and 
his prices are competitive. 

His info is listed below: 

oTira Bemdt 

Master Investigator of Network Telecommunications 

WI License 10875-063 

Reliatrace Locate Services 

920-694-0906: Phone 

920-694-0905: Fax 

mailto:Tiro@reliatrace.com 

Trace Phone Numbers in 30 minutes or LESS! 

httD://www.reliatrace.com <httD://www .reliatrace.com/ > 


Good luck, 

Jim 

Jim Zimmer, CPI 

BENCHMAIUC INVESTIGATIONS 
32158 Camino Capistrano, # A-415 
San Juan Capistrano, CA 92675 
Office: 949-248-7721 Fax: 949-248-0208 
Cell: 949-683-1911 

http://www.BenchmarkInvestigations.com 
California PI #12651 

Registered Process Server— Orange County; PSC/1672 

2005 Chair of Probation Community Action Association (PCAA) 
PCAA— "The Heart of Probation" 
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Ffflm: tracer@vahcxiqrouo5.GQfn 
Tn- |r^flef@vahQOOTQLJP5,0om 
Sont: Wednestiay, Oclober 2005 5:t3 AM 
Subject: [tracer] Dipest Number 2540 

Yahoot Groups Sponsor — ^ 

Gel fast access to your favorite Yahoot Groups. Make Yahoo f your homepage 
http:/^us ■ click . yahoo-com/dpRUS A/wUIL AA/vOL S AA/kGEolB/TM 


There are 17 messages in this issue. 


Topics in this digest: 


1 . Insurance quesuon 
Prom: 

1. Propert y Records O H 
From: 

3. Re: Insur ance question 

4. Seminar - Information Disclosure Law, Tax Deductions & IRS Audits 

From: 

5. Re: Property Records OH 

^ ^ !vahQo.com > 


* EmAiLJ 
RCo^cTffO 


i 


ilc&mcast,net > 


From: 

6, RE: Pr operty Records OH 
From- 

7. RE: Insur ance questio n 
FiDin; 

E. Need a locate 
From: 

9. RE: Skip Trace Information 
From: "Bryan McManis' 

10* RE: RE: Skip Trace Information 

From: "Tim Bcrndt" <rim@rel iatTace.com > 


Sbradd vinv gm .com > 


)jDmonline.net > 

agnusDTocessserving.com> 


1 L Re: Need a locate 


From: Til , 

12* Re: Re:New Assignments (USA) Details below 
From: <MM ^fcaiearthlink,net > 

13* RE: Ship Trace Information 

From: "Valerie Dutro" < ^^^@kc.TT.oom > 

14* PRIVATE PROCESS SERVER 
From : ^ ^^B@aoi.eO!n3 
15* Rc: Insurance question 

From : ^^^^M^@diTecwav.COm 

16. Re: RE: Skip Trace Information 

From: "Valeric Dutro" <^^B[gk£iLcom> 

17. Re: Insurance question 
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From:) 


[)vahoQ.com > 


PiEO/1 tT£0 


Message: 9 

Date: Tue, IS Oct 2005 21 :08:44-0000 

From; ''Bryan McManis" gjmagnusDrocessservm£.com > 

Subject: RE: Skip Trace Infonnation (( f tiA tTE 

Greetings, 

I would also like to take time out to thank Valerie Dutro for all the 
information that she so kindly shared in this group. 

It must have taken a great deal of time to gather all that 
information. 

May you continue to have success in that you do. 

All the best, 

Bryan McManis 

MAGNUS PROCESS SERVING AND FIELD SERVICE 

Bryan McManis, BSBA, CPS 

Certified and Bonded Process Server # 04-3-7 

TOLL FREE 1-877-225-5928 
Office 352-624-1 884 
FAX 775-206-9612 
Office 775-278-8074 

Kodak Certified Photo Specialist Certified Legal Photographer 

Member of: NAPPS Member of: NAIS Member of: SOFI 

Graduate of Florida Institute Of Criminal Justice 

Graduate of Detective Training Institute 

StandBy Member of MissingKin 

www.MagflusProcessServing.CQm 

Message: 2 
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Date: Sun, 16 Oct 20 05 11:38:1 8 -0700 
From: ^Tom Solin" <^ ^—@.comcasLnet > 

Subject: RE: Skip Trace Information ^ edA CT C 0 

Valerie Dutro that was a great list of skip tracing information you 
supplied 

thanks for sharing it and taking the time to compile it. 

Tom Solin 

RWIS LLC 

1034 Sudden Valley 

Bellingham, WA 98229 

360-738-4854 

http://rwispi.homestead.com 


Original Message 

From: tracer@vahoogroups.com [mailto:traccr@yahoogroups.com] 
Sent: Saturday, October 15, 2005 4:30 AM 
To: tracer@vahoogroups.com 

Subject: [Norton AntiSpam] [tracer] Digest Number 2536 
Message: 4 

Date: Fri, 14 Oct 2005 0 9:48:2 6 -0500 R F D^CTE D 
From: "Valerie Dutro" <HH^fecjrcom> 

Subject: Re: SKffTRACING PRETEXTS 

Here is a compilation of many things I have copies fix>m other sources 
through time. Names of other Pis, etc., are shown and given credit 
to 

their 

info. 

Valerie Dutro 

Private Investigative Services 
Kansas City MO 
^pi p@.kc.rr.com 

www.piservices.org 

www.pitrac.com 

816-734-9960 


Message: 10 

Date: Tuc, 18 Oct 2005 17:27:46 -0500 
From: "Tim Bemdt" < T im@reliatrace.com > 
Subject: RE: RE: Skip Trace Information 
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1 second the motion... .Valerie Dutro is not only a class act but a terrific 
investigator as well! 


Best Regards, 

Tim Bemdtj LPI, MINT 
Chief Investigator 
Reliatrace Locate Services 
"The Pursuit Stops Here!" 
920.694-0906: Phone 
920-694.0905: Fax 
Tnailto:Tinn@retiatrace.coTn 
Website: www. Reliatrace, com 


Message: 13 

Date: Tue, IS Oct 2005 19:27:2 6 -0500 
From: "Valerie Dutro" -^Bi^c,rrxsin> 

Subject; RE: Skip Trace Information R 6* A cT t P 

Bryan, 

Thanks for the response to the "pretexting" info. 1 just acquired info fiom 
other Pis and kept it in a file. We should be aware of any state laws that 
may not allow the use of pretext. 

Valerie Dutro 
|^i^ @kc.iT.com 


Message; 16 

Date: Tue, 18 Oct 2005 19:34:15 -0500 

From; "Valerie Dutro" <ilMl ~ 

Subject; Re: RE: Skip Trace Information R E 0 A tTtO 

Thanks, Tim, but a note to everyone. Tim is the one to complete your phone 
record research. Tim is always prompt and accurate. 


Valerie Dutro 

Private Investigative Services 
D.kc. rr.com 


REPACTEP 
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From: tracer@va hoogro ups . com 
To; trace r@ va hoooroups .corn 
Sont: Saturday^ April 09. 2005 5:13 AM 
Subject: Itraoer] Digest Number 2342 


Yahoo! Groups Sponsor 

What would our lives be like without music, dance, and theater? 
Donate or volunteer in the arts today at Network for Good! 
http ://us. click , vahoo .com/Tc v2bD/$ OnJ AA/cosF AA/kGEol BfTM 


There are 1 1 messages in this issue. 


n/a M E if * Eaa a I X 
Repuctep 


Topics in this digest; 

1. RE: what is a spoofing company? 

From: "Tim Bemdt" <T im@rel iatrace.com > 

2. Re: Skip Tracing 

From: *^^^S^BIHi^^bcg]obaljiet> 

3. Re: ConErming Occupation and/or Place of Employment 
From: 

4. Thanks Group. 

From: WWWWl'i" 'I 

5. CBR - Credit Bureau Report TU - Trans Union EQ - Equifax 

From: Andrew Price vahoo ■Com > 

6. Education confirmation 
From: 


7. RE: Humanitarian search Mods please look at this and delete if not appropriate 

S. RE: CBR - Credit Bureau Report TU - Trans Union EQ - Equifax 
From: <^^M^^^ J@comcast.net > 

9. RE: Hu manitarian search M o ds please look at this and delete if not appropriate 

From: <^P^^^^^J pS^comcast.rtet > 

10. Re: Humanitarian search Mods please look at this and delete if not appropriate 
From ; ^^^^fci'niiiimliin in I 

1 1 . RE: what is a spoofing company? 

From: ^^^^(=^^^^ P^bigpondmet, au > 


Message: 1 

Date: Thu, 7 Apr 2005 21:39:30 -0500 
From: "Tim Berndt" < Timf5)reliatrace.com > 
Subject: RE: what is a spoofing company? 
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A spoofing company offers you the ability to manipulate caller ID. You are 
usually sold access to a special type of phone line that allows you to input 
any number you wish so that the person on the other end of your call will 
think you are "somebody else" - i.e. anyone you want them to think you are. 
Spoofing lines aid the tracer's or investigator's ability to sell their 
pretext. Obviously this is a technology that can be abused. Therefore one 
should use this service responsibly and with professional restraint. 

Best Regards, 

Tim Bemdt 

Master Investigator of Network Telecommunications 

WI License 10875--063 

Reliatrace Locate Services 

920-694-0906: Phone 

920-694-0905: Fax 

m ai Ito :T i m @reliatrace. com 

*m***m******************************* 

Trace Phone Numbers in 30 minutes or LESS! 
http ://www .reliatrace.com 


Confidentiality Note: 

The information in this electronic mail message is confidential and for use 
of the named recipient - ONLY. The information may be confidential, 
piotecied by privilege, work product immunity or otlier applicable law. The 
retention, dissemination, distribution or copying of this e-mail without the 
express written consent of Reliable Investigative Solutions, Inc., is 
strictly prohibited. 

If you receive this e-mail message in error please notify us immediately by 
telephone at 1 .920.694.0906 or by e-mail to: i nfo @rel i atrace .com and 
deleie/destroy the message and any copies thereof Furthermore, since e-mail 
can be altered the integrity of (his communication cannot be guaranteed. 

Original Message — - ^ t&A t-T t D 

From: [mailto1iVi9MB@yahoo.com] 

Sent: Thursday, April 07, 2005 7:55 PM 

To: tracer^ vahoogroups. com 

Subject: [tracer] what is a spoofing company? 
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Can someone on the list tell me what a spoofing company is? 

1 was contacted privately about this question and was abruptly told ''if 
you don't know what it is, it doesn't apply" 

If I had that anitude, I would be guaranteed a life fiill of mediocre 
results, 

I mean its not like I was asking how to round off infinity! 

Cynthia 


Cynthia Crumley 
Master Loss Control Specialist 
PI in training 
508 - 888-4563 

Cape Cod Massachusetts/Boston Massachusetts 
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From: Priority 1 Investigations 

To: a Ljryeilia nce@ vahopgroups. com 

Sent; Friday. March 10, 2006 10:54 PM 

Subject: Re: [aurvei14anca] Telephone Records Bill Legislative Update 

It's always been illegal. Thank the idiots that openly advertise they could get it. Pi's are 
like magician's, they should keep their mouths shut and just pull the rabbit out of the hat 
without saying how they do it* 

Jayme Seeger, Priority 1 Investigations 
Ftt&ActED 

David Williams wrote: Committee Approves Bill To 

Protect Private Phone Records 

Panel Abo Biid$ Mass Helease of CeJJ Phone Nunil>ers 

WASHINGTON - The House Energy and Commerce Committee took steps 
Wednesday to protect consumers' privacy by unanimously approving the 
Prevention of Fraudulent Access to Phone Records Act. The bill will not only 
stop data sellers from lying to obtain individual consumers' personal phone 
records, but also frne telephone companies that don't do enough to protect this 
information. 

"These telephone calling records^ which detail some of the most intimate and 
sensitive aspects of our lives, are easily available to anyone with an Internet 
connection, a credit card and $100 to spend," Chairman Joe Barton, R-Texas, 
said. "Americans are rightfully concerned that identity thieves, stalkers and 
unscrupulous data brokers can access such information they believKi was kept 
private by their telephone company." 

News reports recently unveiled an emerging cottage industry based on the sale of 
personal phone records* For a price, nearly anyone's phone records are for sale, 
including information about who is called, when calls were made and how long 
they last. Data brokers who sell this information impeiBonate customers - a 
practice known as "pretexting"- to obtain their personal phone data. 

"Today we're going to start the formal process of ending a unique threat to 
personal privacy," Barton said. "WeVe going to do it without choking off the 
flow of d^ that makes information-age Americans the happiest, healthiest and 
wealthiest people in the history of the world*" 

The bill will ban the practice of lying to get telephone records and give the 
Federal Trade Commission authority to seek civil penalties against violators* The 
bill also adds new data safety requirements for telephone carriers and increases 
fines for companies that dont do enough to protect this data. The bill increases 
frnes to a maximum $300,000 per incident, up frnm $100,000, with a maximum 
fine of $3 million for multiple violations. 

Additionally, the committee made it easier for consumers to keep their wireless 
numbers out of a proposed directory for cell phone numbers. Under the proposal 
from U.S. Reps. Joseph Pitts, R-Pa., and Edward Markey, D-Mass., a vrireless 
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carrier cant release a customer’s number to a directory, or for any other purpose, 
unless the customer agrees to it. 

The bill drew strong bipartisan support. Barton said he will push for quick 
consideration by the House. 

The Prevention of Fraudulent Access to Phone Records Act will: 

• Prohibit the use of pretexting to obtain personal telephone data. 

o Authorize the FTC to seek civil penalties for telephone records 
pretexting. 

o Prohibit the sale or lease of any consumer telephone data. 

o Increase FCC fines on telephone companies that sell or allow 
personal phone data to be released. Fines for carriers, or their 
affiliates, increases to a maximum $300,000 per violation, up 
from $100,000. Multiple violations could result in a maximum 
fine of $3 million. 

o Create more stringent standards for telephone companies that wish 
to share calling data with their affiliates, agents, joint venture 
partners and contractors. 

• Customers must opt-in for telephone companies to share their detailed call 
records with joint venture partners and contractors. These records would 
include the number called, the time of call and the call's duration. 
Currently, consumers must opt-out of this information sharing. 

o Customers can opt-out to prevent telephone carriers from sharing 
general calling ^ta with joint venture partners and contractors. 
This data would include non-specific information such as whether 
the customer calls internationally or spends more than $50 a 
month on phone services. 

o Telephone carriers may continue to share telephone records with 
affiliates with opt-out approval. 

• Allow an exemption for law enforcement investigations. 

o Require consumers to agree before wireless carriers can release the 
customer's wireless phone number, including to any directory of 
cell phone numbers, which carriers have proposed to create. 

NCISS Lobbyist Larry Sabbath monitored the maric-up. Following the vote on 
the bill, the Committee agreed to retain a consultant to help investigate data 
brokers. Although not named, we assume it will be Robert Douglas. 

A companion bill may be considered next week in the Senate Commerce 
Committee where is bill is being drafted by Senator George Allen (R-VA) but 
has yet to be introduced. 

This week Larry Sabbath also met with staff members from both the House and 
Senate Judiciary committees to discuss their versions of legislation to impose 
criminal penalties for the sale of phone records (HR 4709/S21 78 ). This was a 
follow-up to a meeting Larry Sabbath and I had with House staff last week. In 
addition to committee staff, representatives fix)m Senators Chuck Schumer (D- 
NY) and Richard Durbin (D-IL) and Rep. John Conyers (D-OH) also met with 
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Sabbath, who was accompanied by a representative of the International Anti- 
Counterfeiting Committee. NCISS has been concerned that these bills, as 
reported by both Judiciary Committees, could restrict the ability to use any 
pretense to obtain a phone number or address from someone under investigation. 
House staff said that was not their intent, and would make some changes in bill 
language and perh^s in the committee report. The bills could be considered on 
the House and Senate floor next week. 

At the same time, data breach bills are expected to be considerwi in both the 
House Energy and Commerce Committee (HR 4127) and House Financial 
Services Committee (HR 3997) next week. As currently drafted, these bills do 
not include provisions relating to Social Security numbers, but amendments are 
possible* During yesterday's Energy and Commerce Committee markup Rep Jay 
Inslee said he ivas hopeful to limit the ability to pretext "customers"' of phone 
companies at that time as part of the data breach bill It is not clear why he did 
not attempt to do that on the phone records bill yesterday. 

David C. Williams 
DCW & Associates 
7400 Center Avenue, Suite 209 
Huntington Beach. CA 92647 

(714)892-0442 Fax (714)892-3543 

CA PI License # Pt 12300 Website: www.dcwpi.com Email: cwpi .com 
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From: 


S«nt: Monday. Februai^ 13. 2006 8:46 AM 


To: 

Cc: 





Subject: Fw: [spresonfine] Copy of ^etter sent to Telephone Brokers- Buyers Beware- lfr„. 



Frorax idepante@aol.com 

To: spiesontin a^yanoogroups .com 

Sent: Tuesday, February 07 , 2006 3:43 PM 

Subject: Re: fspiesonline] Copy of letter sent to Telephone Brokers- Buyers Beware- in». 

david, why do you keep putting that letter out there, isnt it bad enuf that 
we are having problems as it is* tins leh^ is not going out to all info 
brokers, just the ones that had web sites we^ selling to the public, 'all of . 
the pi industry is going to suffer because of this cell problem^ lets hope 
* some of US will still be able to get this t^e of information or the country 
will surely suffer without licensed pi.s out there to help find missing kids 
etc, i^ly upset and i.m going to try to do something about it, i*iii goings 
iio talk to bmee tomairow and see if wchave any support to help the cause, 
thanks for listening, joe 


[Non-text portions of this message have been removed] 


♦NBW* Spies Online Gift Shop! If 
http://wwwxafesJiops.coni/5piesonlinc 

Spies Online Site Links: 

http://www.spiesoiilinc.net - Home Page 
http://www.^iesonline^t/directOTy/index.htm - Get firee listing! 
htip ://www .spiesonlme.net/spy'equijmentrshtml - Spy Equipmrait 
Htt^//www.spicsonline.nct^i-^kstore.jitml PI Bookstore 
http ://www.spiesonlinc.iiet/mall . shtml - Shaping Mall 

Site Logo Design by Toxey McDavid 
iogos@nicdavidmcckxom 

Copyright 2006 by Spies Online. Thanks for subscribing to Spies Online! 


2/13/2006 


699 


From: Bob Hrodev 

To: ^pie sonl ine @ va h ooqro u ps com 

Sent: Wednesday. February 08, 2006 6:49 AM ^ ^ 

Subject: Re: [spiesonline] Copy of tetter sent to Telephone Brokers- Buyers Beware* m 
jdepantelSlaolcom wrote: 

> david, why do you keep putting that letter out there, isnt it bad 
>enufthat 

> we are having problems as it is, this letter is not going out to all 

> info 

> brokers just the ones that had web sites and were selling to the 

> public, all of 

> die pi industry is going to suffer because of this cell jiiQihleni, lets 

> hope 

> some of us will still be able to get this type of information or the 

> country 

> will surely suffer without licensed pi.s out there to help find 

> missing kids 

> etc, i,m really upset and i,m going to try to do something about it, 

>i.m going 

> to talk to brace tomairow and see if we have any support to help the 

> cause, 

> thanks for listening, joe 


I think he passed it along as a remind to ALL of us that the Feds are 
serious about this matter. He put it out thwe so that even the dumbest 
of lije dumb would realize that if they are stupid enough to purchase 
this information or attempt to purchase it there is a good chance that 
their names will wind up in the hands of the Feds when they get this 
ball rolling. 

While it may seem obvious to you that this is a problem (and maybe Fm 
giving too much credit here), it just as obviously isn't to the idiots 
whom rm seen posting for this sort of information SINCE the doo-doo 
went into the fan. They are still out there,,, creating a market for 
this information and waving red flags to the Congress, el al. 

To argue that this isn't illegal at this time is a chancey thing. It 
all depends on how the information is obtained. IC as is alleged in 
several cases now in the headlines, an ”insider’' is providing the 
information for a fee, many states (Illinois included) have laws against 
"Commercial Bribery” which are violated every time some employee lakes 
money or other things of value to do something against company policy or 
otherwise contrary to the interest of his employer. Do you think that 
Sally the clerk taking $30 for a set of toll records from Bubba the 
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Broker MIGHT qualify? 

We all know (or should know) this is wrong but obviously, some still 
need some reminding - just like we ALL know that we’re supposed to use 
a signature line but some of us don’t bother because we’re "special." 

They, like those who ramble on without identifying themselves, need 
assistance to see the error of their ways. That's all David's trying to do. 

I'm sure you had a point buried somewhere in your posting but I'm not 
sure just what it was. Oh, yeah, and who the heck is "Bruce" and why 
should we care that you're going to talk to him? 


Enjoy, 


Bob 


Hixjdey & Associates Established 1977 

Post Office Box 366 Member of NALI, ASIS, FBINAA, NAPPS 

Woodstock, E- 60098-0366 NCISS, Assoc Del of IL & P.A.W.L.I. 

Licensed in IL & WI (815) 337^636 Voice 337-4638 Fax 


email: inQuirv@hrodev.coin i 
niinois License 115-000783 


^@hrodev.com 


Wisconsin 8045-063 


tteoAct 
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From Dire InvestipgtforfS 

To! @vahooorouDscom 

Sent; Wednesday^ Fabruary 08, 2006 12:43 PM 

Subject: Re: [process*seFverl Copy of letter sent to Telephone Brokers from Congress- Buyers 
Beware- information 

David, 

I sorry I guess 1 don't quite understand or I miss out on part of the 
Story. What exactly is the letter posted. This is some kind of letter from 
congress to information brokers? The information that brokers seller, 
like IRB, Merlin and so are all public records anyway. They have already 
locked us out of the SSN. If they want to get tcchnica! any time you apply 
for credit and they charge your to mn a credit report information is being 
sold by the credit bureaus, 

1 think before long the PI business will get h^der and harder and 
before you know we will all be out of business. PPs conduct more work and 
provide better services to the public than are law enforcement agencies. We 
take our jobs more seriously than most cops do, I have two funner officers 
who work with me and they even told me that they gain way more satisfaction 
from this than they ever have in law enforcement. We have more officers 
looking to make names than gain the respect of the citizens, like they were 
respected in the past. 

Idaho Detective Agency 
POBox 3481 
PostFallsddaho 83877 
(208)457-9574 Office 
(208)777*1876 Fax 
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From: ttiePlarouptg ) vahooQrouDS.com 
To: thePloroupf^ vahooQroups.com 
Sent: Monday. February 13, 2006 3:28 PM 
Subject: [thePIgroupJ Digest Number 5251 

There are 21 messages in this issue. 

Topics in this digest: 

1 . RE: RE: Unlicensed Activity & Case Law 

From: <^|iH||M^yahooxom> 

2. More on Cell Phone 


A/4w1Er * 

ABt>Acr£p 


From: 


« r\. 


*hcnc Question 




JVC. muic uii v.v»i 1 

From: 

4. Need San Diego Investigator > Assigned 

From: <^^M@Dacbell.net > 

5. Re: Locating a GPS Tra cker that has been stolen. 

From: BlM I I!' 

6. FEIN 

From: <g|in^chan£Ll2ct> 

7. Re: Telcos Fight Back Against Pretexting 

From: UMiHi^aoLcom 

8. Re: More on Cell Phone Question 

From: < 3^@comcast.net > 

9. Re: More on Cell Phone Question 

From: i ii»@aol.com 

10. Michigan Reciprocjty^ 

From: ’ 

1 1 . GOLDEN, MO - NEED SOP 
From: ^ll^K^aolxom 

12. RE: FEIN 

From: <^B^^charter.net > 

13. Re: Unlicensed Activity - Not ' Truit o f the Poisonous Tree" 

From: — ^ ^^M^@acsol.net > 

14. Strunk, KY/ Fort Pierce, FL— Assi gn ments available 

From: ^^■■^■■■■^■^<jfli!M|BBK^mindspring:Com> 

15. Need a PI in Korea 
From: fclMpmiTT' ml ( niii 

16. Looking for a PI in Mirmesota 
From: 


» <uiaL^LJ U5k@vahoo.com > 


fc@vahoo.com > 


1 7, Coun File Search Bri ghton, Colorad o 
From: 

IS. Need s killed pcopk. Can you help with names? 
From: 

19. OALI Spring Seminar 
From: 
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20 . 

21. 


BSIS Closed for the ’Holiday? iJaMEJ * EMAILS 
From: RE&AC-t£o 

Correction on PI in Minnesot a I need one IN Missouri 
From: '^■H■■^^^^H^■^P^'^■■■ikM^^vahoo.com> 


iVlcssH^e: 7 

Date: Mon, 13 Feb 2006 06:53:49 EST 
From: D ibakkom@IJfcM^ 

Subject: Re: Telws Fight Back Against Pretexting 

1 must be missing something on this, which wouldn't be the first time. We 
use phone records all the time. They are obtained by subpoena. Here is the 
assumption where I may be confused. If you have a Court case, you should be able 
to subpoena the phone records you need, right? 

Without a Court case, under what circumstances would you need phone records? 

I am not talking about a CNA to locate someone, but cell phone records or 
toll calls. 

Denis Bakkom 
Denis Bakkom Investigation 
POBox 17446 
Chattanooga, TN 37415 
Lie, #s 645 & 3789 
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From: spies online 
T o : spieson I ine@ vahoo a roitps . com 
Sent: Sunday. May 15, 2005 2:36 PM 

Subject: [spiesonline] Re: cell phones and toll calls - need input for an article 
Steve and everyone: 


It may not be illegal to obtain this kind of information, 
depending on HOW you obtain it. If you dig through 
someone^s garbage, that is quite different than 
spoofing someone’s phone number and impersonating him 
and using info, that you can dig up about them as a PI 
to gei ihe phone company to go over the records with you, 
for example. If you break into a computer to get these 
records, I can assure you it*s illegal. If you bribe 
someone to give you these records. Pm sure that would be 
illegal, too. 

If you know enough about someone, caller id spoofing companies 
make it quite easy to impersonate someone. If you know 
their address, social security number, mother’s maiden name 
and the other usual identifiers clerks ask you for before you 
talk to them, you can see that it is easy as pie for any 
common ciimina] to get someone’s phone records. That docs not 
make it legal to impersonate someone. 

If certain phone records arc available in public records, 
it would likely be legal to obtain those, ilowever, I would 
find it highly unlikely that someone’s records would be 
available on a month to month basis in public records. 

But caller id spoofing companies make it so easy for anyone 
to impersonate someone. It's very sad. I don’t recommend 
anyone do this; you can go to jail for identity theft. 

If you want to keep your phone calls private, I suggest using 
a calling card that you can get at Sam’s Club from AT&T. Never 
recharge it using a credit card, however. Just get a new one 
when it expires. 

We have lots of high-profile attorneys on this list. Maybe a 
few of them will comment. 


Best. 
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Joanne Waldron 

Authorized Partner, Ontrack Data Recovery 
Spies Online 

http://www.spiesonline.net 
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From: Barry A Kintner 

To: spfesoni ine@vahooQrouDs.com 

Sent: Thursday, February 09. 2006 4:26 PM 

Subject: [spiesonline] Re: soon pretexting for .. 

Good day • 

~ I've been working on this kind of thing with legislators for a long time. And when I 

began as a process server over 30 years ago I knew 

right away the value of 'pretexting' for those who would lie to you. But ... 

— You have to remember that, when speaking with legislators, business groups, 
bureaucrats, regulators of any kind - there is no such word as 

■pretexting' they simply refer to it as 'lying'. Your need or perspective means nothing. 

— I have always held that, and worked toward, a position of... we should be given 
'official' access to many records (using forms if necessary 

much like we mi^t need to fill out for access under the DPP A). But - the continued use 
of pretexting (and arguing for its' continued use) 

kills the idea of letting us obtain records directly. Official access might even have a 
preventative effect as people would know in advance 
they can be caught. 

— This continued use of pretexting feeds the complaints, gives them ammunition, makes 
it clear, whatever end you see - will come true. Now we 

will all suffer for years to come precisely because some hold on to and repeatedly 
demand that 'they* understand, accept, and allow lying 

as a viable technique to use to complete our work. Good luck • we see where that is 
going. 

- 1 was first asked to assist in creating interrogatories and questions to be asked at trial 
about 20 years ago now (remember, both sides have 

investigators) - and one question that is on my list every single time is - "Has all 
information in this case been gathered legally?" - If you 

are sitting in a cross-examination situation and you are faced with this question - Can you 
answer this question and still have any 

professional credibility after you answer? Remember, there are things that an attorney 
should know before you answer • and if you do answer 

they will likely know if you are lying. If you lie ... obvious. If you hesitate ... may give an 
opening to access to all that you've done. If 

you say yes, and the other side questions it - to what end for you? Busted? Loss of case? 
Sued for fees at least? No £&0 coverage? Maybe loss 
of license? Etc. 

— You simply cannot shout down the numbers of people who stand in opposition to lying 
to gel work done- We are far far better off creating a 

legitimate path to the records needed to: collect the past due child support, to prevent a 
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fraud, to locate a witness - etCn When speaking 

with iegislaiOT^, choosing your language very carefully may give us a way to work when 
all is said and done. 

— OfUimes, when 1 have had an opportunity to speak at some committee meeting or 
session - 1 will ask them a few questions: Who will conduct 

the background investigations for all those we entrust our children to? 

- Who will watch the teachers, the nurses, the coaches, the hus drivers? The State is now 
helping those who would harm them from being 

revealed. 


- V,TiC v;i11 find those absent parents? Who will find the debtor who has had a day in 
court and was found re^onsible for a debt? The State is 

now complicit in the actual commission of some tnimes. Accessory after the fact when 
we are prevented from locating those we have a legitimate 

need to locate. The money lost here is transferred directly to the taxpayers in the form of 
closed businesses, laid-off employees, and more. 

- Who will locate witnesses for trial? Is the State prepared to set free those who might 
otherwise be properly con&ied? Is the State prepared 

to imprison those who might be set free but for the inability to locate a witness in some 
timely fashion? The cost for either end is borne by 

the taxpayer ^ directly as a result of the practices, policies, and laws of the State. 

-- Investigators will be cutout off from all record access if this keeps up. Some of the 
reason is that there are way too few facing 

legislators with facts, reasonable arguments, and solutions. As this movement progresses 
everyone will be at greater risk and as is typical for 
any "bad' law, it will take years to reverse. 

Barry A. Kintnei, AlA - ^^Bli^^fecom 
AZ Supreme Court Approved Continuing Education Provider 
Arizona PI Lie. #950801 1 - California PI Lie. #21306 
Arizona Original Process Service Certification * April 1975 
Charter Member - Public Record Retrievers Networic 

Arizona Investigators Association 
WWW . arizonain vest! eatorsassoci at ion .com 

A2Z Computer Works - www.a2zcomputerworks.cQin 
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Pram: trae&r@\fahoOQroups.coiT> 

To: tr3cer@va hpoorou PS com 
Setit: Tuesday. Juiy 12> 2006 3:26 AM 
Sublwt: ftracer] Digest Number 2441 

There are 23 messages in this issue. 

Topics in this digest: 


L Rc: EPIC FIGHTING PHONE RECORDS SALES 
From: Patrick Baird <pdi servic es@ vahoo . com > 

2. RE: invest] galore Talking to the press,.. 

From: 

3^ EPIC FjoHTD'JG phone RECORDS SALES 
From: Jimmie Mesis <iim@pi.org > 

4. Rc: Service in Celebration Rorida 

From: < fP (Sk:onicast.nel > 

5. Rc: New Assignments (USA) Details below 

From: <yM| p/S^3fthliiik.net > 

6. EPIC FI GHTING PHONE RE CORDS SALES 

From: <^MB(^aoLgQim> 

7. Payment Received - Difficult Situation Resolved 
From: dmklbervtSiaol. com 

8. RE: E PIC FIGHTING P HONE RECORDS SALES 

9. Minneapolis Service 

From: -intemet.com > 

10. RE: Payment Received - Difficult Situation Resolved 
Fi^om: ^r'"T — < ai^S@m sn .coni > 

1 1 . The F TC Filing 

From: <^^HK^aoLcom> 

12. Other Breaking News Stories 
From: 

13. RE: Inewpi] EPIC FIGHTING PHONE RECORDS SALES 

From: < li^^@LawAndOrder.com > 

14. Oth«- Breaking News Stories 
From: 

15. Rc: New Assignments (USA) Details below 

From: <^p^ p@earthlink net > 

16. NCISS And RqKirte rs 

From: '^BMfliB <9B^fl^Hl@i2L£S£li^ 

17. Speaking of NCISS 

From: -^ ^M>@aol ,coin > 

18. Security porition, Dali ns, 1 \ 

From: 

19. RE: Speaking of NCISS 
From: 


fjfmBi * £n»tLS 
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20, ATTN TN Private Investigators Need your help 
From: ^ m 


2hNClSS Again 
From; 


l@aol,CQm > 


22. Re: Digest Number 2424 
From: <W@aQl.c&Tn 

23. Phone Mag Aniclc 

From: <^^Bi^aok^> 


I 


Message; 3 

Date: Mon. 11 Jul2005 10:12:27 -0400 
From: Jimmie Meais <iim@pi.otR > 

Subject; EPIC FIGHTING PHONE RECORDS SALES 

GreetingSj 

There is no doubt that that one complaint to the FTC does not constitute "a 
problem" . However, when that complaint comes &om EPIC, we have a problem. T1 
organization continues to exist by its consistent efforts to blast alleged 
violations of consumer privacy. My immediate concern is not the FTC. rathw EPIC 
for their aggressive negative media publicity campaigns against Pi's and their 
strong lobbying efforts in Washington. DC. 

i recommend that you read my interview with the FTC and the specific cotiimeuis 
about telephone records at httD://www. pimagazine.com/ftc anicle.jto The FTC 
wasn't too concerned about telephone information, but if Pi's are going to 
blatantly advertise tolls directly to the public as a commodity, the FTC will 
get involved and we ^ gpiug to lose that commodity and our ability to solve 
many cases because of it. 

PPs need to STOP promoting the selling toll records directly to the public as a 
commodity. Rather, use it as an investigative tool used in the course of your 
investigation to lead you to a missing person or to the lead you need to solve 
the case. I also suggest that PFs promote such services as "telephone research" 
as compared to coming right out and mentioning tolls, non-pubs, etc. 

Roe and I decided last January to voluntarily remove our magazines from the 
books shelves at Barnes & Noble and many other book stores. We did this at a 
financial loss to make it a bit more difficult for the public to readily leam 
and see the suppliers of information that shouldn't be directly accessible to 
the public. We as professional investigaiors need to know who these sources are, 
yet we all ne^ to do something to stop this avalanche of perceived identity 
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theft hysteria that the media has latched onto. 

Remember, one day....soon, you will no longer be able to get non-pubs, addresses 
for telephone numbers, and tolls, all because some new law is going to be 
passed. Why? Because Pi’s shouldn't be promoting these investigative tools as a 
commodity. Then, just like with GLB, a new law will eventually prevent us from 
using an amazing investigative resource that will be lost, and it wont be 
anyone’s fault other than our own. 


Please do you part, 

Jimmie Mesis 
Editor-in-Chief 

PI Magazine, Inc. 

4400 Route 9 South, Suite 1000 

P.O. Box 7198 

Freehold, NJ 07728 

Tel: 732-308-3800 (800)836-3088 

Fax: 732-308-3314 

www.PImagazine.com 

See you at the World Investigators Conference, www.2005WlC.com 
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From: tracer® vahoogroups .com 
Tq! tracer@vahoooroups.com 
Sont: Saturday, July 09, 2005 3:37 AM 
Subject: (tracer] Digest Number 2438 


There are 5 messages in this issue. 

Topics in this digest: 

1. Re: re: Cell Phone Loc ator 

From : < ^M^^^^@earth]ink.net > 

2. you’d been warned, now here's the next problem for Pk’ reps 
From: ii^M BBM@ao].com 


* ^AiAiuS 


3. Re: CA Flait Info. uwcJcu 
From: 

4. Thank You and Change in Business 
From: JHi^Hli^aolxgiQ 

5. CA Plate Info, needed 
From: 


nindspring.com > 


kcom > 


Message: 2 

Date: Fri, 8 Jul 200 5 20:51:01 EDT 
I mm i ii||| ZtebAcrBp 

Subject: you'd been Wamcu, now here's the next prcblcm for Pk' reps 

Dear Colleagues: 

Once again, we arc our own worst enemies, and a tiny number of people have 
managed to make life difficult for the investigative / law enforcement community. 

Please read the Wash Post article, C&P below. 

Think this isn't a big deal? Look at the reporter's tie-ins: ” ..the 
availability of Social Security numbers makes it easier to convince a customer 
service agent that the caller is the account holder..." and "...some privacy 
advocates argue that the federal pretexting law needs to be broadened...". You've 
gotta know that the real agenda of papers like the Post is to cut off all d.b. 
access for Pk. And you’ve also gotta realize that every Congressman and Senator 
eats his breakfast muffin with tlie Post in front of him/ner. I’m sure that in 
the next few weeks the NCISS’s lobbyists on the Hill, who are struggling to 
keep SSNs from disappearing, are going to have a lot of fun explaining this 
article. 
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The biggest problem with the below article is that it's 90% accurate. The 
only semi-dishonesty came during the editing process, apparently, when some 
quotes and info that might have mitigated the damage to our industry, and made Pis 
look a little bit better, were cut. 

Toll bills and cell phone bills are clearly illegally obtained info, but 
they’re asked for and offered for sale on every yahoogroup. Worse, there are a few 
investigators who sell them to any schmuck with a credit card or a money 
order, and we should all know better than to give "raw data" to a client. 

Now investigators once again look like data pirates who cant be trusted with 
database access, even though this article doesnt apply to the activities of 
the vast majority of us. But, we tolerate the few dummies and cowboys who make 
us look bad and so, IMO, we probably deserve this son of article appearing. 

Nearly everyone on this list is an experienced and sober professional, with 
significant investigative and business experience. Why can't we act like the 
professionals that we are? At the very least, if you're going to offer this sort 
of thing for sale, contact the buyer off-line, and never never never sell to 
the general public. 

Did anyone really think that a Post reporter couldnt get access to a 

yahoogroup, or get someone ("Deep Weasel"?) to forward copies of newsgroup posts to 

him? (I happen to know for a fact that this article was inspired by posts on 

two yahoogroups offering cell phone bills for sale.) 


If you see someone posting on tliis list "...gee, can anyone get me a Veiizou 
bill..." and a response "...sure, 3 months for $150...", send them an email 
and remind them that they're discussing criminal conduct in a public forum, and 
hurting us all. (On investigations@pcoplefinder.net , anyone offering this sort 
of product gets booted from the list immediately, no appeal allowed.) 

(A note to the moron on "tracers" who sent me threatening and vulgar emails 
after my last post on this topic. From now on. I'm reposting all of your emails 
to every group, along with your name and background. Groupmembers deserve to 
know who, and what, you arc...so I look forward to your next profanity laced 
threat, though not as much as I look forward to meeting you in person some day.) 

My prediction re what's next is stings by telcos, and arrests of Pis in a 
large and public way. And wont THAT be great for our collective reputation? 

You have my permission to repost and forward this email anywhere you’d like - 
- - except the Washingion Post. 
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{FROM: 

http J/www. washi ngtonpost.com/wp- 
dvn/content/artit:]e/20Q5/07/07/AR2()0507070l &62 pf html l 

Online Data Gets Personal: Cell Phone Records for Sale 

By Jonathan Krim 
Washington Post Staff Writer 
Friday, July S* 2005; DOl 

They're not just after your card or Social Security numbers. 

Fueled by the ease of online commerce, snoops are on the trail of other 
personal information, too. One of the hottest markets: records of phone calls, 
especially from cell phones. 

A too] long used by law enforcement and private investigators to help locate 
ciiminais or debt-skippers, phone records are a part of the sea of personal 
data routinely bought and sold online in an Internet-driven, 

Fcan*find-out-aiiything-about-you world. Legal experts say many of the methods for 
acquiring such 

information are illegal, but they receive scant attention from authorities. 

Think your mate is cheating? For SI 10, Locatecellxom will provide you with 
the outgoing calls from his or her cell phone for the last billing cycle, up to 
lOO calls. AH you need to supply is the name, address and the number for the 
phone you want to trace. Order online, and get results within hours. 

Carlos F. Anderson, a licensed private investigator in Florida, offers a 
similar service for SI 65, for all major telephone earners. 

"This report provides all the calls with dates, times, and duration on the 
billing statement," according to Anderson's Web site, which adds, "Incoming 
Gafts and Call Location are provided if available." 

Learning who someone talked to on the phone cannot enable the kind of 
financial fraud made easier when a Social Security or credit card number is 
purloined. Instead, privacy advocates say, the intrusion is more peraonal. 

"This is a person's associations," said Daniel J. Solove, a George Washington 
University Law School professor who specializes in privacy issues. "Who their 
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physicians are, arc they seeing a psychiatrist, companies they do business 
with . , it's a real weal^ of data to find out the people that a person 
interacts with/' 

Such records could be used by criminals, such as stalkers or abusive spouses 
trying to find victims. 

Unlike Social Security numbers, which are on many public documents that have 
been scooped up for years by data brokers, the only repository of telephone 
call record is the phone companies. 

Wireless carriers say they are aware that unauthorized people seek to gel 
their customer^' call records and sell them, hut the companies say they take 
steps to prevent it. 

"There are probably 100 sucb sites" known to security officials at Verizon 
Wireless that offer to sell phone records, said Jefficy Nelson, a company 
spokesman, who said Verizon is always trying to respond to abusive practices. He 
said that the company views all such activity as illegal and that "we have 
historically, and will continue to, change policies to reflect the changing nature 
of criminal activity," thou^ he declined to be specific* 

Mark Siegel, a spokesman for Cingular Wireless, said his company constantly 
is on guard against people trying to get at customer information. But he called 
the acquisition of call records "an infinitesimally smalt problem" at his 
firm* 

Some eicperts in tlie field aTen*t so sme, 

"Information security by carriers to protect customer records is practically 
nonexistent and is routinely defeated," said Robert Douglas, a former private 
investigator and now a privacy consultant who has tracked the issue for 
several years. 

Experts say data brokers and private investigators who offer cell phone 
records for sale probably get them using one of three techniques. 

They might have someone on the inside at the carrier who sells the data* 
Spokesmen for the telephone companies said strict rules prohibiting such activity 
make tins unlikely* But Joel Winston, associate director of the Federal Trade 
Commission's Financial Practices Division, said other types of data-thefl 
investigations have shown that "finding someone on the inside to bribe is not that 
difficult" 

Another method is "pretexting," in which the data broker or investigator 
pretends to be the cell phone account holder and persuades the carrier's employees 
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10 release the mformation. The availability of Social Security numbers makes 
it easier to convince a customer service a^ent that the caller is the account 
holder. 

Final) y> someone seeking call data can try to get access to consumer accounts 
online. 

Telephone companies, like other service ^rms, are encouraging their 
customers to manage their accounts over the Internet. Typically, the online capability 
is set up in advance* waiting to be activated by the customer. But many 
customers never do* 

If the perron seeking the rerords can figure out how to activate online 
account management in the name of a real customer before that custtnner does, the 
call records are there for the taking* 

Federal law expressly prohibits pretexting for financial data - which at one 

time was a primary means of stealing cre^t card and other account 

information -- but does not cover telephone records, which are covered by a patchwork of 

state and federal laws governing access to persona] information. 

Some privacy advocates argue that the federal pretexting law needs to be 
broadened. 

Ac the very least* "th«-e need to be audit trails to detect employee access 
to this personal information and a data retention schedule that mandates 
deletion of records" after a certain period of time* said Chris Jay Hoofeagle, West 
Coast director of the Hiectronic Pri vacy Infonnaitoir Center. 

The center filed a complaint with the Federal Trade Commission yesterday 
against one data broker* Intelligent e-Commerce Inc. of Encinitas* Calif,* saying 
it misrepresented its ri^t to obtain the infonnation* The firm, which 
operates the Web site hnn.V/www. bestneoplesearch.com * advertises a variety of 
personal data for sale* including cell phone records* 

The contpany* which says on its Web site that it uses a license private 
investigator to get the tnfonnation, said through its lawyer that it seeks to 
comply with all local* state and federal laws. Attorney Larry Slade said he does 
not know how the company acquires the phone records. 

Phone companies view all these tactics as illegal* even if they are used to 
help track down criminal activity. Instead* carriers say* they require court 
orders before releasing customer records. 

If someone uses pretexting to gain access to records* "these people are 
acting criminally* posing as someone they are not*" Nelson said. He added that 
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Verizon is preparing legal action against one data provider. 

The FTC views pretexting as a deceptive practice even without a specific ban 
on its use for telephone records, Winston said. 

But he said the agency has never taken such a case to court and does not know 
how widespread the problem is. He said the FTC must focus its resources on 
the practices of data thieves that can cause the most damage to large numbers of 
consumers, such as financial fraud. 

Many of the vendors of call records are unregulated data brokers, such as 
Data Find Solutions Inc. of Knoxville, Tcnn., which operates LocatecelLcom._ 
Company officials did not retum calls seeking comment. 

At the Florida office of private investigator Anderson, a man who answered 
the phone and identified himself only as Mike said, "I dont really think weYe 
going to reveal our sources " of phone records. "There's a lot of ways of doing 
it." 

At Reliatiace Locate Services of Wisconsin, a man who declined to give his 
name said only that his firm buys the data from another firm. 

There is active debate within the private investigator community about the 
propriety of getting phone rKJords. In at least one online discussion group for 
the industry, some members defended the practice as legitimate while others 
said it was illegal, according to fianscripts provided to The Washington Post. 

"I do not know of any legal way to obtain a person's telephonic history," 

Robert Townsend, head of the National Association of Legal Investigators, said in 
an interview. Townsend added that he thinks only a small minority of licensed 
investigators engage in the practice of acquiring and selling the data. 


Steven. 

(Steven Rambam, Director,) 

direct email: rambam@palloriiim,com , pallorium@aol.com 


Pallorium, Inc. 

P.O, Box 155 - Midwood Station 
Brooklyn, New York 1 1230 USA 


Telephone; (001) 212-969-0286 
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Electronic Mail: palloriuin@aol.coTn 

(OR) palloriuin@pallorium.com 


WEB: http://www.pallorium.com 

* Licensed Investigators * Database Services * 

U.S.A. Affiliates in New York, Texas, Louisiana and California * 

* nN • WAD ♦ WIN ♦ NAIS * ION * AIIP * NCISS * BOMP * COIN * 
♦ ACFE * lOA • INTELNET * ALDONYS * CALI * 


* USA * CANADA ISRAEL * HONG KONG • 


Join the "INVESTIGATIONS'* group at: www.peoplefindgr-net/newsgroup.html 
A private, secure and nonccwnpetitive group for investigative professionals. 
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PiEDAOteD 

Frofn+ ■ coin 

To: sp i eaoni i ne| ?S yahaouro UPS .com 

Sent: Wednesday. March 29, 2006 4:35 PM 

Subject: [spiesonline] Help Fight For PI Livelihood 


3-29^06 

Members^ 


"Of concern ts a provision to limit 'pretexting../', WOW, thank goodness 
for the National Council of Investigation and Security Services. Privae 
Investigators again face serious challenges ifom Congress. Hopefully you have been 
reading these messages. Congress is going after our access to Social 
Security Numbers and now wanting to make "pretexting” illegal? The FIGHT IS ONi! 


Please send your donations of $25,00 or more to the NCISS Legislation Fund 
and join the fight: 

NCISS 

7501 Sparrows Point Blvd. 

Baltimore, MD 21219 

NCISS will be in Washington, DC fighting for your livelihood whether you are 
a member or not, but all private investigators and secunty service operators 
are encouraged to join. Go to http :/ /www-nciss.org/ 

Please read the message below from the NCISS Legislation Committee regarding 
HR 4127. This is only one of several current privacy bills we face that NCISS 
is monitoring. 3y joinirjg NCISS you will have access to regular updates. 

Thank you. 

Bob Heales 

R.A. Heales & Associates, Ltd. 

800-225-7043 

Denver, Minneapolis & Crosslake, MN 
http :y/www.in vesti eatethe world .com/ 

Permission is granted to re-post to other lists 

The House Energy and Commerce Committee today reported its bill, HR 4127, the 
“Data Accountability and Trust Act”. During debate on the measure, 

Congressman Ed Markey (D-MA) offered an amendment to prohibit most sales of Social 
Security numbers. The amendment, however, was withdrawn after Chainnan Joe 
Barton (R-TX) said it was non-g^mane to the bill. Chairman Barton, however, 
agreed to work with Rep. Markey to develop a separate Social Security bill that 
would be in order. 

Of concern is a provision to limit “pretexting”. We*ll need to review the s 
pecific language to determine its impact 
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House leadership will now have to work with the Energy and Commerce Committee 
and the House Financial Services Committee, which passed its data protection 
bill recently, to reconcile the bills before they go to the House floor for a 
vote. It is most likely that the House Rules Comminee will assist in this 
process. They may also consider the concerns of other committees with 
interests in data protection, including the Ways and Means and ju<hciary Committees. 
A similar process is underway in the Senate, where two separate bills have 
passed committees and a third will act in the near future (Banking). 

Tomorrow, NCISS Legislative Director Bruce Hulme will testify on the Social 
Security number issue before the Subcommittee on Social Security of the House 
Ways and Means Committee. 

Listed below is a committee summary of the bill as amended : 

Manager’s Amendment (adopted): 

Narrow the definition of data brokers to include only those entities that 
sell noncustomer data to nonafBliated third parties, ensuring mailing lists and 
others aren’t inadvertently affected by the law. The FTC would also be granted 
the authority to deem in compliance with H.R. 4127 those companies already 
meeting the Fair Credit Reporting Act, Gramm-Leach Bliley Act or the Health 
Insurance Portability and Accountability Act (HIPPA) requirements. 

Require data brokers to establish reasonable procedures to verify the 
^i^curacy of infoimation that they collect and maintain. 

Change the threshold for consumer notification from "significant risk of 
identity theft" to "reasonable risk of identity theft to the individual to whom 
the personal information relates, fraud or other unlawful conduct." 

Require data brokem to regularly monitor security systems for breaches. 

Prohibit data brokers from obtaining information on someone by impersonating 
that person - also known as ’■pretexting." 

Allow consumers annual access to records maintained on them by data brokers 
as well as the right to have inaccurate information corrected or labeled as 
disputed. 

Require the FTC to notify the Secretary of Health and Human Services if it 
determines that a data breach includes individually identifiable health 
information. 

Affotd the FTC the flexibility to recognize future methods or technology to 
safeguard data, not just toda/s existing encryption capabilities. Exempts from 
notification requirements data protected by encryption or other approved 
methods or technology. 

Allow the FTC one year to promulgate rules required by H.R. 4127. 

Require the PTC to study the maintenance of obsolete paper records containing 
personal information; the language also authorizes die agency to adopt rules 
to address any shortcomings in existing law. 

Provide for enforcement of H.R, 4127 by both the FTC and state attorneys 
general. 

Require a telecommunications carrier, cable c^erator or other information 
transmitter that becomes aware of a security breach to report it. 

Other provisions in the underlying bill:. 
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Require data brokers to have a security policy that explains the "collection, 
use, sale, other dissemination, and security'' of the data they hold. 

Require entiijcs to appoint and identify a person in the organization that is 
responsible for information security. 

Require any entity that experiences a breach of security to notify all those 
in the United States whose information was acquired by an unauthorized person 
as a result of the breach. Conspicuous notice on the breached entit/s Web 
site is also required. The FTC must also be notified. 

Provide for an FTC or independent audit of an information broker's security 
practices following a breach of security. Permit the FTC to conduct or require 
audits for a period of five years after the breach, or until the commission 
determines security practices are in compliance with the act and are adequate to 
prevent f;nthcr breaches. 

Sincerely, 

Cliff Lindquist CA PI22554 
Lindquist Jtavestigation Services 
Video Mystery Shopping, Surveillance 
Registered Process Server # 2205 
POBox 302128 
Escondido, CA 92030 
Office/Faxr 760-751-9557 
Cell: 760-215-6517 

Web Site: http ://www .Undouistin vesti gationservices com/ 

EmaiJ: iM^jlgaoLc^ 

Author: '^How to Operate a Home Based Business as a Mystery Shopper or as a 
Video Mystery Shopper" ISBN 097771 330X Amazon.com 
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From: fiBC Global 

To: sDifiSoriliog@ ooarou ps .cojtv 

Sent: Tuesday, December 06 < 2005 7:52 AM 

Subject: [spiesonUne] Local Landline Phone Tolls 

Dear Groupi, 

I forgot to mention that a few regular telephone companies do provide 
listings of local calls on their statements, but there is an extra charge 
and most customers choose not to pay for it. Additionally, most cable 
companies that provide telephone services include local outbound calls on 
their bills. 




Message: :> ^ R t & A tTEO 

Date: Sat, 3 Dec 2005 1 1 :23:40 -0800/^ 

From: "SBCGlobaF’ 

Subject: Local Landline Phone Tolls 

Dear Stephen and Group, 

Telephone companies do not maintain records of local calls on residential 
lines, except for Call Trapping & Call-Trace features previously set-up by 
the telco. However, diey do maintain records on "Toll Calls** and "long 
Distance Calls/' 

Toll calls are calls beyond the local calling area (12 miles in California) 
and each State is diuerent. 

Long Distance Calls are calls beyond the toll calling area, also diff^ent 
in every Slate* In California it can be over 100 miles. Some States dont 
have toll areas, just local & long distance* 

Toll Calls & Long Distance Call records are maintained by the telephone 
companies (per State Public Utility Commission & FCC Rules) for a period of 
7 years, 3 Years on computer and the remaining 4 years on microfiche. 

Most pretextCTS can usually only access the previous 3 months by calling the 
Residential or Business offices of the telephone company. If the pretexter 
has "inside" telephone numbers of the carrier (extremely rare) they may be 
able to access the records back 3 years. The same is true for business 
lines (exception - CD billing)* 

On business lines the date, time and duration of each call is recorded 
(metered calls) but not the number called, unless they are toll calls or 
long distance calls. The same PUC & FCC rules apply for maintaining the 
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records. 

Both residential line or business iine customer can request CD billing which 
MAY or MAY NOT display the local numbers called, depending on the bulk 
billing status of the account and/or the local telephone company central 
office that services the area. CD bills are mailed monthly to the 
customer's billing address (premise, post office box or rnanagcment company). 
These records cannot be viewed by the regular telephone company 
representative. Pretexting is useless in these circumstances. 

Then there are "Special Non-Published Numbers", not to be confused with 
regular "Non-Published Numbers" and "Unlisted Numbers'*. Yes, you are not 
reading this incorrectly; regular non-pub) ished numbers and unlisted numbers 
can be different, depending how the lines are set-up and the telephone 
company involved. 

More often than not, tolls from a unlisted business line (back tine) cannot 
be obtamed by the pretexter because they don't how to obtain them, 
especially if the number is not inciuded on the bill with the main listed 
business line. If your phone break tells you the records cannot be 
obtained, if s not because they were not there, if s because they didnl 
realize the number was an unlisted number rather than a regular published or 
non-published number as told to them by the Pl/clieni, 

Additionally, Special Non-Pubs CANNOT be viewed by the telephone company 
representative with just the address where the line is located, A pretexter 
must laiow the user password, authorized name on the account (may not be the 
customer's name) and the telephone number. Again, widiuui having tlie 
"inside" telco numbers these records are very secure and if you did have the 
correct inside numbers you would have to know the lingo of a company 
employee to gel anywhere. 

To make things more difficult, a good representative will log the "attempt" 
to access the account. The next time another phone break tries to get 
information on the same account, the telco representative, upon reading the 
previous "notes", is prewamed that someone other than the customer is 
attempting access the account again. Good luck. 

When our agency establishes telephone security for our "high End" clients we 
use CD Billing, Special Non-Pubs, Remote Call Forwarding, Access To Remote 
Call Forwarding, Caller ID, Call Trapping, Terminating Lines in High-Rise 
Office Buildings (unrelated & untraceable back to the client). Telephone 
Line Re-Dialers (old analog systems which cannot be traced), Telephone Radio 
Relay Links and other methods. 


Have a nice weekend & holiday season, 



George Turner 

America's Choice Investigations 
Manufactures Bank Building 
16255 Ventura Blvd., Suite 501 
Encino^ California 91436*2310 
Current PI License 19642 
Formally PI License 7582 

Over 30 years of researching California telco, utilities, 
employment and workeis' compensation records. 


From: "Private Eye Investigations, LLC’ 

< «^^iifc^@Pri vateE velnvesti eations . c_oin > 

Subject: Local landline phone lolls 

Is there a way to obtain landline tolls {local calls) for a period in the 
last 6 months on a residential phone, I know we can get the long distance, 
but 1 need the local calls. 

Stephen Rosenthal, Chief Investigator 
Private Eye Investigations, LLC 
4D40 E. McDowell Rd„ Suite 317 
Phoenix, AZ 85008 

http :/y www,pri vaiee vein vestigati ons.com 

AZ Lie# 1003937 

Business: 480-633-3396 
602-324-9749 
fax: 602-324*9232 



From: Steven Brown 

Trt- ^pia^miine@vanaDarouP5.cOTn 

Sent: Tuesday. Decemtwr 06, 2005 8:00 AM 
Subject: Re: [spiesonline] Local Landline Phone Tolls 

I'm no phone record expert and didn't want to comment orginially, but from my own 
experience I know that local calls are available from many phone companies. They will 
deny it often and it depends upon the switching equipment involved. The older switching 
equipment did not allow saving the local calling number but the newer ones did. But this 
was about 1 0 yearn ago and I suspect by now they all save the local calls made from a 
residence, 

1 don't know for how Inng that info is saved but we got it on one case and it was 90 days 
after the calls were made. Many times the phone compajiy will idl you tiiat such and 
such is not available, but if you talk to the tech people, they'll tell you that they have it. 
Often the "front office'' and legal people don't actually know what the tech guys can pull 
out of the system. 

And of course, as Bob said, in those areas where they use MuDs, of course, it's available 
there for sure. 

Steve 

Steven K. Brown 
Millennial Investigative Agency 
Saint Augustine, Florida 
904-819-9700 
^^^ sievenkbro wn.com 
www .stevenkbrown.com 

T^e Complete Idiot's Guide to Private Investigating 

— Original Message 

From: Bob Hrodey 

Tfi: Rpiesonline@vahooETOuOS.com 

Sent: Monday, December 05, 2005 8:27 PM 
Subject: Re: [spicsonline] Local Landline Phone Tolls 


on 12/3/2005 1:23 PM SBCGlobal said the following: 

> Dear Stephen and Group, 

> 

> Telephone companies do not maintain records of local calls on residential 

> lines, except for Call Trapping & Call-Trace features previously set-up by 

> the telco. However, they do maintain records on Toll Calls" and "long 

> Distance Calls." 

With all due respect, that simply is NOT true in ALL areas. Please 
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clarify the area you are referring to before making such statements. 
Message Unit Detail or MUD is available in many, many areas. 
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From: Thomas Nixon - Source Investigative Group 

To: su rveiilancfe@ vahoogro jps-com 

Sont: Thursday. August 1 1 . Z005 1 0:38 PM 

Subjact: RE: [surveillance] Re: How to "Trace a Cellular Phone" 

David: 

The sad thing is that there were several PI firms the were advertising the ability to do this. ..and 
when confronted they said... we use triangulation.. .hummmrn weii you may have been able to do 
that with the otd analog cell phones.. .but with the voting systems digital systems ... that is not 
going to happen. 

I just did a goggle search and found a few Pi agencies still advertising "Cell Pings".... Shame 
Shame...!!!. ..sad es they are taking advantage of people who are placing trust in a PI, and we 
continue to wonder why we get a bad rap. 


Thomas Nixori> CEO 

Source Investigative Group, Inc. 

A Licensed and Insured Califbmta Investigative Firm PI223fi2 

Financial Investigaitions / Off-shore Asset Recovery / Corporate Due Diligence / 

Locate 

Former Federal State and Local Law Enforcement Agents 

Office: itS-43§*0056 Faxt 080-436-0055 

International +1 310-540-3890 

Office: Redondo Beach / Los Angeles Califomia 

Email; informattongiSourcelnvestrgatipns-com 

Web: 

Member; CALI, ACFE, LA County Bar Assn. 


From: surveillancie@yahoogrioups.com [mailto:surveillance@yahoogroups.CDm] On 
Behalf Of David 

Sent: Thursday, August 11, 2005 07:28 
To: survetllBrvoe@yahoo 9 roups.com 

Subject; Re: [surveillar>ce] Re:HDw to Trace a Cellular Phone" 

Thomas. 

Thanks for the heads-up. I was rather taken by your comment "Pretext" to get where 
they are" and then for the investigator to charge you for it. \ wou ld say that it woutd be 
totally 'Unethicar on their part. 

David Carrasco 
CIS Inveetigatiorts 
PO Box 9001 B 
Pnpenix.AZB5066-0018 
602-3 05-979 4^ 

Email : 

AZ PI #9503016 
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Your Arizona surveillance connection,,. 

— Original Message — 

Pmm- Ttinmas Niiton - Source tnvesttaative Group 

To: survei 1 1 ance @ va h ooaroups .corn 

Sent: Wedrwsday, August 10. 2005 9:30 PM 

Sub}ect: RE: [surveillance] Re:How to Trace a Cellular Phone" 

Mike: 

Yes. .. some of the earners like Sprint and Nextet have this ability to perform actual 
traces based upon GPS, but only if you are a LEO, or Fed Agency and can get a US 
Magistrate to issue an administrative subpoena.,,. but you as a PI will not be able to do 
this. 

You also may be speaking of what has been referred to in the PI business as a CELL 
PING.... this is a BIG SC AM. some info brokers are daiming the ability to be able to 
locate a persons current location. Yes there are doing il...ya wanna know how.* well 
they first take your moriey up, ask your for that PayPal or credit card payment, and then 
they just call the cell phone number with a pre-iejct and ask where they 
are hummmmm all that for $250.00 bucks 

You can do that yoursetf and save a lot of money..**. 

Thomas Nixon, CEO 

Source Investigative Group, Inc 

A Licensed and Insured California Investigative Firm P122382 
Financial Investigations / Off-shore Asset Recovery / Corporate Due 
Diligence / Locates 

Former Federal State and Local Law Enforcement Agents 
Fax: saB-ASS-OOSS 
International +1 310-540-3B90 
Office: Redondo Beach / Los Angeles Caltfomia 
Email: infomuittong iSQurcelTivestiqations-com 
Web: www.SourceInvestiqations.com 
Member: CALI, ACFE, LA County Bar Assn. 


From: survcJllance@yahoograups.com [maltto:surveillance@yahoogroups.CDni] 

On Behaif Of Mike Badin 

Sent; Wednesday, August 10, ZOOS 16:42 

To; suTveilJance^^hoogmups.com 

Subject; [surveillance] ReiHow to Trace a Cellular Phone'* 

hey guys, 

1 have heard that it is possible to trace a cell phone to it's 

current location. Doss anyone know how to do this? Could you point me 

in the right direction? 

Thanks all 


Mike Badin 
Investigator - LSI 
Philadelphia, PA 
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From: trace r@vah ooarDUPS.com 
To: tracfir@vahQOQroups.com 
Sent: Tuesday* March 29* 2005 7:06 AM 
Subject: [tracer] Digest Number 2331 


— Yahoo! Groups Sponsor — — 

In low inconic neighborhoods^ 84% do not own computers. 

At Network for Good, help bridge the Digital Divide! 

AA/kGEolB/TM 


There are 14 messages in this issue. 




rvrT' — 

Topics in this digest: ^ ^ 


sbcglobal.net > 
i@aol.com > 

BRancho-Pl.com> 


1. Software for skip 
From: Minerva 

2. re: cell phone trace 
From: "dra)imc" 

3. FW: Merger of PI firaos 
From 

4. Re: re: cell phone trace 
From: |■i■^a2L£^ 

5. St Louis MO 
From 


i<ghfahQo.com > 

6. Re: re: cell phone trace / Incomming calls 
From: "Patrick Baird" <pdiservices@vahoo.com > 

7. Ohio Birth CeriiScate 


From: 

8. Businesses in Mexico 
From: 

9. Re: re: cell phone trace 
From; 

10. Re: St Louis MO 
From: ' 

1 1 . Re: Businesses in Mexico 
From: 

12. Re: St Louis MO 
From: 

13. Need Advice 
From: 

14. Re: St Louis MO 
From: CD Investigations 



).Rancho-Pl.com > 
l@Rancho-Pl.com > 
!comcast.net > 

Bkc.rr.com > 
)sbcglobal.net > 

ir5)vahoo.com > 
ihotmail.com > 
i@sbcglnhalnet > 
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From: TFRRY VAN WHITNEY 
To: spiesonlineiS) vahooQrouDS.com 
Sent: Wednesday, June 29, 2005 5:00 AM 
Subject: [spiesonline] LAND LINE NUMBERS 


GROUP 

> I need 1 cycle "outgoing calls” from a "business" land line please 

> respond with TAT and cost. 

> 

> Thanks, 

> 

> Terry 

> 

> TERRY VAN WHITNEY 

> LEGAL SERVICES INC. 

>P.O. BOX 7277 

> LAKELAND, FLORIDA 33807-7277 

> 863-398-0591 FAX 863-646-241 1 

> PROCESS SERVER #CA-322, lOTH JUDICIAL CIRCUIT 

> PRIVATE INVESTIGATOR #C2400207 - A2400331 

> ALL LINES INSURANCE ADJUSTER #A283786 

> MEMBER NAIS- FALI 

> www.vanwhitnevinvestigations.com 


♦NEW* Spies Online Gift Shop!!! 
httD://www.cafeshops.com/spieson!ine 

Spies Online Site Links: 

http://www.spiesonlinc.net - Home Page 
http://www.spiesonline.net/directorv/index.htm - Get free listing! 
http://www.spiesonline.net/spv-equipment.shtml - Spy Equipment 
http://www.spiesonline.net/pi-bookstore.shtml PI Bookstore 
http://www.spies cn line.n et /mall.shtml - Shopping Mall 

Site Logo Design by Toxey McDavid 
logos@mcdavidmeek.com 
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From: TERRY VAN WHITNEY 
To; surveiliance@vahooaroups.corn 
Sent: Sunday, April 10, 2005 7:46 PM 
Subject: [surveillance] Cell phone record 

I have a persons name and their cell phone number. I need the record 
of the phone numbers (land & cell) that were made from that cell 
phone on a certain day and time frame. Can anyone help me. 

Thank you 

Terry 

TERRY VAN WHITNEY 
LEGAL SERVICES 
P.O. BOX 7277 

LAKELAND, FLORIDA 33807-7277 
863-398-0591 FAX 863-646-241 1 
Process Server #CA-322, 10TH JUDICIAL CIRCUIT 
Private Investigator #C2400207 - A2400331 
ALL LINES INSURANCE ADJUSTER #A283786 
MEMBER NAIS- PALI 

iffiearlhlink.net e.€'DAC.TcT> 

WWW, va n wh itnevinvestiaalions .com 
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From: tTacer@vahooQroups com 
To: tracer@vahooQrouPS.CQm 
Sent: Wednesday, December 28. 2005 7:50 AM 
Subject: (tracer] Digest Number 2608 

Yahoo! Groups Sponsor — > 

S15 provides a child with safe, clean water. Your gift can make a difference. 
http://us.click.vahoo.com/vp8GxB/icGMAA/cosF AA/kGEolB/TM 


There are 9 messages in this issue. 


Topics in this digest: 




1 . 

2 . 

3. 

4. 

5. 

6 . 

7. 

8 . 

9. 


Handwriting analysis (graphoanalysis) 

From: <i^^^<iM ^^@earthlink.net > 
Ottsville, PA (18942>-Assignment available 


I 


From: 1 
Nextel Account info. 


nindsprine.com > 


From: < — @vahoo.com > 

R£: Nextel Account info. 
From: ^^@optonline.net 
Troy, AL-Assignment Available 


From: 1^— > < ^BM^^Mi^M@mindspring.com > 
Re: Nextel Account info. 

From: Mac Sanford i 

Re: Nextel Account info. 

From: Lester Grimball v ahoo .com > 

Domes tic Case in Tylei\ Texas 

From: »ii liii 

South Dakota & Wyoming Investigations ( & process serving ) wanted 
From: 


cTEd 


Message: 4 

Date: Tue, 27 Dec 2005 16:44:56 -0500 

rum 1l~ I I 11 I 

Subject: R£: Nextel Account info. 

If you can supply the number and name/address of the company we can help. 
Our prices ^ LOW! 

John Misak 
US UNCOVER 
New York 
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iTifo@usuncovcr.com 
1 gSS US UNCOVER 


—-Original Message 

From: trac Er@ vahoo Erouosxom [mailto:tracCT@yahoogroups.com] On Behalf Of 
Joe Sapo 

Sent: Tuesday, December 27, 2005 3:56 PM 
To: rracer@vahQ 0 groups .com 
Subject: [tracer] Nextel Account info. 

Does anyone in the group know if it's possible to obtain a Nextcl cell phone 
bill (calling records) from someone who has a Nextel account from the 
company they woric for?? In other words, the bill does not come to the home, 
their company pays for it, so the spouse never sees the bill. Any info 
regarding this would be greatly appreciated! Thanks. 


Joseph Saporito 

Atlantic Investigative Associates 
A Full Service Investiptive Company 
^■hotmailcom 




Message: 6 

DateT Tue, 27 Dec 20 05 14:21:00- 0800 (PST) 

From: Mac Sanford MM— l^V ' 

Subject: Re: Nextel Account info, q 

Joe, 

This sounds stereotypical and cleche, but I have a Nextel connection that I obtained by 
going into a Nextel Store and picking out the youngest, most boisterous clerk in the store 
and offering him $20 to give me the info that I need. He's now my main Nextel contact 
and has no problems al all pulling up any info that 1 need. Always look for the clerk with 
the facial piercings. They are usually the ones that are more prone to "go bad". May be 
worth a shotl 
Mac Sanford 

Frontline Field Services and Investigations 

Uc#2001977 

Houston, TX 

WWW, flfs.net 

Joe Sapo vahoo .com > wrote: 
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Does anyone in the group know if it's possible to obtain a Nextel cell phone bill (calling 
records) from someone who has a Nextel account from the company they work for?? In 
other words, the bill does not come to the home, their company pays for it, so the spouse 

never sees the bill Any info regarding this would be greatly appreciated! Thanks. 


Josq>h Saporito 

Atlantic Investigative Associates 
A Full Service Investigative Company 
^JI^J^BiiTiliiiiiii 


Message: 7 

Date: Tue, 27 Dec 2005 U:4B:02 -OS OO (PST) 

From: Lester Grimball 
Subject: Re: Nextel Accoimt info, 

JOE 

I HAVE NEXTEL H MY BILL GOES TO MY OFFICE FOR PAYMENT „ 
NEXTEL WILL SEND THE BILL ANYWHERE THE HOLDER OF THE ACCT 
DIRECTS 
THEM TOO, 

THANKS 

LESTER ' 


Joe Sapo @ vahoo,com > wrote: 

Docs anyone in the group know if ifs possible to obtain a Nextel cell phone bill (calling 
records) from someone who has a Nextel account from the coinpany they work for?? In 
other words, the bill does not come to the home, their company pays for it, so the spouse 
never sees the bill. Any info regarding this would be greatly appreciated! Thanks, 


Joseph Saporito 

Atlantic Investigative Associates 
A Full Service Investigative Company 
^M ^ii^M@hotmail.com 

Lester J Grimball 


Westside Credit Office 504 469 8300 
Home Office 504 888 5905 
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Fax 504 4693728 

^(giyahoo.com 


fietincret> 
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From; tracer(S>va hoog roups .corn 

To* tracer@vahooorQUDS.com 

Sahti Monday, DeoemDei' 12+ 2005 7:54 AM 
Subjsct: [traoBf] Digest Number 2593 


— ^ — Yahoo! Groups Sponsor ^ 

Help Sudanese refiigees rebuild their lives through GlobalGiving. 
http ://us xlick. vahoo. com N 42rFC/EbOL AA/cosF AA/kG£ol B/TM 


There are 5 messages in this issue^ 
Topics in this digest: 

1 . Ping (lo cate) Cell 
From: 

2. Re: Ping (locate) Cell 
From: "alpriority" ^ 

3. Business insuiance 
From: ' 

4. New company 
From: ^ 

5. Intro 

From: ^([^ne^Eerojiet" - 


^£D^tT£0 


£lsbcglobal.net > 

S!kc.rT.com > 

Comcast ■net > 
^@netZCTO.net > 


i 


Message: I 

Date: Sun, 1 1 Dec 2005 12:02:35 EST 
From: 

Subject: Ping (locate) Cell 


Good morning, 

1 am in the need to locate a cellular telephone of an individual, 1 have the 
cell number and name, SSN of person. We are trying to apprehend the individual 
today i f possible. 

Thanks in advance to all help. 


All^ Homer Investigations 

California Office 
P,0, Box £25 / 

La Verne, Caltfomia 91750 

Office:(909)964-4551 

Fax:(909)62(M857 


Oregon Office 
P.O. Box 474 
Scio, Oregon 97374 
Office:(54l)337-26SS 
Fax:(866)S72^5963 
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£mai]^MMiB:@C5.coTn Email:|^^^Hh@cs.com 

Pi#24S25 PI#200519S 


Message: 2 

Dale: Sun, 1 1 Dec 2005 12:38:42 -0600 
From: "alpnority" <^M^B@sbcgiobal.net > 
Subject: Re: Ping (locate) Cell 

try pretirvp: I have foupd cell numbers there. 

Mona Lisa de los Angeles 
A1 Priority Process Service 
Tulsa OK 74129 
ljc#200522 
91 S-828-91 59 office 
918-955-91 66 cell 


"Where your service is our 1st Priority^ 


Original Message 

From: 


RCftAtTE^ 


To: tracer@ yahoo groups, com 

Sent: Sunday, December 1 1, 2005 11:02 AJVl 

Subject: [trailer] Ping (tocaie) Cell 


Good morning, 

1 am in the need to locate a cellular telephone of an indi vidual. 1 have the 
cell number and name, SSN of person. We are trying to apprehend the individual 
today if possible. 

Thanks in advance to all help. 


Allen Homer Investigations 

California Office 

RO. Box 8257 

La Verne, California 91750 

Office:(909)9644551 

Fax:(9 09)620aS5 7 

Email .com 

PI#24825 


Oregon Office 
P.O. Box 474 
Scio, Oregon 97374 
Office:<54])337-2688 
Fax:{866)872-5963 
Email :MHW@cs.com 
PI#2005i98 HetAtrEO 
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From: Larry Larsen 

To: PMA} Group Email : ARPI Yahoo Group : 5D^sor^ltne@v^hD OO^oup5 com : thePIqrpup 
Sent: Friday, November 1 1 , 2005 10:09 AM 
Subject: [spiesonfine] Asset Searches 


Hello Group, 

1 need a new source for bank and brokerage account searches. Does anyone 
have a resource that they have actually used and have had good results? 
Thanks in advance for the help. 

Larry 

Larry Larsen CPA, FCPA, CFE, PI 
Skyline Search Inc. 

PO Box 30454 
Spokane, WA 99223 
Phone: 509 443-1652 
Fax: 509 443-6704 

Email: ^ p— i@spokanefmuddetective.com 
Website: www.spokanefrauddetective.com 
c http :// www.spokanefrauddetecti ve .c om/ > 
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From: tracar@vghDOQrouos.eom 
To: tracer@vahoOQrouD 5 -COnri 

Seht:^ Wodnfisday. Aprit 27. 2005 9:56 PM 
Siib>oct: [tracer] Dtgest Number 2353 

— — Yahoo! Groups Sponsor 

Has someone you know been affected by illness or disease? 
Network for Good is THE place to support health awareness efforts! 
httn ://us .c li ck. vahoo,com/Rc v2bD AJOnJ AA/ cosF AA/kGEolB/TM 


There are 25 messages in this issue. 

Topics in this digest: 

1. RE: The New LocatePLUS.com 

1 1 III UK— > — )] < 

2. CALL FOR LETTE RS 

3. Re: Cell Phone Locate (PING) 

From: Andrew Price <^|i^■■^■@yahogx^> 

4. Re: Cr edit Card Ac tivity 

F rom : SH^HB^aokcom 

5 . Re: Flo rida Coiart Case Number 

Fiom: ^ M@comcast.net > 

6* Phishing Attempt 

From : I " Hi iPlus.com > 

7, Backgroundi ng Cert i fication 
From: 

5. Houston Runaway 

From: lB^^HB<^H^B^bell§outhjiet> 

9* Re: Florida Court Case Number 
From: ^■Bg^a^Lcgm 


^/ A «£^ ♦ Emails 
i?£6^CTED 

i 


10. RE: Re: Credit Card Activity 
From: BB@QDtQnline, net 

1 1 . Seeking Advice / Information 
From: 

12. Service needed in Franklin, 2vIA 0203 S 
From: 

13. Mexico City Locate 
Froni:iM^<^^^ ^@vahoo.com > 

14. Canada Locate 

From: vahoo. coni > 

15. Please allow me to introduce myself.... 
Fromil 

1 6. Re: Flo rida Court Case Number 

From: U \~\ ' ' I ‘ 


l@vahoo.com > 

^vahooxom > 


3hoo.com > 
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A/A*ICi ♦ BmlklLS 


REB^tTED 


1 7 . Asset checks 
From: 

1 8 Re New Assignment (USA) Sherman Mills ME. Pittsburg PA. Kansas City KS. 
Grand Haven MI. Ft laudeidalc PL. Sal t Lake City UT. New Freedom PA 1 7349 
From: l^^mhHnlT nr^ 

19. Re: The New Lo catcFLUS xom 

From: 

20. RE: Asset checks 

From: IHEi^l^tonlmecM 
2LRc: Seekin g Advice / I nforniation 
From: i 

22. Re: Florida Coun Case Number 
From’ M— com 

23. Re: C ell Phone Locate (P ING) 

I ——I 

24. Need Domestic Investigator Lancaster SC ASAP! 

25. Re: US Citizen 

Pnjin: 


i 


acQx-intcmet,com> 


Message: 4 

Date: Wed, 27 Ap r 2005 10:13:19 EDT 
From: 

Subject;|Ke’ Crciiii Card Activity 
RthAtTSt 
Hello Group: 

Can anyone offer me any assistance? 

I need to obtain an individuals credit card bill/actmty, however. I do not 
have the account numbers. I>aes anyone know of anyone who can get me this 
information? I am trying to get the information ASAP, 

Appreciate your help. Thanks. 

Rock D'Emilio. President 
Associate Investigations Group 
Private Investigators 
P.O.Box 14V1 
Pottstown. PA 19464 
#610-327-1966 
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#610-323-229 8 (fax) 

^ ml 

^ www.associated in vesti eati onsxpm 


Message: 10 

Date: Wed, 27 Apr 2005 12:16:06 -0400 
From: gB^o ptonl me.net 
Subject:/RE: Re: Credit Card Activity 


fcfcWtTED 


We can help yon obtain the activity however you will need to provide the 
Account number. 


John Misak 
US UNCOVER 
Baldwin, NY 
1 m US UNCOVER 
1 S88 867-4202 Fax 


Origina] Message 

9 From: tracer@vahf>ogrouDs.cQm [mailto:h:acer@yahoogroups.com] On Behalf Of 
^ I II >1 I mil 

Sent: Wednesday, April 27, 2005 1 0: 1 3 AM 
^ To: nai s@ vahoogrouDSXom : tracer@vahoogroupsxom 
Subject; [tiacer] Re: Credit Card Activity 


Hello Group: 

Can anyone offer me any assistance? 

I need to obtain an individuals credit card bill/activity, however, I do 
not 

have the account numbers. Does anyone know of anyone who can get me this 
infonnation? I am trying to get the information ASAP, 

Appreciate your help. Thanks. 

Rock D^Emilio, President 
Associated Live^^tigauuns Group 
Private Investigators 
P.O.Box 1471 
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Ponsiown, PA 19464 
#610-327-1966 
^ #61 0-323-2 298 (fax) 

^ ■ com 

. ^ wwMr .associatedin vegti gations. coii] 


Message: 20 

Date: Wed, 27 Apr 2005 16:02:25 -0400 
II I III IMm I I ■! < 

SubjfCt:{PJP: Asset checks 

We can do all facets of asset searching including Bank Accounts (widi 
pennissible use). 

Contact private for fees. 

John Misak 
US UNCOVER 
Baldwin, NY 11510 
1 S88 US UNCOVER 
1 88S 867^202 Fax 
info@usuncover.com 

Original Message ^ ^ 

From: tracerig) vahoogm u ns .com [inaiUo:tracer@yalnjogroups,com] On Behalf O* 
Michael Fiison 

Sent: Wednesday, April 27, 2005 2:29 PM 
To: tracer@ vahoQgnoups, com 
Subject: [tracer] Asset checks 


I have an Asset Search that needs to be conducted. Can someone either help 
or direct me to a good link for this information. The one I used to use is 
not good anymore, I have used outside sources in the past and can not 
unde[rstand why a PI in NJ can get info that a PI in NY cani as for hidden 
bank account info etc..,I am also mainly concerned on this one particular 
case to secure info regarding liquid, intangible assets. Also, if someone 
can give me info on Treasury Bonds etc». I look forward to your responses. 


Michael J. Filson* CEO-INTECH 
investigative Technologies, Inc. 


^eoAtTED 
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518-858-3070 


Michael J. Filson, CEO 
INTECH 

Investigative Technologies, Inc. 

P.O. Box 633, Glenmont, NY 12077 
5 18-858-3070 

ftEoflC'TCb 

NY Licensed Private Investigators 
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From: trace r@ va h oogroups com 
To: tracer@vahooaroijps.com 
Sent: Friday. June 17, 2005 3:35 AM 
Subject: [tracer] Digest Number 2416 

There are 1 1 messages in this issue. 


Topics in this digest: 


L Safe Deposit Box iocates 

From: WKKKf*'' ‘ '* * 

2. Re: Safe Dqjosit Box l ocates 

Ffom: artern et > 

3 in'-'estigr^to^- in Mi’uni, FL 

From: "^J^ (S3Rancho-PI . com > 

4. Need divorce reco rds pulled in Oklahoma City 

From .com 

5. FW: Investigator needed in Mi ami^ FL 

From: ^^^M ft^Rancho-PI ■Com > 

6. credit card id 

From: -i^ ^@eedarfinaiicial . com > 

7. June 24th Sc 25 : Upcom ing Surveillance Assignments 

From: ^^HKi ii ill m I 

8. Inquiry Post 

From: 

9. ARE I NVESTIGAT O RS OUTN UMBERED? 

From: < ft^BB@aolcom > 

10. ARE INVESTIGAT ORS OUT NUMBERED? 

From: ■' f 

1 L Re: A RE INVESTIGATORS OU TNUMBERED? 
From: II niilli in I 


emails 

£^DACrT<FO 




Message: 6 

^ Date: ' Hiu, 16 Jim 200 5 13:30:51 -0700 
Fmm : ^[J ;S]jcedarfinancial.COm > 

Subject: credit card id 

Good afternoon. 


We have a debtor who has several credit cards that we know of They are 
bank m6 non-bank related. Is there away to trace infomiation off of the 
credit card numbers? 
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Some time pre- texting on the bank ones will produce an account what 
about the others? Is there any way to get other information? 

Thanks for any feedback on this. Please contact me directly or send the 
infonnation through the group* 

Roge r Levine 
^ H@cedarf]nanci al .com 
51^224-3800 ext 733 
S18-224^3939-fax 
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From: tracer@ vahooproups com 
To: tracer@vahooQroops.CQm 
Sent: Friday, May 27. 2005 2:57 AM 
Subject: [tracer] Digest Number 2393 

Yahoo! Groups Sponsor > 

What would our lives be like without music, dance, and theater? 
Donate or volunteer in the arts today at Network for Good! 
http://us.click.vahoo.com/Tcv2bD/SOnJAA/cosFAA/kGEolB/TM 


There are 16 messages in this issue. 

Topics in this digest: 

1 . Re: Help on Empl oyment veri fication 
From: IBBBB%< ^^^^MB@vahoo.com > 

2. Re: Wayne or Dctriot a rea probation or courts 

From: '■■■■I" i l|iili|| 

3. Re: Wayne or Detriot area probation or courts 
From: 

4. Correction!! Need Investigator ASAP!!! Las Vegas, NV 

From: l@aol.com 

5. Need Investigator ASAP!!! Las Vegas, NV 
From: m p^W^@aol.com 

6. Contract 
From: 




'ahoo.com > 

@udgment-trackers.com > 

@aol.com > 

:gmail.cgm> 


7. Illinois Judgment to go 
From: "Judgnieiit Trackers" 

8. Skiptraccr needs work 
From: T 

9. Gallaway, TN 38036 
From: F^ss Investigations - 

10. Phone number 

From: ’*ssci54'' ^MMi2iaol.com > 

1 1. Re: N ew Assignments (USA) En cinitas CA, Graysknob KY, Wesson EL 
From: BBHHBBiP < i^MP2learthlink.net > 

12. MS Cri minal records 

From: <BMH|^msnxom> 

13. Identify ho tmail account 

Dacbell.net> 


From: 

14. Re: Phone number 
From: 



!vahoo.com > 


SC 


15. Re: New A^<5'gnments (USA) Freeburg Hawling KY, Wesson IL, Myrtle Beach 


From: ' 

16. Re: MS Criminal records 


i)earthlink.net> 
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etOA<rr.?c> 


From! 


f2)vahoo.com > 


Message: 13 

Date; Thu, 26 May 2005 13:3 9:46 -0700 
From: Jim Zimmer < zimmerpi(aiMM^Bi ^ 

Subject: Identify Hotmail account 

Hello colleagues. 

Need someone with proven experience who can bust a Hotmail account. 
Please respond via email only with your experience and rates, ant tat. 
Thank you, 

Jim 


Jim Zimmer, CPI 

BENCHMARK INVESTIGATIONS 
32158 Camino C^istrano, # A-415 
San Juan Capistrano, CA 92675 
Office: 949-248-7721 Fax: 949-248-0208 
Cell: 949-683-1911 

http://www.BenchmaricInve5tiealions.oom 
California PI #12651 

Registered Process Server-Orange County; PSC/1672 

2005 Chair of Probation Community Action Association (PCAA) 
PCAA~’"rhe Heart of Probation" 
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From: Steven Brown 
To: SQ iesonl ine@ va hoogrou ps.com 
Sent:Tuesday, April 11.2006 7:53 AM 
Subject: [spiesoniine] Yahoo Break 

Anybody on this list able to break a yahoo account. I have the yahoo email address, need 
to ioiow the name it was subscribed under. 

Thanks 

Steve 

Sievan K. Brown 
Millennial Investigative Agency 
Saint Augustine, Florida 
9D4-& 19-9700 
^fc@com cast .net 
WWW . ste venkbro wn .com 
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From: 

To: sn ieso nl >ne@ vahoog ro uo s com 
S€frit: Tuesday. March 29 » 2005 7:07 AM 
Subject: [spwsonline] AOL Screen Name Break 


Hi Group, 

I need information on two AOL screen names. Account holders name, billing 
address, and other screen names associated with that name. 


Regards, 

Mark Kissel 
Kissel Investigations 
Maryland license 106-2513 
WWW .ki ssel investigations , com 


752 


From: qerard 

To: RDiesoni ine@ vah ooproups .com ; tracer@ yah o oorou os. com 
Sant: Tuesday, March 26, 2006 5:40 PM 
Subject: [spiesonline] aol emaiJ 

Can anyone break an AOL email address? I'm doing this pro bono as a favor to a friend 
on the NYPD - so it's a personal thing. If you can do it please contact me privately. 


Many thanks! J 
Jerry 


Gerard P. Keenan 
16 E. Beech St. 

Central Islip, NY 1 1722 
(631) 582-1262 (ph/fax) 
(516)768-9602 (cell) 
^^^ p«@Qpton]ine,net 
^^pi p@su ffolk ■ 1 ib.nv.us 
^^^ prtSbvcstemdefense.net 
www.westemdefense.nel 
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Froni! I lCO nri 

To: fipiesonlTne@vahooQrouD$.com 

Sent: Wednesday, March 29, 2006 10:44 AM 
Subject: [spiesonline] life insurance 

anyone have sources that can find out if a person has had life insurance 
policies on themselves taken out by a family member 

Dick Rivett 

Prestige investigations 

14620 N. Nebraska ave. 

tampa, florida 33613 

floTwfa class "A" lie 91-00324 _ 

1-850-784-7572 (national) 

813-948-7572 (local) 

813-949-0652 (fax) 
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¥wom: thePlcroup@vahDOQroiJDS.CQm 
To; thePlo raup(SivahooqrQUp5 .coiri 
Sent; Monday, October 17. 2005 3:37 AM 
Subject: [thePIgnotrpJ Digest f^umber 5006 

, — Yahoo? Groups Spo(Dsor — > 

Get fast access to your favorite Yahoo! Groups. Make Yahoo! your home page 
http Mu s.chck .yahoo. com/dpRU5 A/wUILAA/ vOLS AA/kGEolB/TM 


There are 6 messages in this issue. 


Topics in this digest; 


1. 

2. 

3. 

4. 

5. 

6 . 




RE: Forwarding Addtrss From Post office A 1 L i£ 

From; VHHHB 
Withdrawing from a case^thical issues? 

Froto ; IBI^^H^aoLcom 
RE: Forwarding Addtrss From Post office 
From: Jamison" <BM^^@themisonline.com > 

Apology; Forgot to clip 

^@themison hne.com > 


From: ^Sarah Jamison^ 
Iowa Bail Agent Position 
From; 

Profile 
From: 


t@rnsn.com> 


l^taAt-rto 


Message: 3 

Date: Sun, 16 Oct 2005 10:57:22 -0700 

From: "Sarah Jamison" <^^^M@themj5onhne.com > 

Subject: RE: Forwardingfeddtrss From Post office 

To learn the forwarding information for an address., or any information 
having to do with the Post Office for that matter (including mail 
receivers at address, forwarding address, forwarding date, boa owners 
names and sign-up address, etc.) I just send a form (one I made) to the 
post ofitce that would handle the address requesting the information 
along with a self addressed stamped envelope. The form quotes the Law 
requiring the Post Office to release the information when the party is 
being located for a court case. They are required to release all the 
information they have about the address including the forwarding info. 
It has woiked for me 1 00% of the time in many different states and is 
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100% legal. The subject of the investigation is never informed by the 
Post Office that their information has been released. Another 
alternative is to go to the post office handling the address and have 
them do the search there (be prepared to show your PI ID and drivers 
license) or just simply ask the mail carrier (go to the rear of the post 
office whCTe the postal trucks are, not through the front door). I've 
received the best infomiation this way and it's always free. Chat enough 
with the carrier and they'll tell you just ^out anything about the 
people living at the location such as how long they lived there, how 
many people receive mail there, who's usually home when the mail is 
delivered, why they moved, where the mail is being forwarded to and what 
carrier is handling the new delivery. It’s amazing what these guys know 
about the people they deliver mail to! One time a carrier was in a hurry 
so he actually let me into the records area and allowed me to sort 
through the forwarding cards myself Of course, in these instances it 
may have helped that I'm female and therefore I believe appear less 
threatening to them. 

Basically, the best quickest, cheapest, and easiest method is to just 
mail the fonn and they will mail you the results no questions asked. I'd 
be happy to share my form with anyone who requests it. 

Sarah Jamison 
Themis Intcmational 
Office: (562) 394-1224 
Mobile: (323) 304-1291 
CA PI License: 23515 
www.themisonline.com 


Oiigiiia] Message 

From: thePI groups vahoo grouDS.com [mailto:thePIgroup@yahoogroups.com] On 

Behalf Of June Giistus 

Sent: Saturday, October 15, 2005 6:36 PM 

To: thePIgroup@vahoogroups.com 

Subject: [thePIgroup] RE: Forwarding Addtrss From Post office 


Although the original e-mail from Mike Williams was at the beginning of 
this month, and most likely resolved, 1 would like to pul my 2 cents in 

I received a IcUer (bulk mail) from "Best Buy" today in regards to an 
electronics warranty. Imprinted on the envelope, to the right of my 
address was a box 1" X 3/4" that read: 
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NOTICE TO POSTMASTER: 

If adressee has moved, handle in accordance with security regulations in 
Section FO20 of the United States Postal Service Domestic Mail Manual. 

This makes me wonder now, if the postal workers are now forwarding 
regardless of the sender's instructions. 


Original Message 

From: thePIgroup@vahoogrouD$.com [mailto:thePIgroup@yahoogroups.com] On 

Behalf Of mwilliams789 

Sent: Monday, October 03, 2005 5:31 PM 

To: thePl2roup@vahoogTOups.com 

Subject: [thePIgroup] Forwarding address from post office 


I have a client that sent a letter with "Address Correction Requested" 
to an old address of someone she was trying to locate and she has had no 
response. This is despite the mail carrier telling my client that the 
individual did send in an address change. 

I tried this also a few months ago with the additional text "Do Not 
Forward" and also did not recieve a response fi^m the postal service. 

Has something changed with the us postal service? Is there something 
else that needs to be done to get this technique to work? 

Thanks in advance. 

Mike Williams 
WeS Investigations 
Fort Lauderdale, FL 
754-367-4911 

Take Care, 

June 


JUNE GUSTUS 

FORTRESS INVESTIGATIONS, INC. 




P.O. Box 15356 
Clearwater, FL 33766 / ' 

Office (727) 785-7875 Fax/(727) 786-7875 

Cellular (727) 647-2280 B1@JortressPI.com http://www.Fortres$Pl.com FL 
Agency License # A2 100361 FL Notary Public, Membership NAPBS, NAIS, 


FALI, IWWA, NNA Clearwater Regional Chamber of Commerce, Certified 
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Minority Business Enterprise Stand-by Team Member of Missing Kin 
http ://wwvk\MissingKIN .corn "Dedicated to Finding Missing and Abducted 
Children" 
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TAB 107 
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Campbell & Campbell Esq. 

PO Box 41235 
Cincmnati^OH 45202 
866^2-3229/ fex: a66^519-lS65 


poBftnWDer 


Ci^H Sactr ZIP Code 

RtqHft hr 0«lt «f Add™ at Baihckhr 
hlMlUD NHhd hr ScrrtfT of Lcftt P™* 

Wa« fiinwih Itw iidfHJ or Ihtw™ orf WWtiddraJ (if (or llB foIUH«ri|: 




Ttefolh*t« Jnhnr^ti.D if prtvidri loo»4rd»ci -l(b » CFR 34*. *(i) (*) VT ^ 


CipKiTy ofTHniBWf (e*K proeSM *nw, P*^ rtfirtsoicirt* 

"10: 


r Sttweor™*o5*!»wfhrtHrfff™iKlD«fwpi™(r«twmdfrh«nflii^ 
K^BwepiKKiTierMoo Kl^prOKinuitiueKKUte) 


3. Tlwiui^offllkirCrwfipmKiofflie 


4, 71^ court ill ^ieiiliiePWel™!™ of 

i, TSedotlMa(»oOwi4ortdiyrH|nuii*ffif«Kh»i^ 

4, Tut CMwnty in this fttdivWufl ii w te »efv«l:_ 


Wuvlif 

Th* i-hHitaiba of hiKiphnnttloa leo&hlB ud ■« tapU rtoofr of idd™* inbmudoBor boJtboUhr iorcrnuthii hr 
•1^ Mbcr porp*«otl«T Uoft (to«fTte*f hiol |Ko™h«i««th. rrtth BCWl w ptotpoe^ ll^floi moW ^ h 
crinhol pouHte Inoiudioi ■ Om of up 1o llOtMl W hipriioiBW.1 or (1) to »oU payWtmt of Il» hr hr Ctmco of 

iddmflihrmitlmiprprt toortUiEj Jfoor^or bolftrnttt tSUACSteihi I0n>. , ,, , ,, . 

I certlfr Ilul ihe iljffrt mIoiii»lk« II pvw md ihu the idirtai mfocn^ioii ii flwdod md wiill be ultd Mldy tor KTv^ 

pmxu in etotutstioci wjifi thr letuoli or prtHpeetivcli lotion. 


Addrcft^ 


Foai rosTOFnc£ «SE only 

NAM£ ood STREET ADimCSS: 
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Prom: thePlarQuc^yah OQQroups com 
Ta: ttiePlarDUD@vahoQqrQUP5,com 

Sant: Wednesday^ Saplembw 21, 2005 2:36 PM 
Subjact: [thePIgroup] Digest Number 5030 

Yahou! Groups Sponsor > 

Put more honey in your pocket, (money matters made easy), 
http ://us -C I ick. vahooxonvtTDSOC^dl QL AA/ cosFAA/kGEolB/TM 


There are 25 messages in this issue. 
Topics in this digest: 



<^ ^@eaithlink.net > 
<^M; Sich3rt€T,net > 


1. Document Retriever Wilson County and Sumner County, TN 
From: 

2. Onstar 
From: 

3. RE: Onstar 
From: 

4. Re: Onstar 

FrfWTi! ^MM^^@aoLcQitn 

5. CANDLER, NC - NEW ASSIGNMENT 
From: 

6. L.A. PI lunch today 
From: 

7. Re: Onstar 
From: "Derrick W. Roach' 

8. Re: Onstar 

From: 

9. RE: Onstar 

From: "Michael M. Clarke" 


^EoAtTeD 

I 


a)cox.net > 


nTicast.net> 


10. URG ENT - NEED IM MEDIATE CA CRIMINAL RECORDS SEARCH! If 

From: 

1 1 . refeial needed 

From: vahoo. coin > 

12. Gardena Cal ifornia Inves tigator Needed 

From: verizon. nei > 

13. refcral needed 

From:^^^^^< ^^MI^^^@vahoo.co(m > 

14. RE: L.A. PI lunch today 
From: 

15. ACECO model#FC-3002 bug weeper 

From: t " j tf@ es rth1 irik net> 

16. Re: rcferal needed ' 

From: <^^^lhg!vahoo.com > 

17. Illinois Surveillance Assignment 
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From: 

18, Auto Insurance verification in Anzona 
From: W 

19, Night camera 

From: ■net > 

20, Salt Lake City* UT Secret Shopper or Surveillance 
From: ^^^MBH^^aoLcom 


21. niinois Sur veillance Assignment / Assigned 
From: ^^ ^M^^@comcast,net 

22. CA SHOE s ource 

From: <;a^Bil^^Mcom> 


23, CA Criminal Records S earch * Handled / Thank You All 
From: ^—W vahno. com > 


24, Dallas, TX Investi g ator referral nee ded 
From: 

25. RE: M obile Surveillan c e - Plano, Texas (S aturday, Sept. 24th) 
From: 


* EkHAilS 


f^BoACTBO 

I 


Message: 7 

Date: Wed, 21 Sep 2005 09: 34:25 -0700 R£**CT ED 
From: "Denick W. RoaeV '^^■^BScsy!et> 

Subject: Re: Chistar 

Just a thougjiL I have no idea if it would work and I have never tried it. 

So ,here it goes 

Assuming that the wife is on title for the vehicle have her call Onstar and 
tell them that her kid borrowed the and is not answering his/her cell 
phone. Ask them to please give you the location so you can make sure the 
"kid" is where he/she is supposed to be. You can give some pretext about 
having problems with the teen and simply want to check on them without 
letting the teen know that you are checking. 

An associate of mine has Onstar and 1 know that in the past just to show off 
the service he has callei and asked them to honk the horn, blink the 
headlights and unlock the doors. I'm think if someone on the account called 
this could work in finding the vehicle location. 

The person calling would have to be on the account for this to work or at 
least have all the account information, ;o) 


Derrick W, Roach 
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Asset Finders, Inc. 

2307 Fenton Pkwy, Ste 107 
San Diego* CA 92 lOS 

^ (619)691-7887 

(61 9) 2 10-3549 mobile 
(619) 422-6928 fax 
CA PI #231 18 

Asset Finders, Inc. is a member of the Better Business Bureau. 
WWW ■ sandiego-bbb .org/ commonrenort . html ?compid— 3000Q801 


Origina] Message ^ ^ 

From: "Jrary Jackson" Ipn 

To: <thePleroup@vahoogronns.com > 

Sent: Wednesday, September 21, 2005 5:44 AM 
Subject: [thePIgroup] Qnstar 


> Group: 

> 

> ! need some help with Onstar. I have a client who has Onstar on a vehilce 
that the husband drives. Can I go to a web site and retrive the information? 
This is a first with Onstar for me. You can email me a^JS^chartgri^ 

> 

> Thanks for all your help. 

> 

> Jerry Jackson 

> Jackson & Associates Investigation Services 

> 1002 S. Pine Street 

> Spartanburg, SC 29302 

> B64-525-3821 

> WEB: WWW .scin V esli gations .com 

> 

> If you think hiring a professional is expensive, wait till you hire an 
amateur 

> 

> Member: 

> SCAU, South Carolina Association of Legal Investigators 

> NAJS, National Association of Investigative Specialists 

> NCISS, National Council of Investigation and Security Services 

> 


Message: 8 
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Date; Wed, 21 S ep 2005 12:44:34 EDT 
From- 

Subject: Re; Onstar V>£»^c^T£d 

They won't do it. They won't even do it for the lien holder or lender. The 
reason is that if my husband had the vehicle and was cheating on 

OnstarputstheXon the map, 1 go murder my husband, On Star is liable. I've 

tried everyway to sneak into the system. 

One way that worics, but you have to do it pofectly and represent yourself as 
a police officer. You say that car owner wandered into the police depanment 
and got very drunk last night and forgot where he parked his car. 

The few times I have done it, I have used a friend police officer. But, they 
have to repon the vehicle stolen. Last time they called back the police 
department and he almost got in trouble. 

Diane OT>onnell/Baileys Investigative Services 
330-722-6799 

1 1 14 N. Court, Suite 140 
Medina, Ohio 44256 

WWW .bailevsDi.com 


Message: 9 

Date: Wed, 21 Sep 2005 12:5 2:34 -0400 

From: "Michael M. Clarke" @comca5t.net > 

Subject: RE; Onstar 

What you have suggested is both a crime and a violation the rules of conduct 
for every state that licenses private investigators. 

Michael M. Clarke 

Midiael M. Clarke, LPI, EPS 

Michael M. Clarke Investigations 

www.mmcin vesti pations. com 

Florida License No.: A2100298 

P.O. Box SS031 

Jacksonville, Florida, 32241 

Phone: 904-571-8 632 

Email: ^^MBB@mmcinvestigationsconi 
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All email sent from Michael M. Clarke Investigations is scanned by Norton 
Anti-Virus. 

— —Original Message 

From: theFIgrotip@ vahoo erouDs.com [mmlto:thePIgroup@yahoogroups.com] On 

Beh^f Of^H^Bgaolcorn 

Sent: Wednesday, September 21, 2005 12:45 PM 

To: thePleroun@ yahoo groups .com 

Subject: Re: [thePlgroup] Onstar 

They won't do it. They won't even do it for the lien holder or lender. The 
rei^ is that if my husband had the vehicie and was cheating on 

me Onstar puts the X on the map, 1 go murder my husband. On Star is 

liable. I've 

tried everyway to sneak into the system. 

One way that works, but you have to do it perfectly and represent yourself 
as 

a police officer. You say that car owner wandered into the police department 

and got very drunk last ni^t and forgot where he parked his car. 

The few times I have done it, I have used a friend police officer. But, they 

have to report the vehicle stolen* Last time they called back the pohee 
department and he almost gpt in trouble* 

Diane ODonnell/Baile/s investigative Services 
330-722-6799 

1 1 14 N* Court, Suite 140 
Medina, Ohio 44256 

WWW .baile vspj . com 
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Rootsecure.net 

For Systems Administretora & Hackers Wtednesday. eth f ebruary 2006 ® 

Reports | Automated Caller ID / ANI Spoofing 
{flfh JuJ ^Q04}- 


he Securitv News Sjte 
Rooise&Ute Homepage 
About RpolSsojre 




User Afea 
Short WfiW5 
Audkj News 
Qaity News^aiief 
Side News Arc^iives 
Sources News Archive 
SecNflws RSS Feeds 
SecNewi Console 
Licks: 

Videos 

Security 

Htfdkicg 


Downloads: 

Oltier 

Peri Schpis 
Audio Clips 
VVirt32 Tools 
Media Archive 
PDF Documernt 
Reports 
Hacker Gear 
Win^ Errw PiCi 
ASCII Generator 
Vour IP Address 
'lootSecure: 
ConEBct 
*' Search 
PyWiCity 
AOiiietes 
AitecK SiatisTics 
Syndication 
(RSS/XML Feed) 
Privacy Policy 

Hits: 34,e'l3,616 
(Since 064^^2) 
Admin Tei™K„^^^ 


is White Wowse cattyjiff yourmiWte? 

What is Carter IP? . „ « jl n* n -h..* 

Caller JD is a service pfwWed by most telephorw companies (for a monthly cost) which will tell you tt 

name of en incoming call. IDefinitfon; Hack FAQ I 

ALitDi™fi^'iJrnber Idertttficaton is a system used by the leiephone company fo daiefrntne the numbt 
party There are believed to be two lypes, "FUEX ANF (used for e g venfication services such as vok 
I^iiMty easy to spt»T, and 'Real Timo ANl' (uswl onty for Wiling puiposes on e g. 300 numbers) wt 
spoof, (Dalinitioni Hack FAQ J 

What to ANI f Caller ID spooling? ^ ^ ^ 

ANJ f Calier ID spoofing is setting the ANt realtor lO ort the outgoing can you am matdng to a ^ digit 
own choosfog TiwJIttonally It has been a complicated process either recjuiring ttie auntartoe of a dx 
oompariy operalor or an expensive company PBX system. 

What to Automated ANI f Callar ID apooflng? a-. 

Automated ANI i Cafler (0 sptmfir^g to settihg the number you are calling Itwn wtthout the i»a of an o 
company PBX system. By for the easiest meihod thanks to toe irumasing take^ of irrtemet letophoi 
VdP (Voice over Internet Rmtoctfl) service providers who aHow you whan using thtor service to set w 
ID you like (which to also used as ANI). 

Which VoIP tarvk* providm support spoofing? 

VoicaPutoa and Nufone both allow spoofing (vehfied February 1dth 20M, 7th July 2D04). lAXtel If un 
support spooling. 

to intemshomt caMfrig f apooflng pomMo? ^ ^ 

flotn Nutone. and VoicePulie Corvwd support inlemaltonal csifing. (dtol ul 1+oounty code+number> 

may need to modify your ektension fite to recognise toe irtemattortol fdnnat a.g. extan *> 

01 tN..1 ,Dial,(AX2/u»enwine6vbipproviderr$^TEI^ Spooftr^ using VoioePuls* to a UK Ericsson 
phone i fondhne with caller FD has been verififld wDddng, it dtoplaya the cafting rnimbef (K the number 
address book it wll display the name i photo listed tor it Irtotaad). The leading lero should be toft offv 
eg 

(Update: As of 5th June 2004 this hO fongar appears to work. aUer id shows up as unavaHabtol 

How can I tpoof ANI f Caller ID ^ 1 1 l j j o-ji 

Requkerrienis: A spare computer with a Unujr compatiblB network cwd. basic Unu« kiwwledge, Rea 
bfoadband Krienwt connedibn, e VoIP hardware pho™ / corripaftible software phone, an acccuntwitl 
provider. 


I^TollowlhJ ^IrSSwtoto Andy Powefls. 'Getting Storied With Asterisk' guide for the Initial Unux k 
2r Add the folowing lines to your extension corilig file In tie same context as your SIP phone. 
eden ->33.1 .Answer 
wrten -> 33.2AGl(cid8poof.BSi) 

4. Sign up witti a VoIP provider. 

5 Add aporopiHte deteito Into your lAX conflg file (as issued by your VoIP service provW^ 
e. Download the ddspoof agl scripl changkig line 77 to the owrea osemama / hostname tor yoi^ Vof 
provider, and copy it to AarmVesterlsWagkbilV. 

7, Start Asterisk ^ „ 

a. Check your SiP phone has oorredly regisiered t verify you ore aUe to make a SpP to PSTN c»B. 

9. Calf extension 33. enlef the ID digit number you wish to spoof from, followed by Ihe 10 digit ntimaM 
spoof to. 

A iimpiBr attemative is lo ise the oorTpnsand SeiCBllerlD(2121 111t1t)in the eirtensiofis.Gortf file dir 
will have to bs manuaify edited and Asterfok retoaded for every call. 

Is it ponible to get a dial tn number to enable rwnots apooflhg? 

DID (direct inwBfd dial - USA) / DDI (direct dial inward - UK) numbari are avaifoblefiwn both Vofoepi 
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with no minimum contract period. 

Nufone only offer numbers in the stale of Michigan for $7.50 per month. Voicepulse offer a wide varie 
codes / exchanges for $7,99 per month, 

What are the other advantages of a DDL f OLD number? 

It can act as an .extra phone line, ^ 

2. It can run a conference / (sli csentre seivice, since the line is never ousy urmsk your AstAfidk PHX 

it is. 

Is It legal? 

It appears to be perfectly legal, as long as it is not used for fraudulent purposes. 

What are the security implications of AN I f Caller ID spoofing? 

* Most of those relying on It do not realise how easy It is to spoof, 

e Automated / manual veiificatjon systems siich as used by credit card companies can be sent 
mfoonation, 

* Identdy spoofing e.g. someone calls ihe mobile phone of a prominent employee in a company 
caller id of a felkw worked who is in their address book. The name of the fettow worker shows 
target's phone screen, and due to the limited bandwidth (reduced quality) of calls over the cel 
network the target does not realise (would you question the identity of a colleague?) who they 
talking to. 

* Most mobile / cellular phone providers offer an answer phone service which can be set to not 
when callrng from the phone itsse/f. Some of these senrices verify using AN I and can therefor 
by anyone spoofing the phones own nu mber when calling the message oentre. 
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T-Mobile security flaw in voicemail. 
Beware and change 

rn ^ ^ D»vid accone, posted Tuesday, F=eb. 22nd, 2005 

± iVlLlUllt^. Reader Comments. 5 

Simple caller-id spoofing enables unwarranted access to your 
voicemail. 

If any of our members of the community have Sprint or T-Moblle and you have auto 
voicemail login enabled, you are vulnerable to a simple hade to access your voicemail. I 
have auto voicemail login enabled because I hate entering my voicemail PIN number each 
bme I want to check my messages. 

The voicemail authentication system is simple. It uses caller ID to validate the originabng 
number - If the caller ZD matches your oeli_phofie number (ie. your cell phor^e calling In to 
check your voicemail messages), It will log you In automaticaily. 

Since the announcement of commercial caller ID spoofing systems such as CovertCall and 
another called TeieSpoof. For those not In-the-know, caller ID spoofing allows you to 
change your caUer ID number to anything you Nke. This is extremely vulnerable and make 
sure you turn off auto login enabled. This is probably how they hacked Into Paris Hilton's 
voicen^ail. 

What is CoverCalV? 

Covert Call allows you to alter the caller Id that Is sent to the phone you are calling. It can 
operate just like a calling card, all for the price of a normal long distance caN. 

here's a scenario: Out of the office and need to contact a business associate, but dont want 
to reveal your private cell phone number?... Covert Call will display your business number 
on their caller Id. No one will ever know where you are really calling from! 

Manipulate the raNer Id, that Is sent from your phone. Appear to be anyone, anywhere. This 
service is compadble with nearly ad phones , cell phones , and even the new VoIP phones! 

What is TefeSpoof? 

Telespoof is offering the first domestic and Intemationai Caller I.D. spoofing service, 
allowing business professionals to remain anonymous when calling from anywhere in the 
world, to anywhere In the world. Telespoof allows you to be whoever you want to be. 

Our service is for business professionals vdlhln the U.S. including, but not limited to; Private 
Investigators, Skip Tracers, Law Enforcement, Debt Collection Agencies, Insurarure Agencies 
and Lawyers, allowing the freedom to choose any number to show up on the Caller I.D. 
display. 

Tetespoof operates on toll free numbers within the U.S. giving clients access from wherever 
they may be. No need to be in the office or at a computer to use the service. Telespoof also 
allows clients to place intemationai caRs with spoofed Caller I.D. permitting the technology 
is available within the destination country. 


jQuote 

The onfy reason for the staff at Dave’s IPAQ posting this is to protect the 
members of our community. kVe do not support any of these types of actions at 

aUf 


Ill 


Post Ynur Commonts 


-And If I purchase a throw away cell with lOOmlnutes how are you going to track It 
.. b ack? Thats^iasicailyJiowJia ricers do — 

Posted by David Ckxone, Wednesday, Feb. 23rd, 2005 
Thats how hackers do what? Make untraceable phone calls? 


If you’re asking how authorities locate a person who is using prepaid cell phones to 
commit crimes, I have no Idea. I’m not a cop, David. 

\ 


; I do know that ever/ new cell phone is equipped with a GPS transceiver and that It can i 
! potentially be used to locate a phone. I’m willing to speculate that law enforcement . 

i agencies take advantage of that when necessary. 

1 

J Posted b*/ PI Phone, Thursday, Mar. 17th, 2005 

’ And If I purchase a throw away cell with lOOminutes how are you going to track It back? 

1 That’s basically how hackers do It. 

Posted by David Ciccone, Wednesday, Feb. 23rd, 2005 

1 

The easy way to secure your voicemail from spoofed caBcr ID is to set It up to require 
you to enter your password every time. 

David chose to copy and paste the ad copy directiy from CovertCaJI and Teiespoofs 
respective web sites. It should be noted that, even with spoofed caller ID, there is a 
record of the source and destination of every phone call that is placed on the US I 

\ telephone network. There is no such thing as untracabie phone calls. | 

1 I 

✓ I Additionally, Telespoof was not the first company to market with caller ID spoofing. 

I I 

I Posted by PI Phone, Wednesday, Feb. 23rd, 2005 I 

' I used to have a Sanyo (5000?) cell phone years ago that allowed me to screen calls. j 

'■ When the phone rings, you would hit a side button that activated a local digital voice j 

! mail like introduction recording. It would appear to be a normal voice mall greating. <ot | 

I what ever you recorded) You could then interrupt to say hi after confirming it was ; 

! actually someocn you want to talk to. (assuming they know to say something early, or j 

I white they are leaving a message) Thats the only way I can think of to get around some 
j of the potential headache. I havnt seen a phone with this feature though since then. | 

! 

Posted by s4Gcech, Tuesday, Feb. 22nd, 2005 

' Everyone please note this Is a very easy way to access voicemails. Paris Hilton’s entire 

; Tmobite voice mailbox is an over the Internet This could possibly be the way they got in. 

» 

Posted by David aocone, Tuesday, Feb. 22nd, 2005 ; 


I 

I 

i 
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Bp Return to 

Wfi] 



For a price Jlst by fax, call (BSaj 249-5171 or cHcK here . 

Invasif gaeon ubs to^aphono recoripB, worldwide, to autot jn tlie location oF peroon* ard to datoimlne a 
paraon's aisodatoa and contacts. In addition to locating mlealng pefsons, thio Information la u»d to 
Identify criminal conaplratora, verify conflict of Intereat matten, identify coiteapondenta in domestic 
cases, ate. In most cases, special documentation is lequlred to obtain this Information^ or It can be 
provided directly to your attorney^ 

SERVICES AVAILABLE: 

PHONE NUMBER TRACE: Thli search will trace any non-publiihed or unlisted number to Its owner and 
will provide a name and addreas where the number Is In operabon. It does not mattar If the number Is a 
payphone, fax Una, -600" or "SOO" number NO CHARGE FOR NO-Hn-M 

UNE TRACE; This search will provide ariy and all telephone linos in service at a given address, uesful 
when you are trying to reach someone whose phone may be listed In a different name. 

BEEPER TRACE; This search will provide the name and address of the owner of sny pagar^ NO CHARGE 
FOR NO-HITJJ 


CELL NUMBER TRACE: This search will provide the name and address of ths owner of any call phone, 
MO CHARGE FOR M04flT!! 

CELL NUMBER FINDER: This search idantiftas (he call number and carrier name for a given Individual:. 
Inputs require full name, address, phone number and 55N. 

DISCONNECTED NUMBER TRACE : This search will provide the name and addresa of the last owner of 
rief»rd for a given disconnected phone number. Note that this information vres only valid at the time the 
number was terminslad. Forwarding Information Is somaUmes Included, If avaliabla, NO CHARGE FOR 
NO^ml 

LONG DISTANCE TOLL RECORDS: This search will provide a list of loll calls made by a business or 
person which are billed through a long distance carrier. This normaNy Includes cafis made to dmeiertl 
ares codes. 


INTRA-STATE (LATA) TOLL RECORDS: This search will provide a list of toll calls made by a business or 
person which are bilied through the local phone company. This normally includes calls made to the same 
or rwighboiing area cooes. 

CELLULAR CALL RECORDS; This search provides a list of calls made from a particular cellular phone. 
NO CHARGE FOR NO-Hmi 


[Research Services] flnvestlgatlve Ser vices In MJ & PA ) [InvestlQative Services in OR ] 
fPI Training Academy ) [ investigatlveTralning Bootes ) 


Copyright © 2003 Advanced Research, Inc. • All Rights 
Reserved. 

Hosted and Maintained by PI-WEB-HOST 




777 


TAB 111 



778 


Touch Tone Infonnation, Inc. 


303 S. Broadway. Suite 414 
Denver. CO 80209-1511 


(303)671-9038 


, BILL TO j 

j ADS AdvMoed Rescach, Inc. 

.F«54l-92M9I2 ^ 

I 

I 

j 


Invoice 


Bate 

IKVOICE « 

4/J/99 

AOS 


I 
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Invoice 


DATE 


in^/99 

(303)671-9038 

TO: 

ads Advanced Research, loc. 

Fax 541-926-4912 


Touch Tom Infomution, Inc. 

3<)3 S, Broadway, Suite 414 
Ptenver, CO 80209-1511 


■ Put Involc* Dat* On PnymaiM 


AMOUNT DUE 


AMOUNT ENC. 


DATE 


K/n/M 

03i/l7/W 

03/17/99 


S3.SS9,75 


I IflV MAM'i MW II * inm Ml/ Vim > Mill 


IRBFnisxvTM Sutemeot 


nsfV#ADS9995'- 
I Lnfemuftiem Etiisli y 
1 [NV #ADS 99Ml^iMr-Wire REF:USXP551 Bank 
I InfonnatiOfl 



BALANCE 


69.00 

3.W3.25 

S6.50 

3,769.75 ! 

100.00 

3,869.75 j 


AMOUNT DUE 


CURRENT 


1,910.50 


I 1-30 PAYS PAS T j 31^ DAV5 PAST 61-50 DAYS PAST . OVER M DAYS 

I due DUE DUE ■ PAST DUE 


1,959.25 


aoo 


D.0O 


0.00 


53,169.75 


PPge 2 
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Toych Tone Informytian, Inc* 


303 S. Broadway. Suite 414 




nver. 


CO 80209-1511 


Invoice 

DATE 

2 / 5/99 


(303)671-9038 


i TO: 

ads Advanced Researct, Jnc." 
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TO- JAMES e TTI 

Fi4 mike / A.RI. 

REi MY CLIENT #MMX-E-«81 

ON: Marche, 1999 


(Xl DEAP' "iE - Thl» rmtueat expires automsIicsUy st SiWI PM on 4/S/W 
( ) RUSH REQUEST - If checked, |1 0 extra to retum by 8:00 PM on 


PI..,, provide me with KNOWN INVESTMENT BANKinfo 


for: 


NAME: 

ADDRESS: 

PHONE: 

SSN/FEIN: 

DOB: 



NAME AND LOCATION OF INVESTMENT BANK TO SEARCH: 
*lntarp«ciftp Invwlor* S«rvic«* Inc. 

3275 Elgin Drivp* Salt UKa City, UT W10» 

/ (Sm attachad account aummafy from June 1996^ 


m 


PIf «*a provide ALL accourrta at tfi(s(aac)t>ank{t). Including account NUMBE RS, 
tvpaa and balancaa in aach account I undaraUnd your fae for thia aaarch la 
150.00 par bank, and there ia no charge If you can not acceai thaaa racorda. 


If thaaa faaa ara inconect plaaaa contact ma bafora proceeding. 


Mike Martin 

advanced RESEARCH. INC. 


( 800 ) 082-1444 


FAX RESULTS TO (570) 420^8858 



Fmunci^l 

Advisors 
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1ST SOURCE INFO SPECIALIST 


7101 W COMMERCJAL BLVD 
^TE 4 -A 
■UaRAC FL 33319 


BRUCE MARTIN 

:ar: 

553 HAIW ST 
SrROUDSBURH rfl 30350 


Invoice 

Numbor 221 ^ 

Daih: July 2 ^, ZIWS 

Ship To: 


PO Numbflr 


Torm* 


FAX 


DUE UPON RECEIPT 


Dilc 

;07-2e 

07-26 

07-2$ 

07-28 

• 07-2B 


JDMCfiptlOn 



iK> KUfiCUa 


Prp^Kl 

PHONE INTEL 


Rat* 

Amount 

75 . 00 , 

75.00 

7 S.OO 

75*00 

50^00 

50.00 

25 . 00 - 

25.00 

10 * 00 . 

10,00 

25.00 

25.00 

75.00 

75*00 

25.00 f 

25*00 


! 


jk 0^30 Oiv* 

3t - 60 lUyt 

61-«0(lay» 

>90 tiny* 

Total 

W 

$360*00 

$0.00 

$0.00 

$0.00 

5360 * 00 
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•ed Research, Inc. 



PO Box 2709. Albany OR 97321 

ir (888)249-5171 
to: FAX (541)451-4351 
Info 10 (alicnui^: FAX (54 1 ) 45 1 -4528 
Billing tii FAX (54 1)451 -435 1 
email : ^ivorccpi(gaol.com 


You are authorized to mdk ejllfv j tarfections in input data, and charge 
appropriate surcharges. Specify all such costs with returned ^ 

July 26, 2005 


Date: 

Client: 

Please eonduct the following: 

Cellular Trace , followed by 

Cellular Calls - AnriLcvcIc (include all occurrences of 718-781-71 14) : 
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Advanced Research, Inc. 



PO Box 2709. Albaov OR 97321 

v(BBft) 249-5171 
Return FAX (541} 451-4551 
Remm info \o [ullvniflK:): I^AX (541) 451-4528 
Billing lo: FAX (541)451-4351 
email : cJivorccpi(§aol.coni 


You are author izad to make any corrections in input data, and charge 
appropriate surcharges. Specify all such costs with returned info. 




2005 


Date: 

o 

Clieni: G-794 

Please conduct the following: 
TAlliilar Calls - lasuivcie : 

Number; 954-1 
Subject: 


(Nextel) 

a EfiA^TCD 



Ft. Lauderdale, FL 33312 



Thank you. 


Bruce T. Martin, Ph.D. 
Client Servie&f Manager 
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You are authorized to make any corrections in input data, and charge 
appropriate surcharges. Specif ail such costs with returned info. 

Date: July 26, 2005 


Client: 


Please conduct the following: 
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n 

• Subj: 
Date: 
From: 
To; 


7 / 22/2005 3; 50:55 PM Eastern Standard Time 
mailisi@C3rth Jink, net 

lstetfetsQOO@aol.cofTi 


information SEARCH, INC. 
(410) 563-1344 
(410) 732-6606 FAX 



WE NEED THE FOLLOWING: 


LOCAL LONG DISTANCE TOLLS WITH DATES AND TIMES ON: 



? apt 

SANTA CLARA CA 95050 

Phone Number: 40e**fcnd then Changed t _ . 

CALLS FOR PAST 30 DAYS THAT ARE AVAILABLE:'" 


hP 



SEND BACK VIA E-MAIL, NOT FAX 

IF YOU HAVE ANY QUESTIONS, PLEASE CALL, 

THANKS, 




DAVE KACALA 


800 





h )' 

‘iH'feR II 

n 

I'Q^A (j-^o 



1 1 

^3(0 ^ip 

uj'h. ^>3if 


r 
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Fmrn: traKer@vahPOqroups-gQm 
Tn! Trflra?rta>vahQOQroUPS.cqfD 

S*nt: SurKiay. May 15* 2005 3:1S AM 
Subjact: Itrscer] Digest Number 2331 

■ Yahoo! Groups Sponsor — 

Has someone you know been affected by illness or disease? 
Network for Good is THE place to support health awareness efToi^l 
http r//us.click vahooxom/Rc v2bD/UQtiJ AAycosF A A/kGEolB/TM 


There are 12 messages in this issue. 
Topics in this digest: 


* 


1 , Re: Phone Records - Limited Offer 
Fiom: dinkIfaerv@aoi,com 

2* Online Listings And T he PI 
Fmm : 

3. cell phone records — how done le^ly??? 
From: 

4. Re: Phone Records - Limited Offer 
From: dinkIbeTV@aol.com 

5. Re: cell phone records — how done legally??? 
From: dmklberv@ao I .com 

6. RE: cell phone records — how done legally'??? 
From: "Tim Berndt" <Tiin@reUatrace.C0(m > 

7. Re: “ how done legally??? 

Fmm: g^^^^ 3 ^S@aol.com 


8. Re: cell phone records — how done legally??? 

From: Dana Owen <csiQfanieTica info@vahoo.cQm > 

9. Re: cell phone records — how done legally??? 


From:! 


10* EMPLOYMENT VERIFICATION 


From:1 


11* Re: EMPLOYMENT VERIFICATION 


12 * 


From: <^ ^Mi^MfShrahoo*cDni > 

Re: E MPLOYMENT VERI F ICATIO N 

From: ud Ement-trackcrs.com > 


Emails 




R£tiA»--reD 


Message: 8 

Date: Sal, 14 May 2005 16:00:15 -0700 (PDT) 

From: Dana Owen <csiofamerica info@Yahoo.coin > 
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Subject: Re: cell phone records — how done legally??? 

Excuse me for intervening on this topic. 

I have to concur with Rian on this one. 1 for one know of several ways to obtain thrae 
records, and many other records also. Every time I am asked '’HOW I get access to them 
I just shake my head, this is the same thing as asking a magician how his magic tricks are 
done. If he told you, he couldn't sell you tickets to see his performance. 

I have personally done work for the state and several Law firms that have seen me get 
this access and never has anyone ever said that I was breaking the law. 

I have also seen post's on many groups and forums that claim Xetl Phone Ping's'' are a 
scam. Well, all I can say is that I personally do this service just as accurately as the law 
Enforcement c^ simply because, "I know how it's done"! 


dinklberv@aol.com wrote: 


In a message dated 5/14/2005 3:44:28 P.M. Eastern Standard Time, 


olxom writ^: 


I am unaware of any way that cell call detail info or tolls can be obtained 
legally, ^sent a warrant or subpoena. I could be wrong about this - and, if 
I 


am, my apologies to the poster. 


There are sev^l legal ways to access Cell Phone Tolls. I see a lot of 
people balk at the fact some investigators do "Asset Searches". Some asset 
searches come from custom reports from database sources, which give: 

Judgements, Leins, Bankruptcies, UCC, and Property data. Other sources provide deep 
financial checks, which do not violate any laws. 

I hear many people state, "Whoa, this guy wants a bank account search!", 
without understanding there are hundreds of ways to get the information 
legally. Ex. Digging through trash. 

The same goes for telco related Investigations. There are I CM) ways to 
legally obtain telco related information, including cell records. I would love 
to tell you how this is done legally, however, I would be gjving up my main 
source of infonnation. Eventually, everyone will be reading about it once a 
person writes a book, but for now, it's considered an area of specialty. 

I would not consider Cell records a black eye to the indusiiy, but 
rather a safer, passive alternative to Physical Surveillance, Sometimes, as PPs, 
we need to gather proof, like confirmation from the hotel that a subject 
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slept in a specific room on a certain date. With cell records, we confirm if 
someone called a specific person on a specific date. Aside fiom that, there is 
no real difference. 

The first case of Cell records I performed in-house, led to the arrest 
of an individual featured on ’’America's Most Wanted", and is resulting in the 
pending exoneration of an innocent man. 1 can speak of hundreds of success 
cases using phone records, and would never exclude them fix)m my arsenal, unless 
a law came about specifically excluding them, like in the UK. I have worked 
with numerous law enforcement agencies, providing them leads. Never have I 
been led away in cuffs. 

Steve - On a group about two weeks ago, I saw a post stating that getting 
cell records is 100% illegal. I now see an email stating that you could be 
wrong, and if so, you apologize. I hope you understand that Telco invest? gation.s 
are very complex, and that while you may think some things SHOULD be 
illegal, many simply are not 

I hope your message does not give a black eye to members of the telco 
industry, who try hard to supply investigators with top notch resources. Most 
information can be obtained legally, it's just a matter of figuring it out 
creatively. 

It looks like you are pretty much convinced this is illegal. Please tell 
me a case where it is illegal to Possess Cell Records of another individual. 

A black eye is making it appear Investigators are operating illegally, 

without any proof whatsoever, as well as underestimating innovative means of legal 

data acquisition. 

♦♦♦These records arc not admissible in court without a subpoena, as most 
records are not. That is my oiJy legal opinion on tlie matter. (TM not a 
lawycr...but neither is Steve!) 

- Now get me that ice pack :) 

Regards, 


Rian Wroblcwski 

Investigative Consultant/PI 

Sherlock Investigations 

NYS Investigation #:1 1000069976 

888-816-1934 

Fax: 866-290-9478 
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Dana Owen 
C.S.I. of America Inc. 

Office #(646) 435-4407 

Fax # (646) 219-2285 

email: Dana@CS Io£America.coni 

www.CSIofAmerica.com (website under construction) 




811 




812 


From: tracer@vahO QaTouBs.com 
f To: trarjfi r@vah oocrou ps . com 

Sont: Salurday. January 07. 2006 10:13 AM 
Subject: (tracer] Digest Number 2616 


There arc 13 messages in this issue. 
Topics in this digest: 


/JAmB4 * EmAiU 

RBdActB^ 




1 . RE: I abs olutely agree 

From: ^ — 

2 . you'd been warned.., (FBI nails sdlcr of phone info) 
From: 

3 . Re: Fw d: Virus on " HAPrV NEW \"EAR" E-MAILS 

From: 4 mi mSjinte] iaire.coni > 

4. RE: Pho ne Records! 

From: <— ^K^roxboro net > 

5 . RE: Phone Records! 

From; Dana Owen < csiofamerica itvfofeahoo.ooni > 

6 . RE: ph one Records! 

From: 

7 . Just a reintioduction 
From: f ^B@aol.coni 

8 . RE:EV 0 

From: >' I 

9 . More on Information Collection 

From: "Ken Munson" < ^^^B@adelphi a.net > 

10 . Hephzibah, G A— Assignment av^lable 

p„„: <BHaSSBBa 

1 1 . RepoSpotte f.com 

From: ' 

12 . Re: Phone Records! 

From: j 


^comcast.nei> 


@mindsprinE com > 


iibeIlsouthnet> 


SAOLCOM 


13. Revers e Tel ephone Directories 
From: < ^^^a@vahoo. com > 


i 


Message: 5 

Date; Fri, 6 Jan 2006 1 1 : 15:35 .0800 (PST) 

From: Dana Owen <csiofamerica info@vahoo.CQm > 
Subject: RE: Phone Records! 


I agree with you on that Russ, 
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1 fed that too much is being transposed on open and public lists, groups and forums as 
well as the Internet in general. The investigative and rccov^ industries have already lost 
more tools, tactics and resources Just in the past few y^rs then will ever be replaced. 
Resources and techniques that have been the backbone of industry sense modem 
communication and intelligence information, with legislation, regulation, laws, new 
rulings and continues to do so more and more every single day it seems, 

I would like to publicly thank those members of the NAISS who have continued to 
lobby on behalf of all of us. Your work and personal sacrifices are not unrecognized by 
those of us that are not members of your association, 

I encourage all to heed the warnings that are smacking us in the face, before our hands 
are so tied and bound, that we will not be able to earn a living at our chosen professions. 


Stay Safe and Good Hunting! 

Dana Owen 
C*S.L of America, Inc. 

ftlWlCTE^ 

Russ Thomas m I wrote: 

As loose as to many of us are on this and other lists, it is no wonder, the 
government is looking at cracking down on what has become a very much openly 
discussed subject. ALL REQUESTS for info regarding any type of 
"confidential inteJJigrace" should be discussed privately, and not openly on 
any '^List/' Otherwise, the valuable "tools" currently available will no 
longer be, or the cost, as well as the penalty will be prohibitive. 

Russell W. Ttiomas, A. A., B.A*, LFI 

President, TAICS, Inc. (NC Coiporate Business License - BPN 002S74P4) 

d/b/a - AAA Investigative Scivices (Anything - Anywhere - Anytime), NC PI 

License No. 1 925 

1 80 Fairway Drive 

Roxboro, NC 27574 

Office/ 336-503-0303 

Facsimile / 336-597-R809 

Mobil / 336-503-RUSS (7877) 

Email - ^^B@ThomasPLcom 

Web Sit^- WWW, ThomasPLcom <httn ://www. thomasni xom/ > 

Dana Owen 
C.S.L of America Inc. 

Office #(646) 435-4407 
Fax #(646) 219-2285 
email: Dana@CSlofAmerica.com 
www.CSlofAmerica.com 
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. From: tracer@vahooQrouDS.CQm 
I To: tracer@ vahoooroups .com 

Sent: Thursday, April 28, 2005 3:20 AM 
Subject: [tracer] Digest Number 2364 

Yahoo! Groups Sponsor > 

Has someone you know been affected by illness or disease? 
Network for Good is THE place to support health awareness efforts! 

http://us.click.vahoo.com/Rcv2b D /UOnJAA/cosFAA/kGEolB/TM 


There is 1 message in this issue. 


Topics in this digest: 


1. Re: Cell Phone Locate (PING) 


From: Andrew Price 


vahoo.com > 


^eoACTED 


Message: 1 

I Date: Wed, 27 Apr 20 05 19:30:21 -0700 (PDT) 

From: Andrew Price 

Subject: Re: Cell Phone Locate (PING) CTto 

Excuse me. 

I’ve never used someone for a cell ping but if you want an inside tip the information is 
out there to gain access to anything;) law enforcement gain access to pinging by the e- 
91 1 center with a verbal access code. How secure are these codes? I know in my younger 
days I could pretty much pretext anything. My favorative tatic was to find the direct 
source an learn to pretext them. Thats how to get any type of information if you want to 
be ♦***tracer, its called reseach and crack'em. Do you believe its impossible to gain 
access to internal numbers...? So then what just like phone companies e-91 1 is an 
establisment of many call ccnters..How do you pick a lock...? I hate to say it but alot of 
people buy a dozen eggs find one or two are spoiled 

and throw out the whole dozen and decide never to buy eggs again. I don't agree with 
bogus results, but you know what made me a tracer I got sick of bullshit, no one teaching 
me I thought myself everything I know from skips to repos to breaks, cna, tolls, poes, 
pretty much everything to punch through any wall. You guys forget that weVe in the 
information age. Have you "skiptraceTs" forgot your roots, Icam how to do the stuff 
vourself that what being a tracer is all about. Thats what a tracer is... information. 


Thank you. 
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Andrew Price 
Tracer Time 

177 Telegraph Rd. # 550 
Bellingham, WA 98226 
206-274-9908 


wrote: 

Outside of the Law Enforcemrait commimiiy it is nothing but a Hoax. 

We have tried three companies and none of them came thiou^. 

In addition to that we ran a ping on a family member with a local cell# who was across 
the country at the time of the ping and they gave us a bogus local address and insisted 
that he/she was there at the time of the "so called ping!'* 

Folks dont even waste your money! 

Bail Recovery Department MGR 
Tim Beilis 
511 NE3rdAve 
FT. Lauderdale, FI 33301 
Toll Free L866-588-2245 
Local 954-523-8323 
Fax 954-82S-1396 
Surety Lie# A010S507 
P.I. Lic#A2500043 


Origina! Message 

From: Andrew Price vahoo. cQm > 

To: tracer@vahoogrQup$.com MtTE 6 

Sent: Wed, 27 Apr 2005 06:37:31 -0700 (PDT) 

Subject: Re: [tracer] Cell Phone Locate (PING) 


From wbal I have heard there is one company that has been able to do this 
accurately, CSl of Amoica you can contact them at in fo@c 5 iofamericaxom 

<This email is NOT intended as a personal, business, or professional reference> 


Andrew Price 
Tracer Time 
1 77 Telegraph Rd# 550 
Bellingham, WA 9S226 
(866)246-3520 Toll free 



817 


(206)274-9908 Office 
(206)260-2980 Secure fax 
www.TracerTime.coin 


Altrace International <m^— ^^@ vahoo.coig> wrote: 

PtEbACTEb 

Cell pings are rathere hard to come by, except 
the Police and FBI have means of doing so. 

I would be cautious of anyone who says they can 
do this. 

Richard Lane 

CA Lie PI-23406 

Buena Park, CA 

CEO Altrace International 

http://www.altrace.com 

— Alpha-Omega wrote: 

> 

> 

> Need a vendor recommendation for a cell phone 

> "ping". 

> 

> Need to locate a person for process service 

> purposes. 

> 

> Regards, 

> 

> Larry Sizemore 

> Alpha-Omega Investigations 

> Fort Collins, Colorado 

> 970-282-8200 Voice 
>970-282-8803 Fax 

west.net 

> www.Alpha-Omega-lnvestigations.com 

Thank you, 

Richard Lane 

Lie CA PI-23406 

CEO-Al trace International 

Buena Park, CA 90620 

Voice-Fax: 7I4-S76-6003 

Member: PICA, NAIS 

Assocation of Christian Investigators 
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Buena Park Chamber 
BBB of The Southland 
http://www.a 1 trace, com 


Andrew Price 
Tracer Time 
177 Telegraph Rd. #550 
Bellingham, WA 9S226 
(360) 756-5439 Voice mail 
(214) 481-0959 eVoice mail 
(206) 274-9908 Direct Line 
(206)-330-2141 FAX 


UBI 602434414 

WASHINGTON 

Verify at: prd-dor.wa.gov 

(Will be listed in database in Feb. 2005) 


E-mail: j 


Svahoo.coni 




COMING SOON: www. T racerTime.com 


MEMBER: PICA 

MY SEARCHES ARE GUARANTEED. IF YOU FIND THAT THE INFORMATION I 
HAVE GIVEN YOU IS 

INACCURATE I WILL COMPEIiS ATE YOUR COMP ANl^ FOR HITS PAID. 


NOTICE: 

This electronic message is covered by U*S.C. 


I am NOT a private investigator nor an attorney. I operate under RCW 18.165*020 
Title of Exemptions, Revised Code of the State of Washington under SS 1 and SS 
IL 
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Scenario D; N>tiopwidc CourierSeryict 


Example Call: 

Pretexter calls when is believed to be a good contact number jor target (relatives, work, etc) 

Pretexter: “Good Afternoon! My name is Joe Ruse of the 

Nationwide Courier Service and 1 am trying to get a 
hold of Steve Skip in regards to a package delivery.” 

Party Answering; “I am sorry, but Steve Skip does not live here.” 


Pretexter: 


‘■Do you know Mr. Skip?" 


Party Answering; 
Pretexter; 


Party Answering; 


Pretexter; 


Party Answering: 


“How did you get my number?” 

“Well sir, h was written with a couple of other phone 
numbers on the package. The problem is that it is a 
refrigerated package and another package has leaked and 
disturbed the address on the pack^. We can not make out 
the delivery address, but we can make out a couple of the 
phone numbers." 

“Oh. Well he does not live here. I know him, but I am not 
going to give you his number. I can get a message to him I 
guess. What is your number? Is it what came up on the 
caller id box?" 

“I do not know what came up on the csller id box, but you 
can have him call the dispatcher or drivers at (800) 123« 
1234 and schedule a delivery time ai>d place." 

“Ok, did you say h is perishable? If h is what is h?" 


Pretexter 


“Yes, it is perishable. It is kind of a big box. Maybe h is 
fruit or something. 1 really do not know." 


Party Answering; 


“Ok, I will try to get him the message." 


Sof6 
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Sfenarifi HI; Automobilf Service CcDlgT 

Example Call: 


Pretexter &ilts what is believed to he the tar^t "s mmber. 

Pretexter: “Good Afternoon! My name is Joe Ruse of the Automobile 

Service Center aird I am trying to get a hold of Mr, Skip 
please" 


Party Answering: 


“What is this in regards to?" 


Pretexter: “Well it nppeitrs in nur, system that Mr. Skip has not had bis 

1999 Ford Explorer in for service recently and it is past 
due. We tried notifying him via nmil and it was returned 
undelivcrable, so what 1 would like to do today is update 
his trtftwmfttion for serviccs and recall nodficatioa and also 
offer him a ftve oil chaitge!" 

party Answering: “This is Steve Skip and I bad my vehicle in for service last 

week!" 

Pretexter: " Hmmm well the service center did not lo^ it. What 

deakrship was that at?" 


Target: “ABC Ford, m Dallas." 

Preiexto-: “Well, 1 am sorry to bc^ber you about this sir. Since I have 

you on the phone^ woSd you be so kind to update your 
contact information for me? I would like to update your 
home address^ and work 


Target: 


“Sutt...” 
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TAB 119 
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l^g>EP£ ND E^r^J:Q^Q ^g^QRA(?RE]^ ^ 


This Agreemeot ("Agreement'’) is entered into elective as of the date set forth in 
Exhibit A (the "Effective Date”), by and between PDJ Investigations, a Texas corporation 
("Company”), and the individual identified in Exhibit A ("Contractor”), who agree as 
follows: 

1 . Recitals . This Agreement is made with reference to the following recital of 
essential bets: 

1.1. Company is in the business of obtainmg information inquiries 
("Inquiries”) fi’om clients ("CEents”) and engaging private investigators to obtain 
information in response to Inquiries. Inquiries may relate to informatioo about the Client 
or third parties ("Subjects”). 

1 .2. Company contemplates ei^aging Contractor as an independent 
contractor to provide private investigation services (the "Services”) to Company. 

1 .3 . Contractor wishes to perform private investigation services as an 
independent contractor on the terms set fbnh in this Agreement. 

2. F.ngagefTMtot Company hereby engages Contractor as. and Contractor 
hereby agrees to act as. an mdependent contractor throughout the term of this Agreement. 

3. Services . Cotitractor shall faithfully and diligently provide lo Company the 
Services set forth in Exhibit A and as directed by Company firom time to time. Contractor 
shall perform the Services in conformity with all legal professional, and ethical standards 
and requirements imposed upon persons engaged in the business of providing the Services 
or simitar services in any state in with jurisdiction over Contractor Additiona] terms and 
conditions regarding the Services are provided in Exhibit B. 

4. Term . This Agreement commences upon the Effective Date and will 
terminate immediately upon writteD termination notice ("Termination Notice”). 
Termination Notice may be given by Company or Contractor at any time and at either 
party's sole discretion, with or without cause. 

5. CompsasatiflD , 

5.1. Rate . Contractor shall be compensated as set forth on Exhibit B. 

5.2. Billmg . Contractor shall submit to Company an invoice with a 
separate entry for each matter which was concluded during the previous week. Each entry 
shall indicate the search type, referenced number/invoice number, and the total charge. 
Contractor shall pay an invoice within thirty (10) days of its receipt. Contractor will not 
be entitled to eny other cempenaatien or benefits. 

5.3. Withholding and Indemnification . Consistent with Contractor’s 
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mdependenf contractor status. Company wiU not withhold from Contractor's 
compensation or contribute any arnount on behalf of Contractor for any taxes or 
in^iiraiice, including without litnilation, SodaJ security taxes, unemployment insutance 
componsarion, workcr^s compensatton insurance, haMKty insurance^ federal or state 
jnooma tax withholding, or any other payments^ withholdings^ taxes or any sunllar Ltem$ 
(cohecrivety, Taxes and Insurances*'). Contiacror is responsible tor its own payments 
and contributions for Taxes and Insurances and all other payments required of Contractor 
03 on independent contnictor (coUeedveiy, “Contractor's Obligabone''). Contractor ehali 
indemniiy, defend and hold hanriless Compariy, its owners, eraplt^^es, attorneys, agents, 
and other independent conlractojs^ from ai^ and all liabilhy and loss related to or arisiiig 
from Contractor's Obligations, including without fimitation any demand for paymou or 
punitive assessment arising from Contractor's feilure to comp^ with those State and/or 
Fcd^al lawi, ndes, Jind regulations concerning the characterixatioc^ withholding, and/or 
reporting of payments received by Contractor from Company. 

6. Expenses . Contractor shall pay for hs own business, operating, 

investigauon and other expenses, without any rrimbursement or payment by Company. 


7, ln4e perKlgT^ C ctltT^tpr- Contractor wiU imi become or be deemed an 
employee, partner, joint venturti , or agent of or with Company by reason of this 
Agreement. Neither Company trar Contractor will have any authority to bind the other in 
any respect. Contractoir wiU be sofety an independem contractor of Company 

£ Ipsur^ip : ^ . Contractor shall obtain liability innuance of conunfcrdally 
reasonable limits and shall name Cotnpany as additional insured. Contractor shall obtain 
worker's compensation insurance as required by law. Contractor shall provide proof of 
compliance with the terms of this Paragraph to Company upon Company's request. 
Contmecar aball cause each insuranoo company providing iniumne# covetag* puiauanl to 
this paragraph to notify Company in writing rio less than 15 days prior to cessation or 
juodificatiain of such insurance coverage. 


9. Rjq?rese«tations and Warranties . Contractor represents, wananis and 
covetuuit& to Company thnt: (a) Contractor is duly gualtfied and licensed to perform the 
Services in any state in which it will perform the Services^ (b) all information provided by 
Contractor to Company of Clients in connection with the peribrinancc of the Services will 
be true, accurate^ and correct; (c) this Agreement will not cause or require Contractor to 
breach any obligation to, or agreement or confideoce with, any other per^n, (d) 
Contractor bw aU inauranoes required by and contemplated by this Agreement or will 
promptly obtain such insurances before oomtnenemg the Services; and (c) Contractor's tax 
fcpoEiing procedures, induding without limitation the withholding and paywent of income 
and payroll taxes and filing of all iiifortnational and psyroil tax returns, are and will remain 
in cotnpliaiicc with applicable law pertaining to Contractor and independent contractors in 
general. 


10 . 

10, 1 . Conxiactor acknowledges that Company has made and wjU moke 
available to Contractor certain mforrnation about (i) CUenta* names and contact 



informatioti; (ii) Subjects' names and comaci mtormation; and (m) business siratcgies Md 
practices, vendor lists, priemg mformatioTi. perforniance standards and other oonfidenidal 
or propriertary information of Company, bduding trade secrets and copyrighted materials 
(coUeciively, the "Confidential Material"). Contractor will not use nor disclose to any 
third party any Coafidendal Material except as is necessary to perform the Services. 

1 0.2 . Contractor will not use or make any disclosure of any informatioti 
obtained while performing Services {the “Infonnatbu'^) except as spedficaJly diteefed by 
Company. 

1 U .3 . ConGactor will not make any duplicadon or other copy of any of 
the Infottnation or Confidentia] Material without the prior express wnttfin consent of 
Company. 

10.4. Contractor will Dot contact any Clifts during or after the term of 
this Agreement without the express written consent of Company* uitlcsa and only to the 
extern such contact is essential to the performance of the Services. 

10.5. Upon t^mtnarion of this Agreement Conljactor shall return all 
Confidential Material and Information to Company. 

11. Tnjnnrtive Relief . Company and Contractor each acloiowledgc the unique 
nature of the provisions set forth in Section 1 0 and that (a) Conq>any will suffer 
iiTCparahic harm if Comractor breach^ any oftlrose provisions* and (b) monetary 
damages wifl be inadequate to compensaie Company for such breach. Thntsfore, if 
Contractor breaches any of such provisions, xheo Company vrilJ be eniiiled lo injuncrive 
relief, in addition to any other remedies at law or cquttyv to etiforce such provisiotia. 

12, )pHamrtificatkinL Contractor will indemniJ^ and hold Company harmless for 
any claims made by Clients or Subjects or other persons, li^ilify, or other loss related to 
or arising from the Services provided by Contractor under this Agreement. 

13 . Govcniing Law. This Agreement will be governed bv and construed in 
accordance with the laws of the State of Texas, 

14 Fmthci AsauraiKcs . Company nnd CoiUrai:tor will e^pccoute all instruments 
and documents and take ali actions as may be reasonably required to effectuate this 
Agreement. 

1 5 Venue and Jurisdiction . For piuTposes of venue and jurisdiction, this 
Agreement will be deemed made and to be pjcrfbuiied in the City of Granbury, Texas. 

16. Counierpaits . This Agrccmcirt may be executed in coi^crpaHs, each of 
which win be deemed an original and all of which together shall constitute one document. 

17 . Time of Essence . Tim* and strict and pubctual performance are of the 
essence with respect to each provisioii of this Agreement. 
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]%. MnfitficatjQn . iTiis Agrecmcm may tw modified oiUy by a cOTit^ 
writing executed by Contractor and Company. 

19. The headings oftiwParagraphs of tlus Agreement Itave been 

included only for convenience, aitd will not be deeiticd in at^ maiuKr to modi^ or limit 
any of the provisions of this Agrcemeot, or be used in any manner in the inierpreiation of 

this Agreement. 

20 ^ PrinrUnderstandipes . Thk Agreement contains tbe entire agreemcm 
between the parties to this Agreement with respect to the subject matter of this 
AgrecmeiH, i& intended as a final eicpression of the parties' agreement with respect to such 
tema as are included in this Agreement, is mtended as a complete and cxdi^ve statement 
of the termfi of such agreement, and fuperBCdes all negotiations: uoderstandi^, 
agreements, representations, and warranties, if any, with respect to such sal^cct matter, 
which precede or accompany the executioE of this Agrccmenl. 

21. tnterpfetation . Whenever the context so requires in this Agreeme^ 
werde weed in the siogular will be construed to have been used in the plural (and wee 
versa), each gender will be construed to include any other genders, and tlw word '"person” 
will be construed to include a natural person, corporation, firm, partnership, joint venture, 
trust, estate, or any other entity. 

21. Paffifl] Invaiiditv . F*aob proviann ofthis Agreement wiU be valid and 
enforceable to the fUncst extent petmitted by law, If any provision of this Agreement or 
the application of such provisiem to any pers^ or circiitnstartcc will, to ai^ extent, be 
invalid or unenforceable, the remainder of this Agrecmcm, or the aj^Ucaikra of the 
provision to persons or circumstances other than those as to which it is held invalid or 
lOTOTforcwble. wiU not be affected by such invalidity or uncnforceability, unless the 
provision or application of the provisiDO is essential to this Agtecment. 

23. ttiiccejaora in Interest and Assigns - Corttraaor wiU not assign or delegate 

to any other person this Agreement or ^ ri^ts or obligaUons under this Agreemcitt. 
Subject to thifl restriction on tratisferability, this Agreement will be upon and inure 

to the btsiefit of the successors in interest and assigns of each party to this Agreejnem, 

24. Notices . All notices or other commumcations required or pennitied to be 
given to a party to this Agreement shall be in writing and personally delivered, sent by 
certified mail, postage prepaid, return receipt requested, or tent by ao ovemigJn citpteiM 
courier service that provides written confirmation of delivery, to such party at its address 
as set forth at the signature and Exhibit A of this Agroem^. Each notice or other 
communication will be deemed given, delivered and received upon iu a<mia] receipt, 
except that if it is sent by mail in accordance with this Section, then it will be deem^ 
given, ddivered and roodvc=d three days after th« date th* notice or other comrminicatioa 
is deposited with the United States Postal Service m accordance with this Section. Either 
party to this Agreement may give a notice of a change of its address to the other party to 
this Agreement. 

as. Wflivia' . Any waiver of a default iroder thifl Agreanent must be in wrHiiig 
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acid will Bcft be a waiver of any other default concerning the satne or any other provision 
of this Agreement. No delay or omission in the exercise of any right or remedy will impair 
such rigdit or remedy or be construed os a waiver A consent to or approval of any act will 
not be deemed to waive or render urmeccssary a consent to or approval of any other or 
subsequent act. The sole perron with the authority to waive or consent to any act on 
behalf of Company is Patrick Baird. 

26, Drafting Ambij^ities . Each party to this Agreement has had the 
opportunity to review and revise this Agreement and have the party's legal counsel review 
and revise this Agreement. The rule of construction that any ambiguities are to be 
resolved against the drafting party will not be employed in the iMerpretation of this 
Agreement or of any amendments or exhibit to this Agreement. 

27. Authority . Patrick Baird, as the Vice-President of Company, is the sole 
person who may give any consent, authorize any act, or waive any right on behalf of 
Company^ _ 


2S, Survivaj . Nejtwhhrtaiiding anything to the contruy in this Agreement, 
Sections 9, 10. 1 1, and 12 will auvivc any tennknatiou of this Agreement in perpetuity. 


Company: 


PDJ Invcsrigariotis 
POBox7XR 
GranhjurvT^ 76( 



Patrick Baird, Vice ^ Prerident 


Contractor 




Exhibit A 
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I NDRP£ND£N T CONTRACTOR AGI^EHMI^ T 


niis Agreement (“Agreement”) is entered into cnccli vc as of the date set forth in 
Exhibit A (the “Effective Dale”), by and between PDJ Investigations, a Texas corporation 
(“Company"), and the individual identified in Exhibit A (“Coniraeior"). who agree as 
follows: 

Recitals . This Agreement is made with reference to the following recital 
of essentia) facts: 

1 . 1 . Company is in the business of obtaining information inquiries 
(“Inquiries") from clients (“Clients") and engaging private investigators to obtain 
information in rc.sponsc to Inquiries. Inquii ie.s may relate to information about the Client 
or third parties (“Subjects"). 

1 .2. Company contemplates engaging Contractor as an independent 
contractor to provide private investigation services (the “Services") to Company. 

1 .3. Contractor wishes to perform private investigation services as an 
independent contractor on the terms set forth in this Agreement. 

EnyauemenU Company hereby engages Contmetor as, and Contractor 
hereby agrees to act as, un independent coniraclor throughout the tenn of this Agreement. 

Services . Contractor shall faithfully and diligently provide to Company 
the Services set forth in Exhibit A and as directed by Company from lime to lime. 
Contractor shall perform the Services in conformity with all legal, professional, and 
ethical standards and requirements imposed uptm persons engag^ in the business of 
providing the Services or similar services in any state in with juri.sdiction over Contractor. 
Additional tenns and conditions regarding the Services arc provided in Exhibit B. 

Term . This Agreement comnicnce.'? upon the Effective Date and will 
terrninaic immediately upon written termination notice (“Termination Notice"). 
Termination Notice may be given by Company or Contractor at any time ajid at cither 
party’s sole discretion, with or without cause. 

5. Compensation . 

Rate . Contractor shall be compensated us set forth on E-xhibit B. 

flillinii . CtmUador shall submit Ui tympany m invoice witJi a 
separate emty 1*^^ ^h jnattcr which was concluded during tljc previous week.. Each 
entry shall indicate the search type, rerereneed number/invoicc number, and the total 
charge. Contractor shiill pay an invoice within thirty (1 of its receipt. Contractor 

will not be entitled to any other compensation or benefits!^ 

Withho|d in|T Indemnificatio n- Con si ‘fie nt with C‘>ntfaeiiii''s 
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indepcnilent contractor slatiB. Company will not withhold from Contractor s 
compensation or contribute any amount on behalf of Contractor for wiy taxes or 
insurance, including without limitation, social security taxes. uncmployiiKitt insurance 
compensation, worker's compensation insurance, liability insurance, federal or ^te 
income tax withholding, or any other payments, withholdings. la.xcs or any similar items 
fcollectively. “Taxes and Insurances"). Contractor is responsible for il.s own ^ymenLs 
^d contributions for Taxes and Insurances and all other payments required of Contractor 

as an independent contractor (collectively. “Contriwlor’s Obligations ). Contractor shall 

indemnify, defend and hold harmless Company, its owners, employees, atorncys, agents, 
and other independent contractors, from any and all habi ity and loss related to or arising 
from Contractor's Obligations, including without limitation any demand for payment or 
punitive assessment arising from Contractor's failure to comply with there Stale imd/ot 
Federal laws, rules, and regulations concerning the characterization, withholding, and/or 
reporting of payments received by Contractor from Company, 

l ousiness Exp c nsc.s . Contractor shall pay for its own business, operating, 
investigation and other expenses, without any reimbursement or payment by Company. 

rn.lem-ndciii Contractor . Conlniclor will not become or be deemed an 
employee, partner, joint venturer, or agent of or with Company by reason of this 
Agreement!Ncithcr Company nor Contractor will have any authority to bind the other in 
any respect. Contractor will be solely an independent contractor of Company. 

Insmancc . ConUactor shall obtain liability insurance orcommcrciatly 
reasonable limits and shall name Company as additional insured, of " 

worker’s compensation insurance as required by law. Contraclw shall provid p 
cmipiiancc wWi the terms of this Paragraph to Compaiiy upon Company s reqiwst 
Contractor shall cause each insurance company providing insurance coverage pursuant k 
this paragraph to notify Company in writing no less than 1 5 days prior to cessation or 
modification of such insurance coverage. 

Beoresenlalions and WaKa otics. Contractor represcnls, warrants and 

covenants to Company that: (a) ConUactor is duly qualified .and licensed to perfonn foe 
Services in any state in which it will perfonn foe SeAiccs; (b) all information provided 
bv Contractor to Company or Clients in connection with the pcrfonnance of the SeAiees 
will be true, accurate, and conccl; (c) this Agreement will not cause or require Contractor 
to breach any obligation lo» or agreement or confidence with, any other person, (d) 
Contractor has all insurances required by and contemplated by this Agrccn^nl or will^ 
promptly obtain such insurances before commencing the Sc^ices; (e) Contractor s 
tax reporting procedures, including without limitation the withholding and payment of 
iiKomc and payroll taxes and filing of all infomialional and payroll tax returns, are ai^d 
will remain in compliance with applicable law pertaining to Contractor and independent 
contractors in general. 


Confidential irv* . 

1 0. 1 . Contractor acknowledges that Company has made and will make 
available to Contraciur certain information about (i) Clients* names and contact 
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mi'urmafion; Cii) Subjccw’ names and comaci informmion: and (iii) huainess stmtegfcs 
and practices, vendor lists, pricing inrormalion, performance standards and other 
confidential or proprietary information of Company, including trade secrets and 
copyrighted materials (collectively* the “Confidential Material"). Contractor will not use 
fioT disclose to any third party any Confidential Material except as is necessary to perform 
the Services. 


1 0,2. Contractor will not use or ma\e any disclosure of any information 
obtained white perfom>ing Services (the “Information") except as specifically directed by 
Company. 


1 (},3. Contractor will not make any duplication or other copy of any of 
the Infonnation or Confidential Material withoul the prior express written consent of 
Compajiy, 


10.4, Contractor will not contact any Clients during or after llie term tif 
this Agreement without the express written consent of Company ^ unless and only to the 
extent such contact is essential to the performance of the Services, 

10.5. Upon termination of this Agreemem Contractor shall return all 
Confidemial Material and Information to Company. 

TniuJiLiive Kdief . Company and Contractor each acknow'lcdgc the unique 
nature of the provisions set forth In Section 10 and that (a) Company w'ill suffer 
irreparable harm if Contractor breaches any of those provisions* and (b) monetary 
damages will be inadequate to compcnKale Company for sudi breach. Tiierefore, if 
Coniractor breaches any of such provisions, then Company will be entitled to injunctive 
relief* in addition to any other remedies at law or equity, to enforce such provisions. 

Indemnification . Contractin’ will indemnify and hold Cojnpan>' ham’iloss 
for any claims made by Clients or Subjects or other persons, liability, or other loss related 
to or arising from the Services pro^'ided by Contractor xmder this Agreement. 

Govcrtiinii Law \ This Agreement will be governed by and cojistrucd in 
accordance with the laws of the State of fexas^ 

Further As.^nranees , Company and Coniroclur will execute all instruments 
and documents and take ail actions as may be reasonably required to elTecluaie this 
Agreement. 


Venue and Jurisdiction . Forpurpo.scs of venue and jurisdiction, this 
Agreement will be deemed made and to be perfoniied in the City of Cranbury, Texas. 

L-Quriterparls . This Agreement may be executed in counterparts, each of 
which will be deemed aji original and all of which together shall consliLule one docuniem. 


TIjik of lissenee. Time and strict and piiiittual performance mx of the 
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essence with respect to each provision of this Agreement. 

ModiUcaiion . This Acrccmcnt may be modified only by a contract in 
writing executed by Coniracloi and Compan). 

Headings . The headings of the Paragraphs of this Agreement have been 
included only foi convenience, and will not be deemed in any manner to mo i j 
any of the provisions of this Agreement, or be used in any manner m the jmerpreUtlion i 

this Agrc«raenl. 

P^»rn..de.rstnndinns . TWs Agiccmcnt contains the entire agreement 
between the parties to this Agreenienl with respect to the subject matter “j" 

Aureeraent U intended as a final expression of the parties ^cement with respect to 
fuch terms as arc ineluded in this Agreement, is intended as a complete and exclu-stve 
Statement of the terms of such agreement, and supersedes all negcniatJOns, 

SeSdioS. agreements, represenudions, and wartuniies. tf any 'v.th '« 

subject matter, which precede or accompany the execution of this Agreement. 

Imcrorcunion. Whenever the context so reiiuires in this Agreement, all 
words used in will he construed to have been used in the plwal (and vice 

versal, each gender v«U be constnied to include any other genders, and the vrord “perMn 
will be construed to include a natural person, eorpotation, firm, partnership, joint vcnUire. 

trust, estate, or any other entity. 

Pnrt int Invalidiiv . Each provision of this Agrecn^nt wilt be valid and 
enforceable to the fullest extent penniHed by law. If any 
tbc application of such provision to any porsim or titxanistancc will, to 
invalid or unenforceable, the remainder of this Agreement, or ^ 

provision to persons or circumstances other than those as to which 
uncnrofccablc, wilt not be affected by such ln^^al^dlty or i^cnforceabjluy, unless the 
provision or application of the provision is essential to this Agreement 

Svteccssors in fnterest and A ssigns. Conirnctor will not assign or delegate 
to any other person this Agreement or any righis or obligations under this Agreement 
Subject to tliis restriction on transferability, this Agreemcni will be binding upon and 
inure to the benorn of the successors b micrest and assigns of each party to this 
Acreemcnl:. 


Ntnices . M\ notices or othtr comm iini cations required or pcrmitled to be 
given to a party to this Agreement shall be b writing and personally delivered, sent by 
cenified mail, postage prepaid, return receipt requested, or sent by an ovcrtiighi express 
courier service that provides wriuen confirmation of delivery, to such j^ny at its address 
as set forth at the signature and Exhibit A of this Agreement. Each notice or other 
coinniunication will be deemed given, delivered and received upon 'm actual 
except that if it is sent by mail in accordance with this Section^ then if wjII be deemed 
eiven, delivered and received three days after the date the notice or other coniniumcatmn 
is dcf^sjied with ihe United States Postal Service in accordance with this St etion. Either 
party to thiw Agreement may give a notice uf a change of its address to the other party to 
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this Agrccmcnl. 

Wr yver . Any waiver of a default under this Agrccmcnl must be in writing 
and wiJl not be a waiver of any other defuull concerning the same or any other provision 
of this Agreement. No delay or omission in the exercise of any right or remedy will 
impair such right or remedy or be construed as a waiver. A consent to or approval of any 
act will not be deemed lo waive or render unnecessary a consent to or approval of any 
other or subsequent act. I’hc sole person with the authority to waive or consent to any act 
on behalf of Company is Patrick Baird. 

Drafting Ambiguities . Each party to this Agrccmcnl has had Ihc 
opportiuiity to review and revise this Agreement and have the party's legal counsel 
review and revise this Agreement. The rule of construction that any ambiguities are to be 
resolved against the drafting parly will not be employed in tlic interpretation of this 
Agreement or of any amendments or exhibit to this Agreement. 

27. Authofiiv . Patrick Baird, as the Vice-President of Company, is the sole 
person who may give any consent, authorize any act or waive any right on behalf of 
Company. _ 

28. Survival . Notwithstanding anything to the contrary in this Agreement, 
Sections 9. 10, 1 1. and 12 will survive any termination of this Agreement in perpetuity. 
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Exhibit A 


Effective 


Daw: i CV'j - 


Gontructor f nam e and address):^ 









Cr* 


Mr 


Services (Section 3): 



Compensation C^lecti□n5): 
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'Hiip A^ensHitC'Agracniiiir) u Cfiftred into cficovi! i* of th* rials £« forth in Ji 

{the "liffEcEiTe Dite‘^, by and PDJ lavE^ngveont. s eorpcmtion (‘^Conipan/'). arid *t 

individua] kkf^tified in Fjihihit A f C^ontractor^, who ajrtcaji &iUo:n: 

1. Thi* Agr::^sniefit i$ made inTth retetuice lo ihe fbKowiflfi, tttital of Cfseodal 

l-l. Coimparty 1,^ in the imsmess of obtainini; infbtinaiion inquinM (‘Tnquoici'^ 
diaits ("Clientt"J pn'f»t= inTwfl«j*os^ to otv^m ini'oitnation m tu 

Tnquma, InijuinM may rdirf to r iliorrriajTon abourtltu: Chcru or diird pvties {**Subiects"). 

jpbitii in^i£in£ CoACaitor i* an indcf^tr-inn'. aor^^::actar 
prerrrdft prh^ inTCsbgaticm servi; « (the ''Semcei'} to Conipany* 

1*3. Contrattor vrithes tn pwfform pn^re Mcrioes sa an md^pendont 

rS^tractrt on the temu «t forth h tfcus A««fTtent. 

oA- Cooipiny hetoby ^Jigages CoiiTracttir ^ , and Contiactor iuvd^y a.grt:c3 to 

let aa^ an indeptmdmt oontiai:TOff iLunu^out the nmD of ihis Agr«t™nt- 

CorLtmciijr diiB faithmUy and ddigmiiT proride iO Company the Semets str 
forth m £af .Tji: A it-d !;■ f hom taut E tiini* ConenoDr shall perfom the 

SefTic® ITT cemfomiiiy with all profossioi^ and eihkal iwndardi ind irquifetiTcnts irr^osed 
upon pereons cngi^ in the bm:ii.^ii of pfovktu^g the SfcrrkiH of simOaf serricea in any it»te in with 


OTM- C'mTTtT*;^ 


/i^ rtiOrtAJ tcfms, infl oonoibon naming tae oei^KCiL are pruTrum in 


“ 2 ^ 


(3^ I cm Agttidnent ctwunenca opon the Efiectife Dare and will tt^minatc 

immediaivty upon wfittrn t*nnuf}iti«i note^ (^ermiftidon ’Sonet’*), Tonmation Not:« may be 
If :r( !;trCon^UnTOf ContrtCHir^F.t any umc and at eithef party's eoiediJCTecion. with orwitiiout Must 

flsunfigmmai- 

5 r , 2iJl ' * - ’* i-Kwahali be cr; npouatEd ab ter frjrih on Bxhibit B- 

Bfflijy . C' ntjartor ihiU cuboiit to Compafif an mvoicc with a separsie enfify 
for cadi matter which conceded during the pretiou* weds. £*ch ^trf sh*fl intlicite ijic search 
xfpt, referenced mpnher/inToice :iuftiber, kkI the totil chaige. CoAimciur thiD pa,> sr mrutce withui 
thirty (lOj days Car. factor will nor be eniiilEd to my other rompeneMioft or bne£ts. 

— i ^ and In de mnifieatiot: . Goiuistait wiih ConmnDi't independent 

conttactnr muit, Coreipiry -jot withhold loom Comoet&r's wmperimiion or contribute any 
amount on behalf of Conoatior for any texci or inaDiancet indudmg without limitaiior.^ sodal secunty 
uncmploymteiC msurance lojnptnsiticn, wofker't oompensatkin insunncc. lubiiity msurance. 
f^rdrrd Of state incomc taxwi^oidifift or any other pstyinciia* wi±hoklii5^(;s, tesie< of any limihr k«rB 
^coltcctivcly, "Tasca and Insuruiow"^. Conti^aor is mpofi«ble for ib crwti payment and 
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cottcributiotif for Tsoecf and Ir.iurances and all other pajfWKa'; reqmced of Contxactoi as an 
indeptflndeni contractor {coliecdveljr, “Comtactor's Obli^tions'*). Contractor shall mdcmmfr, defend 
and hold harmfcjf Companj-, its ourocre, employees, attnmeps. agpnts, independrn* 

conmeton, from any artd all liabtlity axui loss related to or ansir>(.; trom Contractor's ObUgabons, 
inckxdtng wihoot Kmiation any demand for payment or punitive assfwnenr ansia^ from Coniracter ^ 
failuie to comply tcith those State and/or h'edexal Uws, nJes, and regulations concerning the 
charactenzation. withholding, and/or reporting of payments recerred ot Contractor from Company. 

6. Riwif7i»« F,»gpi»f>aQ- Contractor shall pay for its owr business, operating, in*»espgation 
anc other e.'tpoisca.’without any ceimbocsemcnt or payment by Cotrpany 




C^onrcactor 'will not beet Tie cr be deemed an empiKiycc, 
partner, joint ▼enturor, or agent of or with Company by reason of t K .ithcr Company 

nor ConecaetDr will hintc any authomy to bind ^ other in any cerw: set Contractor will be soleiy an 
independent contractor of Company. 




8. Insurance . Contractor shall obmin liabtlicy in.^turance of commercially reasonable brrirr 
id slxall name Company as addmcmal insured. Conteactur sbaJ obuir. w'oeber’s compensiton 
insurance 2 S required b>' law. Contractor shali prondc proof of t ompliance ■with the terms .of !hb 
PangrapK to Compvtf upon Coxopanfs request. Contractor sba.': csum; each tnsura.nce company 
providi^ insurance covetage pursuant to this paragrapb to notify (l.rmp^nj in writing no lea.^ tfiar, li 
days prior to cessation or modincanuii of 'uch in-urence 




9. Keereaentahoufc ^id TTarrenne* Contrartnr repnr!ents, wafcauo ii^id 00 >i./ 4 c:L. jl. 
Company thar (a) Contxactor is du^ qualified and bcenaed to p<‘c£btm the Services in any state in 
which it wiD perform the Services; (b) all mfbonaticn provided by ' loncractor to Company or Cltcnta 
in connection with the (xa^foimance of the Semu» 'Anil be .t ..tj (c) this 

Axemen: will not cause or require Contractor to breach any obligat ion to, or agreement or confidence 
with, any other person; (d) Centtartor has all tnsuxances requuid by and coi.:err.',»lac-d by cos 
.Agreement or vU) prompdy obtain such insurances before coinxnencing the Service?; and (e) 
Contractor’s tax reporting procedurea, including without limitation the witnhoJdmg and paymeti; cl 
mcomc and payroll taxes and filing of all informatr«rnJ ,iiO pi.yitJi jix rctur-'U, rj:z cod -r-!i -cr 
compliance with applicable law pertauning to Conixactor and mdcpewiicnt contractors ui genera! 






10.1. Contractor acknowledges mm Companv made end will make avauablc tc 

v.oncractot certam mfbnnation about {5 Qients* names ano c^'nu.i.'. iiif Jjinat' i.. 5.1 icx.* r'T^.cy 

and conuci mformaiion; and business rtrategics and practices, vendor listi, priong niforoiation. 
pcrfomianoe standards and other confidential or propnetary tnformHtion cif Company, including trade 
.’'.ecTtts and copyrjghled materials (coSeettrdy, the “Confidential MaKtiaT*). Contractor will not use nor 
disclce^to any third party any Confidentiiil Miitcrial except as is noervaary to perfbnri the Services. 

10.2. Contractor will not u?c or tnake any discir. sure of vtj informatioii obtain^ 
ii^biEc perfi;»rinirig Serrices ;the "Infbrmabon’l ot:ept as spocificalK r.fetocttd by Compafty- 

ContracM will not make any diipbcaoc;: or other copy oF iStny of die 
Krorimnon or Confidoibal Material without tfie prior atprtiss wrin^n consent of Company. 
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C!kircvtcc&r wiH not comact anv Client* d -Ti^ ci a/tiar tke tam of riiij 
Agrggmm t xtifi cxprtti writtBi ccftscrit of Company, unJe?^ ?Ftd JO ibe e^vmf isych tonuct 

ifi weiiEu^ to The pedbrnwic e>f the Servicci- 

las. U^son ttmatnaiifjn of thu Agcemuri: Comr^tUK ihalS tenarM lU Confidential 
Maxr^ mA Infcrmarion to Cvtnpviy. 

in jmicTjcie Relief . Ccsupanf vid Contiiiictiir cich Kir crtfiedgc the unitiLte ratwe of ew 
pronaioni set fort^ in ^t^uon 16 iifld that (s^ ComtMTij iufftr itrtpan^tf ham> if Coirtr^rhw 
otraches tfiv of thoae proniiort;, and (b) inoneeaff dam^s be inadequate to oampene^Te 
Compiny fijr aodi lt«at;h. iherefore, li ConrBartot hreadhea any £? such protisitHisL then CottipTin,- 
tbill ]>c enttled tio injjunrtiiFO nlief,. in iddiaon to any other tonedU:-: at lau/ ot equity^ to enfoire such 

PJ^ 


12, j^ demrJfieatiQrL , ContmODt Hrd"JnlH.+y Tnd hold for j tJlIttir 

‘'made by Oicftta or SubjcCB or (jtha- pemoiu^ Imbilny^ Of other -nat glared m w ansinjg Prow tjbe 
ScTv:cea pforided by Coniraf tor wicJtf tlst A^nsemenf. 

CA^P"^ Govertiijif^ljv . This AgrtemenTTfill be gpeaned b> and oonstfued in arcordviM *i;th 
iSic laws of Ihe Start ofTemi^ 


F ^r4ii^ ^^Ti.'irmrr^ T ivnnany jirrt rj^ftteictOr fflizr tsmoiK all: injirumena and 
"^doeuments and take mil aebotu aa may be msDnably vts^aked (o *fl&.',rp:iie t'*j$ 

13, Vemic and JurLffdaeriaf] , Fof putpo«c* ofTtnue and i^iriKkctioTit this Agtecnimf 'vdl he 
'itemed rwdt imd m b* performed in tht of Granboryt Te^*l. 

;6, CauitTgparc . This A^emcni may ht neecuted ii rfiunwrpam, each of which will be 
tin obginii and alt of whidi roj^cihec shall constitute one iJo:.^eTwnt 

Time of . Ticit and EtneiL and p-jncTUal per:oftriL#ns:^ oi' die c:s,iice 

'‘respeet to each pitm^ion of tha Agceemoit. 

Mfidi&alinC:' Thu A^crmeni may bn orJ; by a contfart in wnimp eatccoced 

by Comractof and Company- 




lb? '"if thf r'lrajFSphi 'if tHi^ jTTipmeni- ha*^ biscn inchideid only 

T conToniencej and wOl dol be deerned m iSiy tnarvirr to mF.i Jit/ ' i 'Ln f i '.tj x.* ti ‘ p ■'^**^40 rtJ ‘-f J : 
jigretrnent or be used in any tmeoef in the inoapretahon of fhis i^fTcan^t- 

Ttfifir rndfr^tandin^. This Agroemcot Contains thi emire bebio^u Ctt 

panics to this Apeemet^ '<nth K^ect to foe sub|«ct maner of thiii n intended as a foil! 

cvpcession of foe parties* ^peement wifo respect to such terms u m included in this Agreemavt; la 
tnrended u a complete and eitctusivc stsrttmeflt of the rmns of ti^h s^mnenv end supet^edri «J1 
Ac^dodons, irndcTAtandirkp^ e|;rteinenK^ puprcseiitatioiis, and TvmrrjirtieSt if VI y. with respect to such 
liubirct nutter, wKicb precede or accompany the execution of this AiTecment, 

IfkiEtpIcyOAOH Wnetientf the conirier so reotuces in ttun Ajytexncnc^ all words used m 
The Fi'ri^suhr will be conwued to hare been used in foe plurd (ajid rice %'ema)^ each J^dcf will be 

i 
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con*micd to induiU inv other genden, and the "pa%on^ jc cofuinud to incluJe t naruni) 
pm on. c*tpC>rjtion, film, pMmmhip, joinr ^enrure, tr«t, estate, ot aiijr criwr 

— 21 peo’Haion of this Agreemoitii^l be vaB afid fnlbtctable to tho 

^-^est eitent pemmed V 1*® ptOTttion of this Agreemcni. o: the i*ppU™n of pronatou 

TO tnv or cifQimStKice iinU to mj erwm, be mtralid or un^r:ifDTrtahU, tfic r^wndw of 

\iirQtmait. or ihe application of the provision to pcfioni (H ciitiimstancrt orher tbjan those as CO 
which it is hdd jnvdid or unenforceable, wiU not be af«=icd hj mvaliditp or unenfareeabthty. 
tmless the provision or upplicabon of the pfuvisioo cMentiaJ to this j^gTeement 

inln,^andA.».m. Contactor will «:* » del*^*^ 

ocROti this Agreem&n or any or nbligidon? under dus Agr*^ - ^ rcstonic o. 

™sferahi3l!TrdxB .^^?xcment ubB be binding i^on and mttre T3C> the benefit of ihc aucteffion Jfi 
interest and assiyi^ of each pstfty to this Agrtcmeni. 

Niiaces. Al] noric« ot other commiuucatjoru iwip^red Ot pennitted to be ©re- i;-- 
MTtT to this A#r^™nt .hall be in writing and petsonaOy tent by c^fied rt^pCfl^ 

prepaid return receipt wquefited, or sent by w ovenugfit c^presi cc . jner >cmCc ^hat pti^dei 

c<,n^;>pon ofdSav. to »irh p»n, .r .» .ddtw a let for* M the x g^e « d &h««^A of 
^■seeraent. Eiu* ftooee ot other comraunKanO" will be demed fr.»e^ deliesirf end two 
itfacwal receipt. e«epttiuiif it ii wit br toU « ecctmtonce «i* ?li» Scewn. «h« 
wen. oeliewtS end «eei«d three deyt ifter *c date *e noha or 

Si* *c Urited Stett. PoitJ Setrie* in eceordenc* «* tm. Sec^c ««"<t purr to Ab .-lgree«nt 

nw pvt a tioocc ot a change of W addra.» to iht odiarparTT to this Afitoement 

tir»ir«. Am. we.w of » deftult undo *i« Aev* .T^- tt I Mt : ; h.^’' «t ‘■- « 
be a wiivet of any other defult eoncaning the »an>e ot any other ptovwiofi of^ AgeeraaK. Ne 
delni- or oroBsion in the otenaae of any i^t or remedy wil! eripait sudt n^t ot iirt nly ot ue 
™ed A coment m or IpprmaJ of any «t will ,=ot he d^rd m w,™.. .. 

^toceiiary a cn««t to or of any o*or or rubaetjujx : I^ne lole F™" «* 

to wiiTt or consent to any act op h^halT of T/. . v_ii Baftd 

n^ffff.^ATT>bi«aLOa . Each parh: to ihk Aflrtcmrai h» bad the cpp^roini^ 

end due the paltj^e !e^ eom^rmie.- ^d 

■ of conamjetion that any ambiguities are to be iwol™J agnoat die dn^g ^ -nil oat ae 
-. nJoyed in the imeroteoiion of this Amei-™ "r -f any a!Es;dn;..== or atJ-s K> -ui -W eeuuju. 

^^21. Authamv . Patrick Baird, as the Vir^^Pr^skimt of O: inpjny, is the so'ic pmen wbch may 
giT^T consent, authottic any act, or tov* wy right oo bdiaL- of tJornpany, 

Npwithsttfidlng anythlnfi to lilt cor 1 aac^ ^ this .\gtocnwnt, 9, lO, 

Ih iind 12 will survive any wrmiAafion of thb A^micnt m petpefuily. 


Ccuttpmy' 


PDJ Invitsfigsifiotii 
PC Bo>: 7S8 

GnmbiKy.TJt 
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INDEPENDENT CONTRACTOR AOIEEMENT 


This Agrccmcnc (“Agreemcnr’^ is entered ioio effective as of the date set forth in Exhibit A 
(the "Effective Date”), by and between PDJ Investigations, a Texas corporaciofl ("Gampany^, and the 
individual idendhed in Exhibit A ("Contractor”), who agree as follows: 

1. Recitals . This Agreement is made with reference to the following recital of essential 

facts: 

1.1. Company is in the business of obtaining information inquiries ("Inquiries”) 
from clients ("Clients") and engaong private investigators to obtain information in response to 
Inquiries. Inquiries m;^ rdace to inmrmation about the Oient or third parties ("Subjeas"). 

1.2. Company contemj^es engaging Contraaor as an independent concnccor to 
provide privaic investigation services (the "Services") to Compaxxy. 

1.3. Contnax>c wishes to perfonn information gathering services as an independent 
contractor on the terms sec forth in this Agreement. 

2, Fr ^ gi ^gemem . Company hereby engages Conenuxor as, and Contractor hereby agrees to 
act as, an independent contractor throughoiX the term of this A g r e eme n t. 


3. Services . Contractor shall faithfully and diligently provide to Company the Services 
set forth in Exhibit A and as directed by Company from time to time. Contractor shall perform the 
Services in conformity with all legal, professional, and ethical standards and requirements imposed 
upon persons engaged in the business of providing the Sert'ices or similar services in any state in 
with jurisdiction over Contractor. Contractor may subcontract Services to other third parties under 
vendor agreements whereby those third parties agree to full compliance with ail applicable law and 
indemnify Contractor. As such, in any dispute arising over an alleged breach of law or professional 
standards, the Company hereby agrees to have such indemnification be bom by the subcontractor 
providing the Services and not the Contractor Additional terms and conditions regarding the 
Services are provided in Exhibit B. 

4. Term This Agreexnem commences \qx>n the Effective Dace and wiH terminate 
immediately upon writcen termination norioe ("Terminacion Nodoe”). Tennination Notice may be 
given by Company or Contractor at any rime and at either parry’s sole discretion, with or withouc cause. 

5. Compensation . 

5.1. Rate . Contraaor shall be compensated as set forth on Exhibit B. 


5.2. ^1 )1 tqg- Contraaor shall submit to Company an invoice with a separate entiy 

for each mancr which was concluded during the previous week. Each entry shall indicate the search 
type, referenced mimber/invoicc number, arid the total charge. Contraaor shall pay an invoice within 
thirty (10) days of its receipt. Contraaor will not be enriried to any other compensation or benefits. 


5.3. Wkhholding and Indemnification . Consistent with Contraaor ’s independent 
x>ntraaor status, Ccmq»ny will not withhold from Contractor’s compensarion or contnbute anv 
imount on behalf of Contraaor for any taxes or msurance, including without linutauon, soaal secumv 
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laxes, unemployment insurance compensation, worker s compensation insurance, kabOi^ insurance, 
fedciiJ or state income tax withholding, or any other payments, withholdings, ^es or any similar items 
(collectively, ‘Taxes and Insurances*). Contractor is responsible for its own payments and 
contributions for Taxes and Insurances and all other payments required of Contraaor as an 
independent contraaor (collectively, “Contraaor’s Obligatioos"). Contractor shall indemnify, defend 
and hold harmless Company, its owners, employees, artomt^ agents, and other independent 
contractors, from any and aD liability and loss relied to or arising nom Contraaor's Obligations, 
including without limitation any demand for payment or punitive assessment arising from Contractor’s 
failure to comply with those State and/or Federal laws, rules, and regulations concerning the 
charaaerizacion, withholding, and/ or rcportii^ of payments received by Contraaor from Company. 

6. Expenses . Contraoor shall pay for its own business, operating, investigaiion 
and other expenses, without any reimbursement or payment by Company. 

7. Indg> p^ <; frnt Concraaor . Contraaor wiD not becoxne or be deemed an employee, 
partner, joint venturer, or agent of or with Company by reason of this AgrecmenL Neither Company 
nor Contraaor will have any authority to bind the other in any respea. Contraaor will be solely an 
independent contractor of Company. 

8. Insurance . The Contractor has insurance and Worker’s Compensation in place. 
Upon signing this agreement, the Contractor will notify its insurance provider to have the Company 
listed as an additional insured. This process can take up to 90 days for the certificate to be issued. 
Contraaor shall provide proof of insurances to Company upon Company’s request. 

9. Repre.sen»^‘;;»p< and Warranties . Contractor represems, warrants and covenants to 
Company that: (a) Contraaor is duly qualified and licensed to perform the Services in any state in 
which it will perform the Services; (b) all information provided by Contraaor to Company or Oiems 
in conneoion with the pcrfonnaiice of the Services wifi be true, acctiraie, and correa; (c) this 
Agreement will not cause or require Contraaor to breach any obligation to, or agreement or confidence 
with, any other person; (d) Contractor has all insurances required by and contemplated by this 
Agreement or will promptly obtain such insurances before commcnc^ the Services; and (e) 
Contraaor's tax reporting procedures, including without limitation the withholding and paymem of 
income and payroD laxes and filing of aD informational and payroU tax returns, are and wfll remain in 
compliance with applicable law pertaining to Contraaor and independent contraaors in general. 

10. Confidentiality . 

10.1. Contraaor acknowledges that Con^any has made and wiD nuke available to 
Contraaor certain information about (i) Clients’ names and contaa informarion; Subjects’ na^ 
and contaa information; and (iii) business strategies and practices, vendor lists, pricu^ information, 
performance standards and other confidential or proprietary information of Company, including trade 
secrets and copyri^ited materials (coDectively, the •‘Confidential Material*). Contraaor wiD not use nor 
disclose to any third party axsy Co^dcntial ^^erial except as is necessary to perform the Services. 

10.2. Contractor wiD not use or make any disclosure of any information obtained 
^•hilc performing Services (the “Information”) except as specificaDy direaed by Company. 




2 


Coot rt ctor J 
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10.3. CofitHKior win not make any duplicaiioin or odicr copy of any of tlw 
Infomution or ConficleiTcial Matthal wirhou: dhe prior express written consent of Compar^. 

10.4. Gmttactor will not contact any Qiezits during or after the term of this 
Agrranent without the ei^rtss wrinen consent of Coinpaiiy^ unless ajwl only to the extent such conta^ 
i$ essendal to the perfonnance of the Services. 

10 . 5 . Upon termination of this Agreemfint Comracior shall return or clcstroy all 
Confitlentiai Material and Infomvarion to Company. 

11 Injimcdvc Relief . Company and Contractor each acknowledge the unique nanire of tl^ 
provisions set forth in Seoioii 10 and that (a) Company will suffer ineparahk harm if Contractor 
breaches any of those provisions, and (b) monecaiy damages wiU be inadequate to compensate 
Company ior such breach. Therefore, if Contractor breach® of provisions, then Company 
will be mutled to injunctive relief, in addirioD to any other remedies at kw or equity^ to enforce such 
provisions. 

12. Indemnification , Contractor will indemnify and hold Company harmless for any 
claims made by Clients or Subjects or other persons, liability, or other loss related to or arising 
from the Services provided by Contractor under this Agreement. Conttat^or may gubcontract 
Services to other third parties under vendor agreements wheTcby those third parties agree to full 
compliance with all applicable law and Lpdenmify Contractor. As such, in my dispute arising over 
an sieged breath of law or professional standards, the Company hereby agrees to have such 
indemnifiimtion be bom by the subcontractor providing the Services and not the Contractor. 


U. aoveminELsw . This Agreenrent wOl be governed by and consul in aexorda^ 

the bws of the State of Texas. 

14. Further Assuraiuxs . Company and Contneror wj] execute all msDniments and 
docuinimts and uke all acdons as may be reasonably required re effeouare this Agreemeni:. 


15 V^nuc and Turisdictkin. For purposes of venue and junsdiaiQiv this As^neni wiU be 
deemed made and tt> be performed in the Ciy of Granbury, Texas. 

Ifc. r.ountfTpam . This Agreement mxy be meuted in cooniciparts, each of whkh will be 
deemed an original and aB of which K^cther shall consdnaic otk document. 


17. Time of Essence . Tune and stria and puncma] performance are of the essence with 
respect to each provision of this Agreement. 

] 8, Modification. This Agr^ment may be itiodiricd only by a contnia in writing execumd 
by Conrraaor and Ccumpaiiy. 

19 Headings The headings of the Paragraphs of this Agreement have been included only 
for convedsnee, and will not be deemed in manner to mor^ or Umk any of the provisions of this 
A^oement, or be used in any njanner in the uiterpreiarion of this A^eemcnt. 
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20. Prior Understaodings . This Agreement contains the entire agreement between the 
parties to this Agreement with respect to the subjea matter of this Agreement, is intended as a final 
expression of the parties' agreement with respect to such terms as are included in this Agreement, is 
intended as a complete and cxdusivc statement of the terms of such agreement, and supersedes all 
negotiations, uunderstandings, agreements, representations, and warranties, if any, with respect to such 
subject matter, which precede or accompany the execution of this AgrcemcnL 

21. Interpretation . Whenever the context so requires in this Agreement, all words used in 
the singular will be construed to have been used in the plural (and vice versa), each gender will be 
construed to include any other genders, and the word “person” will be construed to include a naiural 
person, corporation, firm, partnership, joint venture, trust, estate, or any cchcr entity. 

22. Partial Invalidity . Each provision of this Agreement will be valid and enforceable to ^ 
fiJlcst extent pcrmitied by law. If any provision of this Agrt^cnt or the ^plication of su^ prosision 
to any person or circumstance will, to any extent, be invalid or unenforceable, the remainder of this 
Agreement, or the application of the provision to persons or drcumsunces other than those as to 
which it is held invalid or unenforceable, will not be affected by such invalidity or unenforceabiliiy, 
unless the provision or application of the provision is essential to this Agreement. 

23. Successors in Interest and Assigns . Contractor will not assign or delcg^ to any other 
person this Agreement or any rights or obligations under this Agreement. Sub)ecx to this restriction on 
transferability, this Agrccmcni will be binding upon and inure to the benefit of the successors in 
interest and assigns of each party to this Agreement. 

24- Notices . All notices or other communications required or permitted to be given to a 
party to this Agreement shall be in writing and personally delivered, sent by certified mad, postage 
prepaid, return receipt requested, or sent by an overnight express courier service that provides written 
confirmation of delivery, to such party at its address as set forth at the signature and Exhibit A of this 
Agreemcra. Each notice or other communication will be deemed given, delivered and received upon 
its actual receipt, except that if it is sent by mail in accordance with this Section, then it will be deemed 
given, delivered and received three days afier the date the notice or ocher communication is deposited 
with the United States Postal Service in accordance with this Section. Either party to this Agrmnciit 
may give a notice of a change of its address to the other party to this Agreement. 

25. Waiver . Any waiver of a defauh under this Agreement must be in writing and will not 
be a waiver of any other default concerning the same or any other provision of this Agreement. No 
delay or omission in the exercise of zny right or rcmc<hr wiD impair such rigjbcc or remedy or be 
construed as a waiver. A consent to or approval of any act will not be deemed to waive or render 
unnecessary a consent to or approval of any other or subsequent acL The sole person with the 
authority to waive or consent to any aa on behalf of Company is Patrick Baird 

26. Drafting Ambieuhies . Each party to this Agreement has had the opportunity to review 
and revise this Agreement and have the party’s legal counsel review and revise this AgreemenL The 
rule of construction that any ambiguities are to be resolved against the drafting par^ will not be 
employed in the interpretation of this Agreement or of any amendments or exhibit to this Agreement. 

27. Authority . Patrick Baird, as the Vice-President of Compary, is the sole person who may 
give any consent, authorize any act, or waive any right on behalf of Compary. 
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Exhibic A 

Effcciive Date: July 20, 2004 

Contractor (name and address): Universal Communications Company 

2641 North Taft Avenue 
Loveland, Colorado 80538 
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nsjUF.rF.NDEN'r CONTRAC IOR ACtKEEMTINI 

mry tffisclive as of tht: dait scr fortli in Eskbit A 
(thf ‘T.ffL^^vt Daft'"''), iiy and btffwc:i;n l^U) iDvesrn^jtknis. a '1’t^a.s ci^^iadon 
iodmdual iiWtificd in (Exhibit A (“f mf 

1 Rcdta k lliifi A^jiTtcnicat is midc «idi Kfi^ncncc to tiit fnlinwing itdtiil of esscjitial 

facts: 

1.1. Company h id t^r Ui£une3S of ohukikg iofotmadon mi^uiues 
fx^’Mn djcfita fHlliccf’i'') and tnijagitig pdratt invt^dgatois txi obtain kiforniaaon in rii:Niu>nse vtt 
lacjuiriofi- luquiritji may iclatt to inlbmiarion about tbc Clime oc tbinJ pairucs f^SnlijcLts *). 

■l.Z Company contempblcs engaginj^ Contiatt^tr as an uidcpmdeot otniiactot r<j 
providr private uiruMtigaLion services (the "SL-ririoes'*) tu Company. 

1.3, Contn«--ior wisbci* in perform private unvi^tifiarion siiTvices as an indepcntlctu 
oinlxactojL' on the terms «i:t forth in thin Agreement. 

2, Knpapem cnL Company heieby engages ContcaeiOf *tud Coatiat^tor hereby agrees to 
act as, an iodependeat cimtnctor thtoughtmt the temi of this Agreement. 

3, ^Tvices . Qnuiactor tiViail faithfully and dihgcnlly provide in Company the Setvitcfi set 

forth in Esrhiirtr A and as directed by Company torn rime to time. C^ntmetMT sbiD petf™ the 
Scivuu:s in coDformliy witli dl profcssionah atud ethical staiukrds and ttxjpiru-m^^vs imposed 

upon pcfsfrtls cl^aged m the business rrf providing the Services or ari^jilar strnces m any siaTr m with 
hiriHdiciioD ^wiar Cofit Additional tcrnis and coruiitioDS rtjjatdkg the Sovicini itc proviiLd m 

Eidiibit B. 

4, i'erm . This A^reemcjit tx'ntnmiSHM upon ike and will lenoiiiiiU: 

immediately upon ^rritteD fcrtnkation notice CTcmiinatitm Noriee^*). Tcnninatiofi Notice may be 
given by Company or Cimiiactor at any time and at either paity’? ?ok discieriori, wnh or without cau^i;. 

5- O ^mpcnsw lkifl- 

5, 1 - Rate - {'‘nfitMCtor Khali be c».iinpen$mted as set forth rifi Exhibit B, 

S 2> fliTlini^ . Contractor shall submil to 0>Tnpany an invoice with a separarn; un&y 
for each m»ll=i which was cr^cluded during thr previoiiK w«t entry shaU indioitt ihe search 

type, referenced mimU-r/ifiVoir,^; numberr, and the to^al charge:. <:OQlracf^>t shall pay an invoice withm 
thirry (10) d»p iii wc^ipt. Contmcior will onr. be enritlcd tn any other conipi:nsation of licoefitSr 

5.3. Withholding and TrLdi^mnificatfon . ConsistiJU with Ctmiractoi^s indepemkut 
coDtracifii stafus. Company will not withhold from Contmctnr't cocipcntadoo or contribuie any 
atmrtjnt on behalf of Criotnitna for any laxes or insoranre, mdudifig without iimilation, sncal secvmty 
taxcii., uncmployrniait insuratw:* crjmpensition. worker compeusaHon mijuTuTice, liability insurance, 
feikral or statv income fa* wifhhfiJdii^, or any other paymentr;, iviihholdingit, taxes or any similar it<i™ 
fcollecrivdjv ^''faxes am! InsurancL-O. Contractat in ttsponsilik for its own payments and 
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c*»uttiban«n» for laxc* «nd Inwoinccs. and all other aments cequilul of Coniracior as an 
iiidcpenJcOt contraciox (collectively. “Contrarr. ,r s ObUgan.MM*')- f .*mttactor KhaU indemnify, defend 
anti lu*ld K»rmlo** Ccrnijiany. itn townees, cTn|»Io7ec«. alioxney«. sij<cnt5. and Other tn^'licndent 
contactors, from any and aU liability and losa rdated to or aming from ( contractor m Obligatirms, 
includiDR wiihout limiiaiion any demand f.n payment »t punitivi- assessment arisiOR fixmi (.onttactot s 
failure m comply w^ith Th..KC State and/or rc:d4:«J ruUe. and roguktionK coocemmK the 

chatactcDraiion, withholding, and/or reporting of payments received hy Contractor from Company. 


6 P.Tpenaes . Ominctor shall pay fr»r ils own hnsiness, operating. inve.<itigati«»n 

and odicr erpenacs, wirhtwt any rctmburwmcni or payment by Com]>any. 


7 C.mtTacto r. Contractor will not become or be deemed an em|»loyee, 

p«tDcr jomt vcntur«. or of ..t with Om^«ny by tetoo of *i» Agwoment. Ncithc Compny 
no, Co’..tr.cto, will Iwr-e .ny «uthoniy to bind the otbw in any Mpect Coninetor wiB b» »jlcly an 
independent ctmtxactor of Company. 

M Insurana :. CcOmnwatw ahall obtain liability mautance of commctcially eea.«M»nabk Hmils 

,nd Khdi mime Compuiy as jid.liti.ttul kinired. Comnciot shall oboin wittkor's compau^m 
insunne lo icquired by bw. CxMtuetor sh.ll pnwide pnK.f of crntpliana wnh the terms of thu 
P«.Kn.ph to C-ttniuoy upon Ottnpmys teqoeit. tUmnactor sluB cu* cch in.usmur 
pr.Jdjog in.unn« eovemKC pufsoMt to this puagnqsh tu noiify (;oiiip.ny in wmmg no les, than 15 
days pdor ro cessatvm or modification »»f such insurance covrrragc. 


9. fteprcj<eniations and Warranties . Omiractor represents, warrants and covenants to 
Company that: (a) Contraetor is duly qualified and licensed to pcrfoim the sScTv^ in any soife in 
which It will perlbnrt the Services; (b) all infonnaOon provided by Contraeior to Company or (.bmts 
in .-...nnection with the pcrforn>anec of tbe Services will be tme. accumte, and correct; (c) this 
Agrec-ment will not cause or require Conixactor to breach any obligation to, or agreemcni or confidence 
with any other person; (d) Contractor has all insurances requinxl by ami omtemplated by this 
Agrecimrnt or will promptly obtain such insurances before commencing the Services; and (e) 
Contractor's tax reporting procedures, including without limiiation the wirhholdlug and payment of 
mcome and payroll nixes and filing of aU mformati.mal and payxoU tax tciums, are and will rtanam m 
ccimplkor.a with applicable law pertaining to Contrartot and imbtpendent contractors in general 


10. Confi ilmr'ialttv. 

10.1. Contractor acknowledges that Company ha.s made and will make available lo 
ContracKir certain infonnation about (i) Clients’ namc.s and contact inforroadon; (li) Subje^’ names 
and contact information; and fiii) business stmtegica and practices. vcnd*->x liatv, pacing iof€»miaoofi, 
performance standards and other confidencul or proprietary information of ( :«impany. including trade 
sccretH and copyrighted man.mla (colUxtividy, the “('.onfidenoal Material”). CUintracror wiU not use mix 
disclose to any rhttd party any Confidential Material except a.s is necessary to perform the Services. 

10.2. Contractor will ih.»i use or make any dlsclosun: of any information obtaiiieti 
while performing Services (the “Information”) excxpi as specifically dii»x:tcd by C«*mpany. 

10.3. (U»niractr»r will not tnakf> any duphearitm or other ct^y of any of the 
Information or ( Umfidcntial Matcnal without the prior expruia written consent of Ct>mpany. 


l*;2MXlV2a*ii(W5.00i 
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10.4. Connacior vill not contact any Clients (lunnR or after the term of thw 
Agreement without the express written consent of Company, unle.ss anti only to the extent snch contact 
ie rsHciitiai to the of the Jse/vircK. 

10..S. Upon tcnninaiion of this Agreement Coniiacior ohall tetutn all Confidential 
Material and liifonnation to Company. 

1 1. Jn pinctivte RcH cf. Company and Contracinr each juiknowledgi: the unique naLuie of the 
pn.viRions set forth in Section 10 and that (a) CaMupany will suffer irreparable battn if Contraeior 
bteacKcts any of those prorishttns, and (h) monetary tlatmgts will l>c madcqwate lo compemaic 
Company for such breach. lbereft>re, if Contractor bitachet any of such provisions, thui (>>mpanv 
win be entitled to in)uncave relief, in atldilion to any other rr medics at law *ir equity, to enfcnce Joadi 
previsions. 

12. Iniknimfittik>n- Contracttir will indemnify and hold Company harmless ft>t any claims 
made by CKenia or Sul>jccis or other persons, liabiUty, or other loss related to fir ansmg fnnn the 
.Serrices provided by Onittact».>r under this Agreemv-ni. 

1 llhs Agreement wiU be govcnicd by and cfinsiiucd in accoxthmcc with 

the laws of the State ot Texas. 

14. Jiuilhct-AfiS'iDmfiiS Oimpany and Cxintractitr will exccuie all instruments and 
docitmcnts and take all actioas as may he leasonaiily required to effectuate this AfjteemcnL 

^ 5 . v ^ riiu> mnA Tunxdiction . I'oir puipoaes of venue and junsdiciion, this Agreement will be 
deemed made and r«> be performed m the City of Granbury, 'I’exxs. 

16. r<Mi«f«>rpairte . This Agreement may be extxuied in counterparts, each of which will be 
deemed an original and all of which together shall constifule one dficument. 

17. Time of r. 3 .’\L.-ncc . Tirnc and stnci and pundual pcrfr*rmance are of the essence with 
re.Kpcct to each provision of diis Agreement. 

11^. Mr><li fixation . 'Ibis Agreement may be mwhfied only by « concmer in wniing executed 
by Contractor and Oimpany. 

19. I IcadiftBi- I'he heaxiings of the Paragraphs of this Agreement have been included only 
for convenience, and will not be deemed in any manner lo modify ot limit any of the pr.ivisions of this 
AgrLumeut, or l>c used in any manner in the interpretation of this Agreement. 

20. prior Underynindinyt This Agrcctncnl confain-s the entire agreement bclween the 
patbcA m thi» Agreement with respect to file Subject matici of this Agreement, is intended as a final 
cxpnrssion of the partitai’ agreemeni with rcsptxi to such terms as are incJuikd m this Agteemcni, is 
intended w a con^etc and ext:la.Mve sftatement of the cenm of such agreement, and supersedes a I 
ncg»»tiaUons. unactstandings, agreemems, teprrsenutions. and wairanricn, if any, with reapect to cucb 
subject matiet, which precede or accoaq>any die execution of dii* Agreement. 

2\. Interp r rtation . Whenever the context so requires in this Agreement, all words used m 

the singular will be construed to have been used in the plural (and vice versa), each gender will In: 
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construe*! to incUulc any other genc!t;n«, and the word ^^ersnn^’ wiU be consirued tt> include a natural 
pcfMin, corporation, firm, partnership, joint vtinune, trust, estate, or any tithcr entity. 

22. Partial Invalidity , tach ptfivision of this Agteennenf will be valid and enforreabk to thi: 
fiillcRl extent pennitted l»y law. If any provision of this Agreement or the application of such pn, vision 
to any perstm or drcmmtanrc wJl. to any eateat, he invalid or uneiiforra:al»k, the remainder of this 
Agreement, or the application of the protnaton to pewoiw or cireuncsianceH nihcr than those as to 
which it is held invalid or unenforceable. wiH not be affected by such mvahility or uncnfoTCcabilitv. 
unless tht: ptovisioD f>r application of the ptiwision is essential to this Agteemenr. 

23. Succes s ors in Intcr»-»ti nnd Assiims . Contractor will not assign or dclegatt* to any other 
person this Agrcctucar or any tights or obligarions under diis Agreement Sobjert to this restriction on 
iwnsferability, this Agreement will be binding upon and inure to the Inmefit of the succe.s.sors in 
intcteaC and Maaigna of each party to this Agreement. 

24. Moiices . All notices or other communicarionK required or permitted to be given to a 
party lo rKk Agreement shall be in wdriag and personally deliverr*!, sent by ct:ttified nuiil, |>ostagt 
prepaid, return receipt requested, or sent by an overnight express courier service that provides written 
confirmation of delivery, to such party at its address as set forth at the signature and Exhibit A of this 
Agreement Eac-h notice or other communication will be deemed given, delivered and tcc«vtd upon 
its actual rexcipt, except that if it Is sent by mail in accordance with this Section, then it will be deemcxl 
given, delivered ami received three days after the dah: the notice or other communication Is deposited 
with thi: Dnited Stales Tostal Service in accordance with this Section. Hither party to this Agreement 
may give a notice of a change of its address to the other patty to this Agreement. 

25. Waive r. Any waiver of a default under this Agreement must be in wntmg and will not 

he a waiver of any Other default concerning the same or any either pnAHsion of this Agteemenr. No 
delay or omission in the ctxcfdse of any or remedy will impair sueh tight or remedy or l»c 

construed as a waiver. A consent to trz approval of any act wiD not Ik: deemed n.» waive or render 
utme*:cssaty a consent to or approval of any orher or suhacqueat act. The sole person with the 
authoiiry to waive or consent to any act on behalf of Company » Patnek Paird. 

26. nr^.6ifY AtYthinuicies . Each party to this Agreernent has had the opportunity to resnew 
and revise this Agtccmcnt and have the party’s legal counsel review and revi.se this Agreement. Fhe 
rule of construction diat any ambiguities an: lo be resolved against ihe drafting party will not be 
employed in the intetpt*:udon of riu« Agrc«:mcnt or of any amendments or exhibit to this AgteemenL 

2 7. AuthoH tv. Patrick Baird, as the Vke-rresident of Company, is the side person who may 

give any consent, authotixe any act, or waive any right behalf of Company. 

28. l^u rvival Notwithstanding anything to the contrary in this Agreement, Sections V, 10, 
n , and 12 will .survivi: any termination of this Agreement in perperuiiy. 


Company; 


Pnj Investigations 
PO Box 7H8 
(Txanbuty, ’IX 76048 
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Compensation (Section 5): 


^ d -g 
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INDEPENDENT C0NTRACTO 11 ArjRFFMFNT 


This A^eement (“Agreement'’) is entered into effecOTe as of the date set forth in Eithibit A 
(the "Effective Date”), by and between PDJ Investigatiofis, a Texas corporation ("Company”), and the 
individual identified in Exhibit A (""Contactor’"), who i^e as follows: 

1 . Recitals . This Agreement is made with reference to the following recital of essential 

facts: 


IT. Company is in the business of obtaining inforimdon inquiries ("Inquiries'") 
from clients f^Qients”) and engaging private investigators to obtain information in response to 
Inquiries. Inquiries may relate to information about the Client or third parties (""Subjects”). 

1.2. Company contemplates eng^ing Contractor as an independent contractor to 
provide private investigadon services (the ‘"Services") to Company. 

1 .3. Contractor wishes to perform private invesdgadon services as an independent 
contractor on the terms set forth in diis Agreement. 

2. Engagement . Company hereby engs^ Contractor as, and Contractor hereby a^^nees to 
act as, an independent contractor thtoag):iout foe term of ihis Agreement 

3. Services . Contiacior shall faithfully and diligendy provide to Company the Services set 
forth in Exhibit A and as directed by Company from time to dme. Contactor shall perform the 
Services in conformity with all legal, professional, and ethical standards and requirements imposed 
upon persons engagjed in the business of providing foe Services or similiu' services in any state in with 
jurisdiction over Contractor Additbnal terms and conditions regarding foe Services are provided in 
Exhibit B. 

4. Tenn . This Agreement commences upon the Effective E>ate and will terminate 
immediately upon written temfiinahon notice ("Termination Notice"). Termination Notice may be 
given by Company or Contractor at any time and at either party^s sole discretion, with or without cause. 

5. Compensation- 

5J . Rate . Contractor shall be compensated as set forth on Exhibit B, 

3.2 Billing . Contractor shall submit to Company an invoice with a separate entry 
for each matter which was concluded during foe previous week. Each entry shall indicate foe search 
type, referenced number/invoice number, and the total charge. Contractor shall pay an invoice within 
ten (10) days of its receipL Contractor will not be entitled to any other compensation or benefits, 

5.3. Withholding and Indemnificatjon , Consistent with Contractor's independent 
contractor status. Company will not withhold from Contractor’s compensation or contribute any 
amount on behalf of Contractor for any taxes or insurance, including without limitation, social security 
taxes, unemployment insurance compensation, worker's compensation insurance, liability insurance, 
federal or state income tax withholding, or any ofo^ payments, withholdings, taxes or any similar items 
(coliecBTely, 'Taxes and Insurances”)* O^ntiactor is responsible for its own payments and 
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conmbudons for Taxes and Insurances and aB other paymenB required of ConttacMr as an 
liJ^ependent contractor (collectively, “Connactor-s Obligation»-T Contractor shall tndenntt^. defend 
and hold harmless Company, its owners, employees, attorneys, agnts. and o*et '"de^drat 
contractors, from any and all liability and loss related to or arising from Conors Obhp^n^ 
including without limitatioo any demand for payment or puniBve assessiMot arsing from ConoactOT s 
failure to comply with Aose Stau and/or Federal laws, rules, and rt^rlaoom concerning Ac 
chaiacteti2alJ00,witbholdAg and/or repotlAgof payments received by Contractor from Company. 

6. Fvpemet. Contractor shall pay for its own busAess. operatAg, Avestigation 
and oAer expenses, wiAout any teimbursemmt or payment by Company. 

7. infi^H^r Cnniractor. Contractor will not become or be deemed m wployee, 

pimner, joAt venturer, or agent of or wi A Company by reason of Ais Coj^a^ 

L ConUctor win have any au Aority to bAd Ae o Aer in any respect Contractor wdl be solely an 

independent contractor of Company. 

8 Ins, .ranee. Contractor shall obtaA liAility Asurance of commercially reasonAle hmits 

and shall name Company as adAtional Asured. Connactor shall obtaA woAer^ 

insurance as lequirtsd by law. Contiactor shall provide proof of compliance waA Ae terms of Ais 

Paragraph to C^any upon Company's request Contractor^shall cause 

,w^ng Asutance coverage pursuant to Ais paragraph to notify Company in wnting no less Ann 15 

days prior to cessation or modification of such insurance covers . 

9. Benre«miations and Warranties . Contractor represents, wan«ts and covenants to 
Company Aar W^m^r is dAy qualified and Kcensed to p^rm Ae Ser^ces m any sBtt m 
wh^lnll petfoim Ae Services; (b) aU mfotmation provided by Contractor to (fomp^r ^ts 
A connecdorwiA Ae performance of Ae Services wffl be tiue, accurate, and coirecr, (c) As 
Agreementwill not cause or requim Contractor to breach any obltgaoon to. or^ment ^ 

wSC any oAer person; (d) Contractor has aU insurances required by and cont^lated by Ats 
Aereemoit or will promptly obtaA suA insurances before commencing Ae Servwes, and (e) 
Contractor's tax teponAg procedures. AcludAg wiAout limitation Ae wiAholAng and payment of 
Acome and payroll taxes and filAg of all AfomtatAnal and payroll tax returns, are and will r^n in 
compliance wiA applicable law pettaAii^ to Contractor and independent contractors m general. 

10, f ^nfidentiaiity . 

10 1 Contractor ackncjwlet^s that Company has mad^ and will make avaiiabJe to 

Contractor certain information about 0 CUents' names and contact Aform^on; (it) Subjere' n^s 
and contact Afoimabon; and (A) business strat^es and practices, vendor hsts. pricing mfoimation, 
perfotinance standards and oAer confidential or proprietary mformalion of Company, including trade 
sMtets and copyitghied mateitals (collectively. Ae “Confidential Material”), extractor wd) not use nor 

disclose to any third party any Confidential Material except as is necessary to perform the Services, 

10.2 ContraetDr will not use or make any disclosure of any information obtained 

whtte performing Services (Ae "Infomiation") except as specifically directed by Company. 

10.3. Contractor will not make any duplication or oAer copy of any of Ae 
Infomiation or Confidential Material wiAout Ae prior express written consent of Company. 
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10.4. Contractor will not contact any Clients during or after the term of this 
.\greement without the express written consent of Company, unless and only to the extent such contaa 
IS essential to the performance of the Services. 

10.5. Upon termination of this Agreement Contractor shall return all Confidential 
Material and Information to Company. 

11. Tnpinrtive Relief . Company and Contractor each acknowledge the unique nature of the 
provisions set forth in Section 10 and that (a) Company will suffer irreparable harm if Contractor 
breaches any of those provisions, and (b) monetary damages will be inadequate to compensate 
Company for such breach. Therefore, if Contractor breaches any of such provisions, then Company 
will be entided to injunctive relief, in addition to any other remedies at law or equity, to enforce such 
provisions. 

12. Indemnificatjon . Contractor will indemnify and hold Company harmless for any claims 
made by Clients or Subjects or other persons, liability, or other loss related to or arising from the 
Services provided by Contractor under this Agreement 

1 3. nnv<>ming Law . This Agreement will be governed by and construed in accordance with 
die laws of die State of Texas. 

14 . Further Assurances . Company and Contractor will execute all instruments and 
documents and take all actions as may be reasonably required to effectuate this Agreement. 

1 5. Venue and Jurisdiction . For purposes of venue and jurisdiction, this Agreement will be 
deemed made and to be p^ormed in the Gty of Granbury, Texas. 

16. rniinterparts . This Agreement may be executed in counterparts, each of which will be 
deemed an origmal and all of which together shall constitute one document. 

17. Tim«> of Fjtsence . Time and stria and punctual performance are of the essence with 
respea to each provision of this Agreement. 

18. Modification . This Agreement may be modified only by a contraa in writing executed 
by Contractor and Company. 

19. Headings . The headings of the Paragraphs of this Agreement have been included only 
for convenience, and will not be deemed in any manner to modify or limit any of the provisions of this 
Agreement, or be used in any manner in the interpretation of this Agreement 

20. Prior Understandings . This Agreement contains the entire agreement between the 
parties to this Agreement with respea to the subject matter of this Agreement, is intended as a final 
expression of the parties’ agreement with respea to such terms as arc included in this Agreement, is 
intended as a complete and exclusive statement of the terms of such agreement, and supersedes all 
negotiations, understandings, agreements, representations, and warranties, if any, with resf>ea to such 
subjea matter, which precede or accompany the execubon of this Agreement. 

21. Infrrpretabon . Whenever the context so requires in diis Agreement, aU words used in 
the singular will be construed to have been used in die plural (and vice versa), each gender will be 

P:2343S3.286095.001 3 
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consmied to irtdude any other genders, and the word "person*' will be construed to include a natural 
person, corporadon, firm, partnership, joint venture, trust, estate, or any other entity. 

22. P^irrial Tnvfliidity . Each provision of this Agreement will be valid and enforceable to the 
fullest extent permitted by law. If any provision of this Agreement or the application of such provision 
to any person or circumstance will, to any extent, be invalid or unenforc^le, the remainder of this 
Agreement, or the applicadon of the provision to persons or circumstances odter than those as to 
which it is held invalid or unenforceable, will not be affected by such invalidity or iinenforceabilitj-, 
unless the provision or application of the provision is essential to this Agteement 

23. Siircessors in Interest and Assigns . Contractor will not assign or delegate to any Other 
person this Agreement or any rights or obligadons under this Agreement Subject to this resiricdon on 
transferability, this Agreement will be binding upon and inure to the benefit of the successors in 
in terest and assigns of each party to this Agreement. 

24. Notices . All notices or other communications required or permitted to be given to a 
party to this Agreement shall be in writing and personally delivered, sent by certified mail, postage 
prepaid, return receipt requested, or sent by an overnight express courier service that provides written 
confirmation of delivery, to such party at its address as set forth at the signature and Exhibit A of this 
Agreement Each notice or other communication will be deemed given, delivered and received upon 
its actual receipt, except that if it is sent by mail in accordance with this Section, then it will be deemed 
given, delivered and received three days after the date the notice or other communication is deposited 
with the United States Postal Service in accordance with this Section, Either party to this Agreement 
may give a notice of a change of address to the other party to this Agte:ement. 

25. Waiver . Any waiver of a default under this Agreement must be in writing and will not 
be a waiver of any other default concerning the same or any other provision of this Agreement No 
delay or omission in the exercise of any right or remedy will impair such right or remedy or be 
construed as a waiver. A consent to or approval of any act will not be deemed to waive or render 
unnecessary a consent to or approval of any other or subsequent act. The sole person with the 
authority to waive or consent to any act on behalf of Company is Patnefc Bakd. 

26. Drafring Ambiguities . Each party to this Agreement has had the opportunity to review 
and revise this Agreement and have the party's counsel review and revise this Agreement The 
rule of construction that any ambiguities are to be resolved against the drafting party will not be 
employed in the interpretation of this A^ement or of any amendments or exhibit to this Agreement. 

27. Authority . Patrick Baird, as the Vice President of Company, is the sole person who may 
give any consent, authorize any act, or waive any right on behalf of Company, 

28. *^irvival . Notwithstanding anything to the contrary in this Agreement; Sections 9, 1 0, 
1 1, and 12 will survive any termination of this Agreement in perpetuity. 


Company: 


PDJ Investigations 
PO Box 788 
Granbury, TX 76048 
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TMny PF.MDKNT ODNTRACin R AGREEMENT 


lliis Agreement (^Agteemenr”) is entered into effccrivc as of the date set forth in Exhibit A 
(the "Ef&ctire Date”), by and between PDJ Investigations, a Texas cotpomdon (•‘Company”), and the 
individual klcntiftcd in Exhibit A ("Contractor’*), who agree as follows; 

1. Recitals . This AgreeiTJcnt is made with reference to the following recital of essential 

facts: 

1.1. Company is in the business of obtaining information inqoiriw ("Inquiries”) 
from clients ("Clients*’) and engaang private invesdgatois to obtain in/orrmtion in response to 
Inquiries. Inquiries may relate to infonnation about the Oient or third parties (•'Subjects”). 

\ 2 . Cort^paoy contcnylates engaging Contractor as an independent contractor to 
provide private investigation services (the "Services”) to Company. 

1 J. Contractor wishes to perform private invesdgarion services as an independent 
contractor on the terms set forth in this AgreemenL 

2. Rn^a^enynt, Company heitby engages Contractor as, and Contractor hereby agrees to 
act as. an independent contractor throughout the term of this AgreemenL 

3. Services . Contractor shall faithfully and diligently provide to Company the Services set 
forth in Exhibit A and as directed by Con^:^y from dine to time. Contractor shall perform the 
Services in conformity with all legal, professional, and ethical standards and requirenxnts imposed 
upon penons engaged in the business of providing the Services or sin^ services in any sate in wiA 
jurisdicrion over Contractor. Addition a) terms and conditions regarding the Services are provided in 
Exhibit B. 

4. Tenq^ This Agrcemeni commences upon the Effective Date and will terminate 
immediately upon written termination notice ("I’cnnination Notice”). Termination Notice may be 
given by Cotr^any or Contractor at any rime and at either party’s sole discretion, with or without cause. 

5. Co mpensarion. 

5.1. Brits Contractor shall be compensated as set forth on Exhibit B. 

5.2. Billing. Contractor shall submit to Con^>any an invoice with a separate entry 
for each matter which was concluded during the previous week Each entry shall indicate the search 
type, refererKicd number/ invoice number, and the total charge. Conoactor shall pay an invoice within 
thirty (10) days of its recede Contractor will not be entitled to any ocher compensarion or bcncfiis. 

5J. ’ ^thhnldinp and Indemnification . Consistent with Contractor’s independent 
contractor status, Con^>any will not withhold from Contractor’s compensation or contribute any 
aiTX)unt on behalf of Contractor for any taxes or insurance, including without limitation, social security 
taxe.% unemployment inaurance compensation, worker’s cote^ensation insurance, liability insurance, 
federal or state income tax withholding, or any other payxnents, withholdings, taxes or any similar items 
(collectively, "Taxes and Insurances”)- Contractor is responsible for its own payments arxi 


P:234»5>.2aU>9l001 
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COT.mbi^m for Two and IiMuanc«s and all otiwr f«>™nts iKjinRd o( Oonuactor as an 
j ‘^Tu i («>!J«cnvdK, -Conwctot-n Ob!i|iMns"). GsniBetw shall indemiuf>; de/cnd 

aud how hyrnicss Con^ny, its owncn, cmploj^s, amomeysi agents^ and other independent 
conttaoors, from wy aU l»b% and loss reUted ip or ammg from Cootiactoi^s Oblations, 
mchiding i^nthoui lunation any demand for payinenc or punidurc igsecsmeiit arising from Ccsntnctor’a 
^hirc n> comply wim tnose State and/ or Federal laws^ rulcs^ and regularions concerning the 
ebaractenzatton^ withholding, and/ or reporting of payments received byConnactor from Cotripany 

E lTpCtw ca- CDntractor shajl pay for its. own businees^ operating^ invcittgation 
and other expenses, without any reimijurscmcnt or payincni: l^Gimpar^. 

I n d gpcpdsn ; C l o n mijot . Conmetor win not become or be deexned am employee, 
paitncf, joint venturer, or agent of or with Company b>^ reason of this Agreement, Neither Gjmpany 
nor ContracTor will have any aurhorhy to bind (he orW in any respect- ConiiaciDr will be sok& an 
independent concraaor of Cotr^ianyt 


S Ing^ranCC^ Comracwr shall obtain iiabilny imvEance of commerdajyiy reMonabk linoits 
shall natne Company as addrbonal insurtcL Cntjcraetor shall obtain woifctr’R cotnpcasatioi) 
insurance as required by law, Gantnetor shall provide proof of compliance with the terms of this 
Paragraph to Company ipon Cbmpan/s request. Contmetor shall cause each insurance company 
providing insuiancc coverage pursuant to dus paragraph to notify Company in wtuing no less than 15 
days prior co cessation or modiflcadan of such insurance coverage- 

B^rsscutaiKmj Warranties . Contractor tepresents, wamnis and covenants to 
Goir^ny that (a) Contracmr is duly qiuhHed and iiaored ro perfonn the Services in any state in 
which it win perform the Services; (b) all information provided by Contractor to Gornpany or Oierus 
in ccmnection with the petfonnance of the Services will be mie, accurate, and coiicct; (c) dus 
Agreement will not cause or require Contractor to breach anyobli^tioa to, or agreement orconfWence 
wSh, any other person; Comractor has all jnsurances required by and contemplated by chh 
Agreement or will promptly obtain such insurances before commencing the Services; and (e) 
Contractor^ tax repenting procedures, including without limitation the withholding and paymein ^ 
income and payroll taxes and filing of all itiforenational and payroll tax retunii> are and will remain in 
compliance with applicable law peredning to Gontraccor and bdependent contractors in general. 


10 . 

1 0 1 Contractor acknowledges that Company has made and will mahe ava^blc to 
ccraln information about ® Clients' names and content C“} Subjects names 

,d «nuet WwTwtioni .nd (iii) ^ 

,0J Connac»r •ill «« »= or n^kc di«l«o« of .«y irfon««.n obo.,«d 

Coranicror wiE not maite any duplicadon or 
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;0.4. ContracWT will not contact ajiy Oietits during or iftcr the tcmi of this 
AgrecTTient without the expms wrimn consent of Company, unless and only to the ontnt such contaa 
is cssendaL to the ptTfortnance of die Services. 

lOxS. Miminaiit3Ti of this Agreemfiiti Ojntractor shall rttujfn all Osnfjdential 

Material sod Information to Company. 

(1 IWmnctlvt Relief . Company and Ccrntracior each acknowledge the unique mturc ol the 
provisions set forth m Section 10 and that (a) Company will suffer kmparablc harni if Conttactm 
breaches any of chose provisions, and (b) monetary damages will be inadeq^tE to co^nsatc 
Company for such breach. Thettfore, if Conmacror breaches my of such provisions, then Gon^y 
will be enmJed to injunctive relief, in sddiiion to my other remedies ac law or equity, to enforee such 
provoiciTis. 

12. I nd^TT^njficatiDn . COmrador will Indemnify and bold Gimpany haitniess fw acclaims 
made by Oitnts or Subjects or other persons, liability, or other loss rekeed to or anstng from the 
Services provided byCerntrector under this Agreement. 

!3. Law . ThU Agreement wiU be gonrenwd byand consirucd in accortiance with 

the laws of the State of Tefsas. 

14. A.uirane« . Cbn^jany and Oanoicror wjl] estccute all insmsmcjits and 
documents and cabc all actions as may be reasonably requited ro effectuate this AgrceiPtnc 

15. Vfniie and Ttirhdiaaon . For purposes of venue and jiirkdKtiDn, dlU Agreement wilt be 
deemed made aXbt^Sbthe Gty of Gtanbuiy, Texas. 

16 . Counrerparo . This Agreement may be execund in countcrpani, each of which will Ek 
deemed an Ofiginal and all of which together shall constitusic one document 

17. Tv^ ^ Ffisence . Time and strict and puncttul perfoimanct are of rhe essence widi 
respCCT to each provision of this AgrecioenL 

IS. I^ndification . This Agreement may be modified only by a contract in writing exccuicd 
by Contractor Company, 

19. The headings of the PHragrephs of thk Agreemnt have been Winded only 
for convenience, and will not be deemed in any manner to nw^y or limit airy of die provisions of this 
Agreement^ or tw used in any manner in the incerprecacion of this Agreement, 

20. Prior Understandings . This Agreement contains die entire agree^ni b^wccti the 
parties to this Agreement with nnpett to the subject mancr of dus Ag^mcnt, ifi m^deo as a fma] 
expression of the parties* agreement wkh respect to such terms as are mduded in Agreement n 
intended as a compkre and exclusive siatcmeTit of the temis of such agreement, and supersedes all 
ncgoikttons, understardings, agreements, representaiionSj and wirrenues, if any, with respect to such 
subfeet matiET, which pitc^c or accompanythe execution of this AgreemEnt. 

21. Whenever the comcaa so requires in this Agreement, ail Words used b 
the ff^ng^k^ wjl) be construed to have been used in the plural (and vice verea), «ch gander will be 
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consented lo include aofy other genders, and the word ""penor” wifi be comui^ to Incfude a naturd 
person, corporation, fimiH partnership, joint vcnnitc, trust, estate, or any other entity. 

22. Pamal Invalidity . Each provision of this Agreement wil! be valid atid enforceable to the 
fullest extent penoitted by law. If any provision of diis AgrcCTnent or the applicatbn of such provision 
to any person or ciicutristance will^ to any excttit, be invalid or unenforc^lct the lemaindcr of this 
Agreement, or the applicauon of the provision to persons or circumscioces other than dbose as co 
which it k E«td invalid or uiwnforccabk, will not be affecoed by such invalidity or unenforce ability, 
uniesE the ptovision or application of the piovisioti is eSEcncul to this Agnwruent- 

23. Succesfon m. Interest, and Connactor wiU not ass^ or delegate to atiy other 

peison this Agreement or any hghti or obligations under chis Agreement- 5ub)ect to this icstriciion on 
transferabOhy, this AgTEcment rviU be binding i^n and mure to the benefit of the successots in 
inreicst and assigns of eachpanyto this Ageetmeni. 

24, All notices or other communicaciotis ffcqtiircd or permitted to be given to a 
parry to this H^gtecmcnt shall be in writing and personally delivered, sent by certified mail, poitage 
prepaid, return receipt requested, or sent hyaf> overnight express courier service chat provides wrinen 
coriirmation of delivery, to such party at its address as set forth at fhe sign^oue and Exhibit A of this 
Agreement* Each notice or other communicaiion will be deemed given, delfvcred and received upon 
its actual receipt, except that if it is sent by mail in accordance with this Section, then it will be detraed 
given, delivered and received three days after the date the notice or other ixinunuriicatioft is deposited 
with the United States Postal Service m accordance with this Section. Either pattyto this Agreement 
may give a notice of a change of its address to cKc other party to this Agreement- 

25. Warver . Any watver of a default under this Agreement must be in writing and mil not 
be a watVET of any ocher default concerning the same or sny ocher provirion of this Agreement No 
delay or omission in the exercise of any right or remedy will impair such right or remedy or be 
construed as a waiver. A consent co or approval of any act wdil not be deeined to waive or render 
unnecessary a consent to or approval of any other or subsequem act. The sole person with the 
authority to waive or consent ro any act on behalf of Company is Patrick Baird. 

26, prafiing Ambiguities . Each par^ to this Agreement has had the opporuinity to review 

and revise this A^tiucnc and Iwvc the pattj-'s le^ ccnjcnsd tevkw and revise this AgreenKsnt. The 
Tuk of construction that any ambiguities arc to ot resolved against tbs dtafrii^ be 

emploj^d in the interpiecadoiiof rhis Agieemem; or of anyameryfinenis or exhibit to chk Agreemcm. 

27, Patrick Baitd, as the Vice-President of Company, is the sole penon who may 
give any consent, authorize ary so, or waive any right on behalf of Corepany. 

2S, Surv ival. Norwuhstanding anything to the contrary in this Agtectnent, Sections 9, 10, 
11, and 12 wiB survive anyieiininarioii of this Agreeroent cn perpetuity. 


Company 


PDJ Investigarions 
POBox 7SB 
Gnnbury,TX 76£>4S 
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Patrick B&ini, Vwx - Prtsidtm 


Contraccor^ 


Exhibit A 


Effective Date: 



Pn /fe»VL 


Setvices (Section 3); 
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Cli*HnKW;_ 





Compcrwation (Section 5): 
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E sTDMPHnDENT CONTK.\CrOKAGS] :'EMPNT 


TTiis Agrecanait fAgp-emeiO « e™«d ^ tfFecnw as af *e daw wt forth in Exhibit A 
(the "EffecDTt tj? ind hetwesn PDJ IiiTwtiffUMu% a Tesu Miponton C*^n^>iny'^, and the 

indmduBJ idenrifitd in Ediibit A rC!criiTracnjc''X ifho agree as foliot-r; 


facts: 


This *i^frrwv-n.t it tmdc with Ecftfcoce to the fidEffwiog cBcibd. of 


axttrtial 


1.1. Compsnj' IS in the biuines of oboming inquiries nA^iiriw”) 

cliecm. ra^") erwns i^te to qbM response to 

f lunjjria. InquitiB miT zelare to infbrmahon abour the Oiatt or truHl paroes 


Company contoi^jlans engaging Cwtisaar as an mdepeodent cOumcm kj 
pp:»ifide private irKesd^hOTi serricei {the *^cvices"5 Company. 

13. ContraclDj: ’snshes to pafban prw*!* mrestigEtinn seceiccs w an indqwdent 
coricractoe on the nsms set forth m this A^coneni. 


2. P.n pyffimT . Company herthy en|»^)Pi CdntiaciDr :ia. and CoTTMetet hetdjy ^ 

un a*, an irtdq 3 «idcnt connactoc ihcou#u^ the term of this Agiwraeit 

3. -Sereices . CdntrtotM- sbaU fohh folly and di%entJy |^:7Ticie to Company the let 

forth in ExhiTMt A and h direoed bv Coffipaay h™ hine to ttf*. Comractoc ihalt perform the 
S«Tri«t in eonfoniMy Wi all le^ penfossionai. and ethical ataisdffd* and requircrtictiii impoied 
m,«i pereons en«gcd in the tmuncH of providir^ the Services ot.-dmihr services m any state m 
Jt^diction over Crenracmr. Additional tenns and condiMBM regirdins the Senw™ are pconded m 
EadiibitB. 

4. Thtf Asretmeot comnwricos upon the ESieetjee Dw and ^ terming 
immvdiatclT tjpem w rigBii urn^don notioe (termination Ncittce^, Tommaff^ Jva^e may be 
givTnhyCWpanyorContisuiiflfatanytiiie and aa either party*s sol; dsaoirtroii, wnhoriin^ooccflUB^ 




for weii 

rype. ref t mnmJ ui i lu/m i u i e rB Ui r w a n ano jne ww r"-' 

t*naP)<iiysofiQ receipt. Contra?™ wOl nochesitided toanTOd^s^canlp*nMI»on or 

mtbhoMinir an^ (nriwwwificatinn. ConsisttM with Connactnr^r mdependfflt 
ContraetDr swut, Compaar wih not irithhdd ffom Con™3«'. cnn^emanrei or CfltltnW ^ 
arMisrit on behalf of Contractor foe any wet or msucance. mcJudir.g without lanrat^social leainty 
unanplovmmt kiaurer^ mpeniaii™, w«fcre'. insurmce. liabilttr 

ifleo™ nHr^ihhokliri6 or tnj o&^ 

Cc=o)lecnve(T, 'Tfcws #nd bwifancesl- Gcrntrecmc is napotLiLbl* for itt own pawnOiW Wd 


5.1. Eaa^ ConEracmr shall be compcMaied « 

Contrectnr shall suhnsh to QwnpaJLy an invoice 


53 . 


1|6 (JontTBCtor snail luurarr w i^L ■ «-P— 

concluded duiB^ the previous weet- 3:-adi entry shall indistn ^ 


4 nd foe total chatge. Oi::iM™r ibdH pay an kivok^ vitbtn 







.T.Tfln fJM am . .TVd. . W) K .. 
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Ooniribudciu fbr TjliAs and Insurance and al? other pajmenhs nquiEcd of Caztftictor as so 
independent conEscnor (canaitivt^. ♦’Cojiiraciof'j Obi^itions'^, <L;ontntctor (hall indemi%, defetd 
and hold harmliiss Company, its owti«rE^ csnplo^scs^ acTom^^ and other udepoident 

contncsoES, &Dfn any and aJl iiabiltty and ]qu related to or unLig ftom CootEactads Obh^noru, 
bdudinf Tjrldiout lirni^an any demand for payment or punitive adiiossmesc aaing £om Contractor's 
faSiuLte to comply those Start and/or Federal Uujs^ tiJo*:. and regulations cDnootni^g due 
charactEtxzatioek^rnihhaldii^ and/ or rEpoiTipe paymeoct ]»crr«etJ by Contactor 6ctti Company. 

d. BusmBJ Contractor ^laU pay for its own bmineas^ opeming, investi^tion 

sni oih& e>!paues» without any EeimbwBEmrnt or p^Fnamt by Gsrr.ponyv 


7. Tndfpendem: Cantraetpr. ContraccDT wil) not bccimic or he deemed an en^doyee. 
partner, j oim nennire^ or oF or with Company by reuoa of che Agrccmcot. hwfoer Con^any 

nor Contiaceor will Jmve any authonty to bind the nt*w in a^y respect Cantiacior viM be soUy an 
independent opmzactr^ of C omp an y. 

&. 


mmrana as re^^uired by kw. Contractor (hall prorade proof o^». 
haia^^-HjJr to Corc^nny upon CompaiLy^i lequrat 



f an ■ 


Tnmrmce. Contxaciof ■h:dl obtain liabili^ jniufanoij^_g£.«i Cam a a aiiy masonable 
iGuLu^MUj j 5 atMiLiu^ial ■naiM'-d. Caiitractoc>cR^ obraia workjir's oompoKasiDn 

ifiibafinii TiiTh ihii mini inF Miii 




iriii/iirauQ 


I, nFriir h i 


UllfUmila oennparty 


ireitifig 


CjjaUEQaC^ 


9, RnpTwitnlahona and Wageantjea . Cootractor lepxesenis, \iF3rrania md covcirano id 
C ompany foat Contractor u duly Qualified and licensed to pctfbnn the Serrks In any jtiK in 
which it will peefbem the Services; (b) aJt tnformsdon proraded by Contraouc tn Company or Gients 
ifi connectior with the perfooinancc of the Services viL be tri^c, aocuiratie, and coircft; this 
.A^eemenr win not causa or ncffuire Centractof bd breach any ob^galicm to^ or^graentent or □onfidenQe 
with, spy other penun; Contractor has aH insurances ratjuiLned by and contcmpiaied by dib 
^'lefwment or prompt^ obtam such msmaru-cs before ecrminraidiii ibc Services; and (e) 
Conttaotof's W 2 £ repofoog ptocedmes, uicluding wifocmt ^mitaamn tht withholding and payitiExit of 
income aod ^ycoll laxca and hlfog of aU infootrabOAal and payroll tax retuzns, wc arwl wiQ itmsin io 
compliance with applicable kw pcrtaioipg to Cootncior and iodepaiLdent contractora in general 

ia Cnrtfidcnriainy> 


Canmetor acknowled^a: that Con^aoy ha.'i made and malce available to 
Oantraewr cercuD infaEznadan about Clients’ names ari Conb:t mfonrodon; ^ Subjects’ namra 
®id contact bifotmanott; and businr» strat^es and p«kcrice<. Tcndw EsiSj pndng ixiforrmadon, 
perfonmnee siandaxds and ofos confidemkl Or piopoeraiy infoETcatioeL of Cott^rany, tndudbg tiadc 
secKS and eopyri^nEd material C'^o^lecdvdy, the 'V^jonEdential MaruekT^. Cooitaetot w41] not ujc not 
diackhte to any thiid pfcty at^ Coofidendtil btatcrial ercepc as a necBsaij to perfown the Services. 

1(12. ContradoE will not use Or make any dud'.surc gf any infocmaifoa obtained 
lA'bik pixfuinung^ Services (the '‘Informanon’*) eac^ as ^edficaliy direceed by Cormpany. 

10^ Contnicmi' wiH not make any duplicaiioa at oiber copy of any oF the 
Infoimstion or Conhdeatiil N^terial without the pciorr erpress nuuiuai cooscht o/ Company. 

jer" 
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10.4^. Cuantictior not COntsict «nfv during or after the term of this 

A^xement owhoui ihe express written consent of Compajir, unless onJj io the ertent such contact 

is essendal to the per f orrn a ncc of ihc Serrices. 

l(X5. Upon termination of ihit Agreement Connaoor shall retuin aU Confidential 
:uid Lifoomatioii to Company- 


i:. In^unirttvc Company and Contiaiaor esrds wiiiioradcdgc idbe Unique Q2I1M 

proviaioni set fordi in Secdoo 10 and that C*) Company will irrcpaial^ harm if Comiactor 

breaches any of those pmrkions^ and (b) monetary damans ti-iil be Inadequ^ to compeoEate 
Company for such breach* Thcrefoc®, if Comractor breaches any E?f such pfOTiaioni, then Compmf 
will be ertided to injunctire rtlitf, in addition to any other remedied ai kw or wjurty, to emfortse such 
proTuions. 

12. Contractor wil indemmiy and hold Company harmless for any ckims 

made by Oiems or Subjects or other person*, habitty, or oih« \ow. lebfted to or arising foom the 
Ssrrices provided by Connactor under this Agreenrtent. 

13 ^ T jw. Tbis Agreement will be governed by arid oonstnMd in accordance with 

the laws of the State of Tetas* 

14^ Fiirrhrr A^suntnees- Company and Coirtcactor '-"^^1 estccure all inmumeRti amd 
documents ?riH take ill actions as may be reasonably nsquiral to eflSictuate this Agcecmcnt 


J5. and Turiitdicrinn. For purposes of twhiuc ajvcJ |urijdiCfions this Aepeemenr wiE be 

deemed made and to be perfoimcd in the Qty of Gtanbixry, Texas. 

td, C:/>tinwparni . This Agraenwnt may bt orecuted in «eh of which will be 

deemed an oti^nal and all of whidi i»g«het diall consduitt: one documertt 


17 , Time of Essence - Tnoc swnd itricc and punctual performEicE aet of the essence with 
respect to each, prorbion of ibis Agreement- 

Ig, MnWifii"jii4rhn . Thii A^xement ttaiy be modified only by a cocitiJKi in writing executed 
by Corttractnr and Comfnny, 

iS. Hgadtngs- The btsdin^ of tht PMagraphs of this v^.grcemoit haPtx been induded on^ 
for co^lTen^encc, and wiC riot be deemed m any uuuneT to modififf oi lasn any of the proTjaoos of this 
Agreement, or be used in any muincr in the mtnprebbon of tfiia Agsecfnent 


20, iJyinr Understanding s* This Agreefnenc oantaiiu dit mtke ag^nnenc between the 
parties to this Agreement widi respect to the subject mattB- oF thii^ Agyecnent, m inteaded as a 
expression of the parties' agreerncfit with rapect to such teems m mduded in this Agreement is 
intended at ft complete and C 3 cc]usi»e statement of the terms of !!i*di ggyeetoenti wid supetsedea all 
ntgotaftfions, undcrstindinss, agreements, rcpnescnmions, end wartaniie*, if any, wi* respect to luch 
subject rnaUEr, which precede or aceompany the cxecuton of this Affyeement 


21. IntPfpn-tatinn . When™ the contnt so rtquiics in this Agreement, aR words a*fid in 
tijc singular wiU be cons&ued to hart been used ki the pkirel (atd vice vema), eacii gender j^be 



869 


coflSEibecf K) flidude any otfier gicnderE» and the -wocid ''petstMi" will be nnwiniDd to mctud^ a natucal 
person, aoxpot^doUt fimit p^itraimhip^ joint venture, irus^ ettatE^ or nny other enti^- 

23. •Partial IirnJiditT . Eu^ pnvuuHi ef this .A^rnoKntvnii b« valid incf enforceable K the 
fiJIcEt acieat pemunHl by kv. If any pravisiDn of diis appHcalTcsi of fudt pronsion 

lO any perron oc circajimiiancc wilt to any oMOi, be jeralid ot ur.^orceaMt; tJic nen^der of this 
AgreomCT3t, or appUcadjoD c^f the ptorificin lo pasoai or ctreumfsnoes other than those u co 
wbidi ii ix held intraKd or unenforotal^, will not bv alFoetcd by ^-uett iimltdJty or unenforoeabilay, 
uniess the proTBiun Or application of the ptovisioc is euenti^ to 

23. SuixessoTS in Inatgrt and Aajignj . ConlnctorwiU iiot asstf^ or dd^ue to pother 
ptncin biB Agrcerntni or any r^D' or obVigafiom under Jh@ dtgreieixnt- Subject to thi* resmedon on 
rrantfsnbiUty, this Agreement wai be binding upon and mure tc; the beni^t of the sudCefioi^ in 
inrtartxtand xs^i^tA of eich patiy to dui Agreemcnt- 

24. -Nonces , AQ naocts or Diha- cornmunkahont recfu^-d or pKooined Eo be to a 

party to ihb -Agreejnent sbaiD be in wriiixig and pttsOEialhr de]ln«tad( fcnt by certified maul, postage 
prcpekl, rclum rec^pt tequosted, or sent by an OEemjg^ bpres e^^uiier service that provkks written 
dOnftnnahoa of delirray, to sitch |any ai. iu addras as set fonJi at ihc ai^umn and Eahibit A of tha 
Afteemant- notane or oth^ cOmiinuracatioci will be dcerncd delrvend and noehred upon 

its actual receipt csEcpt that tfit ii sent by tnall in accordance with dais Section, diea ir wiQ be deenied 
green. dcUvEzrd and retwred thrct dayr after the date the norict or oriaer asmi^unication n depofited 
vith the Urtmzd Seuos Posi^ Service m jcEOrdanoe widt thk SeetKm. Eith^ pviyy this Agreeinent 
rTU 70 ve a notice of a diapge of its addeux tn the other party to this A^^emcot 

25. Vyaivirr , Any waiter of i deiaik under this Agreemrnit trajst be in wrinn^ and wiH not 

he a Waiver of any OIHd^ de&ult concerning the aaAC Or moy odier provisioii of dhs Agreement No 
deby or t/ECissioO in the eaoctse of any right OC remedy will impair rath, or rcraody Or be 

troAstrued ax a wawer. A conKent to or appcovd of any act mQ ;r«ot be deemed to waive or i«tder 
iiOfieciiBtiry a oonient to or appioval of any other or 5ubMajuei',t met- The sole pctBoti with tJm 
afirdioriw to wa^ve or consent to any set on briialf of Company is Pairick Satnl, 

praftifig; Annhipnihr^. Each puiv » thil AgpeefneoT b» had the opportunity to nedew 
and rtrvise rhii Agreefnent and hwe the party's oomruri eevic^v and terise this A^eciocrTt Tkt 
cult of oonfRucdon that any ambgtiftins ait ttt be resofveti sgnTst the drafting parqr wiiil not be 
employed in the intupi tuhon of die Agreemoir or of any amendmunis or trhibit » this Agreement. 

27. Atithoriiy . Fastet Bakd, As the Vice-PresidenE of Cc rnpmy, a the sole perjon who may 
(pve any consent^ authorrae any ad; or waive any on btbalF of Compai^. 

ZB. SuTpiTal NotwfthstAnding anydting to the contsac; in ihk AgEcemeit, StenoAS 10, 
31. and 12 wlI] survive any tetcnlnabon ofidiis Agctemcnt in perpeujy- 


CompSny: 


S^34]U,^«a«9U0Ci1 


PDJ Davesbj^tiQru 
POBoaTBS 
GEsnbucy. 'I5C ?6^4S 


4 


.KT 
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Contractor 



Effccnre Data: 



Czhibh A 


Co n tr a ctor (nanoe and address): 


Service# (Section 3): 


^uCTI>t.'g 




lyr 


Soe/EDOEM 




;iooj,eEODSi xvj >pdE/Di/0e 
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INDEPENDENT QQ^mACIQR ACaE£ MENT 


T bK A g reement (•Agreement ® entered into cffccrive as of the dare set forth in Eihibir A 
(he “Effective Date“). by and between PDJ Invcstigaiions, a Texas corporation (“Company^, and the 
i, idivkhnl idendfied in Exhibii A (“Contractor^, who agree as follows: 

1. Hus Agreement is made with itference to die following redial of essential 

ficis: 


1 . 1 . Con^any is in the business of obtaining mformaxion nn ^ n e s (“Inquiries*) 
fx>m diems (“Oiems*) axsd ^tigaiging private mvesagatots to obtain infonnadon m response to 

loquiries. IxK^iiries may relate to infonnadon about the Chciit or third panics ^Subfccts"). 

1.2. Prtm pany comeooplates gn pg in g Contractor as an independent contractor to 
(lovidc private investigation services (the “Services*) to Conqany. 

1 J. Contractor wishes to perform private investigarion services as an independent 

contractor on the terms set forth in this Agreement. 

2. F.n pggmgQL Con^»ny hereby engages Comiactor os, and Cotxtxactor hereby agrees to 
set as. an nvkpendent contractor thiougbout the tenn of dm AgreemenL 

3. Saaoa. Contra^or shall faidifullyard diligeridy provide to Coinpany the Services set 
forth in Exhibit A and as directed by Company from rime to time. Contractor shall perform the 
Services in conformity with afl legal, professsoi^ and ethical staridaids and requirements iinposed 
ipon persons er^aged in the business of providing the Services or sim i l a r services in any state in wiA 
j jrisdiedon over Contractor. Adchdonal terms ax^ conditions regarding the Services are provided in 
Exhibit B. 

4. Term. 'Ibis Agreement commences upon the Effective Date and wiD terminate 
icnmediaccly upon wrinen cennmatiem notice f*Tcrminadon Notice"). Teiminanoci Nbdce may be 
j,ivenbyConipanyorContracic>ratanytirxic and at either party's sole discretion, wkh or without cause. 


5.1. BiiC' Con tr act o r shall be compensated as set forth on Eidiibit B. 

5.2. Rillmy Contractor shall submit to Company an invoice wih a separate entry 
lor each imtter winch was concluded during the previous week. Each cntiy shall iodic ^ scanh 
lypc, referenced number/ invoice number, a^ the total charge. Conmetor shall pay an inv oitt wiiLin 
len (IC) dhys of its receipL Contract o r will not be endded to any other con^cmaxkm or benefits. 

S3. mhhnlding and Tndgmnifirannn, Coosistetit widi Contractor's independent 
ixi int a c t o r status. Company will not withhold from Contractor's compensadofi or coocribuie any 
ifTmitm on behalf of Gontxactor for any taxes or insurance, j ncludxn g without hmrtadon, sodd security 
aoces. une m ployment insurance compensation, worker's cond en sa t ion insurance. Uabilsy msuiance. 
edcraJ or state income tax withholding or any other payments, withholdings, taxes or any similar kerns 
collectively. “Taxes and Insurances"). Contractor is tcspoiisi>lc for its own payments and 

1 




Comnac 



873 


c^mribudoDS for aod lasuEancts ittd aU other psfjmiro JcquiiKl ^ Coonac^ ju m 

» i idepcDdcmconaacDarCcol^ CbninCTOT sW mdeni^ 

and bald hAimkss Conqmi)?, ks cnwie«, en^sbyeo, amonwys. araa^ and diD mdqwKte 
cwitnctors^ fmtn any and aB liabilny and low felaied ^ or arising from Comrai^s Qbl^anoro, 
r.4^;,y limjarion any denBJid for pairoent or punirive ass^^inem aratng from Gonnaito^ 

fuh^ con?^ with Those and/or Federal laws, roles, and reguianons amccmiiis the 

< hancteiizaiioi), wsAboldi^ and/or icpoiring erf poymc^ 

gtfiaf V= Concracror sluB payfofb own busbew, opeiamg, infV»rigitbn 

and other ejqsenses, without any or payment by Corqsauf. 

7. la^geaikaSilsaaBIC. OMmaaor wD not beeoTO Of be 
laimcr, joint venoiiBr, or agent of orirab Company by i^n of the ^sreenoeot l<fe^» Osnpty 

t or Goncracror iriJi have ary authoriy to bbd the odber n any isspecu Contracinr wut be satey au 
iic^pendem comiactor of Cbn^sany. 

S. l ^gFC**^** Onnacior shall obtain fobShy msmance of coromEiicyV leasonable ht^ 
^nd shall r»m.. Cbn^iany aa afUirioDal insured. Cbnuaciof stall obpii wpj^s coiryenait^ 
iosmvwu as required by law. Contiactor shah provide proof of con^sBanoe wnh the tecras of tha 
J'angiaph xo Coopniy upon Company's request, CootiaCTOr shall cause each iwwan« 
jfTcnridmg insurance coverage puts\^ to this pangnph lo luirify Conipaiy in wM less than 15 

prior to cessatfon or Dvxfficidon c# such utturence coverage 

9. |tg p,eif^"« OanOKtor mpia^. •wBOT 

( joropaiiy that: (uO Cbnuacror is duly qialified atad bcensed to pedonn ihc Services m any s^ m 
''rfiich k will perform ihc Sctvkes; (h) lU bfomHtmn provided Gontraotn' to Company or ^ 
m comretfion wih the perfotmuice of the Services wiE be tnie, accuniei and coirecij Jgi tJw 
jigreement will not cause or require CiiDtjactor to breach any ohhgjaoon to, or apeement or coitod^ 
irith, any other person; ((? Gniaacror has afl iiBUjanccs lecprntd by ^ conC^latEd by 
.tetcemeiu: or isdil prtnraly ohtun such sasurances before comroet*™ to S«v^; and W 
^Siuaoor't taic reportieg procedures, bcluriu^ vdthout Hremroon ibe withholdmE ^ p^™m rf 
iFfooK and payroll t^«s ail fibr^ of aB mfornurinnaJ and payroll tax reruiiu, are and wul rermm m 
iioir^lknce with applicable law peitahuug to Contiaaor and tockpendent coniiaeiors in general 

10. f^rtrrfifWuijlflV . 

10.1. QsmiKtor acfcnowfcd^ that Company has ^ and wil anise ava^ n> 
^:o^Lractor cenain inforrarion about Q Oiems' names and contot mfornnoon; fiO Sutqpea/UH^ 
^ind coistact urfomniiDii; and C«$ business ctiare^ and practices, vend^ Ikis, pnemg J^ffmane^ 
ixifotmuicc staruiards andodserconfideirE^orproprie^ « Cbn^niry, mcludaig rrade 

I«creKamicopyrishtodnHre^(co»ectredy,t^ G)mia<OT^nmusenor 

■iisebse TO any iJtid party any Confidenrid Ivtaerial except as H necesory to peifot^ 

lOi Contractor will not use or imhe any dkdorure of any mfonnatJon obahted 
•hile performins Services (ifo -Infonnatbn*) etoept as ^ificaBy directed l^Coriq^ 

IDJ. Gootractof will not nake any dtplkadon or other copy of any of the 
[nfomtftxm or Or >r* Vl*v™^ wighamthe prior ^itcss written oontont of Gon^any 


?2$U5Sa;iWAa9l 
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104. ContraODr ’mil not conoCT try Qiems during or after die term of this 
^kgrccnEiit mtbout the e^stess wrine* consenE tif Company, imless and only to the ezcesL such oama£x 
£ : esKHEul to the pcrfoimance of the Services. 

10.S» U^icit tEtminiaDOD of dris Agreement Gaatiactor shall recmti all G^nfidemial 
llueria] and Ittformarinn to Cowpany. 

It In fimcrivr Relief . Cbnroamf and CbnDaaor cich admowfedge the 

jTOvisbiis set forth in Secrion 10 and ihat (a) OMispany vrill suffer impatabJe harm if Connactar 
I teaches any of thoK pn ovBlom , and (b) cBonecaiy dunages wiH be in a dr^ tft e tn compensate 
Can^ar^for such fatrarh Thenefotie, if Comracior breaches any of such provnii^, dien Gampany 
'trill be endded to injunaisie relkf, in adhdoa to any other remedies ar kw or equhy, to enfoice such 
iTOvjsioiK. 

12. [pri>mny;r3fWt Coixtiainor vrffl mdmnify and hoW Cottpai^f harmless ^ 

Oients or Subjesets or other posons, liafailny, or other b« icUted to or aiixkg fmrn the 
f ervk^ provkkd by ContraetDr under this Agreement 

13. f;™ tnmy Law. This AgrecuBJit 'wilL be gpvemed by and construed in aocoidaooe 'with 
rne kvs of the State of Texas. 


». OsB^anjr ltd Contiiciar will iD insiniiiieiiB ind 

(bcunums and take all acdons as ray be reasonabiy raquned to effoctuare this Agreemcm. 

15. and [tiAcAcritm. For purposes of venue and jumdiction, this Agieertient will be 

cksnKd niKfc aixJ to be pcifomied in the Cay erf GiarAury, Texas. 

U. This Ayreeitent rravbe executed m CQuntcrtHiPi each of which wJl be 

< berad an origfoal aid all of whkh together shall <TOnstitnte one donim^ 


17 , Tm of Esseacft . Time and stiiit and punoual perfonnance arc of the essence with 
iespcct to each pTCFVKion of thh Agreetoem. 

Mndtfirjrinfl llas Agremcni iDiy bc modified on^ a CO nnM b witong 
liy Gonnactor and Gompai^i 


I?. FUadrttp The Wiinp s of the Paiagrapbs of this Agieemcut bove been in clu d ed on^ 
J or convenience, and will not be deemed in any manner to modify or limit ai^ of the provisioos of thk 
.^giccrant, or be used m aey mantJier m the imeipretatioo of 'this AgteemeoL 

20. pdnr UndemridiTigs. Ibis Agreement contains ihe emhe agrKtnem between^ 
I aides to this AgiteoMm wkh respect to the subject manerof this AEreement^ ff mtended as a noJ 
japreraion of dfo parties" agicetoenc with respect to such teehs as are included in this AgECCJueat, h 
:ntEnded as a comphre and exchiiive statement of the terms of such agreement^ and st^trod^ all 
: togodadons^ understandings, agreemenrs, representadones, and wanrand^ tf any, widi respect to such 
:uibject matter, 'which prec^ ot accorr^ionytbc execution of thh Ap«toenL 


21* Ifiiiwpretarian. Whenever the coniHir so requires in thh Agreetneot, aD words used in 
he Bngubr wiD be CTautrued to have been used m the phital (and vice vcisa^, each gojdwyilLbe 
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c ynsonisd m inchide any other geiukzs, and the word '"person” will be coostEued to incKide a oaxizral 
pcreoti, cdtporamn^ film, paitneish^i joim trust, estate, or any other gntjy 

22, Pattal £ich provision, of this Agteanens will be valid aai enfoiccable to the 

f lUest extent permined by kw. If any prnvhion of thk Agreement orthe applkabon of such proviskm 
to ai^ person or circumEtapce viO, to any extent, be in^ljd or unenfbrce^le, the reimiikdier of ths 
J kgieeiueiiL, or the applicatiDo cf the piovhion m pe rsons or diciutircuioes other than d w#? as to 
vfbkh k is held invalid or unenforceahle, will not Ex affeoed by such invalidity or uncnfotceabiH^« 
vniess the provisioii or application of the provtsioti s essaidai to dds Agmsnenc, 

23, StuxessQg in Itdctesr and Gonnacior wiQ not ass%a or dekg^ to any otEier 

jersontEth AgrteiDemoranyi%bisorobth|atioEB uoderthk AgneiumL Sidiject m ^ nstriction on 
i,-an$ferabilhy, this Agieenxiit will be landing t^ion and intne to ihe ben^ of the successors m 
riiEiest and aw^ns of eachpartym tEus Agreement, 

24, Notices , All nod^ or other communications requiied or co be given to a 

{ony ID thk Agteement shall be in writhig and petsonal^ dcliveied, sent by certified natL posugie 
I nspaid, lenzm recei^ requested, or sem by an cvemi^ dpiess courier service that ptovides wikten 
c 0DftctiBt3cm of dehvei7r to such party at its aEkhess as sei forth at the sigtiamte and Eafubii A of thk 

V^greement. Each nocce or othex communkaikm wiH Ex deecoed fiveii, detnneicd and nceived upon 
IS actual rece^ oteqX that if k k scm by mail in acoodhoce with thk Seccton, then k will be dfrnW 
ifvcn, dclrveTEd andiecdvcd duee days after the date the oouce or ocher conmamicadoc k deposhed 
the LButed States PbmJ Servks in accordance wkh thk Seebem Ettfaer pmr^ to diir AgmeoEnt 
mzy give a uDtice of a ebu^ of as address to the odur party to thk AgtecnKBL 

25, Sji£!!Cr Ai^ waiver of a default under thk Agreement must be in writing; and will not 
lea waiver dF aiiy other defauh CDncemii^ tEie same or ai^ other provkion of this AgreemeirL No 
deky or omksion in lEie exetcke of ai^ r^ht or lemedy vQl in^nif sixdi r%ht or lemedy or he 
tonstnicd as a waiver. A conieot to or approval of anyaa will liot be deemed to waive or render 
Mnoccessaiy a wnseoc » or approval of any odier or i^diieqiaesn act. The sok person with dx 
•udiomy to waive orconsentto any aa on behalf of GonqianykPixikk Baird. 

2€. Dtafrinc Each pany to thk Agreement has had the opportunity to review 

^Ild icvkt thk Agreeineni and haive tlie pany^s counsel review and revke thk AgreeirenL Hk 
lule of consuuctioil that any ambiguiEics aie to be resolved against the dtafdng party will not ht 
^^mpkrjcdin the knerprecadoiiof ihk Agreeruentorof anyamemhoents orexhtic to thk A^eenEnt, 

27, Amhofttv. Patrick Baird, as tlie Vke^Ptesidenc of Cbmpany k the sole person who may 
1^ any consem ^sihorke ary act, or waive any ttghi on behalf of CoiTfnt^, 

28, SurrivaL bkitwithstanditig anythnig to the comiaiy m thk Agreement, Sections 9, ID, 
Ll, and 12 wiQ survive any tenciaadion of thk Agreement in peipetuiiy. 


' jruipany: 


PDJ Invesi^itions 
PO 50x788 
Gianbury,'nC 76048 
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( ^mpensama (S«aioD 5): 
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INDEPEN DENT CONTlbiCTO R AGREEMENT 


Thi^ jHgreemcat ("AgTccmcnO ^ cnreittl effective as of the date set foeifc in 
Exhibit A (the ^-ffective hj and between PDJ Investigarions, i Texas coiporatioTi 

("'Company^. *nd the jndmdiiil idcnriOed in Exhibit A ("Concracfoi"), who agree as 
follows: 


ftecitalj . This Agrcctnetir is mAdc with reference to the following recital of 

E^sennal facts: 


t . 1 . Comp any is in the bueincus of obtaining infoTmadoa inqDiries 

('Tnquitics”) from clients and etij^gicig ptIvBte inwestigators to obtain 

in£(knmdon in response to Inquiries^ Inquide? may rdsCe to infomiation abont the CKent 
ot third parties (“Subjects'*), 

I i Company contemplafjcs engagitig ConttaCtor as an independent 

contTHCtof to provide pchrate inve^dgation services {tht “Servicca”) to Company, 

13. Contraetof wishes to perform private invendgsbon services as an 
irrdcpendciit contractor on the terms set forth m this Agreement, 

Enga gement . Company hereby engages Contractor as, and Contractor 
hereby agrees to act as, an mdependent conmetor throughout the fctin of this Agreement. 

^rviccfl . Contractor shah feith fuWy and dihgently ptovide to Company the 
Services set fbeth in Exhibit A and as directed by Company from dmc to dme« Contractor 
ah all perform the Services in conformity with all legal, profesdonal, and ethical standards 
and requitemerLts imposed upon persons engaged in the business of providing tbc Services 
or similar services in any state in with judsdiction over Contractor. Additional tetmj^ and 
condinDns regarding the Services art provided in Exhiliic B. 

Tetm , This Agteemcnt commences upon the Effective Daftc and will 
tettninafe immediatdy upon vtitten Dcrnunadnii nodee (“Tetminatton Notice^. 

TcJttn matin n Notice may be given by Company or Contractor at any dme and at elHier 
party'^s dheredon, with or without cause. 

5. CampetHarion . 

Rate , Contractor shall be compensated as set forth on Exhibit B. 

IBt jUHp g. Contractor shall submit to Company an invoice: with a 
separate entry for each matter which was conduded chiEing the previous week. Each entry 
shall indicate the search type, referenced numbei/invoicc number^ and the total charge, 
Concnctot shaD pay an invoke within thirty (HI) days of its receipt- Contractor wjH nor he 
endtfed to any other compensadon or benefits. 

With holding Tpdemmfication - CotifiLiTent with CotittactOr^E 
indtpendenr contiactor status, Company wiD not withhold from Contracfoi's compensation 
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or contrihurc any amoimt on behalf of Contiacfor £ot any taxes or insurance, including 
without limitatioti, social security taxes, unemployment insurance compensation, worker's 
compensation insurance, liability insurance, federal of state income rax withholding, or any 
other payments, withholdings, taxes ot any similar items (collectively. Taxes and 
Insurances*’). Contractor is responsible for its own payments and contribuiion.*; for Taxc.s 
and Insurances and all other payments required of Contractor as an indq>cndcnt contractor 
(collectively, “ContraCTor*s Obligations*’). Contractor shall indemnify, defend and hold 
harmless Company, its owners, employees, attorneys, agents, and other independent 
contractors, from any and all liability and loss related to or arising from Contractor's 
Obligations, including without hmitadon any demand for payment or punitive assc-ssmenr 
arising from Contractor’s failure to comply with those State and/ or Federal laws, rules, and 
r^julations concerning the characterization, withholding, and/or reporting of payments 
received by Contractor from Company. 

BuRincsfl Expenses . Confracfor shall pay for its own business, operating, 
investigation and other expenses, without any reimbursemenr or payment by Company. 

Indepen dent Contractor . Conttacror will nor become ot be deemed an 
employee, partner, joint venturer, ot agent of or with Company by reason of this 
Agreement. Neither Company nor Contractor will have any authority to bind the other in 
any rcspccL Contractor will be solely an independent coottactot of Company. 

In.surancc . Contractor .shall obtain babihtr insurance of commercially 
reasonable Hmits and shall name Company a.s additional insured. Contractor shaD obtain 
woriccr’s compensation insurance as required by law. Contractor shaD provide proof of 
compliance wirb the terms of this Paragraph to Company upon Company’s request. 
Contractor shall cau.se each insurance company providing insurance coverage pursuant to 
this patagtapb to notify Company in writing no less than 1 5 days prior to cessation or 
modification of such msutance coverage. 

1R pp tf;;^p; fita.tions and \yarranrics . Contractor represents, wattanfs and 
covenants to Company that (a) Contractor is duly quabfred and licensed to perform the 
Services in any state in which it will perform the Services; (b) all information provided by 
Conttactor to Company or Clients in connection with the performance of the Services will 
be true, accurate, and correer, (c) rbi.s Agreement will not cause or require Contractor to 
breach any obligation to, or agreement or confidence with, any other person; (d) Contractor 
has aU insurances required by and contemplated by this Agreement or will promptly obtain 
such insurances before commencing the Services; and (c) Contractor’s rax reporting 
procedures, including without limitation the withholding and payment of income and 
payroll taxes and filing of all informational and payroD tax returns, arc and will remain in 
compliance with appbeabk law pertaining to Contractor and independent conitactors in 
genenL 


Confidcndality - 

10.1. Ccmtraictor acbnowled^s that Company has made and will make 
available to Conttactot certain infbrmarion about 1^5 CKcnts* names and contact 
infbrmadnn; (ii) Subjects* names and contact information; and ^ busmeas strategies and 
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pracrice-s. T^cndot lists, priring tii^bimAtion, perfotmancc sfandaids and other confidential or 
ptoptietatT mff>EOi 4 tinii of Company, mdu^g trade seccctt and copyrighted materials 
(cnDcctivcIyj the “Confidcnrial Matet^’O' Contractor wifl not use nor dijiclose to any thrid 
party any ConfidentUI Material except as is necessary to pcrfbtm the Scrvkcs. 

10^ Contractor will not nse of make any disdos^ito of any infoiinatiofi 
obtained while peefotming Services (the except as spedfica% directed by 

Comparty. 

10.3- Contractor wiH not make any dupbeation or other copy of any of the 
Infotmarion or Confidential Material without the prior express written consent o£ 
Company- 

10-4. Contractor will not contact any ClientE dorifig or after the term of 
this Agreement tritKout the express written consenr of Company^ unless and only to the 
extent such contact is essential to the performance of the StCiHccs. 

10.5. Upon termination of this Agteemenr Contractor shall rcturti all 
Confidentia] Material and Infottnadon ro Company. 

In jnnrrivg Relief. Company and Controctot each acknowledge the unisjue 
nature of rhe proviaicMOis set forth in Section tO and that (a) Company will si^cr ttrq>arabk 
bam if Contractor broaches any of those provisioiifl, and (b) monetary damages adll be 
inadeejuate to compenBate Company for such breach. Therefore, if Contractor breaches 
any of such proviflions, then Company will be entitled to injuftcrive fehef, m addition to any 
other temedies at law or equity^ to enforce such proririons. 

ludjrmntficariotT . Contractor wSl indemnify and hold Company harmless for 
any drims made by Clients or Subi^tfl or other persons, liability, or other loss related ro or 
irking from the Services provided by Contractor uudci this Agreement 

aovrtning Law . This Agiccmcnt will be governed by and construed in 
accordance with the laws of the Stale of Tetos. 

PuTtbi-r Assiuances . Company and Contractor will execute aU instruments 
and documcitts and take aH aetiotis afl may be reasonably requited to effectuate this 
Agreement. 

Venue and Jnrkdietiop . For piirpos<^ of venue and jurkdiction^ this 
Agreement wiH be deemed made and to be petfotmed in the City of Graobufy, lexos. 

Countetpatts . This Agreement may be executed in counterparts, each of 
which win be deemed an original and all n£ which together shall cotistituto otac document. 

Time of Essence . Time, and strict and punctual perfoimance are of the 
essence with respect to each provision of this Agteetnctit- 

Modificarion . This Agreement tnay be modified only by a conaact tn 
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writing cMCuted by Gjtitractor and Company* 

Heading s* Tbt headings of ihe Paragraphs of rhifl Agreement We been 
included only (or convcnierrcc, and wiD not be deemed in any manner to modify or bimt 
any of the provisions of this Agreement or be twed in my manner in the intetpictaDon of 
this Agreement 

priot Undc!JSTandinp s> This Agreement contains the enrite agreement 
between the parties to this Agreement with respect to the subject matfer of this Agrccrncnt 
is intended as a final expression of the parries^ agreement with respect to such terms as arc 
inebded in this Agreement, is iuTcndcd as a complete and exchjstve statemeot of rile terms 
of such agreement, and supcrBcdcs aD negotiation a, undetsundings, agtecmcnts, 
representation B, and wananries, if any, with respect (d such subject matter, which precede 
or accompany the ciccurioti of this Agreements 

tntrtpretHrion . Wbcnevct the context so requires in this Agrccmcnit, all 
words used in the singular will be construed to have been itscd in the phjfal (and vice vetsa)^ 
each eender wiU be construed to include any other genders, and the word “person” will be 
construed to include a natural person j coipotadoin, fiim^ parmersbip^ joint venfure, crust, 
estate, or any othet etirity. 

Tftvlidity . Each provision of this AgreemeOf will be valid and 
cnforccahle to the fulcsc extent permitted by law. If any provision of this Agreement or 
the appUeaiion of such provision to any person or dTCumstancc will to any extent, he 
kvalkJ or uncnfotceabk, the rctnaindet of this Agreement, or the application of the 
ptovision TO persons or circumstznces other than those as to which it is held invalid or 
unrnfoTr cable, n-dl not be affected by such invalidity or uncnfbrccabtlity, unless the 
ptovidon or appHcarion of the provision is essential to this Agfcement* 

Contractor will not assign or delegate to 
any other person this Agreement ot auy rights or obh^rions under this Agreement. Subject 
to this restriction on Transferability, this Agreement will be brnding upon and inure to the 
benefit of the succcsboes m mtetest and assigns of each party to this Agreement. 

hifirice^ . All notices ot other corntmEnioriotiR required ot petmirred to he 
given to a partj’ to this Agreemefit shall be m writing and pensonaBy dclhrcrcd, sent by 
certified mail, postage prepaid, tetotn receipt fcqiiested, or sent by an overnight express 
courier service that provides written confirmation of deKvety, to such party at its address a.s 
set forth at the signamre and Exhibit A of this Agreement- Each notke ot other 
commimicarion wilt be deemed given, deliveted and received upon its actual receipt, except 
that if it is seal: by mail in accordance with this Section, then it will be deemed gfecn, 
delivered and received three days after the date the nodcc or other comrouiricatrioii is 
deposited with the United States Postal Service in accordance with this Sccrion. Either 
party to this Agreement may give a notice of a change of its address to the other party to 
this Agreement 

^Raiser. Any waiver of a default under this Agreement must be in writmg 
and will not be a waiver of any other default concerning the same or any other provision of 
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this Agreement No delay or omission in the exercise of any right or remedy will impair 
such oght or remedy or be construed as a waiver. A consent ro or approval of any act will 
not be deemed to waive or render unnecessary a consent to or approval of any other or 
subsequent act The sole person with the authority to waive or consent to any act on behalf 
of Company is Patrick Baird 

Ambigu ities. Each parry to this Agreement has had the 
opportunity to review and revise this Agreement and have the patty's legal counsel review 
and revise this Agreement The rule of constrocrion that any ambiguities arc to be resolved 
against the drafting party will not be employed in the iatcrprctaiion of this Agreement or of 
any amendments or exhibit to this Agreement 

27. Authority . Patrick Baird, as the Vkc-Preudent of Company, is the sole 
person who may give any consent authotiae any act or waK'C any right on behalf of 
Company. _ 

28. SurvivaL Nomitbstanding anything to the contrary in this Agreement Sections 
9, 10, 1 1 , and 12 will survive any termination of this Agreemenr in perpetuity. 


Company: Tnv«tigaOons 

PO Box 788 



Contractor: 



Exhibit A 
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Rffcctjre Date: 




Con me tor (name and address): ij jj/ 

Qol ^ eChtM-Us 

C^<i5} 'fhfi^y^ui cii^ 

'ftLnK»i‘L. cn/ /agrtft 


rOCkLiOt^ 


Services (Section 3): 


^jeaut-yr 


Compcttsition (Seebon S): 




Mr. Whitfield. At this time, I recognize Ms. DeGette. 

Ms. DeGette. Thank you, Mr. Chairman; and welcome to both of 
you. 

Mr. Rapp, I want to start with you. We are calling what you did and 
I think, Mr. Gandal, what your folks do pretexting, which is kind of a 
prettied word for pretending that you are someone that you are not, right? 

Mr. Rapp. That is correct. 

Ms. DeGette. Like, for example, in the JonBenet Ramsey case, 
which all of us in Colorado are even more familiar with than the 
Chairman is, you were not hired by the police officers or the law 
enforcement agencies. You were hired by an independent entity, 
correct? 
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Mr. Rapp. Correct. 

Ms. DeGette. Can you tell us who that was? 

Mr. Rapp. There were many different agencies at that point. I don’t 
remember. It has been 7 or 8 years. 

Ms. DeGette. Some of the people who hired you were tabloid 
newspapers? 

Mr. Rapp. They didn’t hire me directly. They went through other 
private investigators. 

Ms. DeGette. Right, but when you say “agencies,” you sort of 
imply that it was like a law enforcement agency. Do you see what I am 
saying? You were hired by independent investigators, not by law 
enforcement agencies. 

Mr. Rapp. Correct. 

Ms. DeGette. And what you were doing when you, for example, 
were trying to go to the hardware store and find out about the rope and 
tape and so on. You weren’t doing that in the assistance of a law 
enforcement agency. You were hired by a private investigator who then 
gave that information to others, right? 

Mr. Rapp. Correct. 

Ms. DeGette. In fact, subsequently, the Boulder— I guess it must 
have been the Boulder police, they raided your office, and they said that 
you impeded their investigations; is that right? 

Mr. Rapp. Well, yes, that is the story we heard, too. They did come 
in and confiscate the computers. 

Ms. DeGette. Did you ever find out anything that helped to crack 
the case? 

Mr. Rapp. The information that we found out that I have verifiable 
facts for apparently never made it to the media, never made it to— past the 
law enforcement usage of it for what examples, we have no idea. We 
were told that this— 

Ms. DeGette. Now, according to the Rocky Mountain News this is 
what they said. So, you know, the press, with all due respect, doesn’t 
always print exactly what you say, as I know, but what this says is, Rapp 
says “he has no regrets about his work which found its way into 
supermarket weeklies,” is that true? 

Mr. Rapp. True. 

Ms. DeGette. Now also in that same Rocky Mountain News article 
you said there were times when you tracked down phone numbers to 
battered women’s shelters but you refused to give the information to the 
client. 

Mr. Rapp. That is correct. When it was obvious, at least to me— the 
folks on the committee might say, well, it is all obvious, or it should be. 
Well, if you are in that business of providing the basic information to 
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Pis, the majority of which Pis were looking for people on behalf of their 
clients and it didn’t become media until— 

Ms. DeGette. It is obvious when you get the phone number of a 
battered women’s shelter maybe this is not where I should go, but the 
rest of the time you don’t really know for sure. 

Mr. Rapp. That is correct. 

Ms. DeGette. So you were a hired gun and getting information and 
giving it to whoever paid you. 

Mr. Rapp. For the most part yes. 

Ms. DeGette. So in your testimony— I mean, this is what we are 
trying to grapple with, is— and Mr. Gandal talked about it too, sometimes 
there is a legitimate use for this information, but sometimes there is not. 
And what it can do is it can wreak havoc with somebody’s privacy, 
right? 

Mr. Rapp. It can. 

Ms. DeGette. So you testified that there is a positive use for the 
data broker industry, and I am wondering if you can tell me that, through 
your years of experience involved in the good and bad parts of this 
industry, there would be any way you could differentiate. 

Mr. Rapp. If I knew that the client was working on behalf of a 
judgment debtor, and there were many private investigators who would 
work on behalf of clients if they actually had a copy of the judgment, that 
to me is a legitimate use to acquire the person’s information if they have 
gone through the process. 

Ms. DeGette. Right. But that is based on your judgment, right? 

Mr. Rapp. It is based on the court’s judgment. 

Ms. DeGette. You are the private investigator or you are the 
person who is doing this technique. You are deciding, okay, I have got a 
copy of the judgment that seems legitimate, right? 

Mr. Rapp. Correct. 

Ms. DeGette. Well, the problem is we are the ones that write the 
laws. We can’t write a law like that. We can’t write a law that says you 
can’t go in and impersonate JonBenet Ramsey’s father, but it is okay if 
you use pretexting to enforce a judgment. Do you see what I am saying? 

Mr. Rapp. I understand. 

Ms. DeGette. So how do we differentiate? 

Mr. Rapp. That is a good question. It is a necessary evil that is 
going to continue, regardless of the laws that you write. 

Ms. DeGette. Do you think it is a necessary evil? You don’t think 
there are other ways we can get this information that we need? 

Mr. Rapp. No. When people don’t want to pay their debts, pay 
their car notes, or pay other things and want to abscond with the money 
and not pay their debts, no. There is no other way that you are going to 
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get them to pay up unless we physically go in and take that money from 
them. If they wanted to pay their bills, they would pay it, or else 
bankruptcy courts wouldn’t be full. 

Ms. DeGette. So the only way we can get that money is to pretext 
so we can get this information so— 

Mr. Rapp. That is one way, yes. 

Ms. DeGette. That is not the only way. 

Mr. Rapp. I am sure there are other ways, but they haven’t paid 
their bills before that. 

Ms. DeGette. That brings me to you, Mr. Gandal. Now these 
companies that extend credit for the automobiles, I would assume that 
they have written agreements with these, with these, what do you call— 
the debtors; is that correct? 

Mr. Gandal. Yes, they are signing a security contract. 

Ms. DeGette. And I would assume those contracts include 
language that allows the automobile finance companies to get access to 
certain information about these debtors, correct? 

Mr. Gandal. I have never seen language that would allow the auto 
financers to get information that I am getting. Basically, it says, you pay 
this much a month; if you don’t pay it, we have a right to go back and get 
your vehicle. 

A lot of people don’t like to give back their vehicles. A lot of people 
will get downright violent about it. 

A lot of people will take off and laugh at you. So will their entire 
family, because they were taught by their parents how to do this. 

Ms. DeGette. So you think the only way to get these cars back is to 
pretend, pretexting. 

Mr. Gandal. Only way, no. No, ma’am, of course not. There are 
so many ways to do so many things. 

Ms. DeGette. Exactly. 

Mr. Gandal. This is a way that has worked for a long time because 
when you are dealing with a debtor, you don’t go above them. You get 
down at their level, or you don’t work with them; you don’t get anything. 
There are replevins available, banks don’t even look at them because 
they are too expensive. 

Ms. DeGette. They don’t look at them because they don’t have to 
because they can hire you, right? 

Mr. Gandal. Okay, that is one way to look at it. But it is a much 
deeper problem than that in the finance industry. 

Ms. DeGette. Let me ask you the same question I asked Mr. Rapp, 
because you are a law-abiding citizen. 

Mr. Gandal. Yes, lam. 
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Ms. DeGette. What would happen if somebody pretexted your 
identity and got all of your information and then used it for an illegal 
purpose? 

Mr. Gandal. That would be wrong. I don’t do that kind of thing. 

Ms. DeGette. The problem is, if we don’t pass a law that covers all 
of these issues, then we can’t pass a law saying you can only go after the 
evildoers; and you can still use pretexting, but the legitimate, law-abiding 
people, you can’t do it. We can’t pass that law. 

Mr. Gandal. That is a problem. And that is why I suggest to— 

Ms. DeGette. Do you think it is better that we allow these tens of 
thousands of cases where people use pretexting for illegitimate reasons in 
order for your clients to be able to repossess those cars? 

Mr. Gandal. No, I don’t think it is better. I think there needs to be 
control in the entire system, and on the other end also. There should be 
laws against professional debtors. There should be laws against opening 
a home improvement company, buying 60 cars, subleasing them and then 
just doing it again and again and again. 

Ms. DeGette. I completely agree with you. And in most States 
there are laws like that, and I think we need to make sure we enforce 
them. 

Mr. Gandal. Those aren’t enforced, just like if there is a law 
against me, it is not enforced either. 

It seems to me, a brick wall maybe you’re taking down. 

Ms. DeGette. I think the brick wall will be torn down, because I 
think the consumers of America are getting very concerned about their 
privacy, and they are seeing pretexting as just one aspect of identity theft. 
And privacy concerns, which the Chairman will tell you, we are 
increasingly on this committee feeling those pressures every day, 
because it is just getting out of control. 

Now, Mr. Rapp, you have been operating in Colorado for quite some 
time; is that correct? 

Mr. Rapp. Yes, ma’am. 

Ms. DeGette. And Colorado has no laws that cover private 
investigators? 

Mr. Rapp. Correct. 

Ms. DeGette. Do you know offhand how many States do regulate 
private investigators? 

Mr. Rapp. The majority of States do. During our early years, we 
would move to Utah, Montana, other States because of the fact of the lax 
laws. 

Ms. DeGette. And you ended up in Colorado, in part— aside from 
the great natural beauty and wonderful aspects of the State, which I know 
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well, you ended up there, in part, because we have no laws that cover 
private investigators? 

Mr. Rapp. Truthfully, I was bom and raised there, so that was 
always home. But I wanted to go back there to the extent that we could 
do this work always knowing they were a little harder, however, on the 
prosecution of people like us, even though there were no set laws. That 
is why they charged us with RICO. They said, we do that when we don’t 
know what to charge you with; we just don’t like what you are doing. 

Ms. DeGette. One last question, Mr. Chairman. 

Do you think tougher laws by States regarding private investigators 
would help with some of the edgier and even illegal practices? 

Mr. Rapp. You know, that is a tough question. It is going to keep 
the law-abiding people, law abiding; and the ones that are going to break 
it are going to do it anyway, regardless of the law. 

Ms. DeGette. Thank you, Mr. Chairman. 

Mr. Whitfield. Thank you. 

At this time, I would recognize Mr. Burgess. 

Mr. Burgess. Thank you, Mr. Chairman. 

Mr. Rapp, your last comment reminded me of what a mechanic told 
me one time that an ignition key was just to keep an honest person from 
driving off with your car. 

This line of questioning has just been fascinating. 

Mr. Rapp, you said early in your testimony that your work in this 
field actually predated the Internet becoming a big deal. How— have you 
thought at all about how the Internet would have changed your line of 
business? 

Mr. Rapp. We have. When it started back in the early 1980s, that 
wasn’t a big deal, the Internet wasn’t. In the 1990s, many of my 
employees that went off on their own, and we had trained— many of 
which, as people do, went off and got their own clientele and lived life. 
They said, it is so easy on the Internet. 

But there is always a track back to you; that was my advice back to 
them. I would hesitate on using it and never did. Today, when I go 
online, there is not much you don’t see. But the majority of it, if you 
read in the small print, the fine print, they don’t guarantee anything. 

When we were in business, guarantee was everything. If I don’t get 
the information, I don’t get paid. Online, if they don’t get the 
information, you still have to pay a surcharge, which is stupid enough for 
them to put it out, but people buy into it. 

And, yes, it is available and AT&T, Verizon, all the carriers, have to 
make things accessible to people; and if you make it accessible, there is 
going to be that element and, I hate to say, the negative element a lot of 
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us that are in the field go into, and you are going to tie into it and expand 
upon it and use it. 

Mr. Burgess. So just like everything else, the Internet has the 
ability to accelerate the— 

Mr. Rapp. Absolutely, it is. 

Mr. Burgess, -dark side of this process? 

Mr. Rapp. Correct. 

Mr. Burgess. If you don’t mind me asking, since 1999, when you 
left your profession, what is your line of work currently? 

Mr. Rapp. Well, at this point— in 1999, my dad developed cancer, 
and 5 months later he died; and right after that time, 2 months later, I 
started taking care of Mom, who is now living in our house. So I have 
been, I want to say “relished to,” but at this point that has been my line of 
work, as a caretaker. 

Fortunately, we have enough funds in savings, and we are okay to 
survive. But that is the line of work. 

Mr. Burgess. So you have not involved yourself in any of these 
activities that you were apparently— you were gifted, as you got out of 
your higher education institution in 1982, you were gifted in this field? 

Mr. Rapp. I wasn’t necessarily gifted. If you do some things so 
repetitively, you are going to get good at it, or you are going to get out of 
the business and find something else. But I still train— every now and 
then, I haven’t done it for years, but a client will fly in somebody and ask 
me if I will spend a day or two and train them. Go after the aspects of 
how do you do it, how do you find it? 

Especially re-po people, when you track down a vehicle, you have to 
do it. You want to try and make an effort of get your vehicle back, or 
what’s the point of the whole game? You have to. So there is a very 
legitimate need that is still maintained here. 

Yes, I did still do that once in a while. I haven’t done that in a few 
years, but that is about the extent of it. 

Mr. Burgess. Looking through the information provided to us in 
the evidence book, under Tab 12, it looks almost like you are giving 
directions on how to go through this process. And it looks fairly well 
thought out, if you even made— someone made some handwritten notes 
here on perhaps how to even improve upon the process. 

Mr. Rapp. I don’t believe Tab 12 is mine. Which are you relating 
to, which page in Tab 12? 

Mr. Burgess. I beg your pardon. Tips For Performing Pretext, 
prepared by James Rapp; would that be yours? 

Mr. Rapp. Where are you looking at? Again, I apologize. 

Mr. Burgess. I thought I was looking at Tab 12, or maybe 
someone pretexted it. I don’t know; maybe it is in code. In any case, the 
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actual document is not relevant to the question. Would there be a role 
for someone with your facility to work through these problems, to work 
on the good side, to help protect from this type of intrusion into their 
private data? 

Could you put your efforts to good use in society? 

Mr. Rapp. Absolutely. If you limited phone companies, cellular 
companies— you all are very concerned about that— to only speak to the 
person on their cell phone, end of story, period, you would eliminate 
95 percent of the issue; the only way that they would talk to anybody is if 
they called them at their specific cell number, and then addressed them 
and made sure they had all their individual specs. 

The only way— 

Mr. Burgess. A representative would have to call back on the cell 
phone— 

Mr. Rapp. Correct. 

Mr. Burgess, —to get around the problem of spoofing and putting a 
fake phone number into the system? 

Mr. Rapp. That’s correct. 

Mr. Burgess. So that is going to-and that may be what they 
internally need to do. That obviously increases the cost of their customer 
service significantly to add those extra steps, but it is a valid thought. 

I appreciate your sharing it with us. 

Mr. Gandal, you heard Ms. DeGette in her line of questioning and I, 
you know, being on this side of the equation for the first time in my life, 
looking at your business, yes, it is difficult to regulate what you guys do 
and, of course, being in government we love to regulate. 

I get the impression that you feel that people who do your type of 
work will, of necessity, have to continue— Mr. Rapp alluded to it— that to 
get the vehicle repossessed, you have to know where to go, where to go 
to find it. 

Is that your feeling as well? 

Mr. Gandal. Yes, it is. There are a lot of vehicles out there that 
are not going to be found unless you go ahead and work the account in 
such ways to obtain sensitive information. 

Mr. Burgess. So when you initiated your career into this type of 
work, you were working for people who were, in fact, law abiding and 
trying to keep their legitimate businesses going by locating vehicles, 
where people had skipped? 

Mr. Gandal. That is correct. I was actually a private investigator 
doing workman’s comp in Colorado. And we couldn’t find claimants 
because claimants used the lawyer’s address in the mid-80s— ‘84-85— and 
you have to pick up a claimant at a State-ordered medical appointment in 
order to follow him and do a workman’s comp surveillance. And those 
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are very difficult to do because they are in big buildings you don’t know 
where they parked, et cetera, et cetera. 

And I decided, well, you have to learn how to find people. I 
developed these ways to find people at that time. 

Mr. Burgess. And I appreciate that, but you see our difficulty now 
is that the criminal element has adopted some of your techniques, and 
some of your ways and some of Mr. Rapp’s, so there has to be a way of 
putting parameters around it and guarding the innocent public. 

Mr. Rapp had one suggestion. Do you have in your— with your 
experience in this industry, do you have ways that you see that would be 
at our disposal for putting those barriers, those boundaries, in place? 

Mr. Gandal. Yes, I do. First of all, I agree with Mr. Rapp as far as 
telephone companies calling back the cell phones. I said that a long time 
ago, and even tried to speak with some wireless companies about that in 
the past. 

As far as from my angle, the repossession angle, as I said, I believe 
there should be some sort of a liaison, some sort of a person on the 
repossession and lien holder’s side of this dilemma, because all laws are 
out there to protect the debtor. There are no laws to protect the 
repossessor. They get shot at whatever happens; they were on the 
property, whatever happens. 

There should be somebody that can circumvent the issue without 
waiting 6 months in a court when the vehicle disappears; and even with 
replevins, a lot of replevins don’t work. You have to bring them into 
court and find out where the vehicle is. 

If the vehicle is not around, still people have avoided the issue. And 
many, many hundreds and thousands of vehicles are actually never 
located; and I mean, hundreds and thousands over the years. And the 
way to handle that is to have a liaison, or some sort of a control group 
that can reach this person and say, look, I have the authority to force you 
to tell me where this vehicle is; where is the vehicle? We will leave you 
alone; all we want is the car. You signed a contract. We want the car. 

It is a legal contract with a titled vehicle, and everything is legal, and 
yet, still, the vehicle isn’t there. And, they are effectively stealing the 
vehicle. 

And I am not talking about the person who gets a couple months 
behind. Those are good people, and there’s a lot of good people out 
there that have to go subprime because they got sick and have no medical 
insurance, because they lost their job. There are so many reasons; now, 
in this economy, it keeps on going. But those are not the people I am 
talking about, because those people call the bank and say, I can’t afford 
my car; I really need you to come and get it. 
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It is the people, the people that I speak of are the professional 
debtors, and there are a lot of them out there. 

Mr. Burgess. Now, Mr. Rapp says he got into the business, or 
concluded his activities before the Internet. You are still actively 
engaged in it? 

Mr. Gandal. I no longer get cellular telephone records, but yes, I 
still locate vehicles and I still assist law— 

Mr. Burgess. How has the Internet changed your practice? 

Mr. Gandae. The Internet changed my practice completely. 
Cellular telephone records and things like that weren’t even available 
until the Internet. There were ways to pretext, to get calls over the 
telephone, but the Internet has changed everything because, as you said, 
you have to make it simple for people. And that is what the wireless 
companies did is, they said that customer service is more important than 
customer security. 

Now, I will tell you also at this time that a few of the wireless 
companies have made changes, on their own, in the past 6 months, 
because they realized what was happening. 

And now the information is still available, but you have got to be 
very good and you have got to know other things where, if I might speak 
about the gentleman that had his records taken from Cingular. All you 
need for Cingular is the five-digit ZIP Code and the last four of the 
Social Security number and you are in. If you put a password on there, I 
can explain what happened there. It wasn’t me that did it, but I know 
what it does. 

When you go into these wireless companies, they have retrained a lot 
of their staff— a lot of it, not all of it. So sure you can keep on going in. 
A lot of these companies use people in Thailand or Bangkok. Do you 
think they care what they are being told? No, they are just going to 
answer whatever questions you want. 

But when you really need to get information, you leave Cingular; 
and what they did to get that password is, they went to one of the 
Cingular stores and called one of the Cingular stores instead of Cingular 
wireless and they probably went in as customer service from Cingular 
and were able to get that information that way, “Our system is down 
right now; can you help us?” 

The stores are not regulated nearly as much as customer service, so 
just to help that gentleman out, that is probably what happened; and once 
they have that password, they quietly went back into the Cingular Web 
site whenever they needed the information. 

Mr. Burgess. Thank you, Mr. Gandal. That is very thorough and 
helpful. We have unfortunately gotten the gavel, so I will yield back. 

Mr. Whitfieed. I recognize Ms. Schakowsky. 
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Ms. SCHAKOWSKY. Mr. Gandal, I am glad you acknowledge at 
some point that there are those people who have gotten into financial 
trouble not because they are professional debtors. Fifty percent of the 
individual bankruptcies are people who have health care debt. 

And yet the obvious contempt that you have for some of the people 
that you have gone after makes me wonder how much you don’t just 
believe that the ends justify the means and that you are doing some sort 
of a public service. 

What I wanted to ask you, though, is, since 1999, when 
Gramm-Leach-Bliley passed, pretexting for financial information is, in 
fact, against the law. So how do you do that? 

Mr. Gandal. I have never picked up financial information. I am a 
skip tracer. I am looking for somebody, and that is really all I am doing. 
I might use a cell phone record as a tool in order to locate somebody, or a 
utility record or whatever, but I have never offered financial information. 

I know how to do it, basically the same way you do anything else, 
but I have never been an information broker in that I have always 
assisted in looking for vehicles. 

Ms. SCHAKOWSKY. But you know how to do it in a legal way? 

Mr. Gandal. No. 

Ms. SCHAKOWSKY. Did you do it after-Mr. Rapp, after the law 
passed? 

Mr. Rapp. No, ma’am. 

Ms. SCHAKOWSKY. I think all of us would be interested— you did— 
Mr. Gandal, give an example now of how you can get a password. You 
are saying someone pretends they are calling from Cingular to a Cingular 
store and ask for some help. 

I wondered if you could give us what— Mr. Rapp, what’s your rap in 
order to get someone to turn over the kind of information that you need? 
What does the phone call sound like, to get this sensitive information? 

Mr. Gandal. That one is on you. 

Mr. Rapp. Thanks. Give an example. If I wanted to find out— if 
you are familiar with Cook County, Chicago, Illinois, if I wanted to find 
out, let’s just take your credit card, and let’s say a client— 

Ms. SCHAKOWSKY. You know where I live. Now I am nervous 
about what else you know. Go ahead. 

Mr. Rapp. Let’s say I want to look at your Visa; your husband was 
concerned about some of your purchases that he didn’t recognize. That 
may be the story that is given to me. We don’t know. 

We had at one point over 1,500 clients that were private investigators 
throughout the country, and they would bombard us literally with 10 to 
20 cases a day, not all of them, but we had a tremendous amount of 
work. So we didn’t have time to look into each and every aspect. 
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But if a case came across my desk from you, and they said, we know 
she has a Visa, this is her home address, that is all we have on her; that is 
all I need. I don’t even need that much. But if I have your name, your 
name alone, I have no doubt somewhere there is a utility, whether it be 
electric, cable, newspaper, something in your name, that is going to have 
your address on file. 

I am going to go there and get your address; I am then going to get 
your Social Security. 

Ms. SCHAKOWSKY. Tell me how do you do that? 

Mr. Rapp. For example, if I call the electric company, and I call 
them up and I tell them I am you, and I talk real sweet to them and 
explain to them that my electricity is out and there is a fire in my breaker 
box, for an example, they are going to have to do something. They are 
going to want to help. 

I will say— 

Ms. SCHAKOWSKY. You create a kind of urgent situation? You 
don’t have time to fool around? 

Mr. Rapp. Correct. We are talking 10 to 15 minutes per case, on 
average, per person. 

Ms. SCHAKOWSKY. But you convince them that this is urgent. 

Mr. Rapp. I convince them that there is a situation I need to address. 
“Lights out” is the most common, or “I smell gas.” Either way, they will 
say “what is your address?” 

“I am over here at Route 4, Box 18, right here in Cook County.” 

They will say, “we don’t have an address like that.” 

I will say, “yes, you do. This is one of the new ones; they just came 
out and renumbered it with the 911 system out here. We didn’t used to 
have it; now we do.” 

They say, “we can’t pull it up that way. What is your name?” 

You give them your last name, the correct spelling. 

They say, “oh, well, we have you over here, 144 Northwest 
whatever.” 

And I am saying, “oh, well, it is the same thing.” 

Now that I’ve got the address, I will push them a little more, get your 
home phone number, whatever they have on file going in; and my goal— 

Ms. SCHAKOWSKY. You are calling. Why are they going to give 
you your home phone number? 

Mr. Rapp. Because I am going to explain to them, we run a business 
in our home. “We have multiple lines in here, and want to make sure 
you can reach me. I have a sick kid upstairs. Do me a favor, do you 
have a 4912 or 4913 number?” 

“Huh? What are you talking about? This is the number we have on 


file.” 
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“Great. Thank you very much.” 

Then I will do the same basic thing with Social Security number. 
When I go back in, at a different point— it may be 5 minutes later— once I 
have the exact address and I have verified it, if I call directory assistance 
and you are nonpublished, they still to this day will verify the location of 
that nonpublished listing, which they can do with me so I make sure I 
have the right party, you, that I am going after. 

Once I have that down, and I have acquired the Social Security 
number from the same company, or cable or whoever, I go in to Visa— 

Ms. SCHAKOWSKY. Is a Social Security number any harder to get 
than address or phone number? 

Mr. Rapp. No. 

Ms. SCHAKOWSKY. No. 

Mr. Rapp. Every utility company has it on file. Most now, if you 
sign up with a brand-new account— 

Ms. SCHAKOWSKY. Tell me how you get a Social Security number. 

Mr. Rapp. I do the same exact thing. If I have gone into the utility 
company. I’m going to say, “wait a minute now. You had a listing on 
my credit, or Equifax sent me a copy of my credit report as they do every 
year. I had a negative report listed from you folks.” I am going to say, 
“there shouldn’t be that.” 

They are going to take a look. “Well, you have always paid your 
bills on time.” 

“Now, wait a minute, that is correct, but my father and I, Junior and 
Senior; I think you may have him confused with me.” 

They will say, “well, we don’t have your father. We have you.” 

I say, “well, this is my Social.” 

“No, that is not the one we have. Here is the one we have.” 

It is just playing the game. And when you convince them that they 
are wrong, they want to prove to you that they are right. Or they want to 
help. 

Once I have your Social, I call in to Visa, and I don’t even need to 
know the card number, or have it with me; and just calling Visa, I don’t 
need to know which bank you got your credit card number from. If I run 
your name and Social, they are going to tell me which bank it is that you 
have an account; and they are going to want to speak to you because they 
believe I am a man, which is fine. 

Once I find out which bank it is, I can go back and have a little more 
ammunition, and I will have one of my girl operatives be you and acquire 
every call, every charge you had the last 90 days without ever having the 
credit card number or anything. 

But again there is no fraud in the respect that I am not stealing 
anything. I am just finding out what is on it. 
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If you haven’t done anything wrong, you have nothing to fear from 
me is pretty much how I looked at it to begin with. And I know with the 
advent of the media and all the news and magazines we did, everything 
went out the window, everything was people just wanting to know. 

Ms. SCHAKOWSKY. Mr. Gandal, tell me how you get the 
information you need. 

Mr. Gandal. Social Security numbers, I already have in almost 
every case. 

Ms. SCHAKOWSKY. Because you are working for— 

Mr. Gandal. I am dealing with a financial institution. I probably 
have the Social. And once you have a Social, you can get any 
information on anybody, pretty much. 

Ms. SCHAKOWSKY. And so you call up, you are that person and you 
have the Social Security number? 

Mr. Gandal. Yes. Social engineering, I would say, yes, I will use 
that many, many times. I will go in as the person just to find out how 
much I owe. Once you find out how much somebody owes, you are in. 

Ms. SCHAKOWSKY. Thank you. I yield back. 

Mr. Whitfield. At this time, I recognize Mr. Stearns of Florida. 

Mr. Stearns. Thank you, Mr. Chairman. 

Mr. Rapp, I was just reading through your opening statement, and at 
one time, you had indicated, “during this time, I was featured on 
America’s Most Wanted as being the number one con man in America.” 
And, of course, you went on to say that you sort of discounted that a bit. 

But have you ever been conned yourself? Has someone ever conned 
you? 

Mr. Rapp. I am sure they have. And if they are good, I will never 
know it. 

Mr. Stearns. Let me ask you a question. In your statement you 
talk about during the President Clinton and Monica Lewinsky scandal 
you were contacted by the FBI, you say, from the Baltimore office. “The 
agent wanted to know specifically who our client was that requested the 
information on why the White House was paying for Ms. Lewinsky’s 
apartment, as well as tracking down various cell phones and landline 
contacts of Ms. Lewinsky.” 

Mr. Rapp. Correct. 

Mr. Stearns. Did you take that as legitimate? Did you check out 
to see if the FBI had a legitimate reason for doing that? 

Mr. Rapp. IftheFBI- 

Mr. Stearns. Let me see here, you say the FBI contacted you? 

Mr. Rapp. Right. They wanted to know why I was looking into, 
when you start looking into phone calls on the President, or his associate, 
you are going to get contacted by somebody. And I did. 
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Mr. Stearns. And you felt sure at this point these were the FBI? 

Mr. Rapp. The gentleman called me. I believe, actually, they 
showed up unannounced, but he gave me a number to the Baltimore field 
office. And, of course, I never used that number. I called directory 
assistance, got the number to the Baltimore field office, verified the 
agent and the basic appearance, because anybody could make up a 
badge. So, yes, I am pretty confident it was the FBI. 

Mr. Stearns. So then you made available all those records? 

Mr. Rapp. Correct. 

Mr. Stearns. And I guess that is the problem, sometimes when 
you get that high profile. When you are doing these for different clients, 
you sometimes move into areas that perhaps you realize you probably 
shouldn’t have got into? 

Mr. Rapp. Correct. 

Mr. Stearns. Would you say that in retrospect? 

Mr. Rapp. You know, in retrospect, the money was enjoyable; the 
fame was just part of the job. But a good data broker is very quiet, 
underneath the radar. And the committee is not going to know about 
him, for the most part; nor is the American public, because they are 
utilizing the services for the majority of the part. 

If they haven’t done anything wrong, they have nothing to fear from 
them. If they owe money, you may wake up one morning and find your 
bank account $5,000 less. But again it is because they had a legitimate 
judgment. 

So, yes, the fame caused a lot of problems. And in retrospect, I think 
it turned out to be a good thing and ended when it did, as things 
transgressed. 

Mr. Stearns. So if you had to do it again, would you do it the 
same way? 

Mr. Rapp. Tough question. Tough question. I definitely— 

Mr. Stearns. Think about that for a second and let me go back. 

The person who asked you— who was the client, that asked you to 
specifically get this information— I am not asking you to reveal who that 
client was; but that client, you had to reveal to the FBI, too, didn’t you? 

Mr. Rapp. Correct, yes. 

Mr. Stearns. And did that client immediately tell you to stop and 
desist? Or did that client— 

Mr. Rapp. Oh, no. All my clients understand when law 
enforcement is there, we are in business to make money on a grand scale. 
And if you shut down one avenue, I am going to concentrate on the 
others. 

So he wanted to know who the client was, just for national security 
reasons, as he said. This has nothing to do with that. 
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Mr. Stearns. So he wanted to know specifically who was paying 
for Ms. Lewinsky’s apartment, as well as tracking down various cell 
phone and landline contacts of Ms. Lewinsky? 

Mr. Rapp. That is correct. It was for a news magazine. I don’t 
know if it was Entertainment Tonight or which one of the news 
magazines, but they wanted to know. 

Mr. Stearns. And they hired you to do it? 

Mr. Rapp. Right. They thought it was interesting that the 
Government was paying for Ms. Lewinsky’s apartment at the Watergate 
Hotel. So something like that. 

Mr. Stearns. I also read in some of the testimony that both of you- 
-or you, specifically Mr. Rapp, can find out a post office box. 

Mr. Rapp. That is correct. 

Mr. Stearns. Just briefly tell me how you would find out my post 
office box. I have a post office box for business. Tell me, briefly, how 
you do it and then tell me what is the reason for knowing the post office 
box? 

Mr. Rapp. To me, it was a case, tracking people down. 

Mr. Stearns. What is the reason why? Is it like a banking 
institution or a lawyer? Why would they want to know? 

Mr. Rapp. Somebody wants to track you down. 

Mr. Stearns. So they are going to stand there so when I come up 
to that post office box they will be able to get me; is that it? 

Mr. Rapp. No. What it was leading my clients to, the majority of 
the time, was to get more information on you, a physical address. Most 
of the time you have to actually show an ID to get a post office— 

Mr. Stearns. So if a person doesn’t have a physical address, then 
you want the post office box. 

Mr. Rapp. That is right. The idea, to “break” in the Post Office, it is 
to get whatever information they have on their hard card. That is what 
we are looking for. 

Mr. Stearns. So tell me then you want to get my post office box, 
and I am in Ocala, Florida. How would you go about it? 

Mr. Rapp. First of all— I will be blunt. 

Mr. Stearns. You had a last name. 

Mr. Rapp. I don’t need that. All I need is the box number. 

If I find out who the postal inspectors are for your region, 
impersonate one of those postal inspectors; and if I call up and say, you 
know, we have had— 

Mr. Stearns. So you would use the actual name of the postal 
inspector. Let’s say his name is Jim Moore. 

Mr. Rapp. Okay, let’s say it is. 
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I would call up and be Mr. Moore. Or I would be one of his 
associates. And I would say, “you know, we have had some child 
pornography coming into this box. And we have had some pictures of 
kids doing things they shouldn’t be doing.” 

“Now, we have traced it back; we have already identified the box is 
on the West Coast. Do me a favor.” 

Now I am talking to a lowly box clerk, of course, that is bored with 
her job, and once I get to build up a 30-second relationship, I am going to 
tell them what I need. 

“Do me a favor. Take a look at and see if you have”— I will use a 
example of a company name — ’’see if you have Photography Unlimited 
listed on the box, or how it is titled.” 

Mr. Stearns. You would make up something to get some 
credibility? 

Mr. Rapp. Correct. 

They go in there and they say, “oh, no, it is not a business. It is a 
residential box listed as an individual.” 

“Now, are you spelling his name with an “st” or just a “ph”?” 

They will say, “oh, no; “st,” what are you talking about? We have it 
as a Jim J. Rowe at 134 17th Street.” 

Mr. Stearns. They continue volunteering information because they 
think you are credible? 

Mr. Rapp. They think you have the authority to be able to acquire 
this. That is one of the quickest and easiest ways, as just one of many 
examples. 

Mr. Stearns. Take me through another quick scenario. You are 
trying to find my credit card, and what would you need to find out like in 
exhibit— Exhibit Number 3, here you have the credit card for John 
Ramsey, and you have a list of all the descriptions, the places and the 
amounts. How would you go about getting this information for— let’s say 
for me, how would you go about getting it? 

Mr. Rapp. Mr. Stearns, first of all, I would make sure that my client 
at least had given me your full legal name, preferably your address, 
preferably something else. Most of the time, the clients gave us a credit 
card, they had a Social. 

Mr. Stearns. Most the time you had the name of the credit card— 
you didn’t even have the credit card? Whether it is Bank of America or 
Capital One? 

Mr. Rapp. Again, think global; that is too small. 

We are thinking Visa, Master Card, Discover, American Express, or 
Diners Club, which isn’t used very much— one of those five are the Big 
Five. And when a client came to me and said, “we would like to find out 
the credit card purchases they made on this date,” the client always 
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seemed to have a necessary— they knew exactly what they were looking 
for, but they didn’t know how they came to either get it or how they 
wanted it broken down. They didn’t know exactly which card the person 
may have used, but they said, “we know this person used a credit card on 
this day.” 

Mr. Stearns. Invariably you had a date and a description? 

Mr. Rapp. Something. They gave me something. I would go in and 
utilize just what I had, your name— 

Mr. Stearns. Where would you go in to do that? 

Mr. Rapp. I would go into Visa or Master Card and I would make 
up a nice little story. I would call them directly and explain to them “I 
have a bill in the mail here for $2,418,000 and I don’t understand why, 
since my wife’s homebound and I haven’t left the house in the last 
2 months.” 

Mr. Stearns. And she would tell you, “We don’t show in our 
records that you have this.” 

Mr. Rapp. To begin with, they would say, “Well, what is your card 
number?” And I won’t know, of course. And I would know something, 
and what I didn’t know I would fudge, and I would get them to the point 
where they would just look up what I wanted them to do by my name, tie 
it in with the address. 

And if Visa said— 

Mr. Stearns. They would reveal the credit card number to you? 

Mr. Rapp. Not at that point. At that point they would verify they 
did in fact have it. 

First of all, it is a process. My first part is to find the institution that 
has it. Now, if I know you have a Visa, the idea now is which agency 
specifically, or which— again the word “agency”— but which department 
issued that Visa, which bank. So they will say “oh yes you have one 
here from Capital One.” 

“Oh, Capital One? Wrong one. Let me look into it.” 

If I didn’t like the way the conversation was going, I will call them 
back. Now I know it is Capital One. Now I have other options. I can 
find out which bank you utilize it from and go into the individual branch 
even. Just like Chase Manhattan, you can pay your bills at any Chase 
Bank, I can go into the branch, I can go into Capital One directly, or I 
can go back to Visa, and I would work the people until I would get your 
complete card number or not. Most of the time I would solve the case 
without ever having the card number. I would go in and find out the 
basics. “How much do I owe you?” 

Again, then put them in a position where they have to help you, and 
if I owe them X amount of dollars, I say, “Do me a favor, break that 
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down. I am a committee member; I need to get reimbursed, so let’s 
break it down.” 

“Okay, well, what do you want to know?” 

Mr. Stearns. Then you get them to actually fax you- 
Mr. Rapp. No. 

Mr. Stearns. How would you get all this information? This is just 
over the phone? 

Mr. Rapp. Just over the phone. I would have them go over it, say 
“The first purchase last month, what was the date?” 

Mr. Stearns. Would you have a phone number that you could be 
traced back to? 

Mr. Rapp. Most of the time it was just our landlines sitting in 
Parker, Colorado, or in Aurora most of the time; and no, I didn’t have a 
line. I didn’t have the new phones and new technology that was 
available that showed you were calling from somewhere else. I didn’t 
worry about it the majority of the time. They don’t know unless you are 
calling a local carrier what number you are coming in on. And even if 
you do, it is easy enough to get them to look past it. 

Mr. Stearns. Mr. Chairman, I want to say I want to commend the 
witnesses here, because in their telling these stories, it reveals to all of 
us— and I think, hopefully, the consumers too will understand— how easy 
it is to get this information. And in a large sense, they are doing a very 
good action here and are to be commended for just trying to help us weed 
through this. 

And so I thank you for getting these two witnesses. 

Mr. Whitfieed. Thank you, Mr. Steams, and I just have a couple 
more questions here. 

Mr. Rapp, you talked a number of times today about, you had a lot of 
clients who were private investigators, and many of these private 
investigators represented the news media, whether the National Enquirer 
or the Globe or 20/20 or Entertainment Tonight or whatever. And you 
established a relationship with them so you knew who these private 
investigators were representing, if they were representing news 
companies; is that correct? 

Mr. Rapp. To some extent I did. Some of my clients, they gave me 
an indication of who they were working for, but that was fairly 
proprietary; they didn’t want me subletting them and going directly to 
the company itself and, of course, cutting them out of the profit. 

Mr. Whitfieed. Absolutely. 

Mr. Gandal, after we release the two of you, we are going to bring up 
another panel of witnesses and these are actual data brokers. And I 
understand most of them are going to take the Fifth Amendment, but I 
would like to ask you a couple of questions about some of them. 
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First of all, I ask you, are you familiar with any of the other 
witnesses that are scheduled to testify today? The other data brokers, are 
you familiar with any of them? 

Mr. Gandal. a few of them I know, just a few. 

Mr. Whitfield. Do you know anything about the data brokers Ken 
Gorman, Chris Gorman, or Bob Gorman? 

Mr. Gandal. I know of them. I have never met them. 

I know they were in the business and that they, at one time, were 
doing a lot of work; and just shop talk between me and other people, I 
would hear that those people, in fact, were getting a large amount of 
work. 

Mr. Whitfield. Do you know anything about Mr. John Strange and 
Worldwide Investigations? 

Mr. Gandal. I know Mr. Strange. I live in Colorado, and we have 
talked and we have had dinner. 

Mr. Gandal. And what sort of customers would Mr. Strange sell 
to? 

Mr. Gandal. I believe that Mr. Strange had a Web site that 
anybody could go into. And Mr. Strange doesn’t get the work, he just 
brokers it. He doesn’t do the work himself. 

Mr. Whitfield. Do you know anything about Jim Welker and 
Universal Communications Company? 

Mr. Gandal. Yes, I know Mr. Welker. 

Mr. Whitfield. And what does Mr. Jim Stegner do for the 
company, or Larry Clark? Do you know either of them? 

Mr. Gandal. Jim Stegner runs the side of the company that I 
worked with, and worked for for a short time. Larry Clark does nothing. 

Mr. Whitfield. And does Jim Welker— is he still in the State 
legislature in Colorado or— 

Mr. Gandal. I believe he is our District 51 representative at this 
time. I live in the same city as Mr. Welker so. 

Mr. Whitfield. Has Mr. Welker ever made claims to you that his 
company does work for Federal law enforcement agencies? 

Mr. Gandal. Yes, and I know it to be a fact. I turned some FBI 
agents on to his trap line company several years ago. 

Mr. Whitfield. So do you know anything about Michele Yontef 
and her company, TelcoSecrets? 

Mr. Gandal. I have never met Michele Yontef, but I’ve heard of 
her throughout my entire career. She is basically a legend; they call her 
“Ma Bell.” 

Mr. Whitfield. They call her “Ma Bell?” Why is that? 

Mr. Gandal. I don’t know. She is someone who has been in this 
business a long, long time. 
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Mr. Whitfield. Do you know her, Mr. Rapp? 

Mr. Rapp. No, I am familiar with TelScan, which is the name of 
Jim Welker’s company, which we knew it by and utilized them for their 
services, but that is pretty much it. 

Mr. Whitfield. But Michele Yontef is known as “Ma Bell.” 

What do you know about Global Information Group and Ed Herzog? 

Mr. Gandal. I know that I always thought his name was David 
Geller. 

Mr. Whitfield. David Geller? 

Mr. Gandal. And I know they were a company in Tampa, Florida; 
and they also were able to get into a lot of— again, what I feel is 
permissible purposes— but the auto financers, gave them a very good 
price that nobody could match, so I know that they took a lot of business 
from a lot of us. 

Mr. Whitfield. Do you know whether Global is still operating? 

Mr. Gandal. Not under Global. I heard that they are under another 
name now. 

Mr. Whitfield. Would that be Romano & Simson? 

Mr. Gandal. Yes. 

Mr. Whitfield. That is the name they are operating under today? 

Mr. Gandal. Again, this is information I hear through talking with 
other peers. 

Mr. Whitfield. Have you seen a price sheet from them? 

Mr. Gandal. Boy, I think I had one at one time. I think someone 
had sent me one, just trying to compare prices, trying to stay competitive. 

Mr. Whitfield. Do you know Barry Glantz? 

Mr. Gandal. Wow. I don’t know him, but when I ran a 
repossession company in the late ‘80s in Cincinnati, Ohio, Barry was the 
person I would contact in order to get phone information. 

But he was very difficult to deal with. And he compelled me to learn 
more about this industry so I could do it myself, because I couldn’t deal 
with him anymore. 

Mr. Whitfield. What about Steven Schwartz of First Source 
Information Specialists? 

Mr. Gandal. He is another gentleman I believe was doing this for 
a number of agencies. I think he was out of Florida at the time. 

Mr. Whitfield. Last question. 

Do you know anything about Joe Depante and Action Research 
Group? 

Mr. Gandal. Yes, they were located in the Fort Lauderdale area, 
and I used to run a repossession company in that area. And Joe would 
supply information to repossession companies the same way I do; and I 
patterned some of the things I do after his company. 
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Mr. Whitfield. Mr. Rapp, do you know Joe Depante? 

Mr. Rapp. Ido. 

Mr. Whitfield. How do you know him? 

Mr. Rapp. He was a client of ours and a friend of ours for many 
years. 

Mr. Whitfield. Is he a data broker? 

Mr. Rapp. He was. I don’t know at this point. I know things have 
changed for him, but I don’t know what he does. 

Mr. Gandal. He is still running the company, Mr. Whitfield. 

Mr. Whitfield. Did you ever try to sell your client list to Mr.— 

Mr. Rapp. Oh, yes, when we got out of business in 1999, when we 
were forced out, so to speak, I contacted a few of my clients. A few had 
expressed interest to take over our clientele list with recommendations 
from us; and Action, the company we knew Joe by, seemed to be the best 
bet to go. And we agreed upon a price, and unfortunately, we never 
received a penny. 

Things were going to work out and, as I guess goes with this 
business, we were deceived; and so they got the benefit of all the client 
lists and all the contacts, and that is fine. 

Mr. Whitfield. They got all the information and you don’t get any 
of the money? 

Mr. Rapp. That is correct, not a penny. 

Mr. Whitfield. You were prosecuted under RICO; is that correct? 

Mr. Rapp. I believe so. 

Mr. Whitfield. And it is your understanding that you were 
prosecuted under RICO because they were not clear under what other 
specific statute they could prosecute you under? 

Mr. Rapp. Right. When Mr. Feddo, your counsel, came out, and we 
just spoke with Bob Brown, who is the agent of the Colorado Bureau of 
Investigation, that was their emphasis to us: We wanted you to stop, and 
we didn’t know how we were going to force you to do it, and this is what 
we charged you with. They took a class 2 felony all the way down to a 
couple of years of probation if you would quit the business. 

So it was apparent there was no real teeth behind it; or if there was, 
they just didn’t exercise them, thankfully. They wanted us to end, and 
we did. 

Mr. Whitfield. Can you give us some idea of the gross revenues of 
Touch Tone during your peak years? 

Mr. Rapp. Well, the peak years, our gross, as far as billings out, 
were well over a million for the latter half of the 1990s. Prior to that, it 
was minimal, anywhere from a couple hundred thousand, half a million 
or whatever. But the ability to earn the funds and the necessity of the 
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information is enormous; given enough clientele and enough employees, 
there is no limit. 

You know, I appreciate the validity of what your committee is trying 
to do, but there is necessity for this. And I understand you can’t regulate 
it and say, well, this we will allow and this we won’t. I understand that. 

But— you are not going to stop it, but hopefully you will put an end to 
the people— I don’t know about Mr. Gandal, but we have never 
committed fraud in the respect of ever taking anybody’s privacy and 
taking a penny that wasn’t ours. We would never do that. 

Mr. Whitfield. You didn’t take their money- 

Mr. Rapp. Just the information, if you haven’t done anything 
wrong. That was our premise until the media, but— 

Mr. Whitfield. Would you agree with the statement that, maybe if 
you had never become involved in JonBenet Ramsey murder case that 
you might still be in business? 

Mr. Rapp. Oh, yes, I definitely. I would believe that, yes. 

Mr. Whitfield. Does anybody else have any questions? 

Ms. DeGette. Ido. 

Sitting here, it seems to me Colorado is sort of a hotbed of 
pretexting, Mr. Chairman, and I am going to talk to some of my 
colleagues in the legislature about that. 

Mr. Gandal, I asked Mr. Rapp, but I didn’t ask you: Do you think 
Colorado’s lack of laws enable you to do more than you might be able to 
do in other States? 

Mr. Gandal. No. I live in Colorado because I love it, no other 
reason. 

Ms. DeGette. You don’t think that if Colorado enacted oversight 
on private investigators or data miners or things like that, that would 
affect your business? 

Mr. Gandal. Well, it would affect my business if I looked at it and 
said, gee, everything I am doing is illegal. I would stop, absolutely; I 
don’t want to break the law. I always believed I was a law-abiding 
citizen, assisting banks. 

Ms. DeGette. Great. 

Mr. Rapp, now, you told the Chairman that you were charged under 
RICO, but then you did plead guilty to a lesser offense, correct? 

Mr. Rapp. It is possible. I truthfully— 

Ms. DeGette. You are under probation right now, right? 

Mr. Rapp. No. No. They started out with class 2 felony. They 
ended up with 5 years probation of which, after 3 years they said, you are 
not a threat to anybody and you are released. 

Ms. DeGette. But you had probation? 

Mr. Rapp. For 3 years. 
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Ms. DeGette. So you must have pled guilty to something— 

Mr. Rapp. At that point whatever they wanted me to, that was fine. 

Ms. DeGette. We all think you are very good and we would hire 
you for any sales position we might have in our organization. But I am 
just asking you, if you got 5 years probation that was then reduced to 3, 
you must have pled guilty to something. 

Mr. Rapp. Yes, I did. 

Ms. DeGette. And your— was part of your agreement of probation 
that you would never engage in this business again, or— 

Mr. Rapp. Not during the time of probation. 

Ms. DeGette. So you could go back to this business? 

Mr. Rapp. Theoretically. 

Ms. DeGette. Do you intend to do that? 

Mr. Rapp. No, ma’am. 

Ms. DeGette. Why? 

Mr. Rapp. I can’t rationalize like I did at that point. You can ignore 
some things so long, and it just got to the point where I felt guilty. 

Ms. DeGette. What were you ignoring? 

Mr. Rapp. Lying, conning, scamming. 

Ms. DeGette. So you just decided not to do that anymore? 

Mr. Rapp. That is not the best way to go. 

Ms. DeGette. What are you doing now? 

Mr. Rapp. I am a caretaker for the elderly, for my mom— and dad 
when he died— now for my Mom until she passes on, and then we will get 
back to life. 

Ms. DeGette. And I mean, you understand it is one thing to be 
doing what you were doing, which is pretexting, and getting the data, 
selling it— not for profit other than getting the data, not to steal someone’s 
bank account or something. 

Mr. Rapp. Correct. Correct. 

Ms. DeGette. But you understand the risks when this is done, and I 
think both you and Mr. Gandal would agree, it’s been made much easier 
by the Internet and computerization, correct? 

Mr. Gandal. Absolutely. 

Ms. DeGette. So it is not just people who are doing it for 
legitimate reasons, like repossessing automobiles, or even quasi- 
legitimate reasons like newspaper tabloids. It is being done by criminals 
who are stealing people’s data and stealing their identities and their 
assets, correct? 

Mr. Gandal. Yes. That is why I called the committee in the 
beginning and talked. 

Ms. DeGette. Now, I think, Mr. Gandal, you testified that you 
know Representative Welker, correct? 
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Mr. Gandal. Yes. 

Ms. DeGette. And you said that you referred some FBI agents to 
his company for use of these pretexting services, correct? 

Mr. Gandal. Yes. 

Ms. DeGette. What were the names of the FBI agents? 

Mr. Gandal. I don’t know those names. I know the name of the 
FBI agent that was in my office because we worked the case together. 
He is in New York City. 

Ms. DeGette. What is that person’s name? 

Mr. Gandal. His name is Neil Caldwell. 

Ms. DeGette. What office is he with? 

Mr. Gandal. He is with Financial Crimes in New York City. We 
worked a Nigerian fraud ring together, which he busted and recovered 
millions of dollars; and then on September 12, 2001, I assisted him in 
learning how to use one of the databases. I had to look at the terrorists’ 
addresses that were in Newark at the time and determine who else might 
still be out there. And at that point I believe the FBI was given free 
access to these databases, and they no longer needed my assistance. In 
fact, I haven’t spoken to these agencies. 

Ms. DeGette. Was Agent Caldwell, was he the person that you 
referred to Mr. Welker? 

Mr. Gandal. No. He knew some— I wasn’t prepared for these 
questions, as far as having dates, but I would say— 

Ms. DeGette. I am not asking you for a date. 

Mr. Gandal. It was a long time ago. Late ‘90s, I believe, he— I had 
shown him. 

Ms. DeGette. This was before September 12^^? 

Mr. Gandal. Yes. Neil would come in my office and he would 
watch me work, and I would help him with information when he needed 
it. 

And he said these trap lines are really important, and I know DBA 
guys that could really use this. And I believe he went to a Chicago 
office, who then contacted Mr. Stegner who worked for Mr. Welker. 

I don’t think Mr. Stegner works there anymore. 

Ms. DeGette. I don’t think so either. But you don’t know if, in 
fact, the FBI ever actually hired Representative Welker’s company? 

Mr. Gandal. To do trap lines, I know they did. 

Ms. DeGette. Do you know that Mr. Welker’s company was 
compensated by the FBI for that? 

Mr. Gandal. I know that I went to church with Mr. Welker 
one day, and they asked everyone in the— it was actually the first 
anniversary of 9/1 1— and they asked everyone in the audience to stand up 
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who was in the military, and they called out the different things. When 
they got to Army, I stood up. 

And they said, anyone else that works with the Government, and 
Mr. Welker stood up next to me. And I kind of looked at him, and he 
said, “I have clients.” He said, “FBI is my client;” and that is why he 
stood up. 

Ms. DeGette. Mr. Welker said, “FBI is my client?” 

FBI told us they never hired Mr. Welker, so I guess that will be 
figured out later on. 

Mr. Gandal. The information is just what I gave you. 

Ms. DeGette. Do you know any other government agencies who 
hired either your firm or these types of firms? 

Mr. Gandal. I have done work for law enforcement before, but 
never hired. I did favors. I have assisted law enforcement. 

Ms. DeGette. So you are not compensated by a law enforcement 
agency? 

Mr. Gandal. Right. I had friends that were law officers. 

Ms. DeGette. Which agencies did you do favors for? 

Ms. DeGette. Nassau County Police Department, I had friends that 
were detectives with them in the ‘90s, in 1999 to 2000. 

Ms. DeGette. Did you ever do any favors for Federal, where you 
talked about— 

Mr. Gandal. Just the gentleman that came into my office; 
sometimes he would need an address to a telephone number, and I could 
get it for him a lot quicker than anybody else. 

Ms. DeGette. And that was it? 

Mr. Gandal. That was it. 

Ms. DeGette. Mr. Rapp, what about you, were you ever hired by 
my law enforcement agencies? 

Mr. Rapp. I believe we were. And I have to apologize; my honesty 
here is, hopefully, unquestionable, but my memory may be. 

Back during the ‘80s or ‘90s there were agencies— when we worked 
in Utah, we lived up in Cache County in Logan, Utah; and we did work 
for some of the agencies, I believe, there— just basics. There was a 
nonpublished listing of a party, and they wanted the address, something 
generic to that account. 

But for the majority— that is the only one I can think of because very 
rarely, I don’t think we were ever contacted except by Mr. Crosby, who 
was an FBI agent, I believe, at the time out of Texas. 

Ms. DeGette. This was like the late ‘80s, early ‘90s? 

Mr. Rapp. I believe it was, and at that point— Mr. Feddo has 
informed me he was ex-FBI, but that wasn’t made clear to me at that 
point. 
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Ms. DeGette. So you now don’t know of any direct hiring by FBI? 

Mr. Rapp. No, I don’t think there ever was. 

Ms. DeGette. And the only other law enforcement agency you can 
remember being hired was this Utah— was it a local or State? 

Mr. Rapp. Local. Local. 

Ms. DeGette. And that’s it? 

Mr. Rapp. Yes. 

Ms. DeGette. I am trying to figure out the scope of law 
enforcement agencies that hire these types of firms. It doesn’t sound to 
me to be very great. 

Mr. Rapp. No. We were always told— contrary to popular belief, we 
were told— and a lot of my information came from Mr. Crosby and from 
the FBI agent that came to our office about the Monica Lewinsky deal, 
that if the Feds wanted to know something, they would know it. That is 
the end of the story. If they want to know it, they know it, they don’t 
need to utilize any other agency or any other company to get it. 

Ms. DeGette. Thank you very much. 

Thank you, Mr. Chairman. 

Mr. Whitfield. Mr. Steams, do you or Dr. Burgess have any 
additional questions? 

Mr. Burgess. Yeah, the issue of the stores being a site for 
information transfer: At the retail outlets, are there particular security 
measures they take at those stores? 

Mr. Gandal. Not that I know of, no. There are not a lot of security 
measures that the wireless service companies take in any respect. 

Mr. Burgess. So the sales people in those stores wouldn’t have any 
special training or expertise? 

Mr. Gandal. No. That is the reason they are targeted on a problem 
account. 

Mr. Burgess. Would you agree with that, Mr. Rapp? 

Mr. Rapp. Yes. 

And if I can, Mr. Burgess, I have taken this cell phone, any cell 
phone to any company, I don’t have to open it, I don’t have to take out 
the SIM card inside if I say, “I need to see a copy of my last month’s bill 
and, by the way, I think I would like to get two or three additional lines.” 

They are more than happy to want to help. They say, “what is your 
number?” 

And I throw out the number. 

They are not going to call it and verify it. They are not going to say, 
“I need your ID.” They believe they see my ID in my hand. 

And I say, “You know, when I talked to customer service”— and from 
experience I would know the name of their computer system, whether it 
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be CBIZ or BOSS or Elmo’s or whatever— see, they tell me something 
like Elmo’s is down. They said, “oh, that again; what do you need?” 

I say, “Can you do me a favor and print out the last 3 months from 
me?” Never even seen an ID, never seen anything. It is that easy. And 
there are so many branch offices, and you can go to any mall and you 
will see two or three. It is that easy to acquire the information, and you 
don’t need to know anything. 

Mr. Burgess. So would the kiosks at the malls be the most 
vulnerable point, or are the retail stores just as vulnerable? 

Mr. Rapp. I don’t know if the kiosks at the malls could print out an 
actual bill, but they can give me the specs on the bill. They can give me 
enough information to help me, so I can go back in to customer service 
and say, hey, here is my account number now. Here is this, here is that. 
So— they are all kids, though; they are staffed by people that have been 
there at the most a couple of years. 

Mr. Burgess. Seems like the most basic type of security measures 
would at least stop some of that, maybe not 100 percent but some of that. 

Is the cost of those security measures a barrier to those being 
implemented? 

Mr. Rapp. Truthfully, I never ran across any security measures, so 
to speak, with any cell companies, landline companies. I had more 
security at a cable company than I did at a bank. 

It is just the aspect they are not expecting. And even today, even 
with all this, they are not prepared for Joe Blow calling in and saying, 
“Hey, wait a minute, now I know I got a check into my checking 
account. And you guys told me I bounced one.” 

“What is your account number?” 

And I don’t know my account number. 

“What is your name? I don’t know. I don’t know. What is your 
name? I don’t know.” It gets to that extent to where, “Did you spell my 
name correctly with an “sh” or with a “c”?” 

And then once you have them utterly confused they are going to 
want to start at the beginning and help you. And it is the same way with 
every company out there. 

And I would hate for this committee to make it so tough that we have 
to sit on hold for 2 hours to get through to AT&T, because they have got 
to be so sure of all the security. And I hate the fact I screwed that up in 
part. 

But it is a fact of the matter, you are going to always have people 
like us and you are going to always have people who are going to give 
out the information. I would hope they are not going to hurt anybody 
with the information. That is my goal. 
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Mr. Burgess. What about the— you addressed the issue of the 
overseas operators. Is that a particular point of vulnerability, the 
outsourcing of the call center? 

Mr. Gandal. Absolutely. They barely speak English. 

Mr. Rapp. My wife worked for General Motors for 5, 6 years, and 
during that time, they transitioned from America to India to have all their 
customer service. I never found it was any easier to get information out 
of India than here. I am sure it might be. But when I reference overseas, 
clients came to us with overseas requests. 

Now, you try getting information out of a Barclay’s Bank from 
somebody named Gambino, you are going to run into a little bit of 
difficulty just because of the situation, it is international. That is what I 
refer to as overseas. That is why a lot of the call centers now are 
everywhere in the world. 

It doesn’t matter except for the fact it takes a little bit more time and 
you have to be able to understand their dialect a little better to get what 
you want. And it is tougher to be friendly, it seems like with them, or get 
them to understand you and what your needs are. They are in a Third 
World country. They can’t appreciate what we are going through as far 
as trying to get the information. 

Mr. Burgess. You are— I am just astounded your degree of 
imagination. The fuse box is smoking. The cleverness is just absolutely 
astounding. 

But I thank both of you for being here and for your candor. 

And, Mr. Chairman, I will yield back. 

Mr. Whitfieed. Mr. Stearns. 

Mr. Stearns. Thank you, Mr. Chairman. I won’t take too much 
longer. 

As I understand it, Mr. Rapp— let me just list some, if I came to you, 
if you could provide these. 

Could you provide disability benefits for a person? 

Mr. Rapp. Sure. 

Mr. Stearns. Could you determine their Social Security benefits? 

Mr. Rapp. Yes, where the check is being sent, what bank it is being 
sent to, the account number. 

Mr. Stearns. Welfare benefits? 

Mr. Rapp. Sure. 

Mr. Stearns. Could you locate where a person used a hospital and 
what the expenses were at that hospital? 

Mr. Rapp. Absolutely, medical records. 

Mr. Stearns. Could you find an e-mail for anybody? 
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Mr. Rapp. You know, truthfully, I never had to delve much into the 
Internet world, thankfully; and no, I have never really dealt with e-mails 
that much. 

Mr. Stearns. Mr. Gandal, do you think it is possible for anybody 
to find anybody’s e-mail? 

Mr. Gandal. You have to be much more computer literate than 
myself I’m telephone literate, like Mr. Rapp. That’s my tool. 

Mr. Stearns. Mr. Rapp, could you find a brokerage account for 
anybody in America? 

Mr. Rapp. Absolutely. 

Mr. Stearns. Well, that is pretty clear, Mr. Chairman. I don’t 
think we have any privacy at all, if these gentlemen could find any one of 
those things. 

Mr. Gandal, you mentioned in your testimony, you said that “please 
allow me to speak for another profession I feel should be criminalized 
before the only support for every auto financer in America receives this 
fate, the professional debtor. This is the individual who uses a true 
name, fraud, in order to purchase dozens of vehicles which he has no 
intention of ever paying for. He gives these cars to his friends or family, 
but many times he will sublease the vehicles, pocket the money that the 
third-party lessee gives them.” 

So, tell me what you might reinforce, what you are trying to say 
here, and what we should do. 

Mr. Gandal. Well, the professional debtor is someone making a lot 
of money doing it, and it’s— 

Mr. Stearns. There are people doing this? 

Mr. Gandal. Absolutely. Listen to Sports Talk tomorrow and 
listen to their advertisements about the Nevada corporate ideas that they 
have got now. Anybody can incorporate in Nevada. 

Anybody can incorporate in Nevada and probably other ones. It’s 
just a commercial that I have heard several time listening to Sports Talk, 
and they say you can go ahead and anybody can incorporate and then get 
corporate credit which has nothing to do with personal credit. So these 
people have already trashed their name. They go to a subprime or even 
the C&D paper of a major auto financier which isn’t subprime. They go 
in as a company, a hearing aid sales company, any of these things, and 
all of a sudden they’ve got 25, 30 vehicles and they are gone. They are 
gone. Now one way to find those vehicles — 

Mr. Stearns. So simply a corporation of these auto dealers will 
lease or sell on credit for somebody who comes in with a corporate 
name. 

Mr. Gandal. Sure. They are trying to sell cars. And they really, I 
believe in the beginning it was looked at like, look, we have got a giant 
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portfolio here and this little bit is trickling down, is going to— we are 
going to lose. 

Mr. Stearns. That’s a cost of business. 

Mr. Gandal. But as time has gone by, it is no longer a little bit 
that’s trickling down, and a lot of these subprime dealers are gone 
because of it, and the ones that are still here are fighting to stay there to 
offer the product that has got to be there for a lot of people. 

Mr. Stearns. What would you do besides criminalizing it? What 
would you do in terms of legislation in terms of— 

Mr. Gandae. Control it. Allow a replevin to be served right in 
town within a couple of days, knock on the doors, here’s the papers. I 
want the car. I want it now without having to play games and chase 
people literally down the street like cops and robbers. Repossessor is a— 
it’s a rough business, and he is doing a service and a good repossessor is 
not fighting. A good repossessor does not carry a gun and get into a 
shootout over the vehicle. He is respectful. He talks to the people when 
he has to. He picks up the vehicle because that’s what is supposed to be 
done. Unfortunately, over and over and over again, and it’s not a small 
problem and maybe the subprime companies don’t even want to admit it. 
But I have talked to them, and I have talked to a lot of them and let them 
know I was going to be here and what I was going to say, and they said 
go for it because they know it is true. 

There are problems. A liaison would be great. Somebody that has 
some power. Repossessors look at that like some fat slouchy guy. It’s 
not that way. They are professional adjusters. They are good 
investigators. They are family men. They are going out there and they 
are doing a job and making a little bit more money than they would if 
they are working at a toll booth or a body shop. 

It is a hard living. There should be some laws to protect them. That 
would take away my job, but, you know, take away my job and I’ll apply 
for a job in the liaison department. 

Mr. Stearns. You could be the supervisor. 

Mr. Gandae. Absolutely. 

Mr. Stearns. Just on another note, could you explain prepaid 
calling cards, sir? 

Mr. Gandae. Sure. They are a very good and what I would 
imagine is a very legal tool. You send out the prepaid calling card to a 
target. You don’t know their phone number or too much about them at 
this point. You send it out. They use the calling card, and then you have 
a copy of where they called from and where they called to, which is a 
good investigative tool in locating somebody. 

Mr. Stearns. And that’s used for what purpose? 
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Mr. Gandal. For skip tracing. One percent of all vehicles are 
going to be repossessed this year. Fifty percent of those vehicles are 
going to be skips. And half of those, again, you are going to find the guy 
and you found him the whole time. Why? Because the car isn’t parked 
out front because he doesn’t have it any more. They are either straw 
purchases or whatever. It doesn’t mean it’s going to help you. But that 
is when the call records come into hand and that is why so many 
repossession companies and auto financiers like to look at the call 
records and see where he’s calling to 10 times a day, 15 times a day. Get 
a picture of somebody’s life like that and maybe you’ll get your car back. 

Mr. Stearns. Do you have any idea how the carriers could put a 
stop to data broker accessing consumer information? Do you understand 
what I am asking? 

Mr. Gandal. Stopping my job? 

Mr. Stearns. Yes. 

Mr. Gandal. It would be very difficult. It is very bureaucratic and 
although I’ve seen some changes in some companies, wireless 
companies, you can hang up and call back and get what you want and 
eventually I am afraid that the movement that they have made to secure 
is just going to fall apart again. Right now it is big. They are talking 
about it is something that they want to do. In a year’s time it is all new 
people doing the job. Most of these people can’t even work 40 hours 
because they don’t want to get paid for benefits. So they keep everyone 
in all these companies underneath it. The managers don’t care. The 
employees don’t care. So the information is still readily available. 

Mr. Stearns. Mr. Chairman, thank you. I am done. 

Mr. Whitfield. Thank you, and I want to thank Mr. Rapp and 
Mr. Gandal for your testimony. I think we already had an impression 
that there were no secrets anymore and now we know for sure there are 
not. So with that, you all are dismissed. We appreciate your cooperation 
very much. 

And at this time I would like to call forward the following witnesses 
on the third panel. 

Mr. John Strange, the owner of World Wide Investigations. Ms. 
Laurie Misner, owner of Global Information Group. Mr. Jay Patel, 
owner of Abika.com. Mr. Tim Bemdt, owner of Relia Trace Locate 
Services. Mr. Ed Herzog, owner of Global Information Group. Mr. 
James Welker, owner of Universal Communications Company. Mr. 
Skipp Porteous, owner of Sherlock Investigations. Mr. Patrick Baird, 
owner of PDJ Services. Ms. Michele Yontef, owner of 
TelcoSecrets.com. Mr. Steven Schwartz, former owner of First Source 
Information Specialists and Mr. Carlos Anderson, owner of C.F. 
Anderson, PL 



915 


All of you know, the subcommittee takes testimony under oath, and I 
would like you all to right now raise your right hand and be sworn. 

[Witnesses sworn.] 

Mr. Whitfield. Y ou are all under oath now, and under the rules of 
the House and the rules of the Energy and Commerce Committee, you do 
have the right to be advised by legal counsel as to your constitutional 
rights, and I would ask you do any of you have legal counsel with you 
today? Okay. All right. 

Those that have legal counsel, and we can start with you, 
Mr. Strange. Do you have legal counsel with you? 

Mr. Strange. No. 

Mr. Whitfield. Ms. Misner, will you give US the name of your 
attorney? 

Ms. Misner. Sanford Saunders. 

Mr. Whitfield. Mr. Patel, do you have legal counsel? 

Mr. Patel. No, sir. 

Mr. Whitfield. Mr. Bemdt? 

Mr. Berndt. No. 

Mr. Whitfield. Mr. Herzog? 

Mr. Herzog. Timothy Fitzgerald. 

Mr. Whitfield. Mr. Welker? 

Mr. Welker. Yes. 

Mr. Bearden. Yes, sir. Jim Bearden. 

Mr. Whitfield. Tha nk you. Mr. Porteous? 

Mr. PORTEOUS. Yes. 

Mr. Whitfield. Mr. Baird? 

Mr. Baird. No. 

Mr. Whitfield. Ms. Yontef 

Ms. Yontef. No. 

Mr. Whitfield. Mr. Schwartz? 

Mr. Schwartz. I have legal counsel. He’s in the hospital. He 
asked that we postpone and reconvene so he can testify and he was 
refused. 

Mr. Whitfield. What’s his name? 

Mr. Schwartz. Richard Rosenbaum. 

Mr. Whitfield. Mr. Anderson? 

Mr. ISSACS. I represent Mr. Anderson. I am Hanan Issacs. 

Mr. Whitfield. Thank you. 

Now I’m going to ask all of you, we’ll start with you Mr. Strange. 
Do you have an opening statement that you’d like to make? 

Mr. Strange. No. 

Mr. Whitfield. Ms. Misner. 

Ms. Misner. No. 
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Mr. Whitfield. Mr. Patel? 

Mr. Patel. No. 

Mr. Whitfield. Mr. Bemdt? 

Mr. Berndt. No. 

Mr. Whitfield. Mr. Herzog? 

Mr. Herzog. No. 

Mr. Whitfield. Mr. Welker? 

Mr. Welker. No. Nothing. 

Mr. Whitfield. Mr. Porteous? 

Mr. PORTEOUS. No. 

Mr. Whitfield. Mr. Baird? 

Mr. Baird. No, sir. 

Mr. Whitfield. Ms. Yontef? 

Ms. Yontef. No. 

Mr. Whitfield. Mr. Schwartz? 

Mr. Schwartz. Yes, I do. 

Mr. Whitfield. You are recognized for 5 minutes. 

Mr. Schwartz. Up until a couple of years ago, I was listed as a 
broker. We sold names. Somebody would call like an ADT company to 
find people buying new homes. I was introduced to this business 3 or 
4 years ago. And I’ve been reading the newspapers and I’ve been in a lot 
of articles, and I’ve only actually owned the websites for a couple of 
months. I shut them down 6 months ago when I found out that this might 
be illegal. I had no clue that this might be illegal. But when I first went 
into the business and I was told about it, I looked into it and I looked on 
the Internet. There was over 2 or 300 companies doing this, okay, and 
then I looked under the pretexting laws and it clearly stated that. 

Ms. DeGette. Can I interrupt you? Are you intending to assert 
your Fifth Amendment rights against self-incrimination? 

Mr. Schwartz. Yes, I am. 

Ms. DeGette. Counsel, and I feel like— I am not a practicing lawyer 
anymore, but I used to do a fair amount of criminal defense in the 15 
years I did practice. By making this opening statement, you are waiving 
your Fifth Amendment rights. 

Mr. Schwartz. I didn’t know that. 

Ms. DeGette. Since your attorney is not here, he is in the hospital. 

Mr. Schwartz. Then I will stop. 

Mr. Whitfield. Okay. Mr. Anderson, do you have an opening 
statement? 

Mr. Anderson. No, Mr. Chairman. 

Mr. Whitfield. Since there are no opening statements, what I am 
going to do is ask all of you a question. I am going to do it individually 
because— depending on the facts of the case. I would like to start with 
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Mr. Strange first and ask you, Mr. Strange, and Ms. Misner, if you would 
mind giving him that document book. If you could move it down there 
to him. And under Tab 68 in the binder, if you wouldn’t mind turning to 
Tab 68 and it is on the screen, on both screens, if you can see it. It is a 
price sheet from your web site, Informationbrokers.net, which you own 
through your company. Worldwide Investigations. And the on-line price 
sheet offers outgoing cell phone calls, cell tolls without CNA landline 
tolls, with or without CNA and post office box information, among other 
services. And so Mr. Strange, the question I would ask you, did you and 
your company Worldwide Investigations obtain and sell consumer cell 
phone records and other non-public personal information that was 
obtained through pretext, lies, deceit, or impersonation? 

Mr. Strange. Mr. Chairman, at this time I would like to assert my 
Fifth Amendment right not to testify. 

Mr. Whitfield. Okay. So you are refusing to answer all of our 
questions on the right against self-incrimination afforded to you under 
the Fifth Amendment of the U.S. Constitution? 

Mr. Strange. Yes, Mr. Chairman. 

Mr. Whitfield. And it is your intention to assert that privilege if 
we ask any additional questions? 

Mr. Strange. Yes, sir. 

Mr. Whitfield. Okay. Now I would like to go to Ms. Misner. 
And Ms. Misner, if you wouldn’t mind turning to Tab 41 in the binder 
which I request will be put upon the screen. Now this document is a 
listing of the top 20 customers during the year 2005 for your company. 
Global Information Group, which you purchased in March of 2005. 

You produced this list as an attachment to your response to the 
committee’s letter dated March 3V\ 2006, which asked questions about 
Global’s business activities. This list includes many large bank lenders 
and auto finance companies. So Ms. Misner, my question would be did 
you and your company. Global Information Group, obtain and sell 
customer cell phone records and other non-public personal data by 
pretexting cell phone carriers and impersonating technical service 
representatives, financial service representatives, or customers? 

Ms. Misner. Mr. Chairman, upon the advice of counsel I invoke my 
right under the Fifth Amendment under the United States Constitution 
not to be compelled to testify against myself 

Mr. Whitfield. So you are refusing to answer any and all 
questions we may ask under your Fifth Amendment privileges of the 
Constitution? 

Ms. Misner. Yes. 

Mr. Whitfield. And it is your intention to assert that right on any 
of the other questions we might ask? 



918 


Ms. Misner. That is correct. 

Mr. Whitfield. Mr. Patel, if you would look at Tab 97. This is the 
same price sheet for Mr. Strange’s web site, Informationbrokers.net, that 
we saw earlier except that this is tailored for the web site Abika.com 
which you own through Accu-Search Incorporated. I think you could 
also see it up on the screens as well. 

But on this price list, the check boxes designate the services which 
Abika.com purchased from Mr. Strange, including outgoing cell phone 
calls, cell tolls without CNA, landline tolls, with or without CNA, and 
post office box information, among others. 

So Mr. Patel, my question is did you and your company, Accu- 
Search, obtain and sell consumer cell phone records and other non-public 
personal information that was obtained through pretexting, lies, deceit, or 
impersonation? 

Mr. Patel. Mr. Chairman, I would like to invoke my Fifth 
Amendment rights. 

Mr. Whitfield. So you are refusing to answer all of our questions 
on the right against self-incrimination afforded to you under the Fifth 
Amendment of the U.S. Constitution? 

Mr. Patel. Yes, sir. 

Mr. Whitfield. And it is your intention to assert that right on all 
future questions? 

Mr. Patel. Yes, sir. 

Mr. Whitfield. Mr. Berndt, if you wouldn’t mind turning to Tab 
100. In this copy of a chatroom posting, a private investigator named 
Damon Woodcock inquires whether someone can obtain for him both 
residential and cell phone toll records. In response, on the next page an 
investigator named Jim Zimmer states “I use Tim Berndt at Relia Trace. 
He is very fast, highly accurate, and his prices are competitive.” 

At Tab 98 in another chatroom posting you describe the Relia Trace 
difference and state “we will guarantee the accuracy of what you receive 
100 percent with the carrier of record.” 

So Mr. Berndt, my question to you would be did you and your 
company Relia Trace Locate Services, obtain and sell consumer cell 
phone records and other non-public personal information that was 
obtained through pretext, lies, deceit, or impersonation? 

Mr. Berndt. Mr. Chairman, I respectfully assert my privilege 
against self-incrimination secured to me by the Fifth Amendment to the 
United States Constitution. 

Mr. Whitfield. So you are refusing to answer these questions 
based on your Fifth Amendment right, and it is your intention to reassert 
that right if we ask additional questions? 

Mr. Berndt. Respectfully, Mr. Chairman, that is correct. 
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Mr. Whitfield. Mr. Herzog, if you would please turn to Tab 40. 

This document also is a price sheet used by Global Information 
Group, a company you formerly owned and operated, to advertise the 
information it could obtain and sell, including Social Security benefits, 
disability benefits, college class schedules, cell phone and landline 
calling records. 

So my question, Mr. Herzog, to you would be did you and your 
company. Global Information Group, obtain and sell consumer cell 
phone records and other non-public personal data by pretexting cell 
phone carriers and impersonating technical service representatives, 
financial services representatives, or customers? 

Mr. Herzog. Mr. Chairman, upon advice of counsel I assert my 
Fifth Amendment privileges. 

Mr. Whitfield. So you are refusing to answer any questions today 
pursuant to your Fifth Amendment protections of the U.S. Constitution 
and it is your intention to assert that right on any future questions we 
may ask? 

Mr. Herzog. Yes, sir. Mr. Chairman. 

Mr. Whitfield. Mr. Welker, if you would not mind turning to Tab 
57. This is a price sheet from Universal Communications Company, 
which you own, offering post office box breaks, out-of-state toll calls, 
including dates, times, and durations, cell tolls and cell phone breaks, 
among other services, and I would ask you, Mr. Welker, did you and 
your company. Universal Communications, obtain and sell consumer cell 
phone records and other non-public personal information that was 
obtained through pretext, lies, deceit, or impersonation? 

Mr. Welker. Mr. Chairman, I respectfully invoke my Fifth 
Amendment rights under the Constitution and decline to answer any 
questions. 

Mr. Whitfield. So you are also refusing to answer any questions 
under the Fifth Amendment protections that you have, and it is your 
intention to assert that right on any additional questions we may have? 

Mr. Welker. Yes, sir. 

Mr. Whitfield. At this time weTl go to Mr. Porteous. 
Mr. Porteous, Tab 73. In this copy of a chatroom posting, Ryan 
Wroblewski, a former employee of your company, Sherlock 
Investigations, offers a special of $200 for unlimited cell records, all 
months on bills, with absolutely no add-ons, and at Tab 74 when asked 
by Tim Berndt of Relia Trace whether or not the offer includes business 
phone accounts, Mr. Wroblewski explains, “yes, business lines are 
complex but I do them for $200.” 

So Mr. Porteous, my question would be to you and your company, 
Sherlock Investigations, did you and your company Sherlock 
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Investigations obtain and sell consumer cell phone records and other 
non-public personal information that was obtained through pretext, lies, 
deceit, or impersonation? 

Mr. Porteous. Mr. Chairman, I respectfully invoke my Fifth 
Amendment rights under the Constitution and decline to answer. 

Mr. Whitfield. So you’re asserting your Fifth Amendment rights 
and it is your intention to reassert that right on any additional questions 
we may ask? 

Mr. Porteous. Yes, sir. 

Mr. Whitfield. Thank you. 

Mr. Baird, at Tab 19 you will see that on February 14^^, 2006, your 
attorney, Mr. Brian Corcoran of the law firm Katten Muchin Rosenman, 
responded on your behalf to this committee’s letter requesting 
information about the business activities of PDJ Services, Inc. 

In that response, Mr. Corcoran stated, in particular, “the assertion 
about PDJ’s collection of cell phone call records is false as PDJ 
voluntarily ceased gathering information last year.” Mr. Corcoran also 
stated that, “the information that PDJ obtains from its client is 
information that is publicly available to any person willing to put in the 
necessary time and effort.” 

However, if you would turn to Tab 22, this is an e-mail document 
dated April 7, 2006, sent by your company, PDJ Services, to one of its 
customers and it contains several hundred cell phone calls from a 
Verizon Wireless bill. In fact, in response to this committee’s subpoena, 
you produced tens of thousands of e-mails reflecting transactions 
containing cell phone records throughout this year. 

So my question, Mr. Baird, would be did you and your company, 
PDJ Services, obtain and sell consumers’ cell phone records and other 
non-public personal information that was obtained through pretext, lies, 
deceit, or impersonation? 

Mr. Baird. Mr. Chairman, I respectfully invoke my Fifth 
Amendment rights under the Constitution and decline to answer the 
questions. 

Mr. Whitfield. So you are invoking your Fifth Amendment rights 
and it is your intention to reassert your rights if we ask any additional 
questions? 

Mr. Baird. Yes, sir. 

Mr. Whitfield. Ms. Yontef, on Tab 79 of that same book is an 
e-mail that you sent to an employee at Patrick Baird’s company PDJ 
Services, and in the e-mail you wrote “I was shot down four times on 
Nextel’s CNA. I keep getting Northwestern Call Center and they must 
have had an operator meeting about pretexts as every operator is cued 
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in.” You then ask, “Can you guys try this for me? Maybe you will get 
another call center that did not have the meetings.” 

So Ms. Yontef, did you and your company, TelcoSecrets.com, obtain 
and sell consumer cell phone records and other non-public personal 
information that was obtained through pretext, lies, deceit, or 
impersonation? 

Ms. Yontef. I respectfully invoke my Fifth Amendment rights. 

Mr. Whitfield. So you are invoking your Fifth Amendment rights 
guaranteed by the Constitution, and it is your intention to assert that right 
if we ask any additional questions? 

Ms. Yontef. Yes, sir. 

Mr. Whitfield. Okay. At this time weTl go to Mr. Schwartz. And 
Mr. Schwartz, at Tab 50, there are invoices from First Source 
Information Specialists, a company that you and Mr. Ken Gorman own, 
submitted to Patrick Baird’s company, PDJ Services, in 2004. 

The invoices show that during the week ending August 13, 2004, 
your company sold to PDJ $720 worth of phone records, including 
CNAs, cell tolls, cell tolls with times, and information on nonpublished 
numbers. 

So Mr. Schwartz, a question I would ask you is did you and your 
company. First Source Information Specialists, obtain and sell consumer 
cell phone records and other non-public personal information that was 
obtained through pretext, lies, deceit, or impersonation? 

Mr. Schwartz. I take the Fifth Amendment. 

Mr. Whitfield. So you are asserting your Fifth Amendment right, 
and it is your intention to reassert that if we ask any additional questions? 

Mr. Schwartz. My lawyer told me to say, since we asked for a 
postponement because he is in the hospital, that I can’t speak without 
him being here. 

Mr. Whitfield. Thank you very much. 

Now Mr. Anderson, if you would turn to Tab 88. This is a summary 
of invoices, credits, and charges from your account with Mr. Jim 
Welker’s company. Universal Communications. According to this 
summary, the company that you own, C.F. Anderson, made dozens of 
requests for phone records in the first 4 months of 2006. These requests 
included CNAs, which is listed as item info 1 on the invoice summary, 
cell phone breaks, item info 2, cell tolls, item info 9, and out-of-state 
tolls, item info 8. 

Mr. Anderson, did you and your company, C.F. Anderson, obtain 
and sell consumer cell phone records and other non-public personal 
information that was obtained through pretext, lies, deceit, or 
impersonation? 
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Mr. Anderson. Mr. Chairman, with all respect, on advice of legal 
counsel I would like to exercise my rights under U.S. Constitution Fifth 
Amendment. 

Mr. Whitfield. So you’re invoking your Fifth Amendment rights, 
and it is your intention to reassert those rights if we ask any additional 
questions? 

Mr. Anderson. Yes, sir. 

Mr. Whitfield. Given the witnesses’ response, if there are no 
further questions from the members, I would dismiss all of you at this 
time subject to the right of the subcommittee to recall you if necessary. 
So at this time, you are excused. 

That will terminate the hearing for today. We will be regathering 
tomorrow, I believe at 2:00 o’clock tomorrow, to continue this hearing 
with another panel of witnesses. And at this time the hearing is recessed. 

[Whereupon, at 1:35 p.m., the subcommittee was adjourned.] 



923 


INTERNET DATA BROKERS: WHO HAS 
ACCESS TO YOUR PRIVATE RECORDS 


THURSDAY, JUNE 22, 2006 

House of Representatives, 

Committee on Energy and Commerce, 
Subcommittee on Oversight and Investigations, 

Washington, DC. 


The subcommittee met, pursuant to notice, at 2:11 p.m., in Room 
2123 of the Rayburn House Office Building, Hon. Ed Whitfield 
[Chairman] presiding. 

Members present: Representatives Whitfield, Stearns, Walden, 
Burgess, Barton (ex officio), Stupak, DeGette, and Inslee. 

Staff Present: Mark Paoletta, Chief Counsel for Oversight and 
Investigations; Tom Feddo, Counsel; Clayton Matheson, Analyst; John 
Halliwell, Policy Coordinator; Matthew Johnson, Legislative Clerk; 
Chris Knauer, Minority Counsel; Alec Gerlach, Minority Research 
Assistant; and Consuela Washington, Senior Minority Counsel. 

Mr. Whitfield. This hearing will come to order, and good 
afternoon, and welcome to all of you. This afternoon’s Oversight and 
Investigations Subcommittee hearing will continue our focus on data 
brokers and the procurement and sale of cell phone call records and other 
personal and confidential information. 

We will hear testimony today from representatives of two State 
attorneys general from Florida and Missouri about the actions those 
States have taken to shut down data brokers operating on the Internet, 
including some of the same brokers who yesterday asserted their Fifth 
Amendment rights against self-incrimination. 

The State witnesses will also suggest ways that consumers’ cell 
phone records and other personal information might be better protected 
from data brokers. 

Our second panel will include representatives from five Federal law 
enforcement agencies to speak to the Federal government’s use of data 
brokers. We have anecdotal information that law enforcement was an 
occasional customer of data brokers, and so we sought to learn of this 
aspect of data brokers’ business activities. 

In response to the committee’s subpoena for records, one data 
broker, Patrick Baird, and his company, PDJ Services, produced 
documents showing that a Drug Enforcement Administration Task Force, 
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the U.S. Marshals Service, and U.S. Immigration and Customs 
Enforcement, as well as some local law enforcement, had occasionally 
used those services. 

In addition, bureau representatives of the Bureau of Alcohol, 
Tobacco, Firearms, and Explosives and the FBI will testify today. 

My hope with both the Federal and local law enforcement panels is 
that the subcommittee may gain a better understanding of exactly why 
law enforcement might be turning to these data brokers who operate on 
the Internet. In that context, it is important to understand why they turn, 
the kinds of information being requested or purchased. And if law 
enforcement is turning to data brokers on the Internet because they lack 
the necessary tools to do their jobs under the law, then perhaps Congress 
should explore additional action and legislation to ensure law 
enforcement is adequately equipped to obtain the investigative leads and 
information they need. 

I look forward to today’s testimony, thank the witnesses for being 
here, and at this time, I will recognize the distinguished Ranking 
Member, Mr. Stupak, for his opening statement. 

[The prepared statement of Hon. Ed Whitfield follows:] 

Prepared Statement of the Hon. Ed Whitfield, Chairman, Subcommittee on 
Oversight and Investigations 

Good afternoon and welcome. This afternoon’s Oversight and Investigations 
Subcommittee hearing will continue our focus on data brokers, and the procurement and 
sale of cell phone call records and other personal information. 

At the outset today, we will hear testimony from representatives of two state 
attorneys general, Florida and Missouri, about the actions those states have taken to shut 
down data brokers operating on the Internet - including some of the same brokers who 
yesterday asserted their Fifth Amendment rights against self-incrimination. The state 
witnesses will also suggest ways that consumers’ cell phone records and other personal 
information might be better protected from data brokers. 

Our second panel will include representatives from five federal law enforcement 
agencies to speak to the Federal government’s use of data brokers. When our data broker 
investigation began, we inquired whether law enforcement agencies were among the 
customers of the data brokers in question. We had anecdotal information that law 
enforcement was an occasional customer of data brokers, and so we sought to learn more 
about this aspect of data brokers’ business activities. 

In response to the Committee’s subpoena for records, one data broker, Patrick Baird 
and his company PDJ Services, produced documents showing that a Drug Enforcement 
Administration task force, the U.S. Marshals Service, and U.S. Immigration and Customs 
Enforcement all had requested cell phone related information from that data broker. Each 
of those agencies will testify today, and we are pleased to also have representatives from 
the Bureau of Alcohol, Tobacco, Firearms, and Explosives, and the Federal Bureau of 
Investigation testify. 

The records produced by Mr. Baird also showed that several local police 
departments around the country were among PDJ’s clients. Our third panel will include 
representatives of the Austin, Texas and Miami-Dade, Florida police departments. The 
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Subcommittee also requested that a third police department testify - Orem City, Utah - 
but, unfortunately. Police Chief Michael Larsen declined our invitation. 

My hope with both the federal and local law enforcement panels is that the 
Subcommittee will gain an understanding of exactly why law enforcement officers might 
be turning to these data brokers who operate on the Internet. Let me be clear: the data 
brokers who invoked the Fifth Amendment yesterday are not necessarily information 
sources of “first resort.” They are not subscriber-based repositories of public information 
like Lexis-Nexis or Choicepoint. Instead, they procure and sell information that is not 
publicly available, and which may have been acquired through lies and impersonation. 

In that context, it is important to understand how often law enforcement turns to data 
brokers, the kinds of information being requested or purchased, whether the use of data 
brokers is permitted by statute and regulation in the jurisdiction of the particular law 
enforcement agency, and whether the various departments sanction the use of data 
brokers. If law enforcement is turning to data brokers on the Internet because they lack 
the necessary tools to do their jobs under the law, then perhaps the Congress needs to 
take action and legislate to ensure that law enforcement is adequately equipped to obtain 
the investigative leads and information they need. 

I look forward to today’s testimony, and I thank the witnesses for their attendance. 

I now turn to the distinguished Ranking Member, Mr. Stupak, for the purposes of an 
opening statement. 

Mr. Stupak. Thank you, Mr. Chairman, for holding this second day 
of hearings related to the privacy of our personal records. These 
hearings have been a wake-up call to the American people. They should 
be a wake-up call to Congress. It became shockingly clear yesterday 
that, in today’s Internet age, there is no such thing as a private personal 
record. Yesterday, the committee heard two witnesses nonchalantly 
describe how easy it is for criminals to obtain Social Security 
information. Medicare and other benefits information, medical records, 
telephone records, post office box information and even location, and 
even an individual’s location at any given time and date. You and I, our 
most private and personal information is out there for the world to invade 
and steal. 

The committee learned the ease with which these criminals can 
side-step common security measures put in place by businesses and 
agencies. Mr. Chairman, yesterday’s witnesses said they believed that 
what they were doing was legal. They were even told by law 
enforcement that what they were doing was legal. But we know from the 
committee’s work that the Federal Trade Commission says their work is 
illegal. Let’s remove any confusion. This Congress needs to send an 
unequivocal message that pretexting is illegal. This committee has 
already done excellent work in drafting two comprehensive bipartisan 
bills endorsed by consumer groups to combat pretexters. Both bills 
passed the committee unanimously. 

Mr. Chairman, Democrats and Republicans need to stand side by 
side in saying to the House leadership that these two bills need to go to 
the floor as soon as possible. We had them scheduled for the floor, and 
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suddenly, they were withdrawn from the calendar, so let’s not hold two 
good consumer protection bills hostage to politics. 

Turning to the topic of today’s hearing, I am disturbed that our 
committee investigation found several examples of Federal law 
enforcement agents using pretexting. As a former police officer and a 
Michigan State Trooper, I know that there are adequate means to conduct 
an investigation. I am interested in hearing why law enforcement 
believes they need to use these pretexters who may use fraudulent means 
to obtain information. I look forward to hearing from the agencies today 
about the scope of this problem and what each agency is doing to 
investigate and stop the use of pretexting within their agencies. 

With that, Mr. Chairman, I will yield back the balance of my time. 
Mr. Whitfield. Thank you. 

At this time, I will recognize the full committee Chairman, 
Mr. Barton of Texas. 

Chairman Barton. Thank you, Mr. Chairman, for holding the 
second day of hearings about data brokers and their many nefarious 
activities. I look forward to hearing today what some of the States are 
doing to tackle the problems in their own jurisdictions and maybe get 
suggestions and ideas about what else this committee and this Congress 
can do through Federal legislation to put these companies out of 
business. 

As I mentioned yesterday, this committee’s bill making it illegal to 
obtain consumers’ cell phone call records fraudulently, which has 
already passed the committee and is awaiting action on the floor, is a 
good and important start. In the meantime, your investigation has 
revealed that some law enforcement agencies around the country use data 
brokers to acquire cell phone-related information, both calling records 
and subscriber information, like the consumer’s name and address. 

It is my understanding that when these records and information are 
not public, the Government must have a warrant, a subpoena, or an 
administrative subpoena to obtain access to such information. If law 
enforcement agencies use their existing powers to get these warrants and 
subpoenas, it would seem to me they don’t have to go to a data broker. 
They can legitimately get the information they need directly from the 
carriers through normal legal processes. 

It is also my understanding that the law enforcement agencies we 
have contacted have told staff and will testify to that effect today that, 
one, there is no reason for their officers or agents to use a data broker 
company like PDJ Services because they already have the necessary 
tools to get the information. 

Two, the agencies do not sanction or approve the use of data brokers 
on the Internet. This makes sense to me because using a data broker 



927 


might compromise sensitive law enforcement information, compromise 
operational security, or just maybe violate the Constitution and void the 
use of certain information as evidence in court. 

I don’t think anybody on our committee or subcommittee wants to 
make law enforcement’s job more easy— I mean more difficult, excuse 
me. More difficult, and we do want to make it easier. 

You all are listening. That is good. 

But at the same time, I think we do want to protect the constitutional 
rights of our citizens, and you can argue that it is unfair, the good guys 
with the white hats at various levels of law enforcement from the Federal 
Bureau of Investigation down to the local police department sometimes 
do have to fight with one hand tied behind their back because we have to 
defend the Constitution, and all of our citizens whether they be 
law-abiding or law-breaking have the same constitutional rights. 

So I hope that we can agree, even though it may be tougher, to go get 
a warrant, to go get a subpoena; that is the way the good guys do these 
things. 

While there may be an occasional law enforcement officer or 
department who want to cut corners, I just don’t think that is appropriate. 

I am very concerned by this week’s press reports that some law 
enforcement agencies frequently— frequently— use data brokers on the 
Internet to acquire nonpublic information. I hope that this is not a 
widespread occurrence, and I hope that the law enforcement agencies 
here today and the others that are not here but are paying attention come 
away from this hearing with the decision to stay away from these data 
brokers. Again, I will stipulate, our law enforcement guys are good 
guys. They wear white hats. We are all for them. But there is a little 
thing called the Constitution that does give our citizens constitutional 
guarantee of due process. And if there is a reason to get somebody’s cell 
phone record or some of his personal information, records, you can 
always go to a judge; you can always go to a magistrate; you can get the 
proper warrant, the proper subpoena to get that information. 

I understand that the nature of law enforcement sometimes entails a 
close contact with the seedy side of society. I might say I am very 
grateful that we have our law enforcement undercover officers and 
agents. They are doing that. They protect me. They protect my family. 
They protect my children. However, this business of data brokering is 
barely this side of legal. 

In fact, I think it is in many cases illegal. And it is plainly wrong, 
and I hope that our police departments will rule it out of bounds for their 
investigators. 

I recall this problem first came to light when the Chicago Police 
Department discovered that its undercover officers were at risk of being 
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outed by data brokers to drug dealers. Can you imagine? When one set 
of law enforcement officers trying to do their job, undercover, risking 
their lives, are outed or threatened to be outed by data brokers who are 
selling records to other law enforcement officers; what kind of a deal is 
that? It is a bad deal. 

I want to make data brokering illegal, as well as reprehensible. In 
the meantime, I hope our friends in the police agencies and the various 
law enforcement agencies will find a more efficient way to go that extra 
step to get the warrants, to get the subpoenas, to go to the courts instead 
of data brokers to get the information they need. If we need Federal 
legislation to facilitate that process, I am sure on a bipartisan basis this 
committee will work to make that happen. And if we need to go to other 
committees of jurisdiction, we will work with the other committees of 
jurisdiction. 

Mr. Chairman, thank you for this second day of hearings, I look 
forward to the testimony. 

[The prepared statement of Hon. Joe Barton follows:] 

Prepared Statement of the Hon. Joe Barton, Chairman, Committee on Energy 

AND Commerce 

Thank you. Chairman Whitfield, for holding this second hearing about data brokers 
today. I look forward to learning what some of the States are doing to tackle this problem 
in their own jurisdictions, and to maybe get some suggestions and ideas about what else 
this Committee and the Congress can do through federal legislation to put these 
companies out of business. As I mentioned yesterday, this Committee’s bill making it 
illegal to obtain consumers’ cell phone call records fraudulently is a good and important 
start. 

In the meantime, your investigation has revealed that some law enforcement 
agencies around the country use these data brokers to acquire cell phone related 
information - both calling records and subscriber information, like the customer’s name 
and address. It is my understanding that when these records and information are not 
public, the government must have a warrant, a subpoena, or an administrative subpoena 
to obtain access to such information. If law enforcement uses these subpoena or search 
warrant tools, then they don’t have to go to a data broker; they can legitimately get the 
information directly from the carriers. 

It is also my understanding that the law enforcement agencies we have contacted 
have told staff, and will testify today that: 1) there is no reason for their officers or agents 
to use a data broker company like PDJ Services because they already have the necessary 
tools to get the information; and 2) the agencies do not sanction or approve of the use of 
data brokers on the Internet. This makes sense to me, because using a data broker might 
compromise sensitive law enforcement information, compromise operational security, or 
violate the Constitution and void the use of certain information as evidence in court. 

Nonetheless, there will be the occasional law enforcement officer who may cut 
corners. I am concerned by this week’s press reports that some law enforcement 
frequently use data brokers on the Internet to acquire non-public information. I hope that 
this is not widespread, and that the law enforcement agencies here today, and other ones 
paying attention to this hearing, stay away from these data brokers. 
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I understand that the nature of law enforeement neeessarily entails a elose eontaet 
with the seamy side of soeiety. However, this business of data brokering is barely this 
side of illegal, and it is so plainly wrong that I hope poliee departments will rule it out of 
bounds for their investigators. I reeall that this problem eame to light when the Chieago 
Poliee Department diseovered that its undereover offieers were at risk of being outed by 
data brokers to drug dealers. When one set of law enforeement offieers are using and 
eneouraging a serviee that endangers other offieers, something’s very wrong. I want to 
make data brokering illegal as well as reprehensible. In the meantime, I hope the poliee 
will find effieient ways to use warrants and eourts instead of data brokers to get at the 
information they need. 

Mr. Chairman, I look forward to today’s testimony and yield baek the remainder of 
my time. 

Mr. Whitfield. Thank you, Mr. Barton. 

At this time, I recognize Ms. DeGette of Colorado. 

Ms. DeGette. Thank you very much, Mr. Chairman. 

Yesterday’s hearing was indeed illuminating and frightening. I was 
sort of amazed by the end of the hearing that my bank account hadn’t 
been cleaned out and all the other committee members, although I 
suppose that is yet to be seen. But pretexting as we learned from the 
witnesses yesterday can allow somebody to gain almost any kind of 
information from folks. 

And this ranges from being a mere annoyance to even potentially a 
life-threatening situation. A stalker could easily find a victim. A 
threatening husband could try to track down a spouse who is attempting 
to seek shelter. And Mr. Rapp who was the investigator who spoke 
yesterday said that he, most of the time when he was doing this work, he 
never bothered to try to figure out whether the purpose was legitimate or 
not, other than he never gave people phone numbers to battered women’s 
shelters which I thought was kind of a bright line, and I am glad he used 
that test. But I was wondering what other information he was giving to 
people and for what purpose. 

I was horrified to find out that the witnesses yesterday and several of 
the other witnesses who asserted their right to Fifth Amendment 
privileges were from my home State of Colorado. And I found out, Mr. 
Chairman, that five, only five out of 50 States, including my State, don’t 
supervise private investigators and oversee them, which is one reason a 
lot of these nefarious types have come to States like my State. And I 
intend to work with my State legislators before the next session to see if 
they can put some laws in place. But there is a broader issue. And the 
issue is that there are no clear brightline tests. There is no law where you 
can say some of these activities are illegal. 

In fact, Mr. Rapp was prosecuted under the RICO statutes, and he 
later pled guilty to a much lesser offense. The reason is, it is almost 
impossible to convict somebody of a RICO violation, and that is really 
an inaccurate, and not a complete fit. 
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So, I think everybody agrees on a bipartisan basis that we need to 
have legislation to prevent this activity. 

And of course, we have legislation, as I mentioned yesterday, H.R. 
4943, which passed the committee unanimously on March 8^^ of this year 
and on May 2^^ was scheduled for consideration on the House floor. 

And I asked yesterday, and I ask again, what ever happened to this 
bill? I was thinking later after the hearing we could have had Mr. Rapp 
try to track down the bill, and I bet he could have found it for us, Mr. 
Chairman, because it seemed like he could And out about any 
information he wanted. 

But for whatever reason, whether it was because of jurisdictional 
issues or stakeholder issues, as Chairman Barton said yesterday, or some 
other issues about news breaking about the same time in the USA Today 
story, whatever reason, that bill was taken off the suspension calendar 
and we haven’t seen it since. 

I was hoping that Chairman Barton would tell us today the result of 
his meeting yesterday he said he was having to And out the status of the 
bill, because I think it is extremely important that we pass this 
legislation, and I am hoping that this series of hearings will give us the 
impetus to once and for all get this bill up on the floor and get it passed. 
And just one last thing. We also need to pass H.R. 4127, which is an 
important piece of legislation, again, also passed by this committee and 
again in legislative limbo. And so I think we were all— whenever we 
have an investigative hearing like this, Mr. Chairman, we learn so much, 
and I am so glad we have them, and I am so glad this lights a fire to bring 
these bills up on the suspension calendar to pass them and to urge the 
Senate to pass them. 

With that, Mr. Chairman, I yield back. 

Mr. Whitfield. Thank you, Ms. DeGette. 

At this time, the Chair recognizes the gentleman from Florida, Mr. 
Stearns. 

Mr. Stearns. Thank you, Mr. Chairman. And I appreciate your 
continuing efforts on these hearings. 

And I look forward to the witnesses today. 

I think, from yesterday, I came away with the impression that these 
data brokers are middlemen, and some of the things that they do, you, it 
is going to be very difficult to draft up legislation to stop them. 

Some of it is just pure being con artists, but in many ways, this 
middleman is a data broker; they are able to help and find evidence that 
helps law enforcement. So the question is, what kind of legislation could 
be provided to make sure that they don’t cross the line? And for 
example, when I talked to one of the data brokers yesterday, we were 
talking about cell phone records. And I guess the question I would be 
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asking these folks are, how can cell phone records and other personal 
consumer information be protected from these middlemen or these data 
brokers who operate on the Internet? 

So this is going to be very difficult to try and come up with 
legislation. I think a lot of these data brokers thought they were 
operating legally, and they were just ferreting out information by 
ingenious methods of conning the corporation’s customer service. 

I think it is an interesting hearing. And obviously, in some cases, 
these data brokers did things which, although appalling, if the other 
person is not under evil intent, these data brokers are helping law 
enforcement to extricate these people, find them and put them in jail. So 
there is a side to this hearing that I think all of us should realize that there 
is some aspect about it that the law enforcement community needs. They 
use data brokers to acquire this information, and without a warrant or 
subpoena to acquire the records, and the people who do it in many ways 
do something they think is legal. 

But I notice that the staff had provided that there is an Act called the 
Stored Communications Act, lays out specific requirements for 
government entities that want access to cell phone call records and even 
customer name and address information. I did not know that. So 
perhaps this is the vehicle that we should look at more carefully, Mr. 
Chairman, if we intend to offer legislation. Thank you, Mr. Chairman. 

Mr. Whitfield. Thank you, Mr. Steams. 

At this time, I recognize Dr. Burgess of Texas. 

Mr. Burgess. Thank you, Mr. Chairman, and again, these have 
been enlightening and intriguing hearings, and I am confident our 
committee will continue to work diligently to protect Americans and 
their private records. 

Today, the second part of our hearing on the Internet data brokers 
and pretexting begins. Yesterday, our primary focus was on the victims 
and on the actual data brokers themselves. And today our focus shifts to 
government practices. It will be an interesting dynamic to not only hear 
from States’ attorneys general and their efforts to stop the business of 
data brokers, but we will also be hearing from the Government agencies 
that actually do business with data brokers. There must be a way to 
better provide law enforcement agencies with the data needed to fight 
crime and pursue justice while at the same time continuing to protect the 
constitutional right to privacy of our citizens. 

I look forward to discussing this issue in greater detail with the law 
enforcement agencies in trying to determine if they need additional tools, 
if they need additional Federal legislation or administrative action to 
better balance these compelling needs. 
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During yesterday’s hearing, I entered into an interesting and 
troubling discussion about the lack of security at telephone kiosks in 
shopping malls. According to Mr. David Gandal and Mr. James Rapp, 
the security measures at stores, retail outlets, and kiosks are practically 
nonexistent. Data brokers, even those without much sophistication, can 
easily use the kiosk as an uncontrolled supply of customer information. I 
was not even aware that this was a potential problem. 

And I would very much like to hear from the attorneys general on 
our panel today whether or not they viewed this as problematic and, if so, 
what they are doing to control this as a potential source of data on 
American citizens. 

Mr. Chairman, again, I thank you for your leadership on this issue, 
and I look forward to today’s hearing. I yield back. 

Mr. Whitfield. Thank you. Dr. Burgess. 

And there are no further opening statements. 

STATEMENTS OF PETER LYSKOWSKI, ASSISTANT 

ATTORNEY GENERAL, OFFICE OF THE ATTORNEY 

GENERAL, STATE OF MISSOURI; AND JULIA HARRIS, 

SENIOR ASSISTANT ATTORNEY GENERAL, OFFICE OF 

THE ATTORNEY GENERAL, STATE OF FLORIDA 

Mr. Whitfield. I would like to call the first panel and apologize for 
the delay in getting started this afternoon. On the first panel, we are 
quite fortunate to have Mr. Peter Lyskowski, who is Assistant Attorney 
General at the Missouri Attorney General’s Office of Jefferson City, 
Missouri; and also, Ms. Julia Harris, who is the Assistant Attorney 
General from the State of Florida out of Tallahassee. So if they would 
please come forward and take a seat at the table, we appreciate that. 

I want to thank you all very much for taking the time to come up and 
provide us with assistance on this important subject. We know that your 
States have been quite active in this arena, and we are hoping that maybe 
we can learn some things from you. And as you may or may not know, 
the Oversight and Investigations Subcommittee takes testimony under 
oath, and I would ask you, do either one of you have difficulty testifying 
under oath today? 

Mr. Lyskowski. No. 

Ms. Harris. No, Mr. Chairman. 

Mr. Whitfield. And I feel quite confident that you don’t need legal 
counsel, so if you would stand, I will swear you in. 

[Witnesses sworn.] 

Mr. Whitfield. Thank you very much. You are now under oath. 
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And Mr. Lyskowski, we will start with you if you will give us your 
5 -minute opening statement. 

Mr. Lyskowski. Thank you, Mr. Chairman, for holding this and 
yesterday’s hearings and the previous hearing held by the full committee 
on this important issue. I thank also the Members for showing the 
interest in this important law enforcement and consumer issue. 

We have seen in Missouri as in other places that the emergence of 
new technologies that increase efficiency and ease of use of basic 
services has allowed citizens in our State, Missouri, like all Americans, 
to participate in an information revolution. 

And while the dramatic changes we have seen in recent years have in 
many ways made our lives easier, they have also provided new ways for 
wrongdoers to take advantage of our reliance on these new technologies. 
The safeguards provided by face-to-face interaction have been replaced 
online by a host of authentication measures. Now, no doubt, most of 
these measures may be effective in securing consumers’ information, but 
law enforcement officials at every level throughout history know that no 
security system is 100 percent effective, and thieves have adapted so that 
they can operate in the information age. 

In the attorney general’s office in Missouri, we investigate and 
prosecute both civilly and criminally those who would seek to endanger, 
defraud, and exploit Missouri citizens. Investigators and attorneys in our 
office are constantly on the lookout for the latest methods and practices 
employed by those trying to take advantage of Missourians. This is 
especially true when it comes to the theft of consumers’ private 
information which, in the hands of the wrong person, can be put to a 
number of nefarious uses. 

We recently began investigating the practice of selling cell phone 
records over the Internet. We discovered that numerous websites 
advertised by simply providing a phone number and a fee. Someone 
could obtain the account’s originating address as well as a list of the calls 
placed from and received at that number, sometimes in a matter of hours. 

And so we took action. On January 20^^ of this year, we filed suit 
against the operators of locatecell.com, a site which we believed to be 
perhaps the biggest player in this industry. On February 15^^ of this year, 
we obtained a court order prohibiting these defendants from engaging in 
this practice; this site is currently not operating. On February 2 we 
sued the operators of completeskiptrace.com and, 2 days later, obtained a 
court order prohibiting operators of this site from obtaining or selling cell 
phone records. The offensive portions of completeskiptrace.com are 
now disabled. 
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On March 6^^, we sued the operators of datatraceusa.com and 
obtained a temporary retraining order and then a preliminary injunction 
against those operators; datatraceusa.com is no longer operational. 

Just a week ago, on June 15^^, a judge in Jefferson City, Missouri, 
approved an agreement that we reached with a Joplin, Missouri, man 
who was operating a Web site called nainfo.com. This center will no 
longer offer for sale or sell consumer cell phone records, and that portion 
of the Web site has been disabled. 

Mr. Chairman, our cases in this area are based on Missouri’s 
consumer protection laws which include a prohibition on the use of 
practices that are unethical, oppressive, or unscrupulous and pose a risk 
or cause substantial harm to consumers. Those laws also prohibit the 
concealment, suppression, or omission of a material fact in connection 
with the sale of goods or services. 

These defendants’ conduct violates both of these provisions. 

Additionally, some of the sides actually make a misrepresentation 
that the information is obtained legally, a statement which is, of course, 
completely false and in violation of Missouri law. 

Mr. Chairman, we currently have other investigations under way, 
and we will not hesitate to take appropriate action to curb violations. So 
that is what we have done in Missouri to sort of try to eliminate some of 
these sites. We have also asked the question that has been asked by other 
participants in this discussion about the role of the carriers. And on 
April 28^^ of this year, we joined with 47 other attorneys general in 
urging the FCC to require phone carriers to implement additional and 
stronger safeguards. We signed on because we believe phone carriers 
can and should take the necessary steps to put adequate safeguards in 
place to protect the information they amass on their customers. By most 
accounts, as has been indicated, these records are obtained by thieves 
through pretexting, a practice which you may have heard has also been 
called. Dialing for Dummies, where individuals actually call the carrier 
of the number for which he wishes to retrieve records and pose as actual 
consumers, the actual customers. These pretexters ask for the most 
recent bill of the customer they are impersonating, and if they fail in any 
way in providing authentication information, they just hang up and try 
again and they bounce back and forth from attendant to attendant until 
they succeed. We were shocked to discover the ease with which they 
were able to accomplish this. 

But we also recognize that putting the operators of these websites out 
of business is not a panacea. If carriers are to act to implement 
safeguards as we have suggested with the other attorneys general, the 
low hurdles that pretexters have to cross will be replaced by substantial 
barriers making it far more difficult. I don’t want there to be any doubt 
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that we view the bad actors here as the operators of these websites. 
However, we know that the carriers are in a position where they can 
either continue being part of the problem or they can adapt new measures 
to become part of the solution. 

Thank you again for your time, and we are very pleased to be here 
today and I would be happy to answer any questions you may have. 

[The prepared statement of Peter Lyskowski follows:] 

Prepared Statement of Peter Lyskowski, Assistant Attorney General, Office of 
Attorney General, State of Missouri 

The State of Missouri's response to the sale of eell phone reeords and personal 
identifying information on the internet: 

L Missouri's Investigations and Litigation 

The emergenee of new teehnologies that inerease effieieney and ease of use of basie 
serviees has allowed Missourians - like all Amerieans - to partieipate in an information 
revolution. And while the dramatie ehanges we have seen in reeent years have in many 
ways made our lives easier, they have also provided new ways for wrongdoers to take 
advantage of our relianee on these teehnologies. The safeguards provided by faee-to-faee 
interaetion have been replaeed online by a host of authentieation measures. No doubt 
most of these measures are effeetive in seeuring eonsumer's information. But law 
enforeement offieials at every level throughout history know no seeurity system is 100% 
effeetive, and thieves have adapted so that they ean operate in the information age. 

We investigate and proseeute, both eivilly and eriminally, those who seek to 
endanger, defraud, and exploit Missouri eitizens. Investigators and attorneys in our 
offiee are eonstantly on the lookout for the latest methods and praetiees employed by 
those trying to make money by taking advantage of Missourians. This is espeeially true 
when it eomes to the theft of eonsumers' private information whieh, in the hands of the 
wrong person, ean be put to a number of nefarious uses. 

Reeently, we began investigating the praetiee of selling people's eell phone reeords 
over the internet. We diseovered that numerous web sites advertised that by simply 
providing a phone number and a fee, someone eould obtain the aeeount's originating 
address as well as a list of ealls plaeed from and reeeived at that number in a matter of 
hours. We quiekly took aetion: 

On January 20 of this year, we filed suit against the operators of loeateeell.eom, 
a site whieh we to believe to be perhaps the biggest player in this industry. On 
February 15, we obtained a eourt order prohibiting these Defendants from engaging 
in this praetiee. This site is eurrently not operating. 

On February 21, we sued the operators of eompleteskiptraee.eom, and two days 
later obtained a eourt order prohibiting the operators from obtaining or selling eell 
phone reeords. The offensive portions of eompleteskiptraee.eom are now disabled. 

On Mareh 6, we sued the operators of datatraeeusa.eom, obtaining a temporary 
restraining order and then a preliminary injunetion against those operators. 
Datatraeeusa.eom is no longer operational. 

A week ago, on June 15, a Missouri judge approved an agreement we reaehed 
with a Joplin, Missouri man who was operating the web site nainfo.eom. He will no 
longer offer for sale or sell eonsumers' eell phone reeords, and that portion of his 
web site has been disabled. 
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Our cases in this area are based on Missouri's consumer protection laws, which 
include a prohibition on the use of practices that are unethical, oppressive, or 
unscrupulous and pose a risk of or cause substantial harm to consumers. Those laws also 
prohibit the concealment, suppression, or omission of a material fact in connection with 
the sale of goods or services. These defendants' conduct violates both of those 
prohibitions. Additionally, some of these sites actually make the misrepresentation that 
the information is obtained legally - a statement which is of course totally false and in 
violation of Missouri law. 

We currently have other investigations underway, and will not hesitate to take 
appropriate action to curb these violations. 

II. NAAG Sign-on 

On April 28 of this year, we joined with 47 other attorneys general in urging the 
Federal Communications Commission to require phone carriers to implement additional 
and stronger safeguards. We signed on because we believe the phone carriers can and 
should take the necessary steps to put adequate safeguards in place to protect the 
information they amass on their customers. By most accounts, these records are obtained 
by thieves through “pretexting” - a practice also referred to as “dialing for dummies” - 
where individuals actually call the carrier of the number for which they wish to retrieve 
records and pose as actual customers. These “pretexters” ask for the most recent bill of 
the customers they're impersonating, and if they fail in providing accurate authentication 
information, they simply hang up and try again. They bounce from attendant to attendant 
until they succeed. 

We were surprised to discover the ease with which these pretexters are able to obtain 
very personal and private information. Putting these operators out of business is not a 
panacea. If carriers act to implement safeguards such as those suggested by state 
attorneys general, whether voluntarily or under federal mandate, the low hurdles that 
pretexters now must cross will be replaced by substantial barriers, thus making it far 
more difficult for them to ply their craft. 

Let there be no doubt that the pretexters and those who employ them are the bad 
actors here; they are the ones we have sued and continue to investigate. But the carriers 
are uniquely poised to either continue to be part of the problem, or to adopt new measures 
that allow them to be part of the solution. 

III. Federal Proposals 

We have confidence that the legal theories underlying our state actions are sound. 
We would not have brought these cases if that weren't so. 

We in state law enforcement always welcome the assistance and support of those at 
the federal and local level. As long as it does not pre-empt the Missouri statutes we use 
in pursuing these actors, we would welcome the strengthening of federal law in this area. 

IV. Conclusion 

We are pleased with the progress we have made in Missouri, and we applaud the 
work of our colleagues in other states in going after these folks. We will continue to 
work diligently to protect consumers' privacy when these and other practices occur. And 
we call on those with the capability to do the same. 

Mr. Whitfield. Thank you very much. 

At this time, Ms. Harris, you are recognized for your opening 
statement. 

Ms. Harris. Thank you. Chairman Whitfield, Ranking Member 
Stupak, and members of the subcommittee. 
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My name is Julia Harris, and on behalf of Attorney General Charlie 
Crist of the State of Florida I want to thank you for the opportunity to 
address this committee. 

Attorney General Charlie Crist has filed two lawsuits against data 
brokers in 2006. The first was filed on January 24^^ of this year against 
Source Information Specialists, and Steven Schwartz and Kenneth 
Gorman. You may be more familiar with this company as it operated the 
websites locatecell.com, celltolls.com, datafind.org, and 
peoplesearchamerica.com, and is subject to other litigation throughout 
the Nation and by carriers. 

This company advertised telephone records over the Internet. 

In the course in the investigation, an Internet order was placed for 
telephone records, and those records were e-mailed within 24 hours to 
the purchaser of those records. 

The Attorney General filed a complaint against Source on the 
basis that they unlawfully obtained and sold telephone records. The 
complaint was based on Florida’s Deceptive and Unfair Trade Practices 
Act and also alleged violations of Florida’s law on criminal use of 
personal identification. The complaint also alleged civil conspiracy. 

The websites have since been taken down, but litigation is pending, 
and no further comment would be appropriate at this time. 

Attorney General Crist’s second lawsuit was filed against Global 
Information Group on February 23"^^ of 2006. 

The complaint also filed an action against Laurie Misner and Edward 
Herzog. These were individuals that appeared yesterday. 

The Attorney General’s complaint alleged that Global unlawfully 
obtained and sold confidential telephone records. Specifically, the 
complaint alleged that Global obtained information by impersonating 
telephone company employees and customers in order to obtain that 
information. In one specific example. Global employees posed as an 
employee of a telecommunications carrier who was assisting a disabled 
consumer. The complaint also alleged that Global made over 5,000 calls 
to a telephone company customer service toll free number in about 
1 month period of time. 

The complaint also alleged thousands of other calls to telephone 
company customer service centers. In April, the Attorney General 
obtained a consent judgment and permanent injunction against Global 
and Laurie Misner and Edward Herzog. We obtained $250,000 in 
monetary relief However, there are potential penalties of $2.5 million 
against any offending individual defendant if certain conditions are met. 

The injunctive relief is broad, because Global participated in a 
number of practices and pretexting outside of phone records. 

The injunction prohibits all pretexting. 
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Outside of enforcement, the Florida legislature has been active. 
Effective July of this year, Florida specifically criminalizes the 
obtaining of telephone calling records through fraudulent means from a 
telecommunications company. This will be located at Section 817.484 of 
the Florida Statutes. The law will prohibit a person from obtaining or 
attempting to obtain calling records without permission, for making a 
false, fictitious, or fraudulent statement to a telecommunications 
company or customer. It prohibits the providing of a document knowing 
that that document is forged, counterfeit, lost or stolen, or fraudulently 
obtained. It also prohibits asking another person to obtain, sell, or offer 
to sell a call record obtained illegally. 

I must point out that we have seen that private investigators have 
been a large part of this industry. Private investigators will be subject to 
Florida’s new law. 

In addition, Florida’s law provides that voice-over Internet protocol 
providers are within the definition of telecommunications companies. In 
addition to Florida’s new law specifically addressing telephone records, 
Florida’s existing law, the Criminal Use of Personal Identification 
Information Law, is available today, as it has been, as a felony. Effective 
July of last year, Florida’s legislators specifically provided that 
telephone numbers are protected personal identification information. 

Outside of State action, the Federal Communications Commission 
through its rulemaking authority and telecommunication carriers should 
enhance carrier protections as noted by my fellow assistant attorneys 
general. Florida and 47 other attorneys general filed comments in April 
to the FCC in response to their notice of proposed rulemaking strongly 
encouraging enhanced protections for consumers. Front-end protections 
are needed to be implemented by carriers. They can prevent the 
pretexters at the outset and eliminate and reduce the need for back-end 
investigation and prosecution well after the harm has occurred. 

Why is immediate access to telephone records necessary? That may 
be something that should be looked at further. Consumers do need to 
have a choice about expedited access to their confidential records. And 
telecommunication carriers should voluntarily provide consumers with 
this choice. If a consumer does not require or desire expedited access to 
their telephone records through phone, fax, or e-mail, a consumer should 
be able to require the carrier to secure the records. For those consumers 
needing expedited access, they should be able to direct carriers to permit 
access with appropriate checks and balances. Therefore, only consumers 
who are willing to assume the inherent risk of that increased access and 
the vulnerabilities that go with that should gain the records in that 
manner. 
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This is akin to a security freeze. And consumers now can use that to 
protect their credit bureau reports. The recommendations of the 
attorneys general and the comments filed to the FCC warrant additional 
review by the subcommittee to assist in addressing those issues involving 
consumer consent, bolstered safeguards, a revamp of consumer notices, 
requiring voice-over Internet providers to protect consumer information, 
addressing the release of cell phone locations, and particular security 
mechanisms. 

We have learned that all consumer records are vulnerable, not just 
the phone records. But a cohesive approach is required. Responsible 
business practices, consumer education, regulatory oversight, legislative 
action, and enforcement all have a role in addressing the consumer data 
industry issues. However, Federal legislation should not impede the 
efforts of the States under State law remedies. 

On behalf of Attorney General Charlie Crist, I thank you for the 
opportunity to address the subcommittee. 

[The prepared statement of Julia Harris follows:] 

Prepared Statement of Julia Harris, Assistant Attorney General, Office of 
Attorney General, State of Florida 

Chairman Whitfield, Ranking Member Stupak, members of the Subeommittee on 
Oversight and Investigations, Committee on Energy and Commeree, U.S. House of 
Representatives, I am Julia Harris, and on behalf of Attorney General Charlie Crist of the 
State of Florida, I thank you for the opportunity to appear before the Subeommittee to 
address its eoneems whieh resulted in this hearing on Internet Data Brokers and 
Pretexting: Who has Aeeess to Your Private Reeords? 

I. Background 

I am a Senior Assistant Attorney General with the State of Florida Offiee of the 
Attorney General, Eeonomie Crimes Division.^ I am the attorney who filed litigation on 
behalf of Attorney General Charlie Crist against Global Information Group, Ine. on 
February 23, 2006 in state eourt in Tampa, Florida for unlawfully obtaining and selling 
eonfidential telephone reeords without the knowledge of the eonsumers whose reeords 
were being sold. 

II. Attorney General’s Litigation Against Data Brokers 

A.State of Florida Source Information Specialists, Inc., et al 

Attorney General Crist filed Florida’s first lawsuit against data brokers traffieking in 
phone reeords on January 24, 2006 against T^ Souree Information Speeialists, Ine. et al, 
whieh eondueted its Ft. Lauderdale, Florida based operations, in part, through the 
websites: loeateeell.eom, eelltolls.eom. datafmd.org and peoplesearehameriea.eom.^ 


^ The views expressed in this statement represent the views of the Attorney General. My oral 
testimony and responses to questions reflect my own views and do not necessarily represent the 
views of the Office of the Attorney General. 

^ State of Florida v. Source Information Specialists, Inc. et al. Case No.:06-CA-234, Leon 
County Circuit Court (Honorable Lindy Lewis, Circuit Judge). Steven Schwartz and Kenneth 
Gorman were also named as defendants in the action. A default has been entered against defendant 
Gorman. 
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These websites advertised the sale of telephone reeords, ineluding reeords of outgoing 
ealls from landline and wireless phones, and aeeepted orders for telephone reeords from 
any person with internet aeeess, with no questions asked. In fulfilling orders, Souree 
unlawfully obtained and sold telephone reeords without eonsumer eonsent. 

Through investigative eoordination with the Florida Publie Serviee Commission (the 
state regulatory authority responsible for teleeommunieations providers), a State 
investigator ordered telephone reeords on a Florida telephone number through the 
internet website peoplesearehameriea.eom with a eredit eard payment of $185.00. Before 
24 hours had elapsed, the telephone reeords of the desired telephone number were e- 
mailed to the purehaser. The person subseribing to the telephone number that was the 
subjeet of the purehase did not eonsent to the sale of reeords. 

B. State of Florida v^. Global Information Group, Inc., et al: 

The Attorney General sued Global Information Group, Ine. (“Global”), Laurie 
Misner^, Global’s President and majority shareholder, and Edward Herzog^, a 
shareholder, offieer, and owner of the predeeessor business, alleging that the Global 
defendants violated Florida’s Deeeptive and Unfair Trade Praetiees Aet^, ineluding the 
Criminal Use of Personal Identifieation Information law^^ as per se violations'^ of the 
Deeeptive and Unfair Trade Praetiees Aet.^^ The Attorney General alleged that Global 
obtained information by impersonating either eustomers or telephone eompany 
employees in order to obtain eonsumers' personal ealling information. Exhibits “C” and 
“D” to the eomplaint append transeripts of ealls logged to eustomer serviee eenters, one 
of whieh used the ploy of assisting a voiee-impaired eustomer as a means to manipulate 
the release of eustomer information. In partieular, the eomplaint alleged that Global 
made over 5,100 ealls from its Florida-based operations to a telephone eompany 
eustomer serviee number in a span of just over a month period. Thousands of other ealls 
originating from telephone numbers to whieh Global subseribed were made to several 
telephone eompanies’ toll free eustomer serviee numbers. Global represented itself as 
“a leading provider of skip traeing serviees, asset reeovery and information researeh” and 


The 1st Source Complaint is available at: 

http://myfloridalegal.com/webfiles.nsf/WF/MRAY-6L8KGC/$file/l stSource_Complaint.pdf 

The Subcommittee on Oversight and Investigations requested and subpoenaed documents from 
Steven Schwartz and subsequently subpoenaed Mr. Schwartz’s appearance before the Subcommittee 
on June 21, 2006. 

^ Laurie Misner purchased the business known as Global Information Group, Inc. from Edward 
Herzog in 2005, with Mr. Herzog remaining an integral part of the business. The Subcommittee on 
Oversight and Investigations requested information from Laurie Misner as part of its investigation. 
Representatives from the Subcommittee have represented that Ms. Misner will appear before the 
Subcommittee for testimony on June 21, 2006. 

^ Representatives from the Subcommittee have represented that Mr. Herzog has been subpoenaed to 
appear before the Subcommittee for testimony on June 21, 2006. 

^ Chapter 501, Part II, Florida Statutes (2005). 

Section 817.568(2), Florida Statutes (2005) 

Section 50L201(3)(c), Florida Statutes (2005) 

The Complaint is available at: http://myfloridalegal.com/webfiles.nsf/WF/MRAY- 
6M9RY3/$file/Global_Complaint.pdf 

Press Release: Crist Charges Second Data Broker Over Sale of Phone Records - Global 
Information Group, Inc. Provided Private Telephone Records To Third Parties 
http://myfioridalegal.eom/_852562220065EE67.nsf/0/5DEE071447E329878525711F0051E19570 
pen&Highlight=0,global 

In addition to Florida’s action. Global has been sued by three telecommunications providers 
(Verizon Wireless, T-Mobile, and Cingular Wireless) as well as by an individual, Charles Jones, Sr., 
in Jones v. Global Information Group, Inc., et al in Indiana Federal court. The providers have all 
obtained injunctions to date, specific to their entities. The private cause of action is active and 
ongoing. 
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that it “serves prineipally finaneial institutions, providing them with information 
neeessary for reeovery of lost assets from delinquent debtors.” 

On April 12, 2006, the Attorney General obtained a Consent Judgment and 
Permanent Injunetion against Global, and defendants Misner and Herzog, individually.^^ 
The Attorney General’s litigation eonstituted eivil enforeement, with the judgment 
providing for monetary relief of $250,000 and potential penalties of $2.5 million against 
an offending individual defendant if eertain eonditions are met. The Attorney General 
required broad permanent injunetive relief due to the range of Global’s eonduet involving 
pretexting. In addition to proeuring a variety of telephone reeords. Global marketed, 
offered and/or provided serviees faeilitated through pretexting whieh ineluded: 

skip traeing utility searehes 

employment unemployment 

p.o. box / private mail boxes soeial seeurity benefits 

disability benefits welfare benefits 

ehild support soeial seeurity number traee 

sehool elass sehedules eell phone triangulation 

with performanee of sueh serviees without the eonsent of the individual about whom an 
investigation was instituted. As a result of the terms required by the Attorney General’s 
permanent injunetion. Global eeased operations and the individuals vowed to leave the 
phone reeord and pretexting business praetiee.^^ 

The Consent Judgment and Permanent Injunetion broadly provides that the 
following eonduet is prohibited: 

Defendants are permanently restrained and enjoined from making, or assisting 
others in making, expressly or by implieation, any false or misleading oral or 
written statement or representation in eonneetion with the marketing, advertising, 
promotion, offering for sale, sale or provision of any produets or serviees in any 
trade or eommeree, as follows (direetly from the Judgment^^): 

A. Initiating, assisting, faeilitating, proeuring, obtaining, or engaging, direetly or 
indireetly, in any aet or further attempts to obtain eustomer information 
ineluding, but not limited to, ealling or billing reeords, from any “telephone 
eompany” (as defined in paragraph 3.4 of this Seetion III) doing business in 


Cellco Partnership d/b/a Verizon Wireless v. Global Information Group, Inc, et al; Case No.: 05- 
09757; Hillsborough County Circuit Court; Motion to Dismiss Complaint Against Edward Herzog, 
filed Dec. 2, 2005 

The Consent Judgment and Permanent Injunction is available at: 
http://myfloridalegal.com/webfiles.nsf/WF/MRAY-6NSLD8/$file/Global_Settlement.pdf 

Press Release: Crist: Judgment to End Data Broker’s Business 

http://myfloridalegal.eom/_852562220065EE67.nsf/0/F677BFA978E00C938525714E0059D 
49C?Open&Highlight=0, global 

As a criminal investigation is underway, the Attorney General or his representative may be 
unable to address certain inquiries to avoid compromising the ongoing investigation. 

The term “telephone company” is defined to specifically include Voice Over Internet Protocol 
(VoIP) and similar technological advancements; “Personal identification information” is defined to 
include the statutorily defined categories of information in section 817.568(1), such as telephone 
number, date of birth, etc; “Identity” is defined to include, inter alia, employer issued identification 
and individual access codes for computer interaction with accounts. 

Certain language introducing the prohibited conduct has been paraphrased, and the foregoing 
definitions are paraphrased for convenience, but does not constitute an interpretation contrary to the 
Consent Judgment and Permanent Injunction entered by the court or an interpretation for substantive 
purposes as may be required at some future date. 
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Florida through use of a telephone eompany eustomer’s “personal identifieation 
information”(as defined in paragraph 3.4 of this Seetion III); 

B. Direetly or indireetly using any telephone eompany employee’s “identity” (as 
defined in paragraph 3.4 of this Seetion III) or purported identity for any 
purpose, speeifieally ineluding any representation that one is a telephone 
eompany employee, agent or independent eontraetor; 

C. Direetly or indireetly using any eonsumer or publie utility eustomer’s identity 
or purported identity for any purpose, speeifieally ineluding any representation 
that one is a person other than himself; 

D. Direetly or indireetly using any identity of a person or a business or purported 
identity for any purpose, speeifieally ineluding any representation, through any 
means, that one is a person other than himself or maintains a telephone number 
other than his own number; 

E. Direetly or indireetly making, or assisting others in making, expressly or by 
implieation, any false or misleading oral or written statement or representation, 
intentional false statement, misrepresentation or omission of a material faet to 
induee relianee on sueh statement or omission with intent to use personal 
identifieation information of eonsumers without their knowledge or eonsent; 

F. Initiating, assisting, faeilitating, proeuring, or engaging, direetly or indireetly, in 
any further eontaet with the eustomer serviee eenters of any telephone eompany 
doing business in the State of Florida pertaining to any matter that is not 
direetly related to Defendant’s own aeeount(s); 

G. Selling, transferring or diselosing to third parties any eonsumer information, 
ineluding personal identifieation information and telephone ealling reeords 
obtained from telephone eompanies, eurrently in Defendants’ possession or 
under their eontrol; 

H. Using eonfidential eonsumer information, ineluding personal identifieation 
information and telephone ealling reeords obtained from telephone eompanies, 
eontained in any doeuments, regardless of form or manner of storage for 
marketing or for purposes ineonsistent with the terms of this Judgment; 

I. Initiating, assisting, faeilitating, partieipating, proeuring, or engaging in any 
transaetion with any other person or entity engaging in or performing in any of 
the aetivities prohibited by eaeh of the paragraphs A. through G. of this Seetion 
III, paragraph 3.1.; and 

J. Forming, eontrolling, operating or partieipating in the eontrol, operation or 
formation of a business or organizational identity as a method of avoiding the 
terms and eonditions of this Judgment. 

III. Florida Legislation and Existing Laws 

A. Florida’s New Law: Effeetive July E 2006: 

Obtaining Telephone Calling Records by Fraudulent Means Prohibited as a 
Criminal Act 

Florida has speeifieally eriminalized the obtaining of telephone ealling reeords 
through fraudulent means from a teleeommunieations eompany, as a bill unanimously 
approved by the Florida Legislature was signed into law on Friday, June 9, 2006 by 
Governor Jeb Bush.^^ 

The new law will be inserted in Chapter 817, Fraudulent Praetiees, and will be 
loeated at Seetion 817.484, Fla. Stat. The eontent, in pertinent part, provides: 

It is unlawful for a person to - 


18 


2006-141, Laws of Florida, codified HB 871. 
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(a) Obtain or attempt to obtain the ealling reeord of another person without the 
permission of that person by: 

1 . Making a false, fietitious or fraudulent statement or 
representation to an offieer, employee, or agent of a 
teleeommunieations eompany; 

2. Making a false, fietitious or fraudulent statement or representation to a 
eustomer of a teleeommunieations eompany; or 

3. Providing any doeument to an offieer, employee, or agent of a 
teleeommunieations eompany, knowing that the doeument is forged, is 
eounterfeit, was lost or stolen, was fraudulently obtained, or eontaining a 
false, fietitious, or fraudulent statement or representation. 

(b) Ask another person to obtain a ealling reeord knowing 
that the other person will obtain, or attempt to obtain, the 
ealling reeord from the teleeommunieations eompany in any 
manner deseribed in paragraph (a). 

(e) Sell or offer to sell a ealling reeord that was obtained in any manner 
deseribed in paragraph (a). 

Violation of this law earries a degree misdemeanor eharge for a first offense 
resulting in senteneing up to a year imprisonment and up to $1,000, but a seeond or 
subsequent offense imposes the heightened eharge of a 3^^ degree felony, resulting in a 
sentenee of up to 5 years imprisonment and up $5,000. 

Law enforeement ageneies are exempt from the provisions of the new law; but an 
exemption for private investigators was eliminated in the legislative proeess.^^ As 
private investigators appear to have played signifieant roles in the proeurement of 
eonsumers’ private information through unlawful means, they are elearly subjeet to the 
new law. 

B. Florida’s Existing Criminal Use of Personal Identifieation Information law 

Existing law ineluding, but not limited to, Seetion 817.568, Fla. Stat., addresses the 
fraudulent eonduet eneompassing pretexting and other identity theft related eonduet, as 
set forth in the Attorney General’s eomplaints and by the Consent Judgment entered in 
the Global litigation. 

The foregoing speeifie laws are merely illustrative of one or more speeifie laws 
applieable to sueh unlawful eonduet and other eriminal and eivil laws may apply given 
the eireumstanees of a partieular eourse of eonduet. 

IV. Federal Communications Commission Rulemaking Authority and 

Telecommunications Carriers Should Enhance 

Telecommunications Carrier Protection of Private Consumer Information 


Florida and forty- seven other state Attorneys General submitted eomments to the 
Federal Communieations Commission (“FCC”) on April 28, 2006, in response to the 
ageney’s Notiee of Proposed Rulemaking to strongly eneourage enhaneed proteetions 
for eonsumers based on the ample experienee of the Attorneys General in addressing 


House of Representatives Staff Analysis dated April 10, 2006 (noting Justice Council 
Amendment removing exceptions contained in the original bill including activities of private 
investigators) http ://www . flsenate .gov 

http://www.flhouse.gov/Sections/Documents/loaddoc.aspx?FileName=h0871d.JC.doc&DocumentT 

ype=Analysis&BillNumber=0871&Session=2006 

RM- 11277 relating to Telecommunications Carriers Use of Customer Proprietary Network 
Information (CPNI), CC Docket No. 96-115 (FCC NPRM) 
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consumer protection issues and employing enforcement measures.^^ The discussion 
relates to telecommunications providers (“carriers”) disclosure and protection of 
Customer Proprietary Network Information (“CPNI”), more generally described as 
sensitive personal information, including logs of calls made and received by telephone 
customers. 

Minimizing the security risks facing consumers, whose information is released to 
those skilled in deception, is an important focus for telecommunications carriers, 
regulators and legislators at the federal and state levels. Front-end protections created 
and implemented by carriers can prevent pretexters from plying their trade at the outset 
and eliminate investigative and prosecutorial functions deployed after the harm has 
occurred and the evidentiary trail compromised or obfuscated and impeded by the fact 
that a consumer may not even be able to identify that a compromise of their personal 
information has occurred. Deployment and implementation of heightened front-end 
consumer protections by telecommunications carriers as well as prosecutorial zeal are 
critical in stemming the tide of this industry. Prosecutorial resources require prudent use 
to keep all consumers safe from physical and economic harm. However, it is also fair and 
just that a substantial burden be shouldered by telecommunications carriers and all 
businesses subject to vulnerability through pretexting or other fraudulent conduct. Why 
is immediate access to telephone records necessary? This is the real issue underlying 
access to consumer phone records. Consumers need to have a choice about access to their 
confidential records. Telecommunications carriers should voluntarily provide consumers 
with this critical choice. Should carriers fail to voluntarily provide consumers with an 
ability to exercise an informed choice, appropriate regulatory rulemaking or legislative 
action may become necessary. For example, if a consumer does not desire to access 
their records in an expedited manner such as by phone, fax or e-mail, they should be able 
to require the carrier to secure them appropriately. Alternatively, consumers desiring to 
obtain expedited access to their records could direct the carrier to permit internet or other 
access with appropriate checks and balances. Therefore, only those consumers willing to 
accept the inherent risks are subjected to increased vulnerability that a third party posing 
as a consumer might be able to access their records. 

Akin to imposition of a security freeze on a credit report^^ to protect unauthorized 
access or placement of a fraud alert on a credit report if one suspects identity theft, 
consumers must have a say in whether their confidential telephone records should be 
closed or be kept available for access by the consumer. 

The recommendations of the Attorneys General to the FCC warrant brief reiteration 
here for further emphasis and consideration of the responsibilities of telecommunications 
carriers: 

1. Require Consumer Consent: Prior to a carrier’s use, disclosure, or permitting 
access to a consumer’s personal telephone records, consumers need to “opt-in” 
with affirmative express consent to permit their records to be accessed. While 
the comments address access to records for marketing, the next step in 
protecting disclosure of consumer records even outside of marketing is to 
require consumer consent to release the records in an expedited manner, as 
articulated above. 


The referenced comments submitted by the Attorneys General are available electronically at : 
http://www.naag.org/news/pdf/20060509-FinalCPNICommentstoFCC.pdf The comments address, 
generally: enhanced security and authentication standards; existing privacy protections of CPNI; 
effectiveness of notices to customers regarding use of CPNI; extension of CPNI requirements to 
VoIP providers; wireless customers’ privacy expectations; adequacy of existing protections for 
privacy of CPNI; and the States recommendations. 

A security freeze will be an available option for Floridians effective July 1, 2006 as Governor 
Bush signed HB37 into law on June 9, 2006. 2006-124, Laws of Florida, codifies HB37. 
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2. Bolster “safeguard rules” to adequately proteet the eonfidentiality of eonsumer 
information. While Florida and many states have enaeted seeurity breaeh 
notifieation laws, a breaeh of seeurity meehanisms through fraud may not 
invoke the notifieation provisions of the laws and eonsumers will not be alerted 
to review their personal aeeounts for theft or other wrongdoing. 

3. Provide for revamp of eonsumer notiees to permit informed eonsumers to make 
a ehoiee about their personal information. 

4. Extend requirements imposed on traditional teleeommunieations earriers to 
VoIP providers or Voiee over Internet Protoeol type teehnology. Florida’s new 
law speeifieally provided for this teehnology. 

5. Release of eell phone loeation should be treated eautiously to further safety 
eoneerns. 

6. Engage in further review of the Safeguard Rule promulgated by the Federal 
Trade Commission in furtheranee of the proteetions imposed on finaneial 
institutions, partieularly information seeurity as it relates to (a) employee 
management and training; (b) information systems; and (e) managing system 
failures. 

V. Vulnerability of Consumer Records Requires Evolving Strategies 

Telephone reeords eases, ineluding Global and others aetive in the eonsumer 
information industry, illustrate that the seeurity of private eonsumer information beyond 
telephone reeords is at risk. Responsible eorporate eitizens and responsible eonsumers all 
have a role in proteeting information from fraud and seeurity vulnerabilities. Through 
responsible business praetiees, eonsumer edueation, regulatory oversight, as appropriate, 
and earefully eonsidered legislation, the serviees seetor and the eonsumer seetor of the 
eeonomy ean meld to adjust to the ehanging world of eonsumer data. Federal legislation, 
however, should not impede any aetion by the states, pursuant to state law remedies. 
Congress, the FCC, state Legislatures and Publie Serviee Commissions, and numerous 
others have taken positive steps to assess appropriate aetions neeessary to faeilitate the 
proeess of positive ehange, as a eohesive approaeh will best serve all in the long run. 

On behalf of Attorney General Charlie Crist, I appreeiate the opportunity to 
partieipate in this hearing to address these important eonsumer proteetion issues and will 
respond to any further questions of the Subeommittee. 

Mr. Whitfield. Thank you, Ms. Harris. 

And we appreciate the testimony of both of you. 

Mr. Lyskowski, you mentioned in your testimony that 47 State 
attorneys general had gone to the, I guess, the FCC and asked them to 
adopt regulations putting more safeguards, mandating more safeguards 
for phone carriers to protect individual records. And I was curious, did 
you all present the safeguards that you suggested they would need to 
institute, or did you leave it up to them, or could you elaborate on it? 

Mr. Lyskowski. We, in the comments— and I provided a copy of 
the comments to staff, but I believe there were six enumerated specific 
steps, safeguards changes that should be put in place, all of which would 
help in great measure to curb the use of pretexting. 

Mr. Whitfield. All right. And I notice both of you in your 
testimony I think referred to Steven Schwartz, at least in one of them, 
and maybe Ken Gorman; are those names familiar to the two of you? 
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Ms. Harris. Yes. 

Mr. Whitfield. And you prosecuted both Ken Gorman and 
Schwartz or the companies that they own; is that true? 

Mr. Lyskowski. In Missouri, our case was against Source 
Information Specialists, which is a company that ran the Web site 
locatecell.com, and that company is owned by Steven Schwartz and 
Kenneth Gorman. We also in that same suit filed against a company 
called DataFind Solutions out of Tennessee which is formerly run by a 
gentleman named James Kester. He sold that company to Source 
Information Specialists, so we are certainly familiar with Mr. Gorman 
and Mr. Schwartz. That litigation is currently pending as far as Missouri 
is concerned. 

Mr. Whitfield. And then Mr. Schwartz sold an interest in one of 
his companies or one of his companies to Ms. Misner; are you familiar 
with her? 

Mr. Lyskowski. I am not, Mr. Chairman. I think Ms. Harris spoke 
to that. 

Mr. Whitfield. Are you familiar with Ms. Misner? 

Ms. Harris. Yes, I am familiar with Ms. Misner. She is a 
defendant in the Global litigation. 

Mr. Whitfield. Could both of you explain quickly or briefly how 
this issue came to your attention and what led to your deciding to 
prosecute? 

Mr. Lyskowski. Certainly. In Missouri, we have a team of 
investigators who are— it’s been a very high priority for our Attorney 
General to try to curb identity theft and other similar practices, and so we 
have investigators who really look at proactive ways to try to stop things 
before they become a huge problem. And so, quite frankly, one of our 
investigators came on to us, you know came across one of those sites just 
patrolling the Internet and raised a red flag immediately and got the 
attention of the attorney general, and we moved. 

Mr. Whitfield. And what about in Florida? 

Ms. Harris. Likewise, the State of Florida caught wind of the 
situation, and through coordination with our Florida Public Service 
Commission, the State regulatory authority responsible for telephone 
carriers, we coordinated an investigation and actually made an 
undercover purchase of telephone records to basically confirm the 
suspicions that telephone records were available over the Internet, and 
actually tested out the proposition so we could see the speed at which 
they provided and exactly what happened there. And that led to the 
Source case. And then as a result of other litigation that was filed by the 
telecommunications carriers, we became aware of the Global case. And 
they have been sued by a number of telecommunications carriers, and 
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quite honestly, the telecommunications carriers have been cooperative 
with us in bringing that type of litigation. 

Mr. Whitfield. As a result of those suits, have you noticed less 
data brokering going on? Or do you think this is a continuing problem 
that continues to proliferate and present serious concerns for all of us, 
even today? 

Ms. Harris. I do believe that it is continuing. And there are a lot of 
people watching these proceedings which I really applaud what the 
subcommittee is doing to raise the profile of this type of conduct. If 
nothing else comes out of this than to raise the profile and to absolutely 
get the word out there that pretexting is illegal because some of these 
folks seem to have the misinformed impression that it wasn’t illegal 
before, and it isn’t illegal now. But I believe that it is continuing to go 
on. There are investigations under way both on the civil and criminal 
side at this point. 

Mr. Whitfield. Yesterday’s hearing we had a victim that testified. 
And he explained in some detail everything that he had been through as a 
result of the information stolen from him or the carriers about him, and 
he noted that some of the law enforcement agencies had difficulty 
deciding under which law they would prosecute. And the impression 
that we have is its sort of nebulous about which particular law. But from 
the testimony you give in both Missouri and Florida, it is quite clear that 
there are consumer protection laws out there that you feel like you can 
successfully prosecute under; is that correct? 

Mr. Lyskowski. Absolutely. 

Mr. Whitfield. Now, is that a criminal law, or would that be a 
criminal violation or a civil violation or— 

Mr. Lyskowski. Our statute in Missouri provides for both. It says, 
if we can establish and show the intent to defraud, that it becomes a class 
D felony in Missouri. But otherwise, there is a whole host of remedies 
that we can seek civilly. 

Mr. Whitfield. And when you say, attempt to defraud, if I am a 
pretexter and I am calling some phone company and I am pretending to 
be somebody I am not, I am actually defrauding the phone company; is 
that correct? 

Mr. Lyskowski. These are certainly cases which don’t fall into the 
typical formula for a consumer protection case. If you talk about 
somebody who is trying to take, to get an elderly woman to invest in his 
phony company, that is a much clearer-cut situation where we are going 
to establish that he is trying to defraud her. And here you have sort of a 
question of, who is the real victim? Is it the carrier who has been duped? 
Or is it the consumer? So you know, frankly, our laws allow us to move 
more quickly to obtain temporary restraining orders and injunctive relief 
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under the civil side. So we thought it was more important at this point to 
go forward and get that injunction active, relief in place. 

Mr. Whitfield. But, in Florida, beginning in July, there will be a 
clear criminal statute in place; is that correct? 

Ms. Harris. That’s correct, effective July V\ specific to telephone 
calling records. Now in our Source litigation as well as our Global 
case, these were both civil enforcement actions, and we had invoked 
Florida consumer protection laws, the Deceptive and Unfair Trade 
Practices Act as the primary vehicle we had pursued. However, the other 
act we had referred to, the Criminal Use of Personal Identification 
Information Law is a criminal law; it is connected with our criminal 
identity theft laws and has been on the books for some time. It is only 
last year that the definition of personal identification information was 
expanded to specifically include telephone records. But this is a criminal 
law. It is a third degree felony at the very least, and even last year, 
because our State feels so strongly about identity theft, they once again 
enhanced the protections on identity theft and even increased some of the 
maximum, minimum sentences, excuse me. 

Mr. Whitfield. And have a lot of people been prosecuted under 
that criminal statute? 

Ms. Harris. I honestly don’t have the statistics to that. 

Mr. Whitfield. But you both talked a lot about phone records. But 
we know that credit card statements are being obtained. Social Security 
numbers, all sorts of information, which I suppose that criminal statute is 
broad enough it would include all of those things. 

Ms. Harris. Right, specifically that statute makes the felony 
offense for any person to willfully and without authorization fraudulently 
use or possess with intent to fraudulently use personal identification 
information concerning an individual without first obtaining that 
individual’s consent. And personal identification information is defined 
very broadly. 

Mr. Whitfield. Now I notice both of you mentioned injunctions, 
and I would ask you, Ms. Harris, about Global and Global’s employees. 
I don’t know if the injunction was against the company or the 
individuals, but let’s say some employees of Global went out and started 
a new company, would they face penalties in violating the injunction in 
that way or not? 

Ms. Harris. That conduct is being looked at at this point in time. 
There is not a whole lot I can say. The injunction was actually against 
the company and two individuals, and it does have an umbrella effect 
with the language of that injunction as far as people who may be acting 
through them and with them and so forth. 
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Mr. Whitfield. Ms. Harris, you specifically stated you hoped the 
Federal Government would not intervene in a way that would make it 
more difficult to prosecute under State law, but do either of you have a 
feeling— would you— could we assist if there was a very strong Federal 
law in place that in some way addressed this issue? Or is there a Federal 
law in place? 

Mr. Lyskowski. Mr. Chairman, I am not aware of one. I would 
echo what Ms. Harris said, so long as it does not preempt our ability, our 
tools that we use, we always welcome the assistance of Federal law 
enforcement. 

Mr. Whitfield. Well, my time is expired, so at this time I will 
recognize Mr. Stupak. 

Mr. Stupak. I thank you, Mr. Chairman. 

Let’s back up a little here and let’s just start with some of the basic 
arguments we have heard on both sides of this issue. Who owns the 
data? Does the individual provider of the information own the data, or 
does the carrier owns the data? 

Mr. Lyskowski. Well, I think it would depend who you would ask, 
Mr. Stupak. 

Mr. Stupak. You both represent attorneys general. What would 
your opinions be? 

Mr. Lyskowski. My opinion would be the consumer who provides 
the data owns the data. 

I know that the carriers would probably argue that they have some 
proprietary interest in the data because of its marketability to other 
providers of other services, but our opinion would be that the consumers 
own the data. 

Mr. Stupak. And even if that carrier provides it to a so-called— 
another legitimate carrier, it still would be your opinion that the 
individual owns that information, not necessarily the carrier? 

Mr. Lyskowski. Well, that is correct. But many of the carriers 
would say, well, they haven’t opted out of this thing. 

Mr. Stupak. A lot of us in a long time said it is the individual who 
has to opt in, not opt out. 

Mr. Lyskowski. Right and that was the position taken by the 48 
attorneys general in the comments. 

Mr. Stupak. Let me ask this question then. 

Under your laws, be it Florida or Missouri, is it the false 
impersonation which leads to someone giving the information; is it the 
obtaining of that information; or is it the use of the obtained information 
that is illegal? You actually get three steps here. Is each steps illegal? 

Mr. Lyskowski. In Missouri, I would say, yes. 
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Ms. Harris. In Florida, likewise. I think you have to look at 
putting yourself in the shoes of the consumer whose information is being 
taken and that someone is portraying that consumer, essentially, you 
might have a carrier possess the physical data on their computer system, 
but it is consumers’ information, and the information about that 
consumer which can be used for harm. 

Mr. Stupak. So I hear you both saying the consumer. Carriers 
would argue, well, once they give it to us, let’s say, like I am looking at 
the article here, CNN, a couple of others, others that, prior to and after 
yesterday’s hearing— and they talk about phone records, but in here, they 
mention like, Wachovia, Ford, Chrysler, Wells Fargo, a lot of the big 
corporations use this information, and then they obtain it probably on 
loan applications or something, and then they move it to other parties, 
other business entities. 

Again, you both would be of the impression that that information is 
personal and the consumer, if you will, would have to opt to allow that 
transaction? 

Mr. Lyskowski. That would be my opinion. 

Mr. Stupak. Ms. Harris? 

Ms. Harris. That is one of the issues that was put forth in the 
comments of the National Association of Attorneys General. It really 
conducted a review of the opt-out situation and the problems that we 
have had as a result of, I will say, the Gramm-Leach-Bliley 
consideration. The consumers don’t really understand the opt in, opt out; 
what do these long forms mean? They don’t really understand the 
four-page notices you get that is the new privacy policy. And there are a 
lot of issues there that need to be fleshed out and talked about, what we 
have learned from that situation and applying it forward to create a 
workable situation for consumers. 

Mr. Stupak. If I am Wells Fargo and I give this information— it 
seems that your investigation of prosecutions have only been to 
individuals who may have obtained it fraudulently. Have you prosecuted 
any legitimate businesses for selling the information to a pretexter? 
Let’s say, like Wells Fargo— I am not picking on Wells Fargo. Ford, 
Chrysler, any of them, it seems like you have gone after individuals, not 
necessarily after businesses, who may be allowing the information of 
consumers to go to a third party without any type of consent. Has any 
business, legitimate businesses been prosecuted? You said, there were 
civil laws in Florida. 

Missouri, can you answer that? 

Mr. Lyskowski. We have not, in Missouri, at this point, taken any 
action against any of the— for instance in this particular issue against any 



951 


of the carriers for any sort of negligence or other wrongful conduct 
associated with the ease with which— 

Mr. Stupak. Have you contemplated it in Missouri? Have you 
kicked it around? 

Mr. Lyskowski. Certainly, we have kicked around everything we 
can think of to try to get this practice to stop. 

Ms. Harris. In Florida, we have not gone upstream from basically 
the purchasers of the information, but we certainly reserve the right to 
look at it in an appropriate situation. And as for the carriers, we believe 
that, you know strong responsibility lies with the carriers, and in fact, our 
Florida Public Service Commission, much like the FCC, is investigating 
whether carrier actions are sufficient and what needs to be done to 
implement the appropriate procedures. 

Mr. Stupak. Do Florida and Missouri, do you license your private 
investigators? Do they have to have a State license? 

Ms. Harris. Yes. 

Mr. Lyskowski. I don’t believe they do in Missouri. 

Ms. Harris. And in Florida, by the way, we do have substantial 
amount of private investigators that are involved in this practice, and my 
understanding is that that is being looked at at this point in time. 

Mr. Stupak. How about, Florida just recently passed this law, have 
you looked at, in Florida, local. State, or Federal law enforcement 
agencies, and are they using these data brokers to get information in the 
operating in the State of Florida or Missouri? 

Ms. Harris. I’m not in a position to speak to that issue. I’m sorry. 

Mr. Lyskowski. Sir, I have checked with our agency, the Attorney 
General’s Office, just to make sure because I had never seen that 
happening. And I was able to confirm with our Director of 
Investigations that we do not engage in that sort of thing. The subpoena 
authority that we have is sufficient to accomplish the purposes. 

Mr. Stupak. So your position in Missouri, it would be improper for 
law enforcement to engage these data brokers to obtain information 
about suspects or people of interest? 

Mr. Lyskowski. I wouldn’t commit myself to that broad of a 
statement. I think it would be inappropriate for an investigator in the 
Attorney General’s Office in the context of the work we do to engage 
those services. It is a high priority of our office to put these guys out of 
business, so it would be inconsistent with that priority to give them 
business. 

Mr. Stupak. Ms. Harris, anything on that? 

Ms. Harris. I would like to clarify because I don’t want to give the 
misimpression to the subcommittee that we are committed to using our 
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subpoena power and other law enforcement tool power in a proper 
fashion. 

Mr. Stupak. The Federal agencies here, could a Federal agent, 
whoever it might be— FBI, DBA, anyone working in Florida, if they used 
a data broker in Florida, could they under Florida’s new law here, could 
they be held criminally or civilly liable? 

Ms. Harris. There is an exception for law enforcement for use of 
their appropriate agency action. But the law if someone— 

Mr. Stupak. The appropriate agency action, would that mean 
subpoena? 

Ms. Harris. Lawful subpoena, search warrant, and so forth. 

Mr. Stupak. When I was in law enforcement and I went down to 
my friendly neighborhood banker and sat down there and said, hey, I 
need some information on so and so because I am doing an 
embezzlement at the local high school or something, that would be 
improper, right, under Florida law to do that without a subpoena? 

Ms. Harris. I’m not going to speak to that issue. I’m sorry. 

Mr. Stupak. Do you care to comment on it? 

Mr. Lyskowski. I hadn’t thought about that either and it would be 
premature for me to speak to that at this point. 

Mr. Stupak. Thank you. 

Mr. Whitfield. Chairman Barton. 

Chairman Barton. Thank you. I’m not going to take the 
10 minutes because I think we just had a vote noticed. 

I want to ask each of you two, how hard is it for your office or the 
law enforcement agencies to go through the process of getting a warrant 
or a subpoena to get the type of information that the data brokers supply? 
Is that a time consuming, complex problem or is it pretty routine? 

Mr. Lyskowski. In Missouri I would say it falls under pretty 
routine. The Attorney General has in a variety of contexts subpoena 
authority where the subpoenas can originate from our office called Civil 
Investigative Demands and we frequently use those in the course of our 
investigations to obtain information from telecom carriers and all sorts of 
other businesses. And the only resistance we have ever run into, the only 
difficulty we have ever run into is just difficulty processing the request. 
And I think we typically find that if we stress to the particular entity the 
urgency of the request that they are quick to comply and cooperate. 

Chairman Barton. What would the normal timeframe be in 
Missouri from the time a request was made to get a warrant or a 
subpoena to actually having that document or instrument granted? Are 
you talking hours, days, weeks, months, years? 

Mr. Lyskowski. It would depend on the type of information we are 
seeking, the amount of information we are seeking and the entity from 
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which we are seeking it. But considering that our Civil Investigative 
Demands can be signed by an Assistant Attorney General and are valid, 
they can be oftentimes faxed in to, say, a telecommunications carrier and 
we deal enough with telecommunications carriers and other entities that 
we have contacts there. And I have seen it happen as quickly as half an 
hour, 45 minutes that we have gotten returns. In other situations, it has 
taken days or weeks. But typically we are able to get what we need to 
get I would say very quickly. 

Chairman Barton. Is that similar in Florida? 

Ms. Harris. In Florida we do have a prompt turnaround as far as 
issuing our subpoenas. Now, my division is a simple enforcement 
division. Perhaps some of the criminal enforcement agencies, 
prosecution agencies, investigations might be able to answer that a little 
better, but we haven’t had that become a hurdle in our situation. 
Oftentimes while we are in the process of preparing the subpoena, we 
will be in coordination with the company to alert them of our pending 
need and type of urgent circumstances, and so forth, and they are willing 
to work with us. 

Chairman Barton. But again, depending on the urgency of the 
situation. If it was something that was vitally important and it was not 
the last 10 years or something of records required, could it normally be 
done within half a day? Is that a normal— 

Ms. Harris. Most likely. 

Chairman Barton. Is there any information that it would be 
preferable to go through a data broker as opposed to the more traditional 
subpoena warrant procedure? Any special kind of information that, just 
seems to be, is just the best way to do it? 

Mr. Lyskowski. As for Missouri, no. 

Chairman Barton. What about Florida? 

Ms. Harris. I think Florida is the same answer. 

Chairman Barton. Is there any Federal legislation that would be 
helpful to streamline certain terms and conditions, situations so that 
warrants and subpoenas are expedited? Are the current laws sufficient? 

Ms. Harris. I think I need to defer for Florida to some of the 
criminal agencies that are going to be speaking later today. 

Mr. Lyskowski. Mr. Chairman, as far as Missouri is concerned, 
enforcing Missouri law at the level of the Attorney General’s Office I 
think our laws are sufficient in that regard. 

Chairman Barton. I do not want to, as I said in my opening 
statement, I do not want to make life any more difficult for our law 
enforcement agencies than it already is. I know it is frustrating when you 
are on the street and somebody that you really believe is a bad guy can 
kind of thumb his or her nose at you because of the procedure you have 
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got to go through to guarantee their constitutional rights, but having said 
that they are constitutional rights, I am very concerned that some law 
enforcement officials and departments have decided that this is an 
acceptable way to get information. I know it may be an easier way, and 
it may be a cheaper way, but I do not think it is an acceptable way. And 
I am going to try to come back and ask some questions of the next panel. 
But in terms of this panel, neither one of you see any situation where it 
would be preferable to go through a data broker? 

Mr. Lyskowski. No, Mr. Chairman, I don’t. And again that is 
based on the investigations and the work that we do in the Missouri 
Attorney General’s Office. 

Chairman Barton. And you agree with that? 

Ms. Harris. Yes. 

Chairman Barton. Thank you. 

Mr. Whitfield. Thank you, Mr. Chairman. At this time I 
recognize Ms. DeGette. 

Ms. DeGette. Thank you very much, Mr. Chairman. Ms. Harris, I 
would like to follow up on some of Mr. Stupak’s questioning because 
you had told him that law enforcement agencies were exempt from the 
new Florida law with respect to their subpoena power and other legal 
powers, but as I am reading your testimony, it looks to me like the new 
law exempts law enforcement from all the provisions of the new law. 
And so the Chairman— and I am wondering if anybody has thought about 
why that provision remains in the law and if law enforcement in Florida 
intends to engage in these, with these data brokers and so on because 
they do seem to be exempted. 

Ms. Harris. I am going to be honest and tell you that I don’t know 
the answer to that question. It is something that I would need to look 
into with the legislative history, and so forth. 

Ms. DeGette. Mr. Chairman, I would ask unanimous consent that 
Ms. Harris be allowed to supplement her answer with that information 
because I think that is very important information as we continue. 

Mr. Whitfield. Without objection. 

[The information follows:] 
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SUPPLEMENT TO THE PREPARED STATEMENT OF 
ATTORNEY GENERAL CHARLIE CRIST 
STATE OF FLORIDA 


Before the 


SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS 
COMMITTEE ON ENERGY AND COMMERCE 
U.S. HOUSE OF REPRESENTATIVES 


on 


Internet Data Brokers and Pretexting: Who has Access to Your Private Records? 
June 22, 2006 


Pursuant to the request of Representative DeGette, a member of the Subcommittee on 
Oversight and Investigations^ the following response supplements the prepared written 
statement of Attorney General Charlie Crist of the State of Florida before the Subconunittee on 
Oversight and Investigations, Committee on Energy and Commerce, U.S. House of 
Representatives, on "Internet Data Brokers and Pretexting: Who Has Access to Your Private 
Records?^' presented at the hearing on June 22, 2006: 

ISSUE: Whether the law enforcement exemption contained in Florida's new law is 
necessary and, if so, whether law enforcement in Florida intend to engage data brokers pursuant 
to the law enforcement exemption. 

RESPONSE: Effective July 1, 2006, Florida law criminalizes obtaining telephone 
calling records from a telecommunications company through fraudulent means. Governor Jeb 
Bush signed the legislation into law on Friday, June 9, 2006.^ 

' Ms. DeGette requested consent to permit supplementation of the Testimony provided to address an inquiry relating 
to Florida law. Subcommiuee Chairmai] Whitfield approved the request, without objection. 

^ 2006-141, Uws of Florida, codified HB S7 1, 
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The new law, which will be codified as Section 817,484, Florida Statutes, provides an 
exemption for **a law enforcement agency to obtain a calling record in connection with the 
performance of the official duties of that agency in accordance with other applicable laws.'' The 
staff analyses accompanying the House bill and Senate companion bill are silent on further 
discussion of the law enforcement exemption.^ With the law just days old, it is impossible to 
predict how law enforcement agencies may apply the law or how courts will construe it. We 
note, however, that the law only applies to obtaining these records through fraudulent means. 
What is clear, however, is that law enforcement needs flexibility to investigate and pros^ute 
violations of this law including, but not limited to, any persons obtaining, selling, offering to sell, 
or requesting another to fraudulently obtain telephone calling records, as prohibited by this law. 
Thus, for example, during the course of an undercover investigation of a data broker suspected of 
violating this law, law enforcement may find it necessary to pose as an individual or entity 
seeking to use the data broker's services in obtaining records from a telecommunications 
company. 

The Office of the Attorney General of Florida includes two sworn law enforcement 
divisions, the Medicaid Fraud Control Unit and the CyberCrime Unit, that meet the definition of 
“law enforcement agency" pursuant lo the new law. The Medicaid Fraud Control Unit 
(“MFCU") primarily investigates: fraud committed by health care providers; fraud in the 
administration of the Medicaid program; and abuse, neglect and exploitation of the elderly, ill 
and disabled residents of long term care facilities, such as nursing homes, facilities for the 

^ Flqcrida House of Representatives Staff Analysis, H0 87 ICS dated April 10, 2006; 

lntp;//www.flhoust.gov/Section5/Dt>cuinents/loaddftc.aspx?FileNanie^h0871d.JC.dftc&I>ocunwntTyp<=AnalysiSHS: 

BilINuiiibei=0871&Scssion'“2006; Florida Senate Staff Analysis, SB 1483, dated April 3, 2006; 

http:// WWW. flhouse.gov/Secliofis/Documents/loaddoc. aspx?FikHame=2006s 1 488.ja.doc&DocuinentType= Analysis 

&BillNuniiber= 1 438&Sc5sion=2006 
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mentally and physically disabled, and assisted care living facilities. The CyberCrime Unit 
targets child predators, child pornography, and Internet-based sexual exploitation of children. 

Due to the nature of their respective missions and resulting investigations, MFCU only 
occasionally utilizes subpoenas directed to telecommunications companies, while CyberCrime 
has rarely issued such subpoenas.^ In those instances when they have needed to obtain such 
information, our experience has been that our law enforcement divisions have obtained approval 
and issuance of subpoenas in a timely manner and that the telecommunications carriers have 
provided timely responses. Neither division has had the need to seek telephone records from 
data brokers. 

To the extent that other law enforcement agencies have experience using the subpoena 
and/or search warrant process for telephone records and might be eligible to avail themselves of 
the exemption contained in the new law, we direct the Subcommittee to the Florida Department 
of Law Enforcement, the Florida Sheriffs Association, and the Florida Police Chiefs Association. 


July 10, 2006 


* CyberCrime was established in August 2005, Due to the focus on internet activity, CyberCrinw has primarily 
Issued subpoenas To Internet Service Providers, with ffew subpoenas issued to telecommuitications cairiers since its 
inception. 


3 


Ms. DeGette. Mr. Lyskowski, in Missouri do you know if law 
enforcement agencies are exempted from the provisions of the Missouri 
law in terms of not using somebody to use these data brokers? 

Mr. Lyskowski. Well, again, our laws that we have in place, we do 
not have a law like Florida has. 

Ms. DeGette. Right. 
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Mr. Lyskowski. The laws that we have in place are consumer 
protection laws. 

Ms. DeGette. So they are more general laws. What is your view? 
Do you think law enforcement could engage in these pretexting activities 
or hire other data broker companies to do that in Missouri? 

Mr. Lyskowskl Again I can only speak for our agency at the 
Attorney General’s Office, and I would say as I said earlier, it is a high 
priority of our Attorney General to put these data brokers out of business 
to the extent that they— 

Ms. DeGette. So it is your policy not to use these businesses, but 
you do not know whether the Missouri law would prohibit you from 
using these businesses? 

Mr. Lyskowskl I do not believe there is a Missouri statute on the 
books that would specifically prohibit. 

Ms. DeGette. But as far as you know law enforcement does not 
use these practices in Missouri? 

Mr. Lyskowskl Again, just State Attorney General investigators. 

Ms. DeGette. You guys are the bosses. You are the Attorney 
General’s Office. 

Mr. Lyskowskl That is correct. 

Ms. DeGette. Do you know whether the other law enforcement is 
using these services in Missouri? 

Mr. Lyskowskl I don’t believe that they are. However, again 
there could be departments at other levels, at local levels that— 

Ms. DeGette. So you are not aware of any? 

Mr. Lyskowskl I am not aware of any. 

Ms. DeGette. Just to recap, and of course we have to go vote, but 
what both of you are saying is you don’t think it is vital for legitimate 
law enforcement service to use these data broker services, correct? 

Mr. Lyskowskl Again, at the State level in Missouri I do not 
believe it is. 

Ms. DeGette. Right. Ms. Harris. 

Ms. Harris. I believe so as well. 

Ms. DeGette. Thank you. Thank you very much, Mr. Chairman. 

Mr. Whitfield. Thank you, Ms. DeGette. We do have a series of 
four votes on the floor. So we have completed our questions for the first 
panel and, Ms. Harris, thank you, and Mr. Lyskowski, for being here. 
We look forward to staying in touch with you as we move forward on 
this important issue. Thank you for being here. 

When we come back we will immediately call up the second panel, 
and I will apologize in advance to the second panel for this delay, but we 
will be back just as quickly as possible and move forward. Thank you. 

Mr. Lyskowskl Thank you, Mr. Chairman. 
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Ms. Harris. Thank you, Mr. Chairman. 

[Recess.] 

Mr. Stearns. The Subcommittee on Oversight will come to order. 
I welcome the second panel: Mr. Paul Kilcoyne, Deputy Assistant 
Director of Investigations, U.S. Immigration and Customs Enforcement; 
Ms. Elaine Lammert, Deputy General Counsel, Investigative Law 
Branch, FBI; Mr. James Bankston, Chief Inspector, Investigative 
Services Division, U.S. Marshals Service; Ms. Ava Cooper Davis, 
Deputy Assistant Administrator, Office of Special Intelligence, 
Intelligence Division, U.S. Drug Enforcement Administration; and last 
Mr. W. Larry Ford, Assistant Director, Office of Public and 
Governmental Affairs, Bureau of Alcohol, Tobacco, Firearms, and 
Explosives. Welcome all of you. 

You folks are aware that the committee is holding an investigative 
hearing and when doing so has had the practice of taking testimony 
under oath. Do any of you have an objection to taking the investigation 
under oath? The Chair then advises you that under the rules of House 
and the rules of committee you are entitled to be advised by counsel. Do 
you desire to be advised by counsel during your testimony today? 

In that case, if you would please rise and raise your hands I will 
swear you in. 

[Witnesses sworn.] 

Mr. Stearns. You are now under oath and we would like each of 
you to give your 5 minute opening statement and we will start with you, 
Mr. Kilcoyne. 

STATEMENTS OF PAUL KILCOYNE, DEPUTY ASSISTANT 
DIRECTOR OF INVESTIGATIONS, U.S. IMMIGRATION 
AND CUSTOMS ENFORCEMENT, U.S. DEPARTMENT OF 
HOMELAND SECURITY; ELAINE LAMMERT, DEPUTY 
GENERAL COUNSEL, INVESTIGATIVE LAW BRANCH, 
FEDERAL BUREAU OF INVESTIGATIONS, U.S. 
DEPARTMENT OF JUSTICE; JAMES J. BANKSTON, 
CHIEF INSPECTOR, INVESTIGATIVE SERVICES 
DIVISION, U.S. MARSHALS SERVICE, U.S. DEPARTMENT 
OF JUSTICE; AVA COOPER DAVIS, DEPUTY ASSISTANT 
ADMINISTRATOR, OFFICE OF SPECIAL INTELLIGENCE, 
INTELLIGENCE DIVISION, U.S. DRUG ENFORCEMENT 
ADMINISTRATION, U.S. DEPARTMENT OF JUSTICE; AND 
LARRY FORD, ASSISTANT DIRECTOR, OFFICE OF 
PUBLIC AND GOVERNMENTAL AFFAIRS, BUREAU OF 
ALCOHOL, TOBACCO, FIREARMS, AND EXPLOSIVES, 
U.S. DEPARTMENT OF TREASURY 
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Mr. Kilcoyne. Thank you very much. Mr. Stearns and other 
distinguished Members of the Oversight and Investigations 
Subcommittee of the House Committee on Energy and Commerce, my 
name is Paul Kilcoyne and I am the Deputy Assistant Director for 
Investigative Services Division at the United States Immigration and 
Customs Enforcement, also known as ICE. I would like to thank the 
subcommittee for their interest in Internet data brokers. 

The Internet has a huge depository of information that can be used 
by law enforcement agencies at every level. However, care must be 
taken to ensure that the information is accurate and obtained by lawful 
means. We appreciate the subcommittee’s oversight and opportunities to 
address this issue. 

ICE representatives were contacted by the subcommittee staff in 
May of 2006 and were asked to provide a briefing on Internet data 
brokers. The subcommittee staff provided some information from their 
oversight investigation concerning the ICE Denver field office’s use of a 
company named Best411.com to obtain subscriber information on 
cellular telephones. The ICE Headquarters Office of Investigations 
queried the Denver field office about letters signed by ICE agents that 
requested subscriber information and determined that four special agents 
had requested and received such information from Best411. The ICE 
Cyber Crime Center, also known as C-3, then looked into the website 
and offered the opinion that while a law enforcement officer can use 
public Internet queries to obtain subscriber and other public information, 
the identifying information should be substantiated by the issuance of 
appropriate legal process to the company that retains the data in order to 
ensure the veracity of the evidence. The ICE Office of Investigations 
Headquarters contacted the Denver field office to recommend that they 
not use Best411.com and to state that headquarters was working on a 
field review and subsequent guidance to further clarify the issue. 
Guidance for our field offices is currently being drafted. 

ICE has longstanding robust guidelines in the special agent 
handbook to govern obtaining telephone, toll and subscriber information, 
but which does not currently fully cover all Internet technology. We are 
working diligently to update our procedures. 

During a June 5, 2006 meeting, the subcommittee staff raised their 
concerns about law enforcement officers using Internet data brokers to 
obtain subscriber information on cellular telephones and provided several 
letters signed by the ICE employees requesting such information. ICE 
agents involved appeared to have used these resellers to quickly filter out 
numbers that were not related to their investigation. The data resellers 
were able to respond to these requests for information within a few days 
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where cellular phone companies typically take several weeks. I would 
like to note that the ICE Office of Investigations has recommended that 
the SAC Denver office not use these resellers in the future. Furthermore, 
we are currently drafting guidance on the issue for the ICE field offices 
nationwide. As noted above, we intend to coordinate this guidance with 
the Department of Homeland Security Privacy Office. 

Finally, in response to the subcommittee’s question on whether the 
agents acted improperly in obtaining the information, the ICE Office of 
Professional Responsibility reviewed the facts and circumstances of this 
situation and determined that the employees did not act improperly. 

Thank you for this opportunity to testify today and I look forward to 
the subcommittee’s questions. 

[The prepared statement of Paul Kilcoyne follows:] 

Prepared Statement of Paul Kilcoyne, Deputy Assistant Director of 
Investigations, U.S. Immigration and Customs Enforcement, U.S. Department of 

Homeland Security 


INTRODUCTION 

Chairman Whitfield, Ranking Member Stupak and distinguished Members of the 
Oversight and Investigations Subeommittee of the House Committee on Energy and 
Commeree. My name is Paul Kileoyne and I am the Deputy Assistant Direetor for the 
Investigative Serviees Division at U.S. Immigration and Customs Enforeement (ICE). I 
would like to thank the Subeommittee for their interest in Internet Data Brokers. The 
Internet has a huge depository of information that ean be used by law enforeement 
ageneies at every level. However, eare must be taken to ensure that the information is 
aeeurate and obtained by lawful means. We appreeiate the Subeommittee ’s oversight and 
the opportunity to address this issue. 

BACKGROUND 

ICE representatives were eontaeted by Subeommittee staff in May 2006 and asked 
to provide a briefing on Internet data brokers. The Subeommittee staff provided some 
information from their oversight investigation eoneeming the ICE Denver field offiee’s 
use of a eompany named Best411.eom to obtain subseriber information on eellular 
telephones. The ICE Headquarters Offiee of Investigations queried the Denver field 
offiee about letters signed by ICE agents that requested subseriber information, and 
determined that 4 speeial agents had requested and reeeived sueh information from 
Best41 l.eom 

The ICE Cyber Crimes Center (C3) then looked into the website and offered the 
opinion that while a law enforeement offieer ean use publie Internet queries to obtain 
subseriber and other publie information, the identifying information should be 
substantiated by the issuanee of appropriate legal proeess to the eompany that retains the 
data in order to ensure the veraeity of the evidenee. Even if no eharge is ineurred, the use 
of private investigators to obtain subseriber information by Federal law enforeement 
agents eould eompromise sensitive investigations. The ICE Offiee of Investigations 
eontaeted the Denver field offiee to reeommend that they not use Best41 l.eom and to 
state that Headquarters was working on field guidanee to further elarify the issue. 
Guidanee for the field offiees is eurrently being drafted. We are aware that the 
Government Aeeountability Offiee has issued a report on the use of eommereial data 
reeommending that the Department of Homeland Seeurity establish a poliey for sueh use 
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and that the DHS Privacy Office is currently developing such a policy. ICE intends to 
work closely with the DHS Privacy Office on this matter. 

ICE has long-standing robust guidelines in the Special Agent Handbook to govern 
obtaining telephone toll and subscriber information but which does not currently fully 
cover all Internet technology. We are working diligently to update our procedures to 
cover this unforeseen situation. 

ISSUES AND RESPONSE 

During a June 5, 2006 meeting, the Subcommittee staff raised their concerns about 
law enforcement officers using internet data brokers to obtain subscriber information on 
cellular telephones and provided several letters signed by ICE employees requesting such 
information. 

The ICE agents involved appear to have used these resellers to quickly filter out 
numbers that were not related to their investigations. The data resellers were able to 
respond to these requests for information within a few days, whereas cellular telephone 
companies typically take several weeks. 

I would like to note that the ICE Office of Investigations has recommended that the 
SAC Denver office not use these resellers in the future. Furthermore, we are currently 
drafting guidance on this issue for the ICE field offices. As noted above, we intend to 
coordinate this guidance within the Department with the DHS Privacy Office. 

Finally, in response to the Subcommittee’s question of whether agents acted 
improperly in obtaining the information, the ICE Office of Professional Responsibility 
reviewed the facts and circumstance of this situation and determined that the employees 
did not act improperly. 

Thank you for the opportunity to testify today and I look forward to the 
Subcommittee’s questions. 

Mr. Stearns. I thank the gentleman. 

Ms. Lammert. 

Ms. Lammert. My name is Elaine Lammert. I am the Deputy 
General Counsel for the FBI, Office of General Counsel, Investigative 
Law Branch. I want to thank you today for the opportunity to discuss the 
acquisition and sale of mobile phone records by online data brokers. 

As the subcommittee is well aware, a significant number of online 
companies have openly advertised their ability to obtain and sell 
telephone call records. There are compelling reasons for the 
Government to believe that these operations violate Federal law. News 
accounts as well as expert testimony before Congress reflect that these 
records are most often obtained unlawfully through pretexting or, in 
courtroom terms, fraud. Numerous data brokers are suspected of calling 
up phone companies and intentionally misidentifying themselves and 
their purpose by lying about their identity and purpose. By claiming they 
are a fellow employee, a customer or a customer’s representative, they 
manage to acquire statutorily protected information to which they have 
absolutely no right. 

As you would expect, the FBI is actively investigating some of these 
practices as potential crimes. 
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It is fair to say that the concern over how customer toll records are 
protected is widespread and that protecting such records affect a wide 
array of interests. For example, similar to other individuals and 
businesses, law enforcement agencies also require that their call records 
be protected against unlawful disclosure. The FBI tested the ability of at 
least one online broker to gather information related to one of his own 
FBI telephone accounts and the results were unacceptable. They 
obtained our records. 

It is easy to imagine how this type of data theft can negatively impact 
ongoing investigations and therefore our ability to enforce the law and 
protect the country. And so the FBI is interested in these activities both 
in terms of investigating possible violations of law and in order to protect 
the integrity of its own operations. 

Of course a range of laws already exist to protect the confidentiality 
of telephone customer records. The Telecommunications Act of 1996 
generally precludes telecommunication carriers from using, disclosing, 
or permitting access to individually identifiable customer proprietary 
network information except as required by law or with the approval of 
the customer. The Electronic Communication Privacy Act, ECPA, also 
provides important rights for customers and subscribers of telephone 
companies, Internet service providers, and e-mail providers. Under 
ECPA, for example, there are important restrictions on when a telephone 
company may voluntarily disclose customer records to the Government. 
ECPA also describes in detail what information the Government may 
require a company to provide when the Government uses a warrant, 
subpoena or court order. 

As the statute relates to telephone records, in response to a subpoena, 
a telephone company must provide the Government with the relevant 
customer’s name, address, local and long distance telephone connection 
records, length of the service, types of services utilized, telephone or 
instrument number or other subscriber name or identity, and that 
customer’s means and source of payment. 

The FBI has significant interests in obtaining lawful access to 
telephone records in connection with investigations of all kinds, 
including terrorism, espionage, drug trafficking, child pornography, and 
more. In those cases, our practice is to strictly comply with ECPA. 
Indeed, it is part of the FBI’s mission to prevent identity and information 
theft and to enforce the criminal laws designed to bring justice to those 
who do or would violate individual businesses and privacy. 

I also wish to advise the subcommittee that the Department of Justice 
has created a Privacy and Civil Liberties Board to ensure that the 
departmental programs and efforts adequately considers civil liberties 
and privacy. 
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The Data Committee of this board on which the FBI is represented 
was established earlier this year to address issues related to information 
privacy within the Department. The Data Committee members are 
analyzing the Department’s use of all information reseller data, including 
Internet data brokers, and will evaluate potential Department-wide policy 
with regard to such use. Specifically, all members of the committee are 
currently assessing their agency’s use of information reseller data, 
including Internet data brokers, identified by the subcommittee as 
employing pretexting and fraud to obtain information. While the inquiry 
is ongoing to this point there is no evidence of widespread use of such 
services. 

The Data Committee meets on a monthly basis and expects to make 
recommendations to the Attorney General on this issue upon completion 
of this review. 

Mr. Chairman and members of this committee, the FBI fully 
supports the goal of protecting the privacy and security of customer 
telephone records from those who would acquire this information 
unlawfully. We are committed to enforcing the privacy and fraud laws 
aimed at achieving that goal. 

I thank you for your time today, and I am happy to answer any 
questions. 

[The prepared statement of Elaine M. Lammert follows:] 

Prepared Statement of Elaine M. Lammert, Deputy General Counsel, 
Investigative Law Branch, Federal Bureau of Investigation, U.S. Department of 

Justice 

Good afternoon Mr. Chairman and members of the Subeommittee. 

My name is Elaine Lammert and I am Deputy General Counsel of the FBI's Offiee 
of the General Counsel, Investigative Law Braneh. I want to thank you for the 
opportunity to appear before you today to diseuss the aequisition and sale of mobile 
phone reeords by online data brokers. 

As the subeommittee is well aware, a signifieant number of online eompanies have 
openly advertised their ability to obtain and sell telephone eall reeords. There are 
eompelling reasons for the government to believe that these operations violate federal 
law. News aeeounts as well as expert testimony before Congress refleet that these 
reeords are most often obtained unlawfully through “pre-texting” or, in eourt room terms: 
fraud. Numerous data brokers are suspeeted of ealling up phone eompanies and 
intentionally mis-identifying themselves and their purpose. By lying about their true 
identity - perhaps by elaiming that they are a fellow employee, or that they are the 
eustomer, or the eustomer's representative — they manage to aequire statutorily proteeted 
information to whieh they have absolutely no right. 

As you would expeet, the FBI is aetively investigating some of these praetiees as 
potential erimes, ineluding potential violations of the wire fraud provisions of 18 U.S.C. 
§ 1343. Under that statute, it is a felony - punishable by up to 20 years in prison - to 
falsely or under fraudulent pretenses obtain money or property by means of a wire 
eommunieation in interstate or foreign eommeree. 
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In addition, on May 3rd of this year, the Federal Trade Commission announeed that 
it filed eourt eomplaints eharging five Internet web-based operations with surreptitiously 
obtaining and selling eonfidential eustomer phone reeords without the eustomer's 
knowledge or authorization in violation of 15 U.S.C. § 45(a). The FTC, with the 
assistanee of the Federal Communieations Commission and a number of telephone 
eompanies, is seeking to stop these data brokers in their traeks and have them disgorge 
their unlawfully obtained proeeeds. The privaey eommunity also has raised eoneems 
with the praetiees of these online data brokers. 

It is fair then to say that the eoneern over how eustomer toll reeords are proteeted is 
widespread, and that proteeting sueh reeords affeets a wide array of interests. For 
example, similar to other individuals and businesses, law enforeement ageneies also 
require that their eall reeords be proteeted against unlawful diselosure. The FBI tested 
the ability of at least one online broker to gather information related to one of its own FBI 
telephone aeeounts, and the results were unaeeeptable: they obtained our reeords. It is 
easy to imagine how this type of data theft ean negatively impaet ongoing investigations, 
and therefore our ability to enforee the law and proteet the eountry. And so, the FBI is 
interested in these aetivities both in terms of investigating possible violations of law and 
in order to proteet the integrity of its own operations. 

Of eourse, a range of laws already exist to proteet the eonfidentiality of telephone 
eustomer reeords. The Teleeommunieations Aet of 1996 generally preeludes 
teleeommunieations earriers from using, diselosing, or permitting aeeess to “individually 
identifiable eustomer proprietary network information” exeept as required by law or with 
the approval of the eustomer. 47 U.S.C. 222(e)(1). The Eleetronie Communieations 
Privaey Aet (“ECPA”), eodified at 18 U.S.C. §§ 2701-2712, also provides important 
rights for eustomers and subseribers of telephone eompanies, Internet Serviee Providers, 
and e-mail providers. 

Under ECPA, for example, there are important restrietions on when a telephone 
eompany may voluntarily diselose eustomer reeords to the government. Pursuant to 18 
U.S.C. § 2702(e), a telephone eompany may voluntarily provide the government with 
eustomer reeords only if it has the lawful eonsent of the eustomer or subseriber; as may 
be neeessarily ineident to the rendition of the serviee or to the proteetion of the rights or 
property of the serviee provider; or, if the provider in good faith believes that an 
emergeney involving danger of death or serious physieal injury to any person justifies 
diselosure of the information without delay. 

ECPA also deseribes in detail what information the government may require a 
eompany to provide when the government uses a warrant, subpoena or eourt order. As 
the statute relates to telephone toll reeords, 18 U.S.C. § 2703(e)(2) requires that - in 
response to a subpoena - a telephone eompany must provide the government with the 
relevant eustomer's name, address, loeal and long distanee telephone eonneetion reeords, 
length of serviee and types of serviees utilized, telephone or instrument number or other 
subseriber number or identity, and that eustomer's means and souree of payment. 

The FBI has signifieant interests in obtaining lawful aeeess to telephone reeords in 
eonneetion with investigations of all kinds - ineluding terrorism, espionage, drug 
traffieking, ehild pornography, and more. In those eases, our praetiee is to strietly 
eomply with ECPA. Indeed, it is part of the FBI’s mission to prevent identity and 
information theft and to enforee the eriminal laws designed to bring justiee to those who 
do, or would, violate individual or business privaey. 

I also wish to advise the Subeommittee that the Department of Justiee has ereated a 
Privaey and Civil Liberties Board to ensure that Departmental programs and efforts 
adequately eonsider eivil liberties and privaey. The Data Committee of the Privaey and 
Civil Liberties Board, on whieh the FBI is represented, was established earlier this year to 
address issues related to information privaey within the Department. Its first task is to 
respond to reeommendations in the April 2006 GAO report entitled “Personal 
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Information Agency and Reseller Adherence to Key Privacy Principles.” The Data 
Committee members are analyzing the Department’s use of all information reseller data, 
including internet data brokers, and will evaluate potential Department-wide policy with 
regard to such use. Specifically, all members of the committee are currently assessing 
their agencies’ use of information reseller data, including the Internet data brokers 
identified by the Subcommittee as employing pretexting and fraud to obtain information. 
While the inquiry is ongoing, to this point, there is no evidence of widespread use of such 
services. The Data Committee meets on a monthly basis and expects to make 
recommendations to the Attorney General on this issue upon completion of its review. 

Mr. Chairman and members of the subcommittee, the FBI fully supports the goal of 
protecting the privacy and security of customer telephone records from those who would 
acquire that information unlawfully. We are committed to enforcing the privacy and 
fraud laws aimed at achieving that goal. I thank you for your time today and would be 
happy to answer any questions. 

Mr. Stearns. Thank you. 

Mr. Bankston. 

Mr. Bankston. Good morning, Chairman Steams and Ranking 
Member DeGette and members of subcommittee. Thank you for the 
opportunity to address the subcommittee on this important technology- 
related privacy issue. 

My name is James Bankston. I am a Chief Inspector for the United 
States Marshals Service, Investigative Services Division. As such I 
provide headquarter space, managerial direction, and oversight for the 
Service’s criminal investigative mission. The Marshals Service shares 
the committee’s concern over the inappropriate, if not illegal collection 
and reselling of personal information by unscmpulous data brokers. We 
commend the committee for exploring ways to ensure that consumers’ 
private information remains private and secure. 

My written testimony, which has been submitted for the record, 
addresses three issues: First, the USMS concerns about the unrestricted 
and unregulated use of data brokers who use pretexting and other 
nefarious means to obtain private records. 

Second, the USMS use of legitimate data banks and resellers of 
public and open source consumer information is just one of many 
investigative tools utilized. 

And third, the USMS internal audit to identify any instances where 
an employee may have used data brokers who are under investigation by 
this committee. 

The Marshals Service uses lawfully obtained public and open source 
records in order to fulfill our mandate to investigate and apprehend 
violent criminals wanted at the Federal, State, and local levels. We also 
use this information to investigate threats against thousands of Federal 
judges, U.S. Attorneys, witnesses, and other persons designated by 
Congress and the Department of Justice. Such services are only used as 
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needed and pursuant to a specific and legitimate law enforcement 
investigative inquiry. 

The timely acquisition, analysis, and reduction of voluminous open 
source records into actual intelligence plays a significant role in our swift 
and unparalleled success in apprehending some of the Nation’s most 
notorious and dangerous fugitives. 

USMS investigators and analysts are trained to keep their 
information collection within established legal boundaries. Moreover, 
the Department of Justice has created a Privacy and Civil Liberties Board 
to ensure that departmental programs and efforts adequately consider 
civil liberties and privacy. The Marshals Service participates on the 
Board’s Data Committee, which was established earlier this year to 
address issues related to information privacy within the Department. The 
Department-wide inquiry is ongoing, but at this point there is no 
evidence of widespread use of such services. 

Mr. Chairman, this concludes my statement. I would be happy to 
answer any questions you or other members of the subcommittee have. 

[The prepared statement of James J. Bankston follows:] 

Prepared Statement of James J. Bankston, Chief Inspector, Investigative 
Services Division, U.S. Marshals Service, U.S. Department of Justice 

Good afternoon. Chairman Whitfield, Ranking Member Stupak, and members of the 
Subeommittee. Thank you for the opportunity to address the Subeommittee on this 
important teehnology-related privaey issue. My name is James J. Bankston. I am a Chief 
Inspeetor for the United States Marshals Serviee (USMS or Marshals Serviee), 
Investigative Serviees Division. As sueh, I provide headquarters-based managerial 
direetion and oversight for the Marshals Serviee’ s eriminal investigative mission. 

The USMS shares the Subeommittee ’s eoneem over the inappropriate, if not illegal, 
eolleetion and reselling of personal information by unserupulous data brokers. In an age 
when eonsumers must eope all too often with the loss or mismanagement of their 
personal telephone, banking, eredit eard, and federal benefit information, the 
Subeommittee is to be eommended for exploring ways to ensure that eonsumers’ private 
information remains private and seeure. 

These efforts should not overlook the value of those reputable eompanies that 
aequire information from publie or open sourees; have seeurity polieies in plaee that fully 
explain the methods of eolleetion, sale, and dissemination; monitor their seeurity systems 
for breaehes; and do not engage in “pretexting.” Sueh eompanies have proven to be one 
of many invaluable re sourees that law enforeement ageneies rely upon when eondueting 
eriminal investigations. 

My testimony addresses three issues: 1) the USMS’ eoneems about the unrestrieted 
and unregulated use of data brokers who use pretexting or other nefarious means to 
obtain private reeords; 2) the USMS’ use of legitimate data banks and resellers of publie 
and open-souree eonsumer information as just one of many tools utilized during the 
Ageney’s hundreds of thousands of eriminal investigations; and 3) the internal audit 
eondueted by the USMS to identify those instanees where its employees may have used 
the data brokers who are under investigation by this Subeommittee. 
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Data Brokers 

Like Congress and many of the eonsumer groups that have taken an interest in the 
eommereial use of “data brokers” who elaim to have aeeess to telephone subseriber, eall, 
and eell site usage, the USMS also is eoneemed about the unauthorized eolleetion, sale, 
and distribution of this type of information. Individually, every USMS employee, as well 
as their family members, has expeetations of privaey that mirror those of every other 
member of the publie who engages in private, lawful eonduet. At the same time, eaeh 
Deputy U.S. Marshal is entitled to proteetion from eriminal retribution for the eritieal law 
enforeement duties we perform. The USMS is involved in virtually every federal law 
enforeement initiative. As an ageney, we are eharged with the primary responsibility for 
identifying and investigating threats and providing proteetion to thousands of federal 
judges, jurors, U.S. Attorneys, Assistant U.S. Attorneys, witnesses, and other persons 
designated by Congress or the Department of Justiee. In addition to proteeting the 
integrity of the federal justiee system, the USMS operates the Witness Seeurity Program, 
transports federal prisoners, and seizes property aequired by eriminals through illegal 
aetivities. Further, USMS is the federal government’s primary ageney for eondueting 
fugitive investigations. We arrest more than half of all federal fugitives. 

Unregulated aeeess to subseriber information, eall detail reeords, and the dates and 
times that individual eell sites are aeeessed would wreak havoe on our efforts and ability 
to assure the operational seeurity of our proteetees and their families, assoeiates, and 
routines, as well as our other law enforeement responsibilities. Restrietions that proteet 
privaey are reasonable and neeessary, and abuses should be thoroughly investigated and 
eliminated. 

USMS Investigations and the Use of Open-Source Information 

The USMS is a signifieant eonsumer of lawfully-obtained publie and open-souree 
reeords. In order to fulfill our mandate to investigate and apprehend violent eriminals 
wanted at the federal, state, and loeal levels, as well as to investigate threats against the 
federal judieiary, the timely aequisition, analysis, and reduetion of voluminous open- 
souree reeords into “aetionable intelligenee” has played, and eontinues to play, a 
signifieant role in our swift and unparalleled sueeess in apprehending some of the 
nation’s most notorious and dangerous fugitives. 

The USMS, like other ageneies, utilizes eertain data banks and eommereial sourees 
of information under eontraetual agreements sanetioned by the Department of Justiee. 
Sueh serviees are used only as needed and pursuant to a speeifie and legitimate law 
enforeement investigative inquiry. While federal law enforeement ageneies like the 
USMS now have aeeess to legitimately-eolleeted information that was previously 
unavailable from a single-eolleetion point, sueh aeeess is absolutely essential to our 
ability to stay one step ahead of seasoned and resoureeful eriminals desperate to evade 
justiee. 

One of the USMS’ primary eriminal investigative missions involves loeating and 
apprehending fugitives who are on the run from the law. Our fugitive mission has a 
singular purpose - to swiftly apprehend a known fugitive to answer for the eharges. 
Fugitives from justiee have already experieneed varying degrees of due proeess, from a 
grand jury indietment to a trial by peers to appellate review. Unlike law enforeement 
ageneies that are responsible for investigating who eommitted a erime, the USMS does 
not seek to build a proseeutorial ease against an individual. In nearly every ease, we 
know exaetly who is wanted; our goal is to end the investigation by fulfilling a eourt- 
ordered arrest warrant and bringing a wanted fugitive to justiee. 

A violent fugitive - the most eommon target of a USMS investigation - is a unique 
target among law enforeement investigations in that, at a minimum, an independent grand 
jury or a neutral and detaehed judge already has determined that probable eause exists to 
believe that a erime has been eommitted and that the named fugitive eommitted the 
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crime. Many of the individuals whom the USMS investigates are post-conviction 
fugitives (such as parole violators, probation violators, or failure to surrender fugitives) 
who have pled guilty or have been found guilty by jury or judge. The USMS also is 
responsible for apprehending the most dangerous class of fugitive - the violent escapee 
who will do just about anything to avoid apprehension. 

These investigations include not only the tens of thousands of federal fugitives that 
the USMS tracks and captures, but also the many more state, county, and local fugitives 
we investigate as part of our six regional fugitive task forces and more than 90 district- 
based multi-agency task forces. In fiscal year 2005, the USMS arrested more than 35,500 
federal fugitive felons and cleared 38,500 federal felony warrants - more than all other 
federal law enforcement agencies combined. Together with our federal, state, and local 
partners, U.S. Marshals-led fugitive task forces arrested more than 44,000 state and local 
fugitives and cleared 51,200 state and local felony warrants. These results are 
unparalleled in law enforcement. 

As of June 13, 2006, the USMS fugitive caseload consisted of 36,464 federal felony 
fugitives and 13,396 state felony fugitives. On any given day, USMS employees make 
hundreds of requests for information from a variety of sources. Many of those requests 
involve the use of data banks and open-source materials as a supplement to basic police 
investigative leg-work, and eventually aid in making an apprehension and taking a 
violent criminal off the streets. For example, in the last three months alone, criminal 
investigators and intelligence analysts assigned to the Criminal Information Branch of the 
Marshals Service’s Great Lakes Regional Fugitive Task Force, based in Chicago, have 
used commercial databases and open-source data banks such as Lexis-Nexis/Accurint and 
ChoicePoint to obtain critical information that directly led to the arrests of the following 
violent fugitives: 

• Dimitrie Thomas^ Sean Everett, and Andre Jones, who were wanted in 
Cabell County, West Virginia. Thomas and Jones were wanted for narcotics 
violations, while Everett was wanted on federal weapons charges. Deputies 
seized two fully-loaded handguns, a revolver and a shotgun, while searching 
Thomas’ residence after his arrest. All three were arrested in Detroit, 
Michigan. 

• Roberto L Lopez, who was wanted in Milwaukee, Wisconsin, for first-degree 

murder and armed robbery in a drug-related case. Marshals Service 
investigators determined that Lopez had fled to his native Dominican 
Republic, where he had been using a number of aliases to avoid detection. 
Lopez was arrested by local authorities with the assistance of the USMS 
Dominican Republic Foreign Field Office. 

• Corey Moss, who was wanted in Waukesha County, Wisconsin, for sexual 
assault. He was arrested in Milwaukee by Deputies who found him hiding in 
a basement of his mother’s home. 

Open-source information also was critical to the success of the fugitive investigation 
of Timothy Berner, who was wanted in Sterling Heights, Michigan, for the July 2004 
murder of Police Officer Mark Sawyer. Berner had committed several bank robberies 
with a shotgun, and he specifically targeted Officer Sawyer so that he could steal his 
service revolver and continue his criminal ways. As Officer Sawyer sat in a shopping 
center parking lot writing routine police reports, Berner approached and fired a single 
shot, killing him. He then stole Officer Sawyer’s handgun and fled the scene. For three 
weeks. Deputy U.S. Marshals and task force officers from a variety of districts tracked 
Berner to Jacksonville, Florida, where he was located at the residence of a female 
acquaintance who was unaware of his real identity and crimes. As investigators 
approached to arrest him, Berner committed suicide. 
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The cases I just cited are just four of tens of thousands of fugitive investigations that 
the Marshals Service undertakes each year. I could provide hundreds of similar examples 
where USMS criminal investigators and intelligence analysts have used these resources 
in fugitive investigations and made an arrest. 

USMS Data Broker Queries 

The Subcommittee has obtained a document signed by a Deputy U.S. Marshal 
requesting information from a company currently under the Committee’s scrutiny. After 
thorough inquiry, we have ascertained that the Deputy’s intent was to obtain subscriber 
information on a cell phone number as part of a fugitive investigation. Our survey of the 
94 USMS districts, six regional fugitive task forces, five Regional Technical Operations 
Centers, and financial records has revealed only this isolated instance of use of the data 
brokers in question. 

While no formal policy currently exists specifically addressing the use of data 
brokers of the type under investigation by this Subcommittee, USMS investigators and 
analysts are trained to keep their information collection within established legal 
boundaries. Defined legal boundaries of investigative endeavors are present through 
USMS policy pertaining to fugitive investigations and technical operations. Moreover, 
the Department of Justice has created a Privacy and Civil Liberties Board to ensure that 
Departmental programs and efforts adequately consider civil liberties and privacy. The 
Data Committee of the Privacy and Civil Liberties Board, on which USMS is 
represented, was established earlier this year to address issues related to information 
privacy within the Department. Its first task is to respond to recommendations in the 
April 2006 GAO report entitled “Personal Information Agency and Reseller Adherence 
to Key Privacy Principles.” The Data Committee members are analyzing the 
Department’s use of all information reseller data, including internet data brokers, and will 
evaluate potential Department-wide policy with regard to such use. Specifically, all 
members of the committee are currently assessing their agencies’ use of information 
reseller data, including the Internet data brokers identified by the Subcommittee as 
employing pretexting and fraud to obtain information. While the inquiry is ongoing, to 
this point, there is no evidence of widespread use of such services. The Data Committee 
meets on a monthly basis and expects to make recommendations to the Attorney General 
on this issue upon completion of its review. 

Conclusion 

The USMS has a legitimate need to investigate a wide variety of sources in order to 
obtain personal information that might lead to the ultimate apprehension of wanted 
fugitives. The need to acquire information quickly is critical to the success of our 
investigative efforts. Ultimately, the USMS needs information to locate and bring the 
wanted fugitive to justice. Today’s fugitive is often a hardened criminal who has had the 
benefit of a few years in prison to sharpen and refine his skills, and is keenly aware of 
both our capabilities and our weaknesses. 

Just as the electronic age has brought with it great advances in the speed and 
accuracy with which information is collected, stored, and retrieved, so too has it brought 
increased risk to law enforcement, particularly agents operating undercover: 1) the virtual 
contemporaneous disclosure of investigative techniques; 2) the detailed disclosure of 
precisely what records are maintained and, therefore, available to law enforcement; 3) the 
disclosure of investigative technology, capability, and limitations; 4) the ability to 
communicate anywhere and anonymously behind “ported” numbers and prepaid phones 
with no listed subscribers; 5) off-shore calling cards obtained either through convenience 
stores or the Internet; and 6) point-to-point encrypted packet-data communications. 

Over time, we have had to refocus our investigative efforts and techniques to 
address this newly emerging class of experienced criminal. Access to legitimate resources 
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must be retained in order to allow law enforeement to stay one step ahead of the 
individuals who are all too willing to eireumvent the law. Similarly those would 
eireumvent established legal or ethieal prineiples to obtain private information must be 
prevented from doing so. 

Mr. Whitfield. Thank you. 

Ms. Cooper Davis. 

Ms. Cooper Davis. Mr. Steams, Ranking Member DeGette, 
distinguished members of the subcommittee, on behalf of DBA 
Administrator Karen P. Tandy, thank you for the opportunity to testify 
before you today regarding DBA’s policy to obtain telephone 
transactional records and the use of Internet data brokers. 

For nearly the past 3 years I have served as DBA’s Chief of 
Operations Management. In this capacity I support the operations of the 
agency by managing the areas of operational procedures and policies. 
State and local programs, liaison with Federal agencies, and other 
operational concerns. DBA is a single mission agency charged with 
enforcing the provisions of the controlled substances and chemical 
diversion trafficking laws and regulations of the United States. The 
agency also serves as the Nation’s competent authority with regard to 
national compliance with provisions of international dmg control 
treaties. 

DBA’s investigations are strictly focused on dmg trafficking 
organizations and their facilitators at every juncture of their operations. 
Our investigation strategies seek to dismpt and dismantle these 
organizations by identifying and attacking vulnerabilities in their 
methods of operation. 

DBA shares this committee’s concern regarding Internet data brokers 
that employ fraudulent means to obtain private records. These data 
brokers should not be confused with legitimate commercial resellers 
from which DBA obtains available information, such as public records in 
furtherance of their investigations. 

Bven so, DBA recognizes the sensitivity of the data obtained from 
legitimate commercial data resellers and has measures in place intended 
to safeguard the security of personal information obtained from them. 

The use of electronic surveillance and dmg investigations, 
specifically telephone wire intercept operations, is an investigative 
technique which the DBA uses to decimate dmg trafficking 
organizations. By linking co-conspirators through their telephone 
conversations and physical surveillance, dmg trafficking groups are more 
susceptible to prosecution than in an undercover investigation which may 
yield only a small percentage of the organization. 

When targeting a telephone number for exploitation, investigative 
personnel must acquire telephone subscriber information and telephone 
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toll data records. The Congress granted DBA authority to issue and 
serve administrative subpoenas to obtain such data and DBA is cognizant 
that its investigations must be conducted within the constraints of law. 
DBA has adopted policies and procedures, implemented practices 
through our training of investigative workforce to ensure information and 
evidence are appropriately obtained and citizens’ privacy rights are not 
violated. 

The DBA Agents Manual requires the use of an administrative 
subpoena, grand jury subpoena, or court order or consent of the 
subscriber or customer to obtain telephone transactional records, 
otherwise known as subscriber and toll information. However, the DBA 
Agents Manual does not specifically address Internet data brokers or 
their use in criminal investigations. Rather, DBA policy specifically 
enumerates the authorized methods for DBA personnel to obtain 
telephone subscriber or transactional records which are limited to the 
administrative subpoena, grand jury subpoena, court orders, or consent of 
the subscriber or customer. 

The criminal investigator works directly with the custodian of 
records and there is no question as to the authenticity of the data or how 
the company acquired the data. Because the DBA conducts numerous 
telephone wiretap investigations, our personnel are cognizant of how and 
from whom they collect telephone information. Since this information 
will ultimately be used in a court of law, it is not the policy or practice of 
DBA to obtain unverified information from unknown and untested open 
source Internet data brokers, particularly those that are known to employ 
pretexting as a business practice. Rather, DBA policy specifically 
enumerates the authorized methods of obtaining subscriber and toll 
information. The legality of those methods authorized by DBA has been 
clearly established. 

In sum, DBA relies upon lawful means to gather evidence regarding 
telephone transactional records directly from telephone service providers. 

Mr. Steams, Ms. DeGette, members of the subcommittee, I want to 
thank you again for the opportunity to testify and will be happy to 
address any questions you may have. 

[The prepared statement of Ava Cooper Davis follows:] 

Prepared Statement of Ava Cooper Davis, Deputy Assistant Administrator, 
Office of Special Intelligence, Intelligence Division, U.S. Drug Enforcement 
Administration, U.S. Department of Justice 

INTRODUCTION 

Chairman Whitfield and distinguished members of the House Energy and 
Commeree Committee - Subeommittee on Oversight and Investigations, on behalf of the 
Drug Enforeement Administration (DEA), I appreeiate your invitation to testify today 
regarding Internet Data Brokers (IDEs). 
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OVERVIEW 

The DEA, in its unique eapaeity as the world’s preeminent drug law enforeement 
ageney, identifies, investigates, and targets for proseeution organizations and individuals 
responsible for the produetion and distribution of illegal drugs. DEA’s mandate is to 
enforee the provisions of the eontrolled substanees and ehemieal diversion traffieking 
laws and regulations of the United States and to serve as the nation's eompetent authority 
with regard to national eomplianee with provisions of international drug eontrol treaties. 
Further, DEA serves as the single point of eontaet for the eoordination of all international 
drug investigations by providing elear, eoneise, and dynamie leadership in the national 
and international drug and ehemieal eontrol effort. 

Drug syndieates operating today are far more sophistieated and dangerous than any 
of the other organized eriminal groups in Ameriea's law enforeement history. These new 
eriminals operate globally by establishing transnational networks to eonduet illieit 
enterprises simultaneously in many eountries. DEA is strietly foeused on the drug 
traffieking organizations and their faeilitators at every juneture of their operation — from 
eultivation and produetion of drugs, passage through transit zones, to distribution on the 
streets of Ameriea's eommunities. Our investigations and strategies seek to disrupt and 
dismantle these organizations by identifying and attaeking vulnerabilities in their 
methods of operation. 


POLICY AND PROCEDURE 

The DEA Agents Manual is the primary doeument for operational polieies and 
proeedures governing the eonduet of investigative and enforeement operations. Within 
this doeument are the rules and regulations that guide our Speeial Agents and Task Foree 
Offieers as they go about the business of disrupting and dismantling drug traffieking 
organizations. 

DEA Basie Agent Trainees (BATs) reeeive instruetion on poliey and proeedure, 
eonstitutional law, and the rules of eriminal proeedure, during Basie Agent Training. The 
eurrieulum is a 16-week resident program designed to train newly reeruited agent- 
trainees. The eourse plaees a strong emphasis upon leadership and ethies within the 
framework of rigorous aeademie, physieal, weapons and operational training. 
Throughout Speeial Agents’ eareers, the investigators reeeive advaneed and speeialized 
training to enhanee the knowledge, skills, and abilities neeessary to sueeessfully perform 
assigned duties. 

DEA maximizes its foree multiplier effeet by managing the State and Loeal Task 
Foree Program, whereby almost two thousand State and loeal law enforeement offieials 
work as full partners in DEA Task Foree s. Combining Federal leverage and DEA’s 
expertise with state and loeal offieers' investigative talents and detailed knowledge of 
their jurisdietion leads to highly effeetive drug law enforeement investigations. 
Partieipating state and loeal offieers are deputized to perform the same funetions as DEA 
Speeial Agents under the Controlled Substanees Aet (Chapter 13 of Title 21 of the United 
States Code). Upon entering on duty with DEA, Task Foree Offieers (TFOs) attend a 
two-week TFO sehool at their respeetive loeal DEA field division. During the two-week 
sehool, TFOs learn how to eonduet DEA enforeement operations, prepare investigations 
for proseeution in federal eourt, and DEA operational polieies and proeedures. TFOs 
also work elosely with DEA Speeial Agents and are normally supervised by a DEA 
Group Supervisor. For those task foree groups not supervised by a DEA Group 
Supervisor, the State or loeal law enforeement supervisor also attends the TFO Sehool 
and the four- week DEA Group Supervisor Institute (GSI). At the GSI, supervisors are 
exposed to leadership and management prineiples, DEA personnel poliey, and are taught 
how to supervise a DEA enforeement group. 
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Telephone Communications 

The DBA Agents Manual contains a specific section which details DBA’s policy 
regarding subscriber/toll information; use of telephone decoders; consensual monitoring; 
and nonconsensual monitoring. These policies have been developed and refined to 
ensure the information gathered during the course of an investigations is collected in a 
legal manner that will withstand court scrutiny and to establish adequate, appropriate 
oversight. The policies also protect the investigators and the agency from any legal 
liability. 

The use of electronic surveillance in drug investigations, specifically telephone wire 
intercept operations, is an investigative technique which the DBA uses to decimate drug 
trafficking organizations. By linking co-conspirators through their telephone 
conversations and physical surveillance, drug trafficking groups are more susceptible to 
prosecution than in undercover investigation which may yield only a small percentage of 
the organization. In order to justify the use of a telephone wiretap, a criminal investigator 
must be able to articulate his probable cause in an affidavit to the court. The success of 
this affidavit is dependent upon the field work that the Special Agent or TFO conducts, 
prior to seeking the courts approval for the collection of this information. 

When targeting a telephone number for exploitation, investigative personnel must 
acquire telephone subscriber information and telephone toll records. The DBA Agents 
Manual requires the use of an administrative subpoena, grand jury subpoena, court order, 
or consent of the subscriber or customer to obtain telephone transactional records. 
Because the DBA conducts numerous telephone wiretap investigations, our personnel are 
very cognizant of how and from whom they collect telephone information. DBA has 
been granted administrative subpoena authority for use in drug investigations, and 
Special Agents and TFOs are trained to use that authority. 

When a criminal investigator acquires a telephone number for which the subscriber 
information is not immediately known, the investigator must first identify the telephone 
company (e.g., Verizon, Sprint, AT&T, etc.) that owns or controls that number. Once the 
telephone company is identified, the investigator will obtain an administrative subpoena, 
requesting subscriber name, billing information, and telephone toll records for a specific 
time frame. The administrative subpoena must have a DBA case file number, be signed 
by the investigator’s supervisor, and be given a sequential number for recording in a log 
book or computer database so that a particular field office can track and account for any 
administrative subpoenas issued by that office. The telephone companies are given a 
period of ten days, from the date of issuance, to respond with the requested information. 
Furthermore, each subpoena usually has an attached letter, signed by the office head, 
requesting the telephone company not to disclose the existence of the subpoena for a 
period of 90 days; as such disclosure could possibly interfere with an ongoing criminal 
investigation. The investigator also has the option of seeking a court order to mandate 
that the telephone company comply with the non-disclosure request. 

The DBA Agents Manual does not specifically address IDBs or their use in criminal 
investigations. Rather, DBA policy specifically enumerates the authorized methods for 
DBA personnel to obtain telephone subscriber or transactional records which are limited 
to administrative subpoenas, grand jury subpoenas, court orders, or consent of the 
subscriber or customer. The criminal investigator works directly with the custodian of 
the records and there is no question as to the authenticity of the data or how the company 
acquired the data. 


CONCLUSION 

In conclusion, the DBA relies upon lawful means to gather evidence regarding 
telephone transactional records directly from telephone service providers. The Congress 
has granted DBA this authority, and DBA is cognizant that its investigations must be 
conducted within the constraints of law. DBA has adopted policy and procedures and 
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implemented praetiees through training of our investigative and TFO workforees to 
ensure information and evidenee are appropriately obtained. Moreover, the Department 
has ereated a Privaey and Civil Liberties Board to ensure that Departmental programs and 
efforts adequately eonsider eivil liberties and privaey. The Data Committee of the 
Privaey and Civil Liberties Board, on whieh DBA is represented, was established earlier 
this year to address issues related to information privaey within the Department. Its first 
task is to respond to reeommendations in the April 2006 GAO report entitled “Personal 
Information Ageney and Reseller Adherenee to Key Privaey Prineiples.” The Data 
Committee members are analyzing the Department’s use of all information reseller data, 
ineluding internet data brokers, and will evaluate potential Department-wide poliey with 
regard to sueh use. Speeifieally, all members of the eommittee are eurrently assessing 
their ageneies’ use of information reseller data, ineluding the Internet data brokers 
identified by the Subeommittee as employing pretexting and fraud to obtain information. 
While the inquiry is ongoing, to this point, there is no evidenee of widespread use of sueh 
serviees. The Data Committee meets on a monthly basis and expeets to make 
reeommendations to the Attorney General on this issue upon eompletion of its review. 

Thank you for the opportunity to appear before you today to diseuss this important 
issue. I will be happy to answer any questions that you may have. 

Mr. Stearns. Thank you. 

Mr. Ford. 

Mr. Ford. Good afternoon, Chairman Steams and Ranking 
Member DeGette, and distinguished members of the subcommittee. I am 
pleased to appear before you today to discuss the Bureau of Alcohol, 
Tobacco, Firearms and Explosives’ Internet data broker policy. 

In late 2005, the availability of personal information from a 
multitude of Internet database sources came to the attention of ATF 
offices through field inquiries, the intelligence community, and the 
evaluations of operational security issues specifically related to 
undercover investigations. 

This information included services advertising the sale of individuals 
cell phone records, including the cell phone numbers a particular cell 
phone has connected to, the duration of call, as well as other personal 
subscriber information. ATF headquarters received a number of 
inquiries from our field personnel pertaining to the applicability and 
legitimacy of such service. As a result, we issued a notice to all 
personnel on January 25, 2006, providing guidance on this issue. 

Of paramount concern was the problem data broker services could 
present to law enforcement undercover operations and officer safety. As 
we noted in our broadcast announcement to ATF employees, in 
undercover operations criminals themselves may likely be checking the 
undercover agents’ cell phone records to determine whether the agents 
are who they claim to be, and tracing an ATF cell phone to a government 
purchase presents a serious hazard to agents under these circumstances. 
In addition, tracing context to other phones could compromise an 
investigation, endanger agents and witnesses. 
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There is also a question of the appropriateness of law enforcement 
agencies using data brokers to obtain subscriber information. During our 
review we noted that there were ongoing concerns by telephone 
companies regarding methods used by some within the Internet data 
broker community to collect data they maintained and disseminated. The 
notice we sent to all personnel in January reminded agents that as law 
enforcement officers, we have the ability to subpoena these records, and 
it instructed them to continue utilizing this approach. We have no 
indication that ATT has requested toll record information from data 
brokers. Furthermore, after querying our case management system we 
could find no record of the use of any data brokers under the 
subcommittee’s review. 

ATF is committed to preserving the integrity of our operation and the 
safety of our agents and to using the best practices and appropriate tools 
when conducting investigations. The rapidly evolving world of 
information technology will continue to present law enforcement with 
new issues and situations that require careful consideration. We will 
closely examine each and apply our high standards and principles when 
providing guidance to our agents. 

As my colleagues have testified to, the Department has created a 
Privacy and Civil Liberties Board to ensure that departmental programs 
and efforts adequately consider civil liberties and privacy, on which ATF 
is represented. We also welcome and appreciate any information and 
views the subcommittee would like to share on this matter. 

Once again, Mr. Chairman and members of the subcommittee, on 
behalf of ATF I thank you for the opportunity to testify today and I look 
forward to answering any questions you may have. 

[The prepared statement of W. Larry Ford follows:] 

Prepared Statement of W. Larry Ford, Assistant Director, Office of Public and 
Governmental Affairs, Bureau of Alcohol, Tobacco, Firearms, and Explosives, 

U.S. Department Justice 

Good afternoon Chairman Whitfield, Ranking Member Stupak, and distinguished 
members of the Subeommittee. I am pleased to appear before you today to diseuss the 
Bureau of Aleohol, Tobaeeo, Firearms and Explosives’ (ATF) poliey on the use of 
Internet data brokers. 

In late 2005, the availability of personal information from a multitude of Internet- 
based sourees eame to the attention of several ATF offiees in various ways. This 
information ineluded serviees advertising the sale of individuals’ eell phone reeords, 
ineluding the telephone numbers a partieular eell phone has eonneeted to, the duration of 
ealls, as well as other personal subseriber information. ATF Headquarters reeeived a 
number of inquiries from our field personnel pertaining to the applieability and 
legitimaey of sueh serviees. As a result, we issued a notiee to all ATF personnel on 
January 25th, 2006, providing guidanee on the issue. 

Of paramount eoneem was the problem data broker serviees eould present to law 
enforeement undereover operations and offieer safety. As we noted in our broadeast 
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announcement to ATF employees, “In undercover operations, criminals themselves may 
likely be checking undercover agents’ cell phone records to determine whether [the 
agents] are who they claim to be, and tracing an ATF cell phone to a government 
purchase presents a serious hazard to agents in these circumstances.” In addition, Mr. 
Chairman, tracing contacts to other phones could compromise an investigation and 
endanger agents and witnesses. 

There is also the question of the appropriateness of a law enforcement agency using 
data brokers to obtain subscriber information. During our review we noted that there were 
ongoing concerns by telephone companies regarding methods used by some within the 
Internet data broker community to collect the data they maintained and disseminated. The 
notice we sent to all ATF personnel in January reminded agents that, “As law 
enforcement officers, we have the ability to subpoena these records,” and it instructed 
them to “continue to utilize this approach.” Mr. Chairman, we have no indication that 
ATF has ever requested toll record information from data brokers. 

ATF is committed to preserving the integrity of our operations and the safety of our 
agents and to using the best practices and appropriate tools when conducting 
investigations. The rapidly evolving world of information technology will continue to 
present law enforcement with new issues and situations that require careful consideration. 
We will closely examine each and apply our high standards and principles when 
providing guidance to our agents. Moreover, the Department has created a Privacy and 
Civil Liberties Board to ensure that Departmental programs and efforts adequately 
consider civil liberties and privacy. The Data Committee of the Privacy and Civil 
Liberties Board, on which ATF is represented, was established earlier this year to address 
issues related to information privacy within the Department. Its first task is to respond to 
recommendations in the April 2006 GAO report entitled “Personal Information Agency 
and Reseller Adherence to Key Privacy Principles.” The Data Committee members are 
analyzing the Department’s use of all information reseller data, including internet data 
brokers, and will evaluate potential Department-wide policy with regard to such use. 
Specifically, all members of the committee are currently assessing their agencies’ use of 
information reseller data, including the Internet data brokers identified by the 
Subcommittee as employing pretexting and fraud to obtain information. While the 
inquiry is ongoing, to this point, there is no evidence of widespread use of such services. 
The Data Committee meets on a monthly basis and expects to make recommendations to 
the Attorney General on this issue upon completion of its review. 

We also welcome and appreciate any information or views the Subcommittee would 
like to share on the matter. 

Once again, Mr. Chairman, Congressman Stupak, members of the Subcommittee, on 
behalf of ATF, I thank you for the opportunity to testify before you today. I look forward 
to answering any questions you might have. 

Mr. Burgess. [Presiding.] Thank you, Mr. Ford. I want to thank 
all members of the panel. I apologize for being out of the room. I 
apologize for Mr. Stearns having to depart. 

Ms. Lammert, I didn’t get to hear your testimony, but I have your 
written testimony. Can I ask you, would there ever be any need for the 
FBI to go to one of these data brokers for nonpublic information like toll 
records or financial records? 

Ms. Lammert. We strictly comply with ECPA. In our cases we 
know that the statute requires the use of subpoena, court order, or grand 
jury or administrative subpoena, depending on what criminal 
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investigation we are conducting. So we always instruct our agents to 
comply with the statute. 

Mr. Burgess. This week the Associated Press has reported that the 
FBI has used Internet data brokers, and yesterday both James Rapp and 
David Gandel briefly discussed assisting the FBI, and one of the 
companies that the committee wrote to. Advanced Research in Oregon, 
stated that it had done work for the FBI in the past. So I will preface this 
question by noting that the subcommittee has no documents in its 
possession to show transactions between the FBI and Internet data 
brokers, but can you tell us in light of the anecdotal information just 
referenced whether the FBI used data brokers to acquire nonpublic 
information? 

Ms. Lammert. First, addressing what has been reported in the 
press, to date we have not developed any information that would support 
the use of the particular individuals that you have currently mentioned. I 
know there was some testimony yesterday regarding one particular 
individual and an agent, and I am willing to respond to that if you have 
any questions regarding that particular aspect of that testimony. 

As far as data brokers are concerned, my concern here is that we do 
use brokers such as ChoicePoint and LexisNexis and Dun & Bradstreet, 
which do collect information from a variety of sources and we do use 
that extensively in our investigations. 

Mr. Burgess. On the testimony delivered yesterday by Mr. Gandal 
and Mr. Rapp, can you expound upon that? 

Ms. Lammert. Sure. Mr. Gandal discussed having had contact 
with an agent and providing him phone information, I believe, subscriber 
information, and if I am incorrect on that I apologize. I think that is how 
I understand the testimony to have been. The agent was a relatively new 
agent in the Bureau. He had a one-time contact in that respect with that 
information pursuant to an investigation. He did obtain that information 
from Mr. Gandal. When he reported back to his supervisor that he had 
obtained this information and this individual was capable of doing that, 
his supervisor immediately counseled him that that was not the 
appropriate way of obtaining that information, that did not comport with 
our policies, and he was to desist from doing that and he has never done 
that since then. 

Mr. Burgess. To what extent is the FBI investigating or pursuing 
data brokers who operate in the manner of the ones who came to testify 
yesterday? 

Ms. Lammert. As my written testimony states, we are looking at 
them from a perspective of wire fraud, which is Title 18, Section 1343. 
Under that statute it is a felony to falsely or under fraudulent pretenses 
obtain money or property by means of wire communication and interstate 
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or foreign commerce. That is sort of the statute that in consultation with 
the United States Attorney’s office that we are working with we are 
pursuing at this time. 

Mr. Burgess. Well, in that regard are wire fraud statutes adequate 
to pursue the pretexters or does the FBI need a more explicit statute in 
making these activities illegal? 

Ms. Lammert. I think that is something we are exploring given the 
current investigations that we have. We think that this is a good statute 
to work upon but we are looking at whether or not it is sufficient or that 
there are other things that we would need. That is all I can say right now. 

Mr. Burgess. There was an individual who came yesterday to 
testify before us, Patrick Baird, who is from north Texas, as am I, and he 
declined to testify, but do you think if an agent were to share information 
related to an investigation with a data broker like Patrick Baird that there 
is considerable risk of compromising operational security? 

Ms. Lammert. I would think it depends on what the relationship is 
and why we are talking to Mr. Baird. If you are talking, and I apologize, 
I would ask if you could explain sort of more about what you are trying 
to determine. I apologize. 

Mr. Burgess. Have you got the evidence book at your table? 

Ms. Lammert. Yes, sir. 

Mr. Burgess. Under Tab 5 that is referenced, “faxed request from 
special agent.” 

Ms. Lammert. Tab 5. “I have received a fax from the U.S. Postal 
Inspection Service.” That one? 

Mr. Burgess. Yes. Although they are redacted on the page, they 
are disclosing telephone numbers and other information. Now is that 
compromising the operational security of an ongoing investigation? 

Ms. Lammert. Without speaking to what the Postal Service may or 
may not have known about Mr. Baird, I think we always have to be 
cautious and cognizant that when we are trying to obtain information 
from individuals, regardless of what their position in society is, that we 
always run the risk that those individuals may disclose their association 
with us or provide that information to others. We try very hard to ensure 
that our sources of information or people that we deal with are the type 
that we can trust and have credibility and understand the ability to work 
with us. So we always have to be concerned about that and recognize 
that the risk exists. 

Mr. Burgess. On the Stored Communications Act, which is 
referenced under Tab 4 in the book, does it require a certain level of 
process for government entities to get access to nonpublic subscriber 
information like a customer’s name, address? 
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Ms. Lammert. Yes, it requires a subpoena, whether grand jury or 
administrative subpoena, depending if you have administrative subpoena 
power, or even a court order. 

Mr. Burgess. Even for name and address? 

Ms. Lammert. Subpoena for name and address. 

Mr. Burgess. Which would mean in the case of these documents 
that the subcommittee subpoenaed from a data broker that show that 
Federal agents, not from the FBI, requesting names and addresses 
associated with a telephone number should have been acquired through 
the subpoena process if that information was not in a public database; is 
that correct? 

Ms. Lammert. It is the policy of the FBI to obtain subpoenas to 
obtain that type of information, yes. 

Mr. Burgess. In the interest of time I will yield to the Ranking 
Member, Mr. Stupak of Michigan. 

Mr. Stupak. Mr. Kilcoyne, I am curious, your testimony arrived 
very, very late last night and there was only three pages. Was there a 
problem in clearing the testimony through DMB or OMB or DHS? 

Mr. Kiecoyne. Not that I am aware of, no. 

Mr. Stupak. Okay. Why did it take so long to get? It is only a 
couple of paragraphs. Why did it take so long to get it to the committee? 

Mr. Kiecoyne. I don’t know, sir. 

Mr. Stupak. Were you responsible for clearing it with anyone like 
DHS or OMB? 

Mr. Kiecoyne. Well, the Office of Congressional Affairs and the 
Department are responsible for clearing it. I am just the witness and 
participated in some of the preparation of it. 

Mr. Stupak. Do you know anything about the subject then or are 
you just here to recite the testimony? 

Mr. Kiecoyne. No, I believe I am an adequate witness to address 
some of the issues, yes. 

Mr. Stupak. Let me ask this question of each of you. There has 
been some concern. Back in late April, this committee unanimously 
passed out two pieces of legislation, H.R. 4943, Prevention of Fraudulent 
Access to Phone Records Act, and H.R. 4127, Data Accountability and 
Trust Act. 

I will start with you, Mr. Kilcoyne. Does your agency have any 
objection or concerns about that legislation. 

Mr. Kiecoyne. That I don’t know, sir. I am not an attorney. We 
would have to have our legal staff get back to you with that answer. 

Mr. Stupak. Okay. Ms. Lammert. 
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Ms. Lammert. The Department of Justice has received the 
legislation, is looking at it. We don’t currently have an administrative 
position on it. 

Mr. Stupak. Any idea when you will have one? 

Ms. Lammert. I cannot speak for the Department. I know they are 
working on it feverishly to get it done. 

Mr. Stupak. Mr. Bankston. 

Mr. Bankston. To the best of my knowledge, I don’t know 
anything about the bill and we have no objection to it to the best of my 
knowledge. 

Mr. Stupak. Ms. Cooper Davis. 

Ms. Cooper Davis. Sir, I am aware of the bill. I know it is still 
under review by the Department and DBA has not taken a position on the 
bill. 

Mr. Stupak. Mr. Ford. 

Mr. Ford. As far as I know, the Department has not cleared an 
administrative position on the bill. 

Mr. Stupak. When do you expect to take a position? We had the 
bill in committee, we had hearings, we had all this and we had it all 
primed for the floor. It was scheduled to be on the floor and suddenly it 
gets pulled and we are told that law enforcement has objections. So we 
would like to know what are the objections? 

Ms. Lammert. If I could speak to that for a moment. My 
understanding of what we were at so far in speaking sort of in these 
terms are, we obviously— I think the Department of Justice obviously 
supports enhanced security of this type of information. I think it is in the 
process of clearing it and obtaining an administrative position on this. 
Some of the things that we are looking at that we support and find 
important to our mission but have some comments or would like to share 
some comments have to do with the sort of the language regarding law 
enforcement exception. We would like it to be more akin to the language 
that is already occurring in 1030 and not to be in contradiction to ECPA, 
which allows exception for this type of disclosures to law enforcement. 

Mr. Stupak. You are talking about exceptions to this. Are you 
saying law enforcement should be exempt from these pieces of 
legislation? 

Ms. Lammert. No, no, no. I apologize if I am not being clear. 

Mr. Stupak. We are trying to figure out the concerns. We don’t 
want like the Internet child pornography where we passed a law in 1998 
and you appear before our committee less than a month ago and say you 
have concerns 7 years later. We are not going to wait 7 years. 



982 


Ms. Lammert. Then as I said, the position of the Department is we 
support the initiative. It is being looked at and it has not been cleared 
yet. That is the best we can say right now. 

Mr. Stupak. Mr. Kilcoyne. The FBI says in their testimony that 
they believe that pretexters might be guilty of violating the wire fraud 
provisions under 18 USC 1343. In your testimony it says that your 
agency, Office of Investigations only, and I quote now, “recommended 
that the SAIC, Special Agent in Charge, Denver office not use these 
resellers in the future.” That does not appear to be a strong response. 

Can ICE agents use pretexters in the course of one of their 
investigations or not? 

Mr. Kilcoyne. I think we need to be able to take a step back here. 
Now that the committee has brought some of the collections methods and 
this is coming to light as to how they are getting this information and we 
are talking about some individuals, when we have a new agent or agents 
in the field that are going to the Internet, they are evidently, as I was, 
under the false impression that you are Googling or crisscrossing or 
using some sort of nationwide directory assistance type of a process to 
filter out numbers or names to try to point you in the right direction. 

Mr. Stupak. Sure. But what is the policy? That is what I am 
asking. Can ICE agents use pretexters in the course of their 
investigations? 

Mr. Kilcoyne. Well, certainly we are not going to condone the use 
of pretexters. However, open source information— 

Mr. Stupak. That is one thing. I agree with you. I am not talking 
about going on the Internet and whatever you pull up. lam talking about 
paying people, pretexters to help you in your investigation. 

Mr. Kilcoyne. No, we do not do that, no. 

Mr. Stupak. Okay. Let me ask this question. For the record, let 
me ask each of you the following question: Yesterday, and I held it up in 
my opening right here, CNN reported that Federal law enforcement 
agencies such as yourself spent about $30 million a year on data broker 
services. The article was discussing mostly the kind of sketchy 
operations that were the discussion of yesterday’s hearings, which are the 
pretexters. Do any of your agencies spend money on hiring pretexters to 
find out certain information? Do you use the services of pretexters? 

Let me start with you, Mr. Kilcoyne. 

Mr. Kilcoyne. I would say no, we don’t. We use open source 
information that is on the Internet and we pay for that in some instances. 

Mr. Stupak. That is a pretexter then, right? If I am advertising on 
the Internet $100 to get you any information you want if you pay me? 

Mr. Kilcoyne. We pay for and have negotiated contracts with 
LexisNexis, Dun & Bradstreet, ChoicePoint. 
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Mr. Stupak. Those are not pretexters? 

Mr. Kilcoyne. Those are the types of companies that we pay. 

Mr. Stupak. Did you check before you testified today? 

Mr. Kilcoyne. Yes, I did. 

Mr. Stupak. And you don’t use any? 

Mr. Kilcoyne. That is correct. 

Mr. Stupak. Okay, Ms. Lammert? 

Ms. Lammert. No, we do not pay for those individuals that 
unlawfully obtain records through pretexting. 

Mr. Stupak. Okay. Mr. Bankston? 

Mr. Bankston. Congressman, we do not use pretexter services. 
There was one attempt by an employee who sent a letter, that the 
committee is aware of, we requested for subscriber information relating 
to a telephone number. He was not aware that that company used 
pretexting or any other illegal means to maintain that data. 

Mr. Stupak. So you only know of one incident? 

Mr. Bankston. Yes, sir. 

Mr. Stupak. Ms. Cooper Davis? 

Ms. Cooper Davis. Yes, sir. Since being made aware of this, of 
the committee’s concern, we quickly canvassed for any contracts through 
our financial database to determine if Internet brokers using fraudulent 
means, if we had any contract or any payments to them. Those inquiries 
yielded a negative result, and as a result of the information you provided 
to us, we identified one instance in which a task force officer made an 
inquiry from an Internet data broker. 

Mr. Stupak. So you don’t have any contracts and as best you can 
determine your agents, other than this one task force, those do not use it. 
Ms. Cooper Davis. Yes, sir. 

Mr. Stupak. Mr. Ford. 

Mr. Ford. Yes, sir. ATF, we queried our case investigative system 
and we had a negative reply to those organizations that the committee 
had listed. Also, the $30 million figure is derived from the GAO report 
entitled “Personal Information.” 

Mr. Stupak. Okay. Did GAO in that report indicate your agency 
or any other agencies were using pretexters? I am not talking about 
LexisNexis. I am talking about pretexters. 

Mr. Ford. Not for ATF, no, sir. 

Mr. Stupak. Ms. Lammert, you mention in a question of Mr. 
Burgess that although you are having ongoing inquiry and I believe you 
said to this point there is no evidence of widespread use of such 
pretexting services, and you mention in your statement, to use the same 
language, so what is the definition of widespread use? Your statement 
says “to this point,” and I am quoting now, “to this point there is no 
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evidence of widespread use of such pretexting services.” So is there a 
difference between widespread use or one-time use? 

Ms. Lammert. Yes is the short answer. We to this day have not 
found that there is a systemic use on the part of our agents in the FBI to 
use these type of Internet data brokers. We had the one incident that was 
brought to your attention during testimony yesterday which we provided 
information regarding. We have checked our databases for any formal 
procurement or contract matters involving the individuals that you are 
interested in and have not found any. So that is why to this point we 
have not seen this. We are in the process of conducting a further survey 
to ensure what we know within our organization. 

Mr. Stupak. I do not want to get hung up on contracts here because 
that is a pretty formal thing and you would have record of that. But I am 
talking about agents or task force or others using it without knowledge of 
headquarters. 

Ms. Lammert. Understood, and that is what I am alluding to, that 
besides the formal sort of contract we have so far we have no indication 
there is a systemic use. We are in the process of surveying our field 
offices to ensure what information is out there. 

Mr. Stupak. When you have that information will you provide it to 
the committee? 

Ms. Lammert. We will. 

Mr. Stupak. Ms. Cooper Davis, you use basically the same kind of 
language in your testimony, widespread use. So no widespread use with 
DBA? 

Ms. Cooper Davis. No, sir. 

Mr. Stupak. Again, what context was that meant in, widespread 
use? 

Ms. Cooper Davis. Sir, again, I first became aware of this when 
the committee subpoenaed these Internet data brokers. DBA has 
mandates, policy which enumerates the ways in which our criminal 
investigators would obtain this kind of information, and that is basically 
to the administrative subpoena, as I said, grand jury subpoena, the court 
orders, or the consent of the customer. We have not to my knowledge 
found any, other than this one instance. That is the only one I can speak 
of 

Mr. Stupak. Mr. Chairman, my time is up. Thanks for the time, 
but before we leave this point I would ask that the committee ask these 
representatives of the Federal agencies as they continue their 
investigation they let us know their findings as soon as possible so we 
can see the depth and scope of this issue, and hopefully it is not $30 
million. 

Mr. Burgess. Without objection. 
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Mr. Burgess. Just before going to recognizing Mr. Walden, I do 
want to enter the binder Tab 5, that I referenced earlier into the record, 
actually the entire binder into the record. 

[The information follows:] 



Description 

Date 

1 

Judgment and injunction filed by Florida Attorney General against 
Global Information Group, Ed Herzog, and Laurie Misner 

4/12/06 

D 

Florida Bill HB S71 prohibiting the acquisition of calling records by 
fraudulent means 

Effective 

7/1/06 

3 

Comments presented to the FCC by the National Association of 
Attorneys General regarding the privacy protections of CPNI 

4/28/06 

4 

Stored Communications Act res unlawful access to stored wire and 
electronic communications and transactional records 





D 

Faxed request from Special Agent #1 to Best411.com for subscriber 
information 

8/2/05 

D 

Faxed request from Special Agent #1 to Best41Lcom for subscriber 
information 

8/12/05 

7 

Faxed request from Special Agent to Best411.com for subscriber 
information 

9/10/05 

S 

Faxed request from Special Agent ^2 to Best41 Loom for phone 
records 

10/11/05 

9 

Faxed request from Special Agent #1 to Best41 l.com for subscriber 
information 

10/12/05 

10 

Faxed request from Special Agent #2 to Best4lLcom for subscriber 
information 

undated 

11 

Request from Special Agent #3 to Best41 Lcom for subscriber 
information 

undated 

12 

Request from Special Agent #4 to Best411.com for subscriber 
information 

3/31/06 


States 



Request from Inspector#! for subscriber information 

10/6/05 

I 

from the Drug Enforcement Admiunistration.^.^. ^ ^ 

■'-V ' ' ‘ - ■ . v" ' 
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14 

3 Requests from Agent #1 of the Tri^State Drug Task Force for CNA 
information 

undated 




15 

Faxed request from Deteaive #1 to Chris Gardner (PDJ) for 
peninent phone records 

7/6/05 

16 

Faxed request from Detective #1 to Chris Gardner (PDJ) for 
pertinent phone records 

7/15/05 

17 

Faxed request from Detective #1 to Chris Gardner (PDJ) for 
pertinent phone records 

7/22/05 

18 

Faxed request from Detective #1 to Chris Gardner (PDJ) for 
pertinent phone records 

8/5/05 

19 

Faxed request from Detective #1 to Chris Gardner (PDJ) for 
pertinent phone records for a case involving exploitation 

8/5/05 

20 



Faxed request from Detective #1 to Chris Gardner (PDJ) for 
pertinent phone records 

9/H/05 


Police 


21 

Emailed request from Analyst #1 to PDJ for a "Number Check" 

8/3/05 

22 

Email exchange between Officer ^1 and PDJ Services re: CNA 
information 

8/30-31/05 

23 

Emailed request from Analyst ^1 to PDJ for a "number check" 

10/10/05 

24 

Emailed request from Analyst #1 to PDJ for a "Number Check" 

11/11/05 

25 

Emailed request from Analyst #1 to PDJ for a "Number Check" 

1/17/06 

26 

Request from Detective #1 for a "Reverse Phone Search" 

3/8/06 

27 

Emailed "Request for owner of number" from Officer #1 to PDJ 

4/18/06 

28 

Emailed request from Analyst #1 to PDJ for a "Number Check" 

4/19/06 

29 

Faxed request from Officer ^ 1 to Jerri at PDJ for CNA information 
of two possible witnesses 

4/26/06 I 
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30 

Faxed request from Analyst #1 to Jerri at PDJ for number checks 

undated 




31 

Misc. requests from Redwood City Police Detectives to 

NonPub.com (PDJ) for subscriber information, CNAs, and toll 
records 


32 

Misc. requests from Orem Police Detectives to 1st Source 
Investigations (PDJ) for subscriber information 


33 

Misc. requests from Sergeant 01 and Detective ^1 of the Doraville 
Police Department to PDJ and Chris Garner for subscriber 
information, CNAs, and toll records 


34 

Requests from Sergeant 01 and Lieutenant ^1 of the Doraville Police 
Department to PDJ and Chris Garner for cell phone ping and cell- 
site information 

8/2/05, 

undated 




35 

Transcript from ATF internal agency broadcast re: Internet data 
brokers 

1/26/06 

36 

TeleStrategies Law Enforcement Agent Training website 
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TAB 1 


IN THE CIRCUIT COURT OF THE THIRTEENTH JUDICIAL CIRCUIT 
FOR HILLSBOROUGH COUNTY, FLORIDA 


STATE OF FLORIDA, 

OFFICE OF THE ATTORNEY GENERAL, 

DEPARTMENT OF LEGAL AFFAIRS, 

Plaintiff, 

CASE NO.: 06-CA-001570 

vs. DIVISION: K 


GLOBAL INFORMATION GROUP, INC.; 

GIG LIQUIDATION, INC.; 
f/k/a GLOBAL INFORMATION GROUP, INC; 
EDWARD S. HERZOG; LAURIE J. MISNER; 
ONE OR MORE JOHN DOES; 

AND ONE OR MORE DOE CORPORATIONS, 


Defendants. 


/ 


c 


og — Or 


-n 

r* 


CO 


CONSENT JUDGMENT AND PERMAiNEIVI INJUNCTION 


Pursuant to the Stipulation for entry of Consent Judgment and Permanent Injunction filed 
in this matter by Plaintiff, State of Florida, Department of Legal Affairs, Office of the Attorney 


General (the “Attorney General’*), and Defendants, GLOBAL INFORMATION GROUP, INC.. 


and EDWARD S. HERZOG (“Herzog”), and LAURIE J. MISNER (“Misner”), by and through 


their undersigned counsel, and Herzog and Misner, individually, the parties have requested entry 
of a Consent Judgment. Therefore, upon consideration of the papers filed and consent of the 
parties hereto, it is hereby ORDERED and ADJUDGED as follows: 

I. JURISDICTION 


The parties agree that this Court has subject matter jurisdiction over this matter and 
jurisdiction over the parties and agree to the continuing jurisdiction of this Court over this matter 
and the parties. The Attorney General filed a Complaint For Injunctive and Other Sututory 




V^tviuv/UUHT 



Relief (the "Complaint") on February 23, 2006 against Global Information Group, Inc. - GIG 
Liquidation, Inc., f7k/a Global Information Group, inc.; Edward S. Herzog; and Laurie J. Misner, 
et aL pursuant to Chapter SOI, Part U, Florida Statutes, the Deceptive and Unfair Trade Practices 
Act. The Complaint filed in this matter alleges claims upon which relief may be granted under 
the provisions of Chapter 501, P^ II> Florida Statutes (2005). 

II. GENERAL PROVISIONS 

2 , L Agreement . Plainti ff and Defendants are represented by counsel and have agreed 
on a basis for settlement of the maners alleged in the Complaint. The parties agree to entry of this 
Consent Judgment ^d Permanent Injunction (“Judgment^^ without the need for trial or adjudication 
of any issue of law or fact. Defendants have entered into this Judgment freely and without coercion. 
Defendants further acknowledge that they have read the provisions of this Judgment and are able to 
abide by them. Defendants further acknowledge that a violation of this Judgment may result in 
further relief pursuant to Chapter 501, Part 11, Florida Statutes, and other relief as appropriate, 
including adjudication for contempt of Court. 

2.2. Waiver/Release . Defendants waive all rights to seek appellate review, rehearing, 
or otherwise challenge or contest the validity of this Judgment. Defendants further waive and release 
any and all claims they may have against the Attorney General, its employees, representatives or 
agents. 

2.3. Preservation of Law Enforcement Action . N olhing herein precl udes the Attorney 
General from enforcing the provisions of this Judgment, or from pursuing any law enforcement 
action with respect to the acts or practices of the Defendants not covered by this Injunction or any 
acts or practices of the Defendants conducted after the entry of this Injunction. 
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2.4. CampHance with Law . Nothing herein relieves the Defendants of their duty to 
comply with applicable laws of the State and all federal or local laws, regulations, ordinances, and 
codes, nor constitutes authorizationbythe Attorney General for the Defendants to engage in acts and 
practices prohibited by such laws. 

2.5. Nnn^ Approval of Conduct . Nothing herein constitutes approval by the Attorney 
General of the Defendants' past or future practices. The Defendants shall not make any 
representation to the contrary regarding this Judgment or the name of the State of Florida, 
Department of Legal Affairs, Office of the Attorney General, or any of their employees or 
representatives in connection with any advertisement, promotion, or sale of products or services, 
or as an endorsement or approval of Defendants' acts, practices or conduct of business. 

2 6. Preservation of Private Claims and Other Law Enforcement A QliQn. Nothing 
herein shall be constmed as a waiver or release of arty pnvate rights, causes of action, or 
remedies of any person against the Defendants with respect to the acts and practices covered by 
this Judgment. Nothing herein shall be construed to limit or bar any other governmental entity, 
or any other unit of the Attorney General's office, from pursuing other available remedies against 
Defendants, 

2.7. T ke nf Settlement as Defense , Nothing herein shall be interpreted to prevent the 
Attorney General from taking enforcement action to address conduct of the Defendants occurring 
after the entry of this Judgment that the Attorney General believes to be in violation of the law. 
The fact that such conduct was not expressly prohibiied by the terms of this Judgment shall not 
be a defense to any such enforcement action. 


3 
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2,8. No Bond Required , Pursuant to Section 60.08, Fla. Stat., the Attorney General 
is not required to post a bond to obtain permanent injunctive relief under Section 501,207, Fla. 
Stat. 


IIL PFRMANENT INJUNCTIVE RELIEF 

3, 1 . Prohibited Acts. Defendants, and dieir officers, directors, sharehoiders, 
employees, representatives, agents, successors, assigns, agents and attorneys, and any persons 
acting under the direction or control of any of the foregoing and those persons and entities in 
active concert or participation with them, and specifically including McDonald Scott, LLC, a 
Florida Limited Liability Company and its members, (as if a Defendant herein) identified as the 
proposed purchaser of the assets of Defendant Global in In re: Global Information Group, Inc., 
Assignor, to Larry S. Hyman, Assiptee, Case No,: 06-CA-000208; Hillsborough County Circuit 
Court; Division J; and any final purchaser of said assets pursuant to Court Order, or any other 
person who, directly or indirectly, acts under or who vsdll act under, by, through, or on behalf of 
Defendants who receive actual notice of this Judgment, are hereby pennanently restrained and 
enjoined from making, or assisting others in making, expressly or by implication, any false or 
misleading oral or written statement or representation in connection with the marketing, 
advertising, promotion, offering for sale, sale or provision of any producis or services in any 
trade or commerce, as follows: 

A, [nitiating, assisting, facilitating, procuring, obtaining, or engaging, directly 
or indirectly, in any act or further attempts to obtain customer infonnation 
including, but not limited to, calling or billing records, from any 
_ . '"telephone compan/X^^ defined in paragraph 3.4 of this Section lH) 

doing business in Florida through use of a telephone company customer's 


4 
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"personal identification in formation "(as defined in paragraph 3.4 of this 
Section m); 

B. Directly or indirectly using any telephone company employee's “identity^’ 
(as defined in paragraph 3-4 of this Section HI) or purported identity for 
any purpose, specifically including any representation that one is a 
telephone company employee, agent or independent contractor; 

C. Directly or indirectly using any consumer or public utility customer’s 
identity or purported identity for any purpose, specifically including any 
representation that one is a person other than himself; 

D. Directly or indirectly using any identity of a person or a business or 
purported identity for any purpose, specifically including any 
representation, through any means, that one is a person other than himself 
or maintains a telephone number other than his own number; 

E. Directly or indirectly making, or assisting others in making, expressly or 
by implication, any false or misleading oral or written statement or 
representation, intentional false statement, misrepresentation or omission 
of a material fact to induce reliance on such statement or omission with 
intent to use personal identification information of consumers without 
their knowledge or consent; 

F. Initiating, assisting, facilitating, procuring, or engaging, directly or 
indirectly, in any further contact with the customer service centers of any 
telephone company doing business in the State of Florida pertaining to any 
matter that is not directiy related to Defendant’s own account(s); 

G. Selling, transferring or disclosing to third parties any consumer 
information, including personal identification infonnation and telephone 
calling records obtained from telephone companies, currently in 
Defendants' possession or under their control; 

H. Using confidential consumer information, including personal identification 
information and telephone calling records obtained from telephone 
companies, contained in any documents, regardless of form or manner of 
storage for marketing or for purposes inconsistent with the terms of this 
Judgment; 

I. . Initiating, assisting, facilitating, participating, procuring, or engaging in 

any transaction with any other person or entity engaging m or performing 
in any of the activities prohibited by each of the paragraphs A. through G. 


5 
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of this Section M, paragraph 3*L; and 

J. Forming, controlling, operating or participating in the control, operation or 
formation of a business or organizational identity as a method of avoiding 
the terms and conditions of this Judgment, 

3.2. Required Acts, Defendants, and their officers, employees, representatives, 
agents, successors, assigns, agents and attorneys, and those persons in active concert or 
participation with them are required to: 

A. For a pmod of one (1 ) year and thirty (30) days after entry of this 
Judgment, maintain ah consumer telephone records and personal 
identification infonnation in their possession or subject to their control, 
including copies of documents previously relinquished to other persons 
pursuant to law‘ and 

B. For a period of three (3) years after entry of this Judgment, disclose the 
terms and conditions of this Judgment pursuant to the provisions of 
Section DC herein to all officers, employees, representatives, agents, 
successors, assigns^ or any other person ’who acts under or who will act 
under, by, throu^, or on behalf of Defendants, or any of them, engaged in 
or assists others engaged in the offer, sale or provision of any products or 
services relating to skip tracing, asset recovery, data research, personal 
data mining, debt collection, credit, or investigation of persons and entities 
and specifically including any activity involving the use of personal 
identification information to obtain confidential consumer infonnation, 
including telephone records, in violation of any law. 

3.3. ronstniction . The provisions of this Section IH shall be construed to effect 
compliance with the requirements of Section S17.56S, Fla^ Sfat., compliance with which is 
required pursuant to the terms of Sections 50 1.303 (3)(c) and 501.204, Fla. Stat. The specific 
conduct these injunctive terms are designed to preclude are stated with specificity in Counts I and 
II of the Attorney Geneml's Complaint. 


6 
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3.4 Definitions . 

A. “Confidential consumer information” is defined for purposes herein as 
information, in addition to ‘"personal identification information” as defined 
in paragraph C. below, that is not available to the general public without a 
fee, and includes; 

(i) personally identifiable financial information that is provided by a 
consumer, or about a consumer, by virtue of a relationship with a person, 
entity or other business (collectively, “business”) for the purpose of 
establishment of an account for procurement of goods or services; 

(ii) information that may result fi-om any transaction with the consumer 
relating to any goods provided or service performed for the consumer by 
virtue of such relationship; 

(iii) information relating to the details of any transactional relationship 
such as nature and scope, and specific quantity, quality, technical 
configuration, service and billing location particulars of services or 
products utilized by a consumer; and 

(iv) information available between the consumer and the business. 

B. "Identity” is defined herein to include ""personal identification 
information” as defined in paragraph C, below, but also includes any individual 
identifier, moniker, identification code, employer issued or maintained employee 
identification number or code, telephone extension, business telephone number, or 
the like, however designated (collectively, “identifier”); and specifically includes 
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an identifier used by: 

(i) a business, including a telephone company or public utility, to identify a 
person as an employee, agent, or representative; and, for purposes herein, a 
means through which one may use proprietary information of a business 
such as an identifier [(that can be used either alone or in conjunction with 
a name and/or location or function of a business facility or in conjunction 
with another '""access device” (as that term is defined in Section 817.568 
(l)(a), Fla. Stat.)] to represent to another that one is a person other than 
himself to ascertain information under pretense; or 

(ii) an individual to access {either alone or in conjunction with an access 
device, or “personal identification infomiation” as defined in paragraph C. 
below) an account at a website to ascertain information under pretense 
unless such individual has been authorized to access such an account by 
the owner or holder of the account. 

Such identifier may consist of multiple digit numerical, or multiple character 
alphabetical, or a combination of alphanumeric digits or characters. 

C. “Personal identification information” is defined herein as it is in Section 
81 7.568(1 )(f)l -6, Florida Statutes (2005), for purposes herein, and specifically 
includes '*any name or number that may be used, alone or in conjunction with any 
other information, to identify a specific individual, including any name, postal or 
electronic mail address, telephone number, social security number, date of birth, 
mother's maiden name [etc]." 
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D. ‘telephone compan/* is defined herein to include any 
telecommunications carrier or provider of any telecommunications service, 
regardless of business structure, and regardless of type or method of service, to 
specifically include wireless, land line, internet (including, but not limited to, EP- 
enabled voice service, as defined in paragraph F. below) or any other technology 
that permits telecommunications services. 

E. ‘Telecommunications” is defined herein to include the transmission, 
between or among points specified by the user of telecommunications services, of 
information of the user's choosing, without change in the form or content of the 
information as sent and received. The term shall be construed to be consistent 
with Title 47 U.S.C. § 153, Section 3 of the Communications Act of 1934, 
Notwithstanding the foregoing, ‘Telecommunications” services for purposes 
herein includes “IP-Enabled Voice Service” as defined in paragraph F. below. 

F. “IP-Enabled Voice Service ” sometimes referred to as “VoIP” or ‘"Voice 
Over Internet Protocol” is defined herein to include the provision of real-time 2- 
way voice communications offered to the public, or such class of users as to be 
effectively available to the public, transmitted through customer premises 
equipment using TCP/EP protocol, or a successor protocol, for a fee (whether part 
of a bundle of services or separately) with 2- way interconnection capability such 
that the service can originate traffic to, and terminate traffic from, a public 
switched telephone network. . 
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IV. MONETARY RELIEF 

4.1. Defendants shall pay TWO HUNDRED FIFTY THOUSAND DOLLARS 
($250,000) to the Attorney General, as attorney’s fees and costs, in accordance with the 
provisions of subparagraphs A. and B. of this paragraph and paragraph 4.2, and specifically 
subject to the right to reopen pursuant to 5.2 of Section V; 

A. Within five (5) business days after the date this Judgment is entered. Defendants 
shall pay ONE HUNDRED FIFTY THOUSAND DOLLARS ($1 50,000) to the 
Attorney General; and 

B. Within one (1 ) year after the date this Judgment is entered as provided in this 
paragraph. Defendants shall pay the remaining ONE HUNDRED THOUSAND 
DOLLARS ($100,000) to the Attorney General by quarterly payments in the 
amount of TWENTY-FIVE THOUSAND DOLLARS ($25,000), commencing no 
later than one hundred twenty (120) days after the date this Judgment is entered 
and continuing every (90) days thereafter on the same day of the month as this 
Judgment is entered, until payments are completed and the monetary relief is 
satisfied pursuant to the terms herein, provided that, in all events, any amount 
remaining after the third quarterly payment and any amount necessary to meet the 
total payment obligation of ONE HUNDRED THOUSAND DOLLARS 
($100,000), as provided by this paragraph B., of paragraph 4.1 of this Section IV, 
is required no later than the date one (1) year after the date this Judgment is 
entered. 
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4.2. Payments shall be made by cashier's check and made payable to the Department 
of Legal Affairs Revolving Trust Fund, and shall be delivered to Julia A, Harris or such other 
Assistant Attotney General so designated, at 3507 E. Frontage Road, Suite 325, Tampa, Florida 
33607. Payments pursuant to paragraph 4.1 of this Section IV shall be deposited into the Legal 
Affairs Revolving Trust Fund, pursuant to Section SOI .2101, Fla.StaL 

4.3. Any other payment for penalties, should such judgment be entered pursuant to 
Section V, shall be paid within five (5) business days after the date such judgment is entered and 
shall be delivered as specified in paragraph 4,2 of this Section IV and deposited into the General 
Revenue Fund, unallocated, pursuant to Section 50L2101, Fla. Stat. 

4.4. Satisfaction of the monetary obligations in this Section IV shall not relieve any 
other obligations under other provisions of this Judgment. 

V, RIGHT TO REOPEN AS TO MONETARY JUDGMEIVT 

5.1. Within five (S) business days after the date this Judgment is entered. Defendants 
shall each submit to the Attorney General a tnjthful sworn statement, under oath, that shall 
reaffirm and attest to the truthfulness, accuracy, and completeness of the Financial Statement of 
Defendant Herzog executed by Edward S. Herzog on March 9, 2006, and amendments thereto, 
and the Financial Statement of Defendant Misner executed by Defendant Laurie J. Misner on 
March 9, 2006, and amendments thereto. The Attorney General's agreement to this Judgment is 
expressly premised upon the financial condition of Defendants, as represented in the above 
referenced financial statements as reaffirmed as provided herein, which contain material 
information upon which the Attorney General relied in negotiating and agreeing upon this 
Judgment. 


n 
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5.2. Jf, upon motion of the Attorney General, the Court finds that individual 
Defendants, or either Individual Defendant, failed to file the sworn statement required by 
paragraph 5.1 of this Section V, or that either Individual Defendant failed to disclose any 
material asset or misrepresented any material asset in the financial statements or that Defendants 
failed to pay any amount pursuant to the terms provided by Section IV, paragraph 4. 1 , or that 
either Individual Defendant failed to comply with the provisions in Section HI, the Court shall 
enter judgment against the offending Defendant in favor of the Attorney General, in the amount 
of TWO MILLION FIVE HUNDRED THOUSAND DOUARS ($2,500,000), which shall 
become immediately due and payable as civil penalties, less any amount previously paid. Should 
this Judgment be modified as to monetary liability of Defendant(s}, in all other respects, this 
Judgment shall remain in full force and effect, unless otherwise ordered by the Court, 

5.3. Proceedings to reopen this case instituted under this Section are in addition to, and 
not in lieu of, any other civil or criminal remedies as maybe provided by law, including any 
other proceedings that the Attorney General may initiate to enforce this Judgment. Defendants do 
not admit the allegations contained in the Complaint. For purposes of reopening under this 
Section V, Defendants waive any right to contest any of the allegations set forth in the Complaint 
filed in this matter. 

5.4. For purposes of any subsequent proceeding to enforce payments required by this 
Section V for penalties, including, but not limited to, any non-dischargeability complaint filed in 
a bankruptcy proceeding. Defendants waive any right to contest any allegations in the Attorney 
General's Complaint and agree that the facts as alleged in the Complaint filed in this action shall 
be taken as true and correct without further proof Defendants do not admit the allegations 
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contained in the Complaint. 

VL ACKNOWLEDGMENT OF RECEIPT OF JUDGMENT BY DEFENDANTS 
Within five (5) business days after receipt of this Judgment, or a conformed copy, as 
entered by the Court, each Defendant must submit to the Attorney General a truthful swom 
statement acknowledging receipt of the Judgment. Such acknowledgment shall be directed to the 
address specified in paragraph S.2 herein. 

VII. COMPLIANCE MONITORING 

For the purpose of monitoring and investigating compliance with any provision of this Judgment: 

7.1 . Within ten ( 1 0) days of receipt of written notice from a representative of the 
Attorney General, each Defendant each shall submit additional written reports, swom to under 
oath; produce documents for inspection and copying; appear for deposition; and/or provide entry 
during normal business hours to any business location in such Defendant's possession or indirect 
control to inspect the business operation; 

7.2. In addition, the Attorney General is authorized to monitor compliance with this 
Judgment by all other lawful means, including but not limited to the following: 

A. obtaining discovery from any person, without fiuther leave of Court, using 
the procedures prescribed by the Fla. R. Civ. P. 1.3 IQ, 1.320, 1.330. 1 340, 
1.360, 1.370 and 1 .370; and 

B. posing as consumers and suppliers to Defendants, Defendants' employees 
or personnel whether such persons are designated as employees. 

consultants, independent contractors or otherwise, or any other entity 
managed or controlled in whole or in part by any Defendant, without the 
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necessity of identification or prior notice, 

7.3. Defendants shall permit representatives of the Attorney General to interview any 
employer, consultant, independent contractor, representative, agent, or employee who has agreed 
to such an interview, relating in any way to any conduct subject to this Judgment. The person 
interviewed may have counsel present. For purposes of Defendants’' permission to contact any 
Defendant’s employer, permission pursuant to this paragraph is limited to employment relating to 
skip tracing, asset recovery, data research, personal data mining, debt collection, credit, or 
investigation of persons and entities. 

7.4 Nothing in this Judgment shall limit the Attorney General’s lawful use of 
compulsory process, pursuant to Section 50L206, Fla, Stat, or any other applicable law to 
obtain any documentary material, tangible things, testimony, or mformarion relevant to deceptive 
or unfair acts or practices as set forth in chapter 501, Fart D, Fla. Stat 
Vm, COMPLIANCE REPORTING BY DEFENDANTS 
In order that compliance with the provisions of this Judgment may be monitored: 

8. L For a period of three (3) years from the date of entry of this Judgment, Defendant 

Edward Herzog or Defendant Laurie J. Misner shall each, at the request of the 
Attorney General, provide an affidavit within fifteen (15) days of such request, 
acknowledging complete compliance with all provisions of this Consent Judgment 
and Permanent Injunction, provided that each Defendant shall: 

A. Notify the Attorney General of any change in residence, mailing addresses 
and telephone numbers, name or use of any aliases or fictitious names 
within thirty (30) days of the date of such change; and 
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B. Ninety (90) days after the date this Judgment is entered, provide the 

Attorney General with a written report, sworn to under oath, setting forth 
in detail the manner and form in which each Defendant has complied and 
is complying with this Judgment. Attorney General, sworn to under oath, 
setting forth in detail the manner and form in which each Defendant has 
complied and is complying with this Judgment. This report shall include, 
but not be limited to: 

(i) the current residence address, mailing address, and telephone 
numbers; 

(ii) the current employment and business addresses and 
telephone numbers, a description of the business activities of each 
such employer or business, and identification of his title and 
responsibilities, for each such employer or business; and 

(iii) A copy of each acknowledgment of receipt of this Judgment 
obtained by Defendants pursuant to Section DC. 

C. Provide to the Attorney General an affidavit acknowledging complete 
compliance with this Judgment, his or her current residence, mailing 
address, and telephone number: 

(i) One hundred eighty ( 1 80) days after the date this Judgment is 
entered; and 

(ii) One (1 ) year after the date this Judgment is entered. 


15 



1003 


8.2, For the purposes of this Judgment, Defendants shall, unless otherwise directed by 
the Attorney General's authori 2 ed representatives, mail all written notifications to the Attorney 
General to: 

Julia A. Harris 

Senior Assistant Attorney General 
3507 E. Frontage Road, Suite 325 
Tampa, FL 33607 

Re: State of Florida v: Global Information Group, Inc,, et al, 

5.3 , For purposes of compliance reporting required by this Section, the Attorney 
General is authorized to communicate directly with each Defendant, unless Defendant indicates 
representation by counsel and provides the name and address of such counsel to the Attorney 
General and directs that contact be made through counsel. 

IX, DISTRIBUTION OF JUDGMENT BY DEFENDANTS 

For a period of three (3) years from the date this Judgment is entered. Defendants shall 
deliver a copy of this Judgment as directed below: 

9. 1 . bdi vidual Defendants as Control Person: For any business that Defendant 

Edward S. Herzog or Defendant Laurie J. Misner controls, directly or indirectly, or in which 
either Defendant has a majority ownership interest and such business offers or provides products 
or services relating to skip tracing, asset recovery, data research, personal data mining, debt 
collection, credit, or investigation of persons and entities, he or she must deliver a copy of this 
Judgment to all principals, officers, directors, shareholders, members and managers of that 
business. Defendant must also deliver copies of this Judgment to all employees, agents, and 
representatives of that business who engage in conduct related to the subject matter of the 
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Judgment. For current personnei, as applicable, delivery shall be within five (5) days of service 
of this Judgment upon the Defendant. For new personnel, delivery shall occur no event later than 
five (5) days after personnel assumes their responsibilities. 

9.2 . Individual Defendants as employee or non-control person: For any business 
where Defendant Edward S. Herzog or Defendant Laurie J, Misner is not a controlling person of 
a business which offers or provides products or services relatiirg to skip tracing, asset recovery, 
data research, personal data mining, debt collection, credit, or investigation of persons and 
entities, but such business otherwise engages in any of the foregoing or conduct related to the 
subject matter of this Judgment, he or she must deliver a copy of this Judgment to all principals 
and managers of such business before the business engages in such conduct. 

9.3. Defendants must secure a signed and dated statement acknowledging receipt of 
the Judgment, within thirty (30) days of delivery, from all persons receiving a copy of the 
Judgment pursuant to this Section IX, Defendants are to retain acknowledgment receipts for 
purposes including the requirements of Section VUT, paragraph 8.1. 

X, RECORD KEEPINC PROVISIONS 

For a period of six (6) years from the date of entry of this Judgment, and notwithstanding 
requirements to maintain records pursuant to law, in connection with any business in which 
either Defendant Edward S. Herzog or Defendant Laune J. Misner is the majority owner of the 
business or, directly or indirectly, manages or controls the business, and the business is engaged 
in, or assists others in engaging in, the offer, sale or provision of any products or services relating 
to skip tracing, asset recovery, data research, personal data mjning, debt collection, credit, or 
investigation of persons and entities. Defendants and their agents, officers, corporations. 
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successors, and assigns, and those persons and entities in active concert or participation with 
each Defendant who receives actual notice of this Judgment by personal service or otherwise, are 
hereby restrained and enjoined from failing to create and retain the following records: 

A. Accounting records that reflect the cost of goods or services sold, revenues 
generated, and the disbursement of such revenues; 

B. Records accurately reflecting: the name, address, and telephone number of each 
person employed in any capacity by such business, including as an independent 
contractor; that person's job title or position; the date upon which the person 
commenced work; and the date and reason for the person's termination, if 
applicable; 

C. Customer files containing the names, addresses, telephone numbers, dollar 
amounts paid, quantity of items or services purchased, and description of items or 
services purchased, to the extent such information is obtained in the ordinary 
course of business; 

D. Complaint and refund requests (whether received directly, indirectly or through 
any third party), and any responses to those complaints or refund requests. 

E. Copies of all sales scripts, training materials, advertisements, or other marketing 
materials, whether printed or in electronic form; and 

F. Copies of all scripts and training materials used in or to facilitate performance of 
duties of employees or personnel, whether such persons are designated as 
employees, consultants, independent contractors or otherwise. 


18 



1006 


XI. COOPERATION WITH ATTORNEY GENERAI. 

1 L 1 . Defendant Edward S. Herzog or Defendant Laude J. Misner, in connection with 
this action or any concurrent or subsequent investigations or litigation related to or associated 
with the transactions or the occurrences that are the subject of the Complaint, shall cooperate in 
good faith with the Attorney General's reasonable requests for documents and testimony. Upon 
wntten notice. Defendant Edward S. Herzog or Defendant Laurie J. Misner, or both as directed, 
shall: 

A. Appear at such places and times as the Attorney General reasonably 
requests for interviews, conferences, pretrial discovery, review of 
documents, and for such other matters, after written notice; and 

B. Produce such documents and information in a manner as may be 
reasonably requested by the Attorney General. 

1 1 .2. If requested in writing by the Attorney General, Defendant Edward S. Herzog or 
Defendant Laurie J. Misner or both as directed, shall make himself or herself, or themselves, 
available for trial testimony in any trial, deposition or other proceeding related to or associated 
with the transactions or the occurrences that are the subject of the Complaint, without the 
necessity of service of civil investigative demand or subpoena. 

XIL FEES AND COSTS 

Except as otherwise provided in the monetary relief provisions herein, each party to this 
Judgment hereby agrees to bear its own costs and attorneys' fees incurred in connection with this 
action. 
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XIIL DISMISSAL 

The Attorney General and the Defendants shall stipulate to a dismissal of this action, 
subject to the provisions herein, no later than one ( I ) year after the date this Judgment is entered. 
Dismissal shall not relieve any party of obligations under any other provisions of this Judgment. 
XIV. RETENTION OF JURISDICTION 

This Court shall retain jurisdiction over this matter for all purposes. 


AND ADJUDGED at Tampa, Hillsborough County, Florida, this _^2^^%ayof 



2006. 


Circuit Judge 


cc: Julia A. Harris, Esq. 
Claire Saady, Esq. 
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A bill to be entitled 

An act relating to telephone calling records; providing 
definitions; prohibiting a person from obtaining or 
attempting to obtain the calling record of another person 
by making false or fraudulent statements or providing 
false or fraudulent documents to a telecommunications 
company or by selling or offering to sell a calling record 
that was obtained in a fraudulent manner; providing that 
it is a first 'degree misdemeanor to commit a first 
violation and a third -degree felony to commit a second or 
subsequent violation; providing penalties; providing that 
it is not a violation of the act for a law enforcement 
agency or telecommunications company to obtain calling 
records for specified purposes; providing an effective 
date. 

Be It Enacted by the Legislature of the State of Florida: 

Section 1. Obtaining telephone calling records by 
f r audu 1 ent means p r ohi b i ted . - - 

(1) As used in this sectloriH the term: 

{a) ‘'Calling record" means a record held by a 
telecommunications company of the telephone calls made or text 
messages sent or received by a customer of that company. 

fb) "Customer** means a person who has received telephone 
service from a telecommunications company. 
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27 

(c) "Law enforcement aoencv" has the same meaninq as in 

22 

23 . 1225 (1) <d) , Florida Statutes. 

23 

{d} "Telecommunications company"' has the same meaninq as 

30 

in s, 364,02, Florida statutes, except that the term includes 

31 

VoIP service and commercial mobile radio service providers. 

32 

(2) It is a violation of this section for a person to: 

33 

{a) Obtain or attempt to obtain the callinq record of 

34 

another person without the permission of that person by: 

35 

1, Makinq a false^ fictitious, or fraudulent statement or 

36 

representation to an officer, employee, or aqent of a 

37 

tel ecoimnun i cat ion e company ; 

38 

2 . Makinq a false, fictitious, or fraudulent statement or 

39 

representation to a customer of a telecommunications company; or 

40 

3, Providing any document to an officer, employee, or 

41 

agent of a telecommunications company, knowing that the document 

42 

is forged, is counterfeit, was lost or stolen, was fraudulently 

43 

obtained, or contains a false, fictitious, or fraudulent 

44 

statement or representation. 

45 

(b) Ask another person to obtain a callinq record, knowing 

46 

that the other person will obtain, or attempt to obtain, the 

47 

calling record from the telecominunications company in any manner 

48 

described in paragraph {aj . 

49 


SO 

manner described in paragraph (a} or paragraph (b) , 

51 

{3} A person who violates this section for the first time 

52 

commits a misdemeanor of the first degree, punishable as 

53 

provided in s. 775.0S2 or s. 775.083, Florida Statutes, A second 


Page 2 of 3 


CODfNG: Words sifiekea are deletions; words underJineti are additions. 


hb0a7l-03^ 



1010 


FLORIDA HOUSE OF REPRESENTATIVES 


ENROLLED 

HB 871 , Engrossed 1 2006 Legislature 


54 

or subsequent violation constitutes a felony of the third 

55 

deqree, punishcible as provided in s. 775.082 or s. 775.083, 

56 

Florida Statutes. 

57 

(4) It is not a violation of this section for: 

58 

(a) A law enforcement aqency to obtain a calling record in 

59 

connection with the performance of the official duties of that 

60 

aqency in accordance with other applicable laws. 

61 

(b) A telecommunications company, or an officer, employee. 

62 

or aqent of a telecommunications company, to obtain a calling 

63 

record of that company in the course of : 

64 

1. Testing the security procedures or systems of the 

65 

telecommunications company for maintaining the confidentiality 

66 

of customer information; 

67 

2. Investigating an allegation of misconduct or negligence 

68 

on the part of an officer, employee, or agent of the 

69 

telecommunications company; or 

70 

3. Recovering a calling record that was obtained or 

71 

received by another person in any manner described in subsection 

72 

(2) . 

73 

Section 2. This act shall take effect July 1, 2006. 
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National Association of attorneys General 

7S0 FIRST STREET NB SUTI? 1)00 
Washington, D.C. 20002 
0202 ) 32^19 
(202)40C-699I 
hap-y/wwwjuafxifs 



Marlene H. Doitch 
Secretary 

Federal Communications Commission 
445 12“* Street. SW 
Washington, DC 20554 

RE: CC Docket No. 96-115 
Dear Ms. Dortch: 

Attached please find Comments signed by 48 Attorneys General to be filed in the 
above-referenced proceeding regarding the privacy protections of customer proprietary 
network infonnatioiL If you have questions about the Comments, please do not hesitate 
to contact Dd>orah Hagan, Consumer Protecticm Division Chiefi filinois, at (217) 782- 
9021; Elizabeth Bladcston, Consumer Protection Bureau Chief, Illinois, at (217) 782- 
9021 ; or Esther Chavez, Texas Assistant Attorney General, at (5 12) 475-4628. 

Thank you fix your attention to this matter. 


Sincerely, 

/s/ 

Dennis P. Cuevas 
Consumer Protection Counsel 


NAAG Comments - Docket No. 96-115 
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Implementation of the Telecommunications) 
Act of 1996: j 

Telecommunications Carriere* Use of ) 
Customer Proprietary Network hiformation ) 
and other Customer Information; j 

Petition for Rulemaking to Enhance Security 
and Autiientication Standards for Access to ) 
Customer Propiietaiy Network Information ) 

) 

) 


CC Docket No. 96-1 15 


RM-11277 


COMMENTS OF 
ATTORNEYS GENERAL 
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L Introducdon 

On March 15, 2006, the Fedeiral Commumcations Commission (FCC) published its 
Notice of Proposed Rulemaking (NPRM) which addresses the widely publicized privacy 
concerns generated by data brokers' obtaining and selling Customer Proprietary Network 
Information (CPNT) - sensitive personal mfotmation that includes logs of calls made and 
received by telephone customers.^ 

ProceduraUy, this NPRM is in response to a petition filed by the Electronic Privacy 
infonnation Ccnler{EPIC) in which EPIC asked thcFCC to imriale anilemaldiigiiroceediiig 
to establish more stringent security standaids fbrtdecoininumcations cairiem’ maintenance and 
release of CPNL 

This NPRM alsoreflectsthe ef&risof theFCCto address, along wifliotherregulahws, 
law makms, and law enibreement challenges presented by consumer privacy in the 21* 


report of identitytheft and securitybreaches * Uwmakeis around rite country have to 

recognize the compelling need for laws which attempt to comhrt this scouige by iniiv»ri„g 
requirements on businesses to safeguaid customer infinmalion, to notifycoosiBneis when their 
infotmation has been compromised and to enable consumers to take ajSimative steps to 
prevent unlawfiil use oftheir compromised iafonnationby thieves. At least twenty-fivestates 
now have laws which require companies to safeguard consumeni’ personal infoimation andto 
notify consumeis when their peisonal infoimation has been compromised.^ At least sixteen 


1 Stt aba- 

ll_« ■ “ ™« Fdnwdy 2005, Piivuy RjghB Claiinehoute 

hlto;/Ayww. pn vaevriflfttsorg/ar/C^ 


’ Coofereiwe df Wesicra Attorney GeaealK, Comparison tif Security Breach Laws, 2006 
Sitmiral, April 10*11,2006. 


eWAO JDnwft 
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states tiow have laws which pcnnit oonsumws to place a freeze on their credit pqjort to pre vent 
unauthorized access to their credit report/ 

Identity tbeit is also being battled on the cnfbicenLent front at the federal^ and state 
leveL On an issue specific to thisprocecdii^ the sale of call detail records by web site based 
data brokers, the States of Florida, Missouri, minob, California and Texas arc currently 
engaged in litigation against brokers based in Florida, Missouri, Colorado and Utah. Other 
confidential investigations remain underway. 

Against this backdrop, the States appreciate the Commission’s moving forward to 
address the privacy concerns impacted by the sale and use of CFNl and ^ipreciate the 
thoroughness oftheseries of detailed questions posed by the Commission. In these Comments, 
the States address those issues to which the AttomeyB General, as the chief law enfbicemcnt 
officers of their respective states, are uniquely qualified to re^nd/ 

n. Are enhanced security and auth^tiaifioD standards for access to customer 
telephone records warraaledT What Is the nature and scope of the prohlem? 

The States submit that thejHactice of selling consumers’ personal telqdione information 
U widespread and poses a rignificamprivacy and security risk for individual consumer as well 
as law enforcement 


* CdntereDce af Westem Attomey Genenlfi, State Seeurity Freeze Laws, 2006 CWAQ ID Theft Sunomit, April 
10-11,2006. 

^ In (he Matter of CardSystHns Solutions. Inc., $atd Solidus Netwotte. Inc., d/b/* Pay by Touch Solutioiifi, File 
No. 052 314S; United Siatea of Amctke (for the Federal Trade Commisrion)v. Choicepoint, inc. PTC File No. 
052-3069; In the Matter of DSW bic. File No. 052 3096;hi the Matter of Superior Moitgitae Corp. File No. 052 
3136;tetheMattH:ofAT&T,Inc.,FiteNo.Efi-06-TC-05?;totlwM«tterofAJIldCoip.,FileNo.EB-06-TC4)58; 
Citation sent lo LocetoCell jorn, FikNo. EB-05-TC-059; and Citatkm to Data Finiotg. File No. EB-05-TC- 
066. 

* The Stales may, if needed, file Reply Comments additasing oUier issnes onee they have hid an opportunity 
to review intonnitian provided by camen in respotite to ihir NPRM. 
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The EPIC petitioiirefepcnced 40 weh sites offering to sell CPNL The Stales arc aware 
of at least 17 civil law suits which have been filed seeking to enj oin this specific sales practiced 
In conducting investigations and filing enforcement actions^ the States verified that in 
fact, the sale of CPNl over the Internet has become widespread. The States further obtained 
informstian confirming at least two principal ways that data brokos acquire CPNI infimnation: 
'*[Hetcxtnig’' and unauthorised access to customer accounts on the internet. “Pretexting*' is the 
practice of calling a carrier and pretending to have the authority to access protected recrads. M 
the pretext acenaiio, a data broker calls a earner's customer service line, provides easily 

aval table infomiation abom the custcfnra'they are claiming to be in order to confinn idOTtity and 
obtain requested infomnation. If the data brokiers run into an uncoopemtive agent, be or she 
simply continues to call until he or she finds a cooperative one. In some cases, the calleispose 
asaa^nployeeofthecamer'sfiauddepartmenf In the second scenario, data brokers access 
the carriers* website and are able to assess what infonnation is needed to access acustomer 
account online or what information is needed to establish online access to the account if the 
customer whose records they seek has not already done so. Data brokers, some of whom 
subscribe to other data broker services then obtain the infonnation required (e.g. billing 
address, social security number or aportion thereof, etc...), letumtothc carrier's website and 
access the customer's CPNL 

Regardless of the specific means being used by data brokers to obtain CPNI 
information, the faetthat they advertiGe that ihia type of information can be obtained in a matto: 
ofhours and the relatively low prices at which they sell this infonnatioii suggest that it does not 

^ Cn^gular Wireless LIC v. Diti find Solution#, Ine., et #1; Ctaguw Wireless LL v. tFindO«m»eTra*.c<»ii et 
Cnigulif WirelcM IXC v. Get A Grip Consulting, Inc., et mI: T-MobUe USA, Inc, v. 1" Soutce bifontutifla 
SpecisLstv, bic., et al; Mobile USA, litc. v. C^F. Andereoo, Pf ^ «] j Sprint Nextel Corpontioo Sprint 
Nextrl V, 3“ Souree InfbmHtioii SpedaliEtE, Inc.; Sprint Neicid Coipoimtion d/b/a S^niot Neictel v. All Stir 
InvBitigBliont, Ine., ct Sprint Neuctel Coiparati^ d/b/a Sprint Nextel v. San Maioo & Astociatea; Cetico 
Partnenhip d/b/a Verizon Wirelesa y. Source Eeaounrei ct al.; State of Illinois v. 1“ Souree Infonnation 
Spedaliffts, hte., et al.; State of Illmoi# v. Dafta Trace USA, ihc., « al; Stale of CaUfomia v. Data Trace USA , bic, 
aJ.; State of Florida v. 1- Source information Spedaiiats, be., ct al.; State of Florida v. Global bfonmrion 
Group, liic., et al.; State of Missouri v. Data Find Solutioni, inc., et al; State of \ha&ouri v. Data I^acc USA, 
ino, et al; and State of Texa* v. John Straiige et at. 
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take a significant mvestmentof time or money for them to aooefis CPNI. For^cample, the data 
brokers which woe the subject of States* litigationofferod to sell CPNI at prices rangingfiom 
$&MS to sissm 

Jn the States' investigations of various data brokers, the States concluded that many 
carriers, in their efforts to serve their customers by providing them access to their own 
infonnation, had^lcms in place which brokers and ihcir agents were able to exploit to obtain 
customer infonnationto which they are not entided. The carriers’ systems seem to have been 
established before there was widespread recognition of identity theft and security breach 
concerns* 

There canbehttle question that the practices ofthe datobioker industry pose signiScant 
privacyawi security risks for individual tdocomraurucations customers. Phone call records can 
be utilized to track a customer’s communications with spedhc persons, busmesscsaridmedical 
providers. Cell phone records can also include location tracking, enabling a stalker or 
unscnqsulous repossession company to track the whereabouts of fheir subject.^ The sale of 
phone records also poses threats to businesses whose records could reflect contact infoimatioci 
for cUents, provide evidence of meetings planned, hotel reservations^ stafTpersonal telephone 
numbers and consultation with attorocys. Call records of attorneys’ offices could reflect 
confidentiai communications such as contact infomiation for witn^ses and expats while call 
records of physician’s offices would patient lists. 

Finally, the saleof phone records poses a serious threat to law cnfoiccmcnt officials by 
potentially comproniising law enforcement work. In January, 2006, an niinois city police 
official, who did not disclose his position as apolicc official, purchased the call records for one 
ofthe police d^artment’s wireless telephones assigned to lhal police department’s undercover 
narcotics unit Withno questions asked, he was able to obtain the last lOOcaUs made from the 


^ The States are reluctuit to spell out specilic deisils liere out of concern that sueb information would eerve lo 
impire mofre breaches of cofutumer privasy. 

*St€liemburg v Docusearch, 149 RH. 148, SI 6 A.2d 1001 (2003). 
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phone m only three hours. Crirainals can use such records to expose a govemmeiainfonnant 
or undefxx)ver ofiScer who regularly calls law enforcement officials. 

UL Does the existing opt out regime sufficiently protect the privacy of CPNI in the 
context of CPNI disclosed to telecommunicatioBB carriers’ joint venture 
partners and independent contractors and would this change in the 
Commission’s regulations better protect customer privacy notwithstanding the 
Commission’s current safeguards applicable to the release of CPNI to carriers’ 
partners and independent contractors?*' 

The States urge the Commission to protect the privacy rights of consumers by 
in^lementing an * ‘opt in* ' approach, that is, the carrier must have die affirmative express consent 
of a consumer before using, disclosing or permitting access to the consumer's personal 
telephone records. The States further urge the Commission to act decisively to bolster the 
existing “safeguard" rules'^ which require that the carrier and its contractor/partner have an 
agreement with “appropriate protections. . .to ensure the ongoing confidentiality of consumers* 
CPNL*^ 

Since its 2002 CPNI Order, the Commission rules, in relevant part, have provided that 
a consumer's “opt out approval" is sufficient to pennit a carrier to disclose the consumer's 
personal telephone information outside of the carrier's company to agents, affiliates, joint 
venture partners and independent contractors diat provide telecommunications services for the 
purpose of marketing telecommunications services. “Opt out" approval is also permitted as the 
basis for a carrier using a consumer's CPNI to market a service to a customer that the 
customer does not already purchase (i.e. to market wireless services to a wireline customer).'* 


People of the State of IHtnoic v. 1* Source Infomiation Specialists, er o/, filed January 20, 2006 in Sangamon 
County Circuit Court, Iltmoit (2006<CH^). 

“ FOC NPRM at 7, Supra note 1 . 

47 C.FJL § 64.2007CbX2Xiii). 

47 CJJ.K. I 642CK>7CbX7KiJJl^ 

'M7 CT.IL S 642007. 
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WhcMas “opt in” appiwal infers to a method for obtainiiig foe oonsumcr^s consent 
which icqmresfoat the earner obtain affirmative express consent from that consumcr/^opt out” 
means that a earn®* may assume it has a consumer's approval to share and use a consumer's 
personal tclq>hone information for marketing if the consumer does not, within 30 days after 
receiving noiice, teh the carrier that it does NOT have approval.'^ This “opt out" type of 
“^jproval” is not consistent with foe ordinary meaning of the word “appiovaT * defined as “(tlhe 
act of oonfirmiog, ratifying, assenting, sanctioning, oroonscntiiig to some act or thing done by 
another, “Approval" implies knowledge and exercise of discretion after knowledge.”** 

Studies conducted of 'opt out" consent fe<piired under the Gramm-Lcach'-Biiley Act*^ 
(OLB) demoustrale that consumers' &ilure to respond does not indicate **knowledge and 
exaxjise of discietiofi after knowledge.” These studies demonstrated foal consumers either 

never s»w or did imtundei^tandfoesem>tices''and that lack oftime or interest and difficulty in 
midcrstaiKlmg orreading foe tmtices topped the list of the reasons why consumers did not ^>eod 

more time reading those notices.*^ 

These studies serve as confinnaiion of what common s«ise tells us: that in this harried 
country of multitaskers, most consumers are unlikely to read the extra notices that arrived in 
today's or last week's mail and thus, will not understand that foilure to act will be treated as m 
affirmative consent to foare his or her infonnation. 


u Sm htta://wwwiH^yr^/caW«msuntftfa^^ Consunur Advisory: Ptoiteting the 

Priwi^yofYovr Tettphom QiUmg Records. Laet revicwedAipdiited oo 3/02/06. 

^ Bulats Law Dictionary 102 <6* ed. 1 990). 

^ Under die Grimm-Lcaeb-Bliley Act, 1 5 U.S.C § 680 1 et «q, , beikA, iniurance ageocra md brotea^ finns 
woe (eqiured to Knd notice rertecting an opportunity '‘opt-ouT to dwtojnen before ibaniiK tbdf non- 
pfubHc mfoircation wid)o«taineniiti«r 

'* See Report firepartd by Kleimavin CoDuiiimicBtioo Group; Evolution of a Prototype FinoncUd Pnvacy 
tfoticet A Jltjwrt OH the Form DevelapTnait Pro/ed (Fdatuaify 28> 2006). 

Hanii bitemctive, lne,. Prhvcy Leadership InUiative: Privacy Notices Research Final Results, Study No. 
15338 (Dec. 2001). Total Respmdnits: 2,053 aduLle who nfe U.S. Rcfidentt, age 18 and over. Inlcrviewnig 
^?onducted onlme between Nowember 9-N, 200L 
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Thus, the States suiHiiit that blowing the iiseofan ‘‘opt out" mechanism assures that the 


those customera at greater risk of identity theft and its accompanying hann.“ 

One of the assumptions imderlyiitg this opt out regime appears to be that the relationsh^ 
between the provider and the affiliate, joint ventme partner oi coniractpr provides some 
assurance to the customer that their infonnation is still somehow under the control of die carrier 
and thus, will remain secure. And, as noted above;, the current rules include aprovision requiring 
certain joint venturc/contractor safeguards*^’ The safeguards include the poqiiircmcnt of an 
agreement between the carrier and the contractor/partner requiring that the oontractor/paitner 
have ‘^appropriate protections in place to ensure the ongoing confidentiality of consumers* 
CFNI,**^ requiring the use of CPM only for marketing orpiovidingthecommunkarioiis-^^ 
services for which the CPNlhas been provided^ and disallowing ihe contractoi/joint venture 
partner from using, allowing access to, or disclosing the CPM to any other party, unless 
required under force of law,^ 

Realistically, once that CPNI infonnation leaves a carrier, the carrier loses effective 
control ofit The challenges of maintaining oontrol ofpcnsonal m&rmatfon are evidenced by the 
fact that, since February ofaOOS, over 152 major security breaches compromising the pers<mal 
identi^nng uifonnation and fmancial infonnation of over 54 million Americans have been 


** Tlie Stales reoogpizc that in 1999 the TcnUi Circuit in U,S. Wett. Jhc. v. F.CC. an FOC r^me 

requiring “opt ia” cooieat as an impennisabk leguUticiii of contmevcid speech. However, the Court did not 
hoM that an opt h) approach would necessarily violate the Fim Amendment, nor flan an opt <nrt appitach wM 
the only mechaiiistn available thal eaticfied the requiremoots of the Cooctitution. Rather, the Court held that 
the record failed to demoftstfite flat (1> CPNJ regnlations dheefly and maieriidly advama fl» Conni™ 
mtoiwt in pnrtectmg conaviroer* privacy, and (2) thal Ihe “opt hi” mechanism was lufEiciecrtly lanowly tailond. 
At flat time, the Court observed that the government fuled to show fliat harm to privacy was real and foriher 
leasmcd that “there was no mdication (hat ctiscUKure ofCPNl might actually OGcur.” 1 82 P B*** 1224 and 123S- 
1240. 

*'47CJ.R.§64i007(bX2). 

« 47 CF.R. 5 642007 (bX2X«i). 

” 47 CFJt § 642007 (bX2Xi). 

“ 47 CJPJL § 64.2007 (bX2Xii). 
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reported.^ Breaches were attributed to a wide variety of causes including hacking, mail theft, 
dishonest insiders, stolen hard drives, passwords beingcoa 4 >romised, the establishment ofbogus 
accounts by identity thieves to obtain access to information, lost backup tapes, stolen li^tops, 
unintended online exposure, lost CDs, lost file boxes, and errors in distribution “ Indeed such 
breaches may be one of die links in the chain that results in data brokers hav ing the personal 
information needed to acquire private telephone records. 


CPNI information in the hands of agents, indepaident contractors, affiliates and joint 
venturers is equally vulnerable to these types ofbrcachcs. Further, in our global economy it is 
increasingly common for companies to shift their telemarketing services and call centers to 
offshore locations. The Nelson Hall research firm reports that nearly 60% of work done ofl&hore 
is in customer services, including telemarketing and basic customer care functions such as order 
taking.^ Further, Voice Over Internet Technology is predicted to reduce annual phone bills for 
call centers by up to 40% making the cost savings of outsourcing ofishore even more attractive 
to U.S. based companies.^ 


Beftne a consumer’s personal information is shared with an untold immber of entities and 
goes traveling around the world, a consumer should be given the opportunity to consent to 
expose his information to that risk. An example of legislation that uses the opt in mechanism for 
privacy protection is the Driver’s Privacy Protection Act of 1994” which since 1999 has 
imposed an opt in requirement cm state departments of motor vehicles before they may disclose 
or sell drivers’ information for marketmg purposes. 

Further, the States would suggest that if the FCC deems it appropriate to continue to 
treat “opt out” as consent, it should strengthen and elaborate upon the safeguard rule which as 


** A chronology of data breaclief reported ainoc the ChoioePoint inddent, privacy rights clearmghouac 
htro:/Avww.Dnvacvrigfata.c>ry/ar/rhpQI ^ PltaBreadie s iitm . Initially, these breaches are being pubHctzedbecauae 
of new states* Uw, begimiing with California’s vririch was implemented in July 2003 requiring entities to report 

data breaches to affected individuals. 22 other states now have similar security breach notification requirements. 
hffl?y/www.privscyrights.org/ar/ChronI^ Rreaches.htm . 

* /d St i^qpy/www jfw*<!Yriahis.o ni/ir/ChrorJ> ftt^Rr«^Ah^ him 

” hBpy/www.ppciloutSQtirce.coin/resouTtae-da ^ last reviewed April 4, 2006. 


3,2006. 


Driver’s Privacy Protection Act of 1 994, (DPPA), 18 U.S.C. §§ 2721-2725. 


8 



1022 


cuircDtly written provides little guidance to carriers beyond requiiing (hem to have an agreement 
that mandates CPNI will be safeguarded. For example, the rule fails to mandate audit or record 
keeping procedures that would &cilitate review of compliance and consequent enforcement for 
noncompliance. Similarly, it is silent regarding whether diese independent contractors, agents, 
affiliates and partners must return or destroy CPNI infoimation to the carrier after they have 
utilized the infoimation for the approved marketing purpose. 

IV. Are the notices carriers provide subscribers regarding the use and disclosure of 
CPNI written clearly enough so that customers adequately understand that the 
notices concern the privacy of personal telephone records? ^ 

In considering the Commission's request for comments on this issue, the States reviewed 
the CPNI policies as posted at the web sites of major carriers. While acknowledging the efforts 
of the carriers in posting information at their respective wd> sites, the States submit that the 
language, choice of words and format in which this information is provided creates consumer 
confiision which results in consumers not being able to exercise the control over CPNI which 
Congress intended. 

These notices generally reflect a dense language style including use of words whose 
meaning is not explained at the web site. For example, if a carrier represents that it will not 
disclose CPNI without your consent except to 'Inisiness partners,*' does this literally mean that 
they share this information only with persons and entities with whom they have established a 
partnership under the law or are they refening to some ofoerdefinitioo of partnership? Similarly, 
it is not clear vdiat carriers really mean when foeyreferto f^iaring informatinri with 
consumers cannot be expected to understand what the carriers mean when foey use r^ulatoiy 
phrases like “call detail records.” 

Further, each of the carriers' explanations of their req)ective CPNI policies and 
practices are so dissimilar that a consumer whose choice of provider might be affected by such 
policies would not be able to compare policies on the basis of these explanations. While many of 
the carriers literally iixx)rporate the language of the federal regulation which provides the 
customer ‘iias a ri^t and the carrier has a duty und^ foe law, to ensure foe confidentiality of 

* See FOC NPRM at 1 1, Sitpra note 1. 


9 



1023 


CPNT* the very definition of what CPNI exactly is varies from carrier to carrier. As the 
Commission notes in its NPRM, “CPNI is not a term with which most customers are fiuxiiliar.“^' 

Further, the carriers* web sites too often include statements such as *‘CarTier will not 
disclose your CPNI except as allowed by law** and precisely what is allowed by law is not made 
clear. These types of statements result in the sentence having ik> real meaning to consumers and 
contribute to consumer confusion. 

Moreover, some carriers* sites provide information regarding what specific sieps a 
customer must take to opt-out of receiving unsolicited e-mail, faxes, phone calls aiKl text 
messages, but omit any specific information or instructions explaining how a customer can 
exercise his or her CPNI related right to “opt out** Some wd) sites refer to how they will not 
utilize CPNI without obtaining customer “approval** and do not clearly explain the circumstances 
in which “approval** requires no afihrmative act on the part of the consumer but rather is 
assumed. 

/ The States would ask the FCC to protect consumer privacy ri^ts regarding CPNI 
notices by requiring carriers to issue uniform, stainlard notices in a brief format and to develop 
the new notice requirement based on scientific expertise.^^ Absent these changes, the States do 
not believe that Congressional intent regarding giving consumers the (Opportunity to control how 
their CPNI will be used and with whom it will be shared will be implemented. 

The States position is based upon frieir experience in the enforcement of consumer 
protection laws, many of whic^ deal with issues regarding whether or not (x>nsumer8 were 
misled or confused by representations, including disclosures made by a company. 

The States recommend that the FCC consider adoption of a short form notice which will 
mclude a format and concise, plain language explanations of die types of information shared, 
what specific stqis a consumer must take to exercise his orher outoropt in right (including 
relevant contact information such as web site and mailing addresses). To assure readability, the 


FCC NPRM, notel. 

** Extmsive research has been conducted on bow consumers learn from notices. See, c.g, Marsoj Hastak PhJ)., 
The Effectiveness of ‘XDpt-Our Disclosmca in Pre-Screened Credit Card Offers,” submitted to the FTC 
September 2004; and Betfrnan, JJL. Payne, J.W., and Staelin, R. (1986). Cognitive Considerations in Desianing 
Effective UbcU fof Presenting Risk Informarinii. JoumnI ofPuhHi^ Pnli^ s 1.28. 
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Commission should also provide standards for teatt font, size and background applicable to the 
means by which the notice is oommunicatodi'e.g. written as opposed to eiectronic notices). The 
Stat^ also rccominend that the Commission consider adopting a roquirement that all carriers 
which maintain web sites post theij current CPNI notices in a formal to be provided by the 
Commission. 

V, Should any requirements the FCC adopts in the context of this raleniftkiag 

extend to VoIP service providers or other IP enabled services? 

Providers ofVoIP services geaerallyhavc not been burdened with the same r^ulatory 
obligations imposed upon traditional pmviders of cirenif-switofaod teiecommunications services. 
Hiis has enabled certain services, such as e-onail and Internet access pirovidcrs, which have been 
classified as "information services” to flourish fiec foom the obligations imposed by 
telecommunication service regulations. P-enabled service providers have contended that their 
services should also Ml into the category of ^information services” as opposed to 
‘‘telecommunications services/'^^ 

The KPRM asks for comm^ on the subject: "Should any requirements the Omunisdon 
adopts m the context of the present rulemaking extend to VoIP service providers or other IP 
enabled service providers?”^ 

The States assert that bi the context of VoIP enabled telq>hone service, the same types 
of records of calls received and made are maintained by providers and as such, VoIP 
consumers have the same privacy concerns as consumers who utilize wiretine or windesfi 
services. Thus, the States urge that the regulatory stiuctme must provide the same level of 
privacy to these consumers. Allowing a Lesser standard of privacy for VoP consumers will 
ultimately put VoIP providers at a competitive disadvantage. 


” ebait R. Kiser, Cabie T^evision Law 2006: Campetitiotf ta Vid^, d Teltphor^, 

Fast€r...£asia^... Cheaper. ..Can Regulators Ke^ tqi wilh the Thriving Market for Cable Provided VoIP 
Services^ 834 PLI/Pit 429, pige 3^ (2006). 

^ See fOC NPRM ai 12, noie 1. - 
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VI. Does the mobile and personal nature of wireless phones increase the privacy 
expectations of wireless customers and should wireless CPNI receive additional 
protection?^ 

In addition to requiring carriers to obtain a consumer*s express consent before using or 
sharing CPNI for marketing purposes, the FCC should require carriers to obtain express 
authorization prior to disclosure or sharing of a consumer’s location information. 

Smce 1998, the FCC has required wireless communications providers to begin 
equipping their phones and systems with the technology needed to locate and transmit the 
location of a cell phone user to a public safety answering point (PSAP) so that emergency 
responders can respond to 91 1 calls made on wireless telephones.^ Implementation of this 
requirement means in part that location information for cell phone customers is readily available. 

There can be little question that location information would have great market value for 
advertiser interested in targeting specific consumers on the basis of routes traveled and 
merchants fiequented and further, that such information could be used for unlawful purposes 
ranging fit)m stalking to harassing debt collection practices. 

**Location” information is within the statutory definition of CPNI and in its 2002 CPNI 
order, the FCC established its customer consent standards for all CPNI^^ which, as discussed, 
includes “opt out” consent for marketing of communications-related services and disclosure for 
purpose of marketing communicafions-related services to agents, affiliates that provide 
communications*related services, and joint venture partners and independent contractors. 
Wireless location information, however, is also subject to protection by Section 222(0^ aiKl the 


”5k«FCCNPRMatll,^Mpni notel. 

^ Wireless TelecomxnunicstioQf Bureau Standardises Canier Reporting on Wireless E91 1 I m plement a tion, CC 
Docket No. 94-102, PubKc Notioc, 18 F.C.CJL 1 1420 (WTB 2003). See also 47 CJJL §20.18. 

” 47 U.S.C. § 222<hXl)<2000). 

“ 47 U.S.C.§ 222(f). 
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standard articulated in that subsection is that ‘‘express authorization" is required prior to 
disclosure of or access to loeation mformation. At least one eommentatoT has suggested that 
Congress’ choice of words means tiiat, with the exc^>tions emergencies as re&i^ced in 
Section 222(g), “el^, unmistakable customer approval is required before usii^ or disclosing 
location information relating to wireless subscribers In 2002, the FCC declined a request for 
rulemaking to establish “fair location practices” under Section 222(f) reasoning that the law 
provides dear protections for consumers and legal obligations for providers**^ 

Lest there be any doubt regarding the type of consent which a provido' must obtain 
under Section 222(f) and how it must be provided,* *^ foe States would encourage foe FCC to 
clarify that, wifo the exertions made for emeigencies provided for in Section 222idX4'^ 
location infotmalion can be used or shared only after a provider has first obtainodi express 
authorization fiom a customer and that under no circumstances, ^uld “opt out” beconsideied 
express authorization. 

VIL As a general matter, are the FCC’s ezisdne regnlationi adequate to protect the 

privacy of CPNI? ^ 

Ehie to the apparent ease wifo which data brokers obtain CPNl fiom 
telecommunications carnets hypraamfting or thmiigh imflntti nfrj?^ access ny ititM acoounte, the 
States do not believe current regulatory safogmids to protect CPNI privacy are adequate. The 
States recommend that the Coinmission look to foe process the Federal Trade Commistion (the 
‘‘FTC’) hasundcitakOT regardingprivacyof financial institution customerdata. Pursuant to foe 


* EHm Who Knows Wft^ You Are? Friveu^ and Servka, 10 ConiiiL L Con^pocUis, 133, 

13M35(2001>. 

* /n jRe Request by CelU^ T^ecomma^:atU>ns and Tntem^ Association Ur Commence Jbdemtddng to 
Esutbiish Fair Location Injormotion Practices^ 1 7 F.C.C JL i 4832 <2002). 

47 UJS.a § 222<f). 

^ 47 U.S.C. I 222<dX4). 

^ 5m FCC NPRM at 7, %ira jiote 1. 
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GLB, the FTC has enacted the Safeguards Ruk.^ The Safeguards Rule requires hnancial 
institutions to develop a written infoimation security plan desenbing their [Hogram to p(rotect 
customer infotmadon. 

As part of this infonnatioti security plan, institutions must: (!) designate one or more 
employees to coordinate the safeguards; (2) identify and assess the risks to customer inforniadon 
in each relevant area of the company's opemtion, and evaluate the effectiveness of die cunent 
safeguards for controlling these risks; (3) design and implement a safeguards program, and 
regularly monitor and test it; (4) select appropriate service providers and contract with dicm to 
implement safeguards; and (5)evaluate and adjust theprogiim inli^ofielevantcircimistances, 
includh]^ changes in the finn ’ s business anangem^its or opoahons, or the results of testing and 
monitoring of safeguards^ 

The requirementB are meant to be flejrible. The plan must be appn^ate to the 
institution's size and complexity, the nature and scope of its activities, and the sensitivity of the 
customer information it handles. The Safeguards Rule steesses three areas of importaDce to 
mfbrmationsecurity: (1) employee management andlTaining; (2) infbrmatioii systems; and (3) 
manage system failures. 

Following are specific practices the States recommend that the Commission and 
telecommunications carriers consider when evaluating the effectiveness ofcanieis* security 
plans: 

1 . Docs the carrier disclose billing record information through ^ or email? We 

believe databrokeis primarily obtain CPNl through requesting the records be faxed or emailed 
to them. By stopping the practice of &xing or emailing CPM and only sending a hard copy 
through the TnaU to the address listed on the account* telecommimkationcamcis can effectively 
prevent these records fiom falling into the wremg hands. While some consuoters will be 
incon vcfuenced by not having immediate access to their records, the inconv^eDce of a two or 


“l6CJJt.53l4,Lct8eq. 
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three day wait for the hard copy of their records to arrive is small compared to the benefit of 
stopping data iMokers fiom jji^iropcrly acquiring thieir records. 

In tbc alternative, if customers desire to have instant access to their records via email, 
carriers should first send a text message to the customer*® phone, to which Ihecustomer must 
respond in the a£finnativc, before the infonnarion is released to the customer via email This 
verification process will greatly limit data brokers who attempt to gain access to customers* 
CPNI by convineing enstomef service representatives to send the information to an email 
address und^ the data broker's control Even if a data broker has obtained all the necessary 
information about the customer to convince a customer service repfesctitative to release the 
information, the data broker would not be able to obtain the records unless be or she physically 
obtains the phone fiom the customer. This procedure can be used for changiiig passwords and 
setting up oidine accounts as well. Furthermore, if a data broker tries to obtain acustonKi:*S 
CPNI, the customer would immediately be alerted to this fact due to the text menage received. 

2. Does the carrierissuc employee specific passwords to each employee? Carriers 
ootdd require that this password must be disclosed before any billing informalion would be 
disclosed to diat employee. Data brobeiB have acquired CPNI through pretexting by posing as 
tdecornmunicatioiiE carrier emptoyees, Byissuinganen^loyee^)ecific password, and inalGhi% 

that password with thename given, cu^oimcr service rq>resentativcscanvcrifythe person on 
the other end of the phone is in fact another carrier employee, and not adatalnoker attemptmg 
to obtain a customer’s CPNI to which they arc not entitled. 

3. Does the carrier issue an account password when the customer first signs a 
contract with the carrier and require the customer to provide the passwofd before he or she can 
access his/ha- OTW Data brokers cousistemly demonstrate they can obtain almost any type of 
pCTsonal information about people including social security numbos and mother’s maiden name 
(information which could be used to verify a customer's identify). By issuing a custmner 
personal account password, a customer would have a way of identifying himsdf or herself that 
data brokeis will not have access to. This password will abo be needed to set up and access 
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tbcir ODiinc account. If a customer lost this pass word, it would be mailed to him oir her at the 
eujrent address associated with the accoiml or could be emailed to him or her a± the email 
adflr ys ?^ associated with the account While some oppose password authentication systems 
because individuals sometimes forget passwords, the States would ask the Commission to 
investigate various means now available to manage passwords mciuding "shared secrets^ 
protocols in which a consumer is asked a “shared secret*’ cjacstion or questions that can be 
asked and answered by a customer. 

4. Does the carrier require every customer to showphoto identification when tryii^ 
to obtain a copy of his or her bill from a carrier* s store? Currently, a data broker could 
foreseeably go into a tel^jommunications carrier's store and pose as a customer wishing to 
obtain a copy ofhis or her phone bill. By requiring every custorncr to showphoto identification 
before supplying a copy ofhis or her bill, or any CPNI, carriers can eaisure the person to whom 
the i^ormation is being disclosed is the actual customer. 

5. The States also recommend that the Conmussion, while being mindfitl of cost 

issues which the carriers can be expected to assert, thorou^y explore implementing a 
requirement for audit trail systems beyond its current rules/^ Opponents of auditing argue that 
there is no such thing as a perfect security system and the States agree with that assertion. 
Increasinglyp however, the ^proach that security experts recommend is one which 
acknowledges that because no system is perfect, aU systems must incorporate <M 3 mponeri|ssiidi 
as auditing which will enable them to and prevent activity that indicates a potential intrusion 

as well as to identify the specific means and persons responrible fbrtbat intrusion.^ A|^Iied to 
the instant scosario, electoonic audit trails canbe used to proactively identify instances where, fiir 
example, a particular customer service representative is accessing an abnormally hi^ number of 
records. 


*^47C.F.R.|64.Z009(e). 

* See Bruce Schneier, Secwets & Les; DOTAt Security in a. Netwmuced W<^ld (JoIiq Wiley & Soos, 

2000 ). 
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6 . Docs ihe carrier provide notice to its customer when CPNI pertaining to that 

customer is disclosed? Such e practice could allow the cusfomer to object if he or she did not 
make a request for disclosure of CPNl. If notice is not provided^ then neither the carrier northe 
customer knows that his or her CPNI is being disclosed to an unauthorized p^soa Notice may 
safeguard against disclosure of CPNI to unauthorized people and may enable the unauthorized 
person to be identihed if the unauthorized disclosure is discovered immediaitely. 

We thank you for the oppartunity to provide our views conoeming this matter. If you 
have questions about our comments^ please do not hesitate to contact Deborah Hagan^ Division 
Chiel^ Consumer Protection, Elinois, (217) 782-9021 or Elizabeth Blackston, Consumer 
Protection Bureau Chief, Blinois, (217) 782-9021 or D. Esther Chavez, Texas Assistant 
Attorney General, at (S12) 475-4628. 
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-CITE- 

18 use Sec. 270X Ol/lS/04 

-expcite- 

TITLE IS - CRIMES AWO CRIMINAL PROCEDURE 
PART I - CRIMES 

CHAPTER 121 - STORED HIRE AND ELECTRONIC COttt^UNICATIONS AND 
TRANSACTIONAL RECORDS ACCESS 

-HEAD- 

Secn 2701. Unlawful access to stored communications 

- STATUTE - 

{a) Offense. - Except as provided in subsection (c) of this 
section whoever ~ 

[Ij intentionally accesses without authorization a facility 
through which an electronic comiriu nice t ion service is provided; or 
(2) intentionally exceeds an authorization to access that 
facility; 

and thereby obtains, alters, or prevents authorized access to a 
wire or electronic communication while it is in electronic storage 
in such system shall be punished as provided in subsection (b) of 
this section* 

{b) Punishment. - The punishment for an offense under subsection 
£a) of this section is - 

(1) if the offense is committed for purposes of commercial 
advantage, malicious destruction or damage, or private commercial 
gain, or in furtherance of any criminal or tortious act in 
violation of the Constitution or laws of the United States or any 


http://usco<k*house.go v/uscodc-cgi/fastweb.exe?getdoc+usc view-n 1 7t20+ 1 1 03+0++%2S. . . 6/21 /2006 
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state - 

(A] A fine under this title or imprisonment for not more than 
5 years, or t>oth, in the case of a first offense under this 
subparagraph; and 

{B) a fine under this title or imprisanment for not more than 
10 years, or both, for any subsequent offense under this 
subparagraph; and 
12) in any other case - 

(A) a fine undei: this title or imprisonment for not more than 
1 y^ar or both, in the case of a first offense under this 
paragraph; and 

(8) a fine under this title or imprisohment for not mote than 
S years, or both, in the ease of an offense under this 
subparagraph that occurs after a conviction of another offense 
under this section. 

(c) Ehtceptions* - Subsection of this section does not apply 
with respect to conduct authortied - 

{1) by the person or entity providing a wire or electronic 
conununi cat ions service; 

12] by a user of that sacvice with respect to a communication 
of or intended for that user; or 

in section 2703, 2704 or 2518 of this title. 

- SOURCE - 

(Added Rub* L. 59-506, title If, Sec* 20U (a) ] , 21, 15fl6, 100 

Stat. 1660; amended Pub. L. 103-322, title lOCXIlI, Sec. 

330016(1) (K), iUJ, sept. 13, 1994, lOS Stat . 2147, 2148; Pub. L* 
104-254, title VI, Sec. 601 {a} (3), Oct. II, 1996, 110 Stat, 3459; 
Pub, L* 107^256, title II, Sec. 22Stj) (2) , Nov* 25, 2002, 116 Stat. 
2150. ) 
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-h:sci- 

AMEHDHENTS 

2002 - Subsec, ib> (1) . Pub, L. 107-296. Sec, 225(j)f2MA)x in 
introductory provisions, inserted or In furtherance of any 
criminal or tortious act in violation of the Constitution or laws 
of the United States or 4iny State" after ’'coiiimercdal gain". 

Subsec. Pub. L, 107-29^, Sec. 225 f j-M2) EB) , 

substituted "5 years" for ''one year". 

Subsec, (bJElMSl. Pub, L, I07-29&H Sec. 22&fj) E2J (C) , 
substituted "10 years" for "two years". 

Subsee. (b)(2). Pub. L. 107-296( Sec. 22S ( j ) (2 ) ( D) h added par. 

(2) and struck out former par. (2) which read as follows: "a fine 
under this title or ijnprisonjoent for not more than six months, or 
both, in any other case." 

1996 - Subsec. (b){l)(A), (2). Pub. L. lQi-294 substituted "fine 
under this title" for "fine of under this title". 

1994 - Subsec. EbMl)(A). Pub. L, 103-322, Sec. 330016 [1) (U) , 
substituted "under this title" for "not more than $250,000". 

Subsec, (b)C2). Pub. L. 103-322, Sec. 330016 (1) (Kl , substituted 
"under this title" for "not more than $5,000". 

EFFECTIVE DATE OF 2002 A^SENDMEMT 

Amendment by Pub, L. 107-296 effective 60 days after Wov, 25, 
2002, see section 4 of Pub. L. 107-296, set out as an Effective 
Date note under section lOl of Title 6, Domestic Security. 

EFFECTIVE DATE 

Section 202 of title II of Pub. i. 99-500 provided that: "This 
title and the amendments made by this title [enaetiTig this chapter] 
shall take effect ninety days after the date of the enactment of 
this Act (Oct, 21 j 1966J and shall, in the case of conduct pursuant 

to a court order or extension, apply only with respect to court 


Page 3 of 4 
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orders dr ex.tftnsion3 made after this title takes effect." 

SHOEiT TITLE OF 1988 AMEMDWEHT 

Pufi. L. 100-618, Sec. 1, Nov. 5, 190S, 102 Stat. 3195, provided 
that; "This Act [enacting jaction 2^10 of this title and 
renumbering farmer section 2T10 as 2T11 of this title] nay be cited 
as the 'Video Privacy Protection Act of 198 S'," 
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-CITE- 

18 use Sec. 2702 01/19/04 

-EXPCITE- 

TITLE 18 - CRIMES AND CRIMINAL PROCEDURE 
PART I - CRIMES 

CHAPTER 121 - STORED WIRE AND ELECTRONIC COMMUNICATIONS AND 
TRANSACTIONAL RECORDS ACCESS 


Sec. 2702. Voluntary disclosure of customer communications or 
records 
-STATUTE- 

(a) Prohibitions. - Except as provided in subsection (b) - 

(1) a person or entity providing an electronic communication 
service to the public shall not knowingly divulge to any person 
or entity the contents of a communication while in electronic 
storage by that service; and 

(2) a person or entity providing remote computing service to 
the public shall not knowingly divulge to any person or entity 
the contents of any communication which is carried or maintained 
on that service - 

{A) on behalf of, and received by means of electronic 
transmission from (or created by means of computer processing 
of communications received by means of electronic transmission 
from] , a subscriber or customer of such service; 

(B) solely for the purpose of providing storage or computer 
processing services to such subscriber or customer, if the 
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provider is not authorised to accsas the contents of any such 
communications for purposes of providing any services other 
than storage or computer processings and 
f3} a provider of remote computing service or electronic 
communication service to the pubiic shall not knowingly divulge a 
record or other infomiatioii pertaining to a subscriber to or 
customer of such service (not including the contents of 
□oinmuni cat ions covered by paragraph (1) or (2n to any 
governmental entity. 

(b) Exceptions for disclnsure of communicaCions . - a provider 
described in subsection («» may divulge the contents of * 
eomnunlcation - 

(13 to an addressee or intended recipient of such comraunication 
or an agent of such addressee or intended recipient; 

(2} as otherwise authoriied in section 3517^ 25ll{2)ja|iH or 
2703 of this title; 

(3) with the lawful consent of the originator or an addressee 
or intended recipient of such communication, or the subscriber in 
Che case of remote computing service; 

(i) to a person employed or authorized or whose facilities are 
used to forward such communication to its destination; 

(5) as may be necessarily incident to the rendition of the 
service or to the protection of the rights or property of the 
provider of that service; 

[€) to the National Center for Missing and Exploited Children, 
in connection with a report submitted thereto under section 227 
of the Victims of Child Abuse Act of 1&50 (42 tJ.S.C. laO^ZJ ; 

(7) to a law enforcement agency ^ 

[A3 if the contents - 
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fi> were inadvertently obtained by eh* service provider; 
and 

(ti> appear to pertain to the coBJiiission of a cricJl*; Of 
[(S) Repealed. Pub. L. 108-21, title V, Sec. SOSIbMlHAJ, 
Apr, 30, 2003, in Stat. 684] 

(S3 to a Federal^ State, or local govarmnental entity, if the 
provider, in ^ood faith, balieves that an emergency involving 
danger of death or seriO'Ua physical injury to any person requires 
discloaure without delay of coinrnuni cat ion S relating to the 
emergency r 

te) Exceptions for Disclosar# of Customer Records. - a provider 
described in subsection [*3 may divulge « record or other 
inforriation pertaining to a subscriber to or customer of auch 
service (not including the contents of COMnunicaCions covered by 
subsection UJ (13 or fa) (2} 3 - 

(13 as otherivis* authorized in section 2703; 

(2) with the lawful consent of the custotner or subscriber; 
f3) as may he necessarily incident to the rendition of the 
service or to the protection of the rights or property of the 
provider of that service; 

(43 to a governmental entity, if the provider reasonably 
believes Chat an emergency involving imaiediate danger of death or 
serious physical injiury to any person justifies disclosure of the 
information; 

(53 to the National Center for Missing and Exploited Children, 
in connection with m report submitted thereto under section 227 
Of the Victims Of Child Abuse Act of 1990 (42 U.S.C. 130323; or 
(63 to any person other than a governmental entity. 

-SOURCE- 

(Added Pub. L. 99-50B, title IX, Sec. 201 [ (a3 J , Oct. 21, 1986, 100 
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Stat. IQiO: amended Pud* L. LOO-^POh title VJl, Sec, 7037, hov. 10. 
198B, 10? scat, J399; Pub. L, L05-3LJ, title VI, Sec, 60-1 jb) , Oct. 
30. 112 Stat. 290fl; Pub. L. 107-56. title 31. See. 212 UMD. 

Oct. 26. 2001, 115 Stat. 2^4} Pub. L. 107-296. title II. Sec. 
225<d}(lJ. NbV, 25, 2002. LI 6 Stat, 2157; Pub. L. 100-21. title V. 
Sec, 500(b). Apr, 30, 2003, U7 Stat, 604,) 

-STATAHE:iO- 

AHEMDWENT OF SECTION 

Per termination of amendment by Pub. L. 107-50, see Termination 
Date of 2001 Amendment note below. 

-HISCl- 


ArtENOMENTS 

2003 - Subaec. (b>(5]. Pub. L. 108-21, Sec, 500(b)(1)(C). which 
directed amendment of par. (5) by striking "or" at the end, could 
not be executed because "or'* did not appear at the end. See 2002 
Amendment note below. 

subsec. {b)j6]. Pub. L, 108-31. Sec. 508 (bHD ( D) . added par. 

(6) . Former par, (6) redesignated (7) . 

Eubsec. (b)(6)(B). Pub. L. 100-21, Sac. SOS (b) [ 1 ) (a) , struck out 
subpar. (») which read as follows: **if required by section 227 of 
Che Crime Control Act nf 1990; or". 

Subsec, {b>(7), (3), Pub, L. lOB-21. Sec. 508(b)(1)(B), 
redesignated pars . (6) and (7 ) as [7 ) and (8) , respectively, 

Subsec. (C)(5). (6). Pub. L. 108-21, Sec, 500 <b) (2) . added par. 

(5) and redesignated former par. (5) as (6). 

2002 - Eubsec. (b)(5). Pub. L. 107-296. Sec. 235 (d) (1 ) i A) , Struck 
out '*cr** ac end. 

Subsec. (b)(6)(Al, Pub, L, 107-296, Sec, 225(d)(1)(B), inserted 
"or” at end. 

Subsec- (b)(6)(C). Pub. L. 107-296. Sec. 235(d)(1) <C). struct cut 
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Eubpar. [C) wbicfs read as fdll&ws: "If the provider reasonably 
believes that an energoocy involving imrsediate danger of death or 
serious physical injury tc any person requires dascLosure cf the 
information without delay. " 

Subaec. Pub. L. 1Q7-2S6, Sec. 22&(dHinD), added par. 

( 7 ) . 

2001 - Pub. L. 107-5S, Secs. 2l2 {#} < 1 1 ( A) , temporarily 

substituted "Voluntary disclosure of customer communications or 
records*^ for "Disclosure of contents" in section catchline . See 
rerminaCion Date of 2001 ftraendment note below. 

Eubsec. (al<3]. Pub. L. 107-5^, Secs. 2l2i:anlHB>, 22^, 
temporarily added par. (3j . See Tarmi na C ion Dace of 2001 Amendment 
note below. 

Suhsec. tb) . Pub. L. 107-56, Secs, 212 (■){!) 40} .. 224, temporarily 
substituted "EHceptions for discloaure of communications" for 
"Exceptions" in heading and "A provider described in subsecCicn 
U}" for *'A parson or entity" in introductory provisions. See 
Termination Date of 2001 Amendment note below. 

Subsec, (b)(6nC). Pub. L. 1D7-56, Secs. 212<aHl>(D). 224, 
temporarily added subpar. {CJ . See Tertnination Date of 2001 
Amendment note below. 

Subsec. <cK Pub. 1. 107-56, Secs. 212{aMlME)x 22-lx temporarily 
added subsec. tc) . See Termination Date of 2001 Amendment note 
below. 

1958 - Subsec. fb}(63. Pub. L. lOS-314 amended par. fS) 
generally. Prior tc amendment, par. (6) read as follows: "to t law 
enforcemenl: aqency, if such contents - 

were inadvertently obtained by the service provider; and 
appear tc pertain to the commissicn of a crtme." 

1908 - Subsec. {b)(2). Pub. L. 100-690 substituted "2517" for 
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"2516". 

EFFECTIVE DATE OF 2002 AMENDMENT 
Amendment by Pub. L. 107-296 effective 60 days after Nov. 25, 
2002, see section 4 of Pub. L. 107-296, set out as an Effective 
Date note under section 101 of Title 6, Domestic Security. 

TERMINATION DATE OF 2001 AMENDMENT 
Amendment by Pub. L. 107-56 to cease to have effect Dec. 31, 

2005, except amendment to continue in effect with respect to any 
particular foreign intelligence investigation that began before 
Dec. 31, 2005, or with respect to any particular offense or 
potential offense that began or occurred before Dec. 31, 2005, see 
section 224 of Pub. L. 107-56, set out as a note under section 2510 
of this title. 

-SECREF- 

SECTION REFERRED TO IN OTHER SECTIONS 
This section is referred to in section 2706 of this title; title 
6 section 145. 
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-CITE- 

13 use Sec. 2703 01/19/0^ 

-EXPCITE- 

TITLE Ifi - CRIMES AMD CRIHIHAL PROCEDUEIE 
PART 1 - CRIME$ 

CHAPTER i£l - STORED HIRE AND ELECTRONIC COMKDWJ CAT TOMS AND 
TRAHE ACTIONAL RECORDS ACCESS 

-HEAD- 

S 4 C. 2 ^ 03 . Rd^ifACl dijclcrfur# cf customer ccaiungnj. cations OJT 
records 
-STATUTE- 

Contents of Hire or Electronic Caminunicat ions in Electronic 
Storage r - A governmantal entity may require the disclosure by a 
provider of electronic cownunication service of the contents of « 
wire or electronic comniunica t i on , that 4 s in electronic Storage ifi 
an electronic convnunications system for one hundred and eighty days 
or las 3 ^ only pursuant to e warrant issued using the procedures 
described in the Federal Rules of Criminal Procedure by a court 
with jurisdiction over the offense under investigation or 
equivalent State warrant. A governmental entity may require the 
disclosure by a provider of electrgnic comsiuni cat ions services of 
the contents of a wire or electronic oommunication that has been in 
electronic storage in an electronic conmuni cations system for mere 
than one hundred and eighty days by the means available under 
subsection (b|i of this section. 

(b) Contents of Hire or Electronic Coramuni cat ions in a Remote 
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Computing Service. - (1) A governmental entity may require a 
provider of remote computing service to disclose the contents of 
any wire or electronic communication to which this paragraph is 
made applicable by paragraph (2) of this subsection - 

(A) without required notice to the subscriber or customer, if 
Che governmental entity obtains a warrant issued using the 
procedures described in the Federal Rules of Criminal Procedure 
by a court with jurisdiction over the offense under investigation 
or equivalent State warrant; or 

(B) with prior notice from the governmental entity to the 
subscriber or customer if the governmental entity - 

(i) uses an administrative subpoena authorized by a federal 
or State statute or a Federal or State grand jury or trial 
subpoena; or 

(ii) obtains a court order for such disclosure under 
subsection (d) of this section; 

except that delayed notice may be given pursuant to section 2705 
of this title. 

(2) Paragraph (1) is applicable with respect to any wire or 
electronic communication that is held or maintained on that service 

(A) on behalf of, and received by means of electronic 
transmission from (or created by means of computer processing of 
communications received by means of electronic transmission 
from), a subscriber or customer of such remote computing service; 
and 

(B) solely for the purpose of providing storage or computer 
processing services to such subscriber or customer, if the 
provider is not authorized to access the contents of any such 
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ccjwininitatioAS for purposes of providing any services oth*r Chan 
storage or oomputer prooessiog. 

[ej Records Concerniog Electrooic Comnunication Service or denote 
Computing S-ervice- - fl> A government a L entity may require a 
provider o£ electronic copsmunioation service or remota computing 
service to disclose m record or other information pertaining to a 
sobs c Tiber to or customer of such service (not including the 
contents of communi cat ions 1 only when the governmental entity - 

obtains a warrant issued using the procedures described in 
the Federal Rules of Criminal Procedure by m court with 
jurisdiction over the offense under investigation or equivalent 
State warrant; 

obtains a court order for such disclosure under subsection 
(d} of this section; 

(C) has the consent of the subscriber or customer to such 
disclosure; nr (!1) 

CD] Submits a fonoal written request relevant to a law 
enforcement investigation conoeriiinq telemarketing fraud for the 
nameH addressji and place of business of a subscriber or customer 
of ouch provider H which subscriber or customer is engaged in 
telemarketing (as such term is defined in section S325 of this 
title ] } or 

(B> seeks information under paragraph i?} . 

12) A provider of electronic communication service or remote 
computing service shall disclose to a governmental entity the - 
tA] namen 
(BJ address ; 

(C] local and long distance telephcne connection records, or 
records of session times and durations; 

[D|i length of service (including start date) end types of 
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service utilized; 

(B] telephone or instrument niimtoer or other subscriber nunber 
or identity, including any temporarily assigned network addresi? 
and 

Ef) means and source of payment for such service (including any 
credit card or bank account number ) , 
of a subscriber to or cuitomer of aueh iervioe hrhen the 
governmental entity uses an administrative aubpoena authorised by a 
Federal or State statute or « Federal or State grand jury or trial 
Subpoena or any means available under paragraph (1] ■ 

(3} A governmental entity receiving records or information under 
this subsection is not required to provide notice to a subscriber 
or customer L 

[dj Requirements for Court Order. ' A court order for disclcsure 
under subsection [b> or [c) may be issued by any court that is a 
court Of competent iurisdiction and shall issue oniy if the 
governmental entity offers specific and articulable facts showing 
that there are reasonable grounds to believe that the contents of m 
wire or electronic communication, or the records or other 
information sought, are relevant and material to an ongoing 
criminal investigation. In the case of a State governmental 
authority, such a court order shall not issue if prohibited by the 
law of such State, A court issuing an order pursuant to this 
section, on a motion made promptly by the service provider, may 
quash or modify such order, if the information or records requested 
are unusually voluminous in nature or compliance with such order 
otherwise would cause an undue burden on such provider. 

{e) Ho Cause of Action Against a Provider Disclosing Information 
Under This Chapter. - No cause of action shall lie in any court 
against any provider of wire or electronic communication service, 
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its officers, enployeesn agents, or other specified persons for 
providing iofonnation, facilities, or assistance in accordance i<ith 
the terms of t court order, warrant, subpoena, statutory 
author! tat icn, or cartlf icaticn under this chapter. 

(f) Requirement To Preserve Evidence. 

(1) In general. - A provider of wire or electronic 
cocnnunlcation services or a remote computing service, upon the 
request of ■ governmental entity, shall take all necessary Steps 
to preserve records and other evidence in its possession pending 
the issuance of ■ court order or other process. 

Period of retention. - Records referred to in paragraph ni 
shall be retained for m. period of 90 days, which shall be 
extended for an additional SO-day period upon m renewed request 
by the governmental entity. 

(g) Presence of Officer Kot Required. - Hotwitha tending section 
9105 of this title, the presence of an officer shall not be 
required for service or execution of m search warrant issued in 
accordance with this chapter requiring disclosure by a provider of 
electronic communications service or remote computing service of 
the contents of coRununicatlO'ns or records or other inforinatlon 
pertaining to ■ subscriber to Of customer of such service. 

-SOURCE- 

(fldded Pub, L, 99-50S, title II, Sec. 201 [{*>], Oct. 21, 1906, 100 
Stat. I861f amended Pub. L. 100-690, title VII, Secs. 1099, 7099, 
Nov. 19, 1990, 102 Stat. ^999; Pub. L. 109-322, title XXXllI, Sec, 
330003 £b]. Sept. 13, t99J, 108 Stat. 2H0^ Pub. L. 103-^H, title 
II, sec. 207{a>, Oct. 2S, 199J, 100 Stat. <292; Pub. L. l<H-lj2, 
title vril. Sec. 50<, Apr. 1996, HO Stat. 1905; Pub, L. 

104-293, title VI, Sec. 601(b}, Oct, ll, 1996, 110 Stat . 3499; Pub, 
L. 104-294, title VI, Sec. 605 (f3, Oct- 11, 1996, 110 Stat. 3510; 
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P'jb. L. 10S-ie4^ sec. 8x June 2^, 112 Stat. ^2Z: Pub. L. 

107-56, title II, Sec£. 209(5K 210, [bHD , (1}, (b}, 

Oct. 26j 2001, 115 Scat. 283, 285, 281, 282; Pub. L. 101-273, fO-v - 
B, title 2V, Sec, 4005 (a) <2J, div. C, title I, Sac. llOlO, Nov. 2, 
2002, 116 scat. iai2, 1822; Pub. L. 107-296, title 11, Sec. 
225{h){lK Hov. 25, 2002, 116 Scat. 2158.1 
-STftTAHEND- 

AMEHDMENT OF SECTION 

For term! bat ion of acne n dine nt by sec Cions 209(2), 212(b)(1), 
220(a)(1), (b) of Pub, L, 107-56, see Termineticn bate of 2001 
Araendinen c note below. 

-EtEFTEitT- 

PEFEPENCE8 ItJ TEXT 

The Federal Pules cf Criminal Procedure, referred to in subsecs. 
(#], (b}{13(A), and (C} ( 1 J (B) [i ) , are set Out in the AppehdlK to 

this title, 

-MISCl- 


AMENDHENTS 

2002 - Subsec. (c) {!)(£>. Pub. L. 107-273, Bee. 4005(a)(2), 
realigned margins. 

Subsec. (e) . Pub. L. 107-256 inserted ", sCacutcry authorization” 
a f ter " subpoena ” . 

Subsec. {g) . Pub. L. 107-273, Sec. IIOIO, added subsec. {g) . 

2001 - Pub. L. 107-56, Secs. 212(b) [1)M), 224, temporarily 
substituted "Required disclosure of cuacorier conmiuni cat ions or 
records" for "Requirements for governmantal access” in section 
oatchiice. See Termination Date of 2001 Amendment note belcw. 

Subsec. [a). Fub. L. 107-56, Seci. 208(2) {jl>, (B) , 220(aMl)-, 

224, temporarily substituted ^Contents of Hire or Electronic" for 
"Contents of Electronic" in heading and "contents of a wire or 
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electronic^ for "contents of an electronic" in two places and 
"using the procedures described in the Federal Rules of Criminal 
Procedure by « court with jurisdiction over the offense under 
investigation" for "under the Federal Rules of Criininal Procedure" 
in toKC . See Termination Date of Amendment note below. 

Subsec. Cb!l . Pub. L. 107 Secs. ^24, temporarily 

substituted "Contents of Wire or Electronic" for "Contents of 
Electronic" in heading. See Termination Date of 2001 Amendment note 

below L 

Subsec. <b>(l). Pub. L. 107-56, Secs. 200(2) (C), 220 taMl) h 224, 
temporarily substituted "any wire or electronic communication" for 
"any electronic communicatiO'h" In introductory provisions and 
"using the procedures described in the Federal Rules of Criminal 
Procedure by m. court with jurisdiction over the offense under 
investigation" for "under the Federal Rules of Criminal Procedure" 
in subpar. {Jl) . See Termination Date of 2001 Amendment note below. 

Subsec. (b)<2). Pub. L. 107-56, Secs. 209t2)(C>, 22i, teHiporarily 
substituted "any wire or electronic communication" for "any 
electronic communieetion" in introductory provisions. See 
Termination Date of 2001 Amendment note below. 

Subsec- (c)(1). Pub. L. 107-56, Secs. 212(b){l}(C>, 22[)(af(l), 

22 fl, temporarily designated subpar. and introductory provisions 

of Subpar. (fll as par. {!), substituted "A governmental entity may 
require a provider of electronic communication service or remote 
computing service to" for "{A) Except as provided in subparagraph 
(B), a provider of electronic communication service or remote 
computing service may" and «. dosing parenthesis for provisions 
which began with "covered by subsection (a) or (b) of this section) 
to any person other than a goverhiaental entity." in former sul^ar. 
(A) and ended with " (B) a provider of electronic conutiunidation 
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service or remote computing service shall disclose « record or 
other information pertaining to ■ subscriber co or customer of such 
service tnot including the contents of communications covered by 
subsection [a} or (b) of this secticn]^ to a governmental antity", 
redesignated clauses (it to Civ} of former subpar. (B> as subpars. 
(A] to {Ctn respectively, substitutad "using the procedures 
described in the Federal Rules of Criminal Procedure by ■ court 
with jurisdiction over the offensa undar investigation" for '"undar 
the Federal Rules of Criminal Procedural in subpar. [A] and or" 
for period at end of subpar. [D), added aubpar, (E) f and 
redesignated former subpar- (C) as par. l2) . See Termination Date 
of 2001 Amandmant note below. 

^ubsac. <o> (21 . Pub. L. 107-5^, Sec. 210, amended par. (2}, as 
redesignated by section 2l2 of Pub, L. 107-56^ by substituting 
"entity the - " for "entity the name, address, local and long 
distance telephone toll billing records^ telephone number or ether 
subscriber number or identity, and length of service of a 
subscriber" in introductory provisions r inserting subpara. (A} to 
(F} , atriking out "and tha types of services the subscriber or 
customer utiliied, " before "wnan the governmental entity uses an 
administrative subpoena", inserting "of a subscriber" at beginning 
of concluding provisions and designating "to or customer of such 
service when the governmsntal entity uses an administrative 
subpoena authorized by a Federal or State statute or a Federal or 
State grand jury or trial subpoena or any means available under 
paragraph (1) as remainder of concluding provisions. 

Pub. L. 107-5e, Sacs. 2l2{b} (l> (C) (iii)x (D) , 22 J, temporarily 
redesignated subpar, (C) of par. £1) as par, (2J and temporarily 
substituted "paragraph [IJ" for "subparagraph (&}". See Termination 
Date of 2001 Amendment note below. 
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Pub. L. 107-56, Secs. 212 (b) (1) (B) , 224, temporarily redesignated 
par. (2) as <3) . See Termination Date of 2001 Amendment note below. 

Subsec. (c)(3). Pub. L. 107-56, Secs. 212 (b) (1) (B) , 224, 
temporarily redesignated par. (2) as (3). See Termination Date of 
2001 Amendment note below. 

Subsec. (d) . Pub. L. 107-56, Secs. 220(b), 224, temporarily 
struck out "described in section 3127 (2) (A)" after "court of 
congjetent jurisdiction". See Termination Date of 2001 Amendment 
note below. 

1998 - Subsec. (c) (1) (BKiv) . Pub. L. 105-184 added cl. (iv) . 

1996 - Subsec. (c) (1) (C) . Pub. L. 104-293 inserted "local and 
long distance" after "address,". 

Subsec. (d) . Pub. L. 104-294 substituted "in section 3127(2) (A)" 
for "in section 3126(2} (A)". 

Subsec. (f). Pub. L. 104-132 added subsec. (f ) . 

1994 - Subsec. (c)(1)(B). Pub. L. 103-414, Sec. 207(a)(1)(A), 
redesignated els. (ii) to (iv) as (i) to (iii), respectively, and 
struck out former cl. (i) which read as follows; "uses an 
administrative subpoena authorized by a Federal or State statute, 
or a Federal or State grand jury or trial subpoena;". 

Subsec. (c)(1)(C). Pub. L. 103-414, Sec. 207(a)(1)(B), added 
subpar. (C) . 

Subsec. (d). Pub. L. 103-414, Sec. 207(a)(2), amended first 
sentence generally. Prior to amendment, first sentence read as 
follows: "A court order for disclosure under subsection (b) or (c) 
of this section may be issued by any court that is a court of 
competent jurisdiction set forth in section 3127(2) (A) of this 
title and shall issue only if the governmental entity shows that 
there is reason to believe the contents of a wire or electronic 
communication, or the records or other information sought, are 
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relevant to s legitimate law enforceraent inquiry.” 

Pub. L. 103-32^ aubstitTJtect "section 3127(2] for "section 
3126(2) U] 

1988 - Subsees. (b)[lHB)fiJ, fc) (1) [B) (i) . Pub^ L. 100^690. Sec. 

7038, Inserted *'or trial” after "qrand jury". 

Suhaec. (d) . Pubr L. 100-690, Sec. 7039, inserted "may be issued 
by any court that is a court of competent jurisdicticn set forth in 
section 3126(2MA] cf this title and” before "ahall issue”, 

EFFECTIVE DATE OF 2002 AHEHDWEHT 
fljftsndmetit by Pub. L. 107-296 effective 60 days after Hov. 23, 

2002, see section 4 of Pub. L. 107-296, aet out as an Effective 
Date note under section 101 of title 6, iToiceatic Security. 

TEftHllJAtrON DATE OF 2001 AMEEIDHENT 
^endment by sections 209(2), 212(b)(1), 220(a](l), (b) of Pub, 

L. 107-56 to cease to have effect Dec. 31, 200S, except amendment 
to continue in effect with respect to any particular foreign 
intelligence investigation that began before Dec. 31, 2005, or with 
respect to any particular offense or potential offense that began 
or occurred before Dec. 31, 2005, see section 224 of Pub. L. 

107-S6, set out as a note under section 2510 of this title. 


SECT row REFERRED TO IN OTHER SECTIONS 
This section is referred to in sections 2701, 2702, 2704, 2705, 
2706, 2707, 3466 of this title. 

-FOOTPPOTE- 

(!X) Sc in original. The word "or" probably should not appear. 



4 


Homr Soarch Pownload Classificaiipn CodiUcatim Aboui 
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0e/B2/'2005 13:34 3B3VPMM DH& JCL i*j^futj< 

e^rfD 

TABS 



Ui.S. DcparbixntofUoiiwUfH] 5tcurHy 
Imnup^on imd Ckis^tdiiu EafsmiiKTjt 
Dfimw Difihct Office 
ISSIrtWMsWy. S^tc^QO 

En«teuDtMl. CO 80100 


Bcst411.com 
Attn: Chiu 

F^: 1 (BOO) 297-0012 


Bello Chris, 




I received your fax nurobei the US Postal Inspcciicn Senrioe. We are working Dti several 

cases together, and she caid you were extremely helpful. This is a reejuest for all available subscriber informatjOD 
forihe following 2 phone nunsbejcs. lluiow that you axe real busy, and I appreciale your assistance- Let me know 
if there is anything else you need from me. 


Numbers: 






AiftAcTfo 
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^0e/12/^00§_09:05 

TAB 6 


HgoAtr€o 



Department of Homeland Security 
Imnugnboo and Customs Enforcement 

Denver Distnet OiZioe 
1 15 Itivemcs Wy. Sutu300 
Englewood. CO 80100 


Best411.corT) 
Attn: Chris 
1(800) 297-0012 


Hello Chris, 

Thank you for your help last week. I am hoping to solicit your services again. I am looking for all available 
subscriber infoiroation for the followmg list of 7 phone numbers. I know you are real busy, so whenever you 
a chance, if you can help me with this it will be greatly appreciated. Please email any information you obtain 
Let me know if there is anything else you need from me. 

AfoacTEe 

Numbers: ^ 

303. — ^ 



Thank you. 
Respectfully. 





Special Agent 
U.S* Department of Homeland SccuriTy 
Imraipatjon and Customs Enforcement 
3D3^«liM(Ce]]) 
303-<aiiH|(FAX) 


have 

to 
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]l5i«nr9xW)rr SBic3t» 
Et^tewood^CO VdlQO 


Bast^lIxoiD 

AtlDiChrk 

1(600)29^^12 


fto eottai wy 

— __ ^ ijiipetnwiftbireiiBiyduwelKyoiii^ 


A£f»AcT£0 



Us AEMCT^O RSdAC^TEO 



^'j 



3a3«H?A30 

A£^»1<>Te^ 


vrfD H fells 

jfoj Zdisfo^^ 
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<yirr n^/nwmirmie 


Pvp»r«B*M iMrtv 

IIS iMrmm Dim eao. SiiK SQQ 
E^lrxod, Catorate Ml 12 



US. Inunigration 
and Customs 
Enforcement 


Facsimile Transmission 

"atim-- CbK 


( ) 


, ^s-p^treo rw; ( ) S»v 

(3^ 




#!i A£o4c-rso 


l*/n / 2ooy 


riuifM A t idn Oc«iwwi«Mi Drri 
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DenwBiuiict OfSoc 
ItSlnwnmjWy. Smite JOO 
Eitgfe wd, CO IDIOO 


BeEt 4 njCOlJJ 
Aod: Ouls 
KBM) 2^-0012 


qctl^^ 






HcUo. 

I «iD looldng for all av&illtble subconber informatiofi far llie followiDg lift of ph one nuiribm. I bipy 
hjtndful of ihno. EO pk4t5£ take ytmr time. Email any iaFonnatioD yaa obtam me 

k/iowlf tbere U mythinf die y» need from iw. 



646 -flHi^ ^!} 2 n-lBH U- Ve^ri 72 s-^ 

^ sn-MM C^l Wtriim 

m-rntm i 0ueuw>^ e^MtT-o 

TbuAyoij. 


RespeofiJ]^ 


l(rT.>lo()/c 


Special A^ent 

Depstmeni of Homeland Security 
JbnmigranDn and Cunonu Gofenzement 

\ 303 ^^BCFAX) 
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Best411.coD 
Atm: Chris 
1(800)297^12 


Cfaris, _ 

1 vvork E*ve me your mfonnaiioa 1 am looking for^lav^^lesubscriber infonnatioD 

for the following phone number. Please email any ioformalioD you have to 

H you need anyflung else from me, let me know. 


Numbcn: 

720-WHi 

AC04e^£i> 



Special Agent 

U.8. Dapartmeol of Homeland SeciBity 
Immigrauoo and Customs EnforccaKot 
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113 kvmiiDnwEai 


Bcai4tl.anii 

AitnrQni 

1^00^297-0012 


fcr iD «.ilibfc wtoBto hfenottigi. for the felkwag 


Eaailgy gfornirtkiiij woto mto 

ij aqylhiiv ebe you d«<^ fr™ ® ^ 


Numbg; 


Thuikyou. 


^^EoActfD 


^ kt me bow ififaere 




KCipect&iiy. 



^k6tlAt'TC^ 

Special Afetf 

UJS. Dep«tineil of Horaeladd Scanty 



FAX) 

.235(WK) 


ftfiOACTSO 
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54*5 ETC 


BcA^llXOID 

Attn: Chris 
1 ( 100 ) 291-0012 

M»rch jl, 2006 ' 


l« « toowifto* « «)niii<« d- -.. 


. 1 •» looUas fer lU raiUile 


KiDACtfD 


Thiidcytw. 



Re&Atreb 


. DefiBUDe®l of Hotndii4 
Injuiigruion tod Oittoiiii Enforemart 

?03-^BB(FAX) 

Us fSBPAcrBo 
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UAP<pTnDWi t of Jwtiec 
United States Marshals Service 
Investigative Services Division 
Technical Operations Group 
Electronic Surveillanoe Unh 


S 730 MoTTisaestB I>rivi 
Sprinsfield. VA 22IS2 


Ofllce: C703)MI 
FscsimJte; (703)4 


Jis aeoa&ted 

October 6. 2005 


Dear Sir/Ma’am; 

The U^. Marshal Service is currently has an active open case aheie the cellphooe oumbe 301/ii^B 
S9§has become of interest. Please provide subscriber informaiioe for the above Nextel number. 

AEoActEd 


Thank You, 


ln^>ector, USMS 


) 
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FAX COVER SHEET 

Number of indudinfi cover shefit_0l_ Dale_07/06/2005 




97/13/2005 13:13 


MIAMI-DADE POLICE 
DEPARTMENT 


TAB 16 



Special investigations Division, Economic Crimes Unit 
Major Fraud Unit - North 
7925 NW 12 Street Suite 301 
Miami, PL 33126 
(305) 994-1000 


FAX COVER SHEET 


Nunt>er of pagm indyding cover shaet 01 Date , 07/1S/2D0S 

Afl: Chric Gardrar^ rnwestigaliore 

Fax*e00iMiW 





Phone: (SD 



FAX: (305) 






ThankiJM wmi in advMWt. 


PWw pfovM^aMlxrtinMiitifcinrMtioncnliwioBowtiiBCTa#^ 
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07/20/2005 07:10 jovmmmrnm 

MIAMI-DADE POLICE 
DEPARTMENT 

Special Investigations Division, Economic Crimes Unit 
Mayor Fraud Unit - North 
7925 NW 12 Street, Suite 301 
Miami, FL 33126 
(305) 994-1000 


FAX COVER SHEET 


Number of pages including cover sheet 01 Dato_07/22/2005 

Att Chis Gartmer 

Fax r 800 287 0012 
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TAB 19 



MIAMl-DADE POLICE 
DEPARTMENT 


Special InvoGtigatione Pivisian, Economic Cnmee Unit 
Major Fraud Unit - North 
7925 NW 12 Street. Sufta 301 
Miami, FL 33126 
(305) 9944000 


FAX COVER SHEET 


Number of pages including cover afwet C1 DatB_a/5/2005^ 

Chrtfl Gefdner 

^ laOO 2B7O012 


From ^ 

EHmsil: mdpd.oom 

/Srfi4cT£fi 


Phofu: (305)1 
FAX: (3D5)« 


^£&ACT£d 


RtMAVTtJ> 

WMMprwida iH pwlirwut kifo o n7B6MBBB Call. Thl i to invo^yinq gw euptoHaton of tha 
t4deHr cftf MW are trying to let yp lor r^iTBfw Btlng on Wonday. Ttank ypu wpin. 


J 


/ttOAcrfc 


T0/I0 39Vd 


SD3 QdOW 


>90C 


0Z:0T se02/£8/8O 
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MIAMI-DADE POLICE 
DEPARTMENT 


Special Invesbgationa Divisipii, Economic Crimes Unit 
M^or Fraud Unit -> North 
7925 NW 12 StreeL Suite 301 
Miami, FL 33126 
(306) 9W-1000 


FAX COVER SHEET 


Numtoer of paoe® tnotudin^ cover tfwt 01 Ort*_S/14y2005_ 

ChritOaidner 


1 800 2gr 0012 


Phone: (30&> IMMI 

E-meil; FAX: (305) 

A*0A frTg O 

Pkew pnwUe efl periMkent Infooneie loftaiiavi 2 cai num^^ 

Thank vtui ivpin. 





Mm cm "1 


iHBK 

f ^ V 

1 

( 1 •• Jx/.-/' /yvUkp^cu, ^ 
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laiTl > Inv— tip>tion> D»pA. 






r 


^&Ae:T«0 

auitin.ti.in 
Wednesday, August 03, 200^5 0:39 PM 
PPJJerrl^ticgbDbal.net 
Number Ctwch 


: could sure u« sente help on this number. I get ery returrxs. 

(S12J1 










J 


1075 


TAB 22 


Chris 


r 




.lx. u$ 

Wednesday. August 31, 2005 5:24 AM 
pd jern@5t}cglotial .net 
RE: HELP? 


sorry ^ 


The area code is 5.12. 


Original Message- --- 

Frotnr Je?ri [-^^1^0 ; pd j jerri&sbcgl^al . net] 
SentE Tuesday, August 30, 2005 2+23 PH 

to: MiliB [AP^l 

fiub-iBCt; re: help? 


Hhat is the area code of the nuniber? Please advise. 


Thank you for your business !; \ 
Investigations [>ept. 


infomMion .nd i. lotenddd sdlely *?r,the 

indWidSJl naMd ™ this trinsmission. It you trt nn th« intindad reoipunt, you »re 

iotifierthat disclosing, copying, distributing or taking any action in reliance on tbe 

of this infonsltion is striotly prohibitod. If you .r« uot the intondtd rooipient 
Of this e-mail please destroy this inessage immediately. 


J-OriQ inal Me ssage- 

From; .austin.tx-us |mailto:4 

Sent: Tuesday, August 30, 2005 1:17 PM 
To: PDJJsrriesbcglobaJ .net 
Subject: HELP? 


teci.austin. tx,usl 


C^od afternoon. 


i Hith the Austin Police Department, again. I am working an 
Eni^gln^in orginised Crime case and would like to know who the following phone is 
registered to: 

Thank you for your time and cooperation. 


SFO 

Austin Police Department 
Sout heast J^e a Command 


ft 




J 


1 
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Iqrrl 



flusttr.b. ut 

MoriitlBy, October 10, iOOS 3:15 PM 
PDJJefTi-OsbcgkJbal net 

He^ 


t‘in scrry to bother you sgeln but I need inothei: nuisber check: 


{512} 


?c}?£ible name at Perry 
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Jeni 

From: 

m 

£ jtl: 


TAB 24 


BListin.bc.us 

Frklay, November 11:1 3 AM 

PDJJerri^EbcglDbal.net 

Number check 


I really need to giet a return on thii miniiier if you cen 


RE4Al.Y£o 

Thanks « lot. 


Austin Police [>ept. 
Analyst - Organired Crime 


* ?- 




1 
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U 

y 

Jerri 

From; 

SL.>4>ct; 


TAB 25 


Buslin.tx. M 

Tiiie^^. Jarirafy 17 h 200S 1:30 PM 
PDJJeiri^bcglabsl.net 
Nucnber Ctwck 



) 


) 


1 
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City of Austin 




.u3 


FAlbvf D(p*rfai«a1 


II. TIA Eirt Slr««<n *■**■*. 


WHOM IT MAY CONCERN 
DET. 

REVERSE PHONE SEARCH 


(IakF* 
IAUE 4t 


MAY 1 PLEASE HAVE YOUR ASSISTANCE IN LOOKING FOR POSSIBLE 

address^ on the following two phone numbers believed 

TO BE LOCATED IK OR NEAR MEKJ A TEXAS: 

25+ 


^ y 

ttOM-ita 2}4 «b*^><\L/ 


1 AM CONDUCTING AN AUTO TKEJT INVESTTG ATlON AND THE SUSPECT [S 
believed TO POSSIBLY BI HIDING AT ONE OF THESE TWO LOCATIONS. 
your ASSISTANCE BSF THIS MATTER IS GREATLY APPREQ ATEDl 


HAVE A GREAT DAYl 



DET. 

AUSTIN POLICE DEPARTMBJT 
AXJTO theft INTERDICnON UNIT 


^ 




( Austin Police Department 

pa j« Tm. 

P*imK (512) 9>4.’5TM 
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J«rri 


i.austin.tx.us] 


S*nt lueMtay. April 1 B. 2006 9:23 AM 

To: pdjjBfTi®sbc5l<Jb*l-r*t 

Sobjvct: fSQLwsi tor owrw af rtymber 

« =ra . buT,ta-y wt»™ «'l, r,.n,l«r 

SIZ-MM* 

|( you c^ki. ptos» work your masB »™» w of your kTKlioil*- 
T>wnk you for your co-opEratkan in m matter. 

SfE Invesdgaiivfi Unit (llMtrt£& 


4 / 18/2006 
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«£OA».Tio 7 
Sci.austin.tx.us] 


From: 

Sent* Wednesday. April 19, 2006 4:34 PM 

To: PDJJcni®sbcglob8J.net 

Subject: Number Check 

Sony » buB you uflain but I have an ursent feooeat on Ihi* number 

(5l2)fl00i^ 


Tr)8r>KS tor your help. 




Austin Police Dept. 

Anal yst -Orga nized 


Crime 
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AUSTIN POLICE DEPARTMENT 
SOUTH SUBSTATION 
404 RALPH ABLANEDO 
AUSTIN, TEXAS 7874* 
512/974-8100 
FAX 313/974-8205 




O inttlCNT OfOJlUliVIEW □ COMMON ! Q PLKASE Il£?LY D OLEASif. SECVCLE 


'Jt; ( Si/IJOMMEHTS- 


m4 KALVit ;4A]i.ANliLl>0 
AI;ST1.S, TX liilM 
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City of Austin 

Slrtn. AHilSa, Tct.* 7<701.3>f7 Trirphfln* 


Apr J 26t 2006 


(5oC i pttflfDonn.Krt ant wDftinfl an a99raval«4 
0f\ uteir ull pt»ftw. We deaperately ™«d to tpea^ 


where two pmsibte wtowsMes CBiitfd SH 
wttnuwfii. 


h you couW* please wofk your magic Bite adviM i* or yuwr finding* 


Thai'fc you fcr yoor c^xjjjl 

Austin Po»K» Deoartfwnt 

£'■£ -nyestitiifative linit 

51 2-H/4-IJ216 


alkin ftt this msttef . 

[Air < 
lAEoAaED 


I 
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City of Austin Police Department 
Organized Crime Division 
Fax Cover Sheet 

P.O.Box 689001 
Aintin, Texas 78768’9001 
(512) 974-8600 Phone number 
(S12) 974-8601 Fcoc number 




itnd ter 


Phont Number: 

Dmtt.- 

f«. Number: fgOO ) 2^7 - 66 / Z 

rheme Nmmbee: 




O Urjent 

□ RrylyASAP 

□ Pkaie comment 

□ Plmw Rr««cw 

Q Foe ^our InPormetion 

Joul f>ag«i. tnfluJtag cow 


© 


) 


Cofummii; 




Th,i rw-m »Uti mJ (At •cowpx y iny |M» ttUmfj tmtt mim m it pttmiitftd. 7ht 

If uurnMml / >f lAc m ^ riw rtc^mm mm»tJ tUft l/jm- ikm m mm. fimm mrntdmtl/ m by lefapimw 

w mtft Jm tKt mmn ^ tbt m m mJjmt mt tmifUi tkm m/ Mmmt. ttfytmg. JmtOmmm m Ac ^ •■/ 

ttutm •« Mflwwt Ml ikt fMiMM* ^ **« uUttfmS •mfmmMtm - mnmt/ fmkA m tJ 
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City of Austin 




Jem, 

I would like 10 have the following cell phone numbers checked: 



Thank you for your help in this mailer. 


4 


rUmt 


Austin Police D^. 

Analyst - Organked Crime 


(512)1 
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From: 


P [) '«tww<^city,Qrg] 

Wednesd&y, Decamtier U , 2005 6:02 PM r L * # !i 

JerTi@P PJPI.CQfn , 


RE: 65 


Th.BT5k5 ioT the info. If yov could go ahead with the infomwtion for th^ 2 Metro numtoers, 
I'd aE^piediate it. 

■Thanks again^ 


Original rtessifle- 

rrcot: Jerri [msiltojpdjpi^yiihod.c™] 

SentjHednesdav^acgtoer Ifl, 2005 3:33 PH 

650-^Wi» 

na^e and or DOB, Please advise if you wQuld lik^ u* to continue. 
iSJ'^n^y'h^ie narte and or K>B. Please advise if you would like ua to cortirue. 


BfRINT 

tt, * -^©PRF^r 

SAW MATEO CA 9<JD2 


Thank you for your business 3 J 
Investigations Dept, 





1 
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TAX COVER SHEET 


Redwood City Police 
Dcportmettl 
1501 MopU SMA 
HvdwHO Cits, CA 94a6$*27t6 
V*kc: «5am710Q 
Fti: «5O,7t0.7]SS 


I bw* Owirf fc BWBlfcJ ^ *50^ 


fei iiOiOiiliiMOtstf.MdBVSvA^B 
wUttpv If <efa«Hdfihdwnpitta«t 



TMt:_ 


'2 ,' lit-' 21 ^ 




/i/lD 


cirver jhed) 

LVoioe TJuratwr 

+ tf ^Ei> 4 t.Te> 


PLEASF. DEUVCR TRB SNTmE FAX TRANSMISSION TO; 

tJoJPofe gnu 


AGENCY: 

RBClPtENT'S FAX NLTMBER: ^ ^QO 7 > ^ 

REGAUPngP: 

COMMENTS : ^ R-^3*r<g 



-*lf ynu do not fccefve «U itK fmecs indicitcd on (his rawer j**h* plc^vc coU: € 30 - 7 t 4 )- 7 l 00 » moi 

•s ponfblc. 
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1 



R»dwo«t City PoMee Department 
INVESTISATKINS DIVISION 
1301 HipMStfMI 
Reewopfl City, CA W OSMTW 
Vote ES0<i^^M 
UTigf I: oTP 


February 16, 2006 


www.nonpub.com 


To whom it may concam, 


I am eonducWtis a crimlnel Investiaatlon and I am raquastins phone subscriber 
and seeounl Information for the followinfl cellular numberfs); 



If you have any questions regarding my request, I can be reached at the above 
emftfr address or phone number. 


Thank you in advanoo^ 


riArtfC KtoAtyTeo 

Redwood City Police Dopartment 
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FAX COVER SHEET 

Redwood Ciiy FoUct 
Dcftortnifttt 
JMI MipkS««tt 
tUdmiOQ.CX f40fi3^i6 
Yoke: •M.'TM.TieO 
Fn: 


lLij ii ui n iRwtf. rttr 1 1 pin m iii mw. a ne « wi 


...jifUrt <1 II ^1 rtiiiM il i fti JWtH'VW*!- a»yf Am — f liiiiB i 'l^i^ fa W^¥ If k^w IdBhM 1M 

»iMHiiu»»?# mtt. flw wify m ■ w i w toii by by ■ *i» * wi w oHHfT K ■■ ^^artwna it fttkow 

Bjtartii «* A* Uiikri ^fPfc' Tnrtl Sm*t 


r>ife;_ 


P-hlou. 


TiJwe: 



^(iridudkft cow kiMQ 

Voice >JuiBbBr (^ j 

/^AmE V # 

FL£A^E DEUVER THIS ENTIRE FAX TRANSMISSION TOi 


NAME:. 


AGENCY: t^{)MPi)6,Con/) 

REOPrHNT'S FAX NUMBER:. {^x>^^-oa fD. 


■FnAUnlMCr efi £»f ~ ^ ■ 




COMMENTS:, 


THT^t: \jO\A. 


“ Lf you 4o not TtcGvc dJ die pace indkaied on this Fax cow shcaL pltue coil: 65&>7|&'TiaO » »qon 
u poidble. 
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Police Departifient 
Carlos G. Bolanos 
Police Chief 



1301 Mapit Siraat 
RidweoO City. CA 94063 
Taitphona (660) 760-7100 
FAX Lina (650) 780*7112 


NonPub.wm Febfu.fy17.200e 

Fax: (800) 297-0012 


Re: Cell Phone Accou nt Infor mation 
Cell phone #: (510) T 
RCPD Case 




This letter is being sent to you. to verily that our agency is conducting an investigation 
invotving the above cell phone number. We are requesting any and all information you 
have regarding the above cel phone account and the account holder, be forwarded to 
our agency, including account activity and the account holder’s address/contact 
information. 


Please forward this information to: 





Redwood Qty Department 

1301 Mapl e Street, R edwood City CA 94063 
Fax: (650) 

E-mail: 

Please indude the RCPD case numbe r indicated at the (op of this letter If you need 
anything further, please call me et (650)mBB9. 


Thank you. 
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FAX COVER SHEET 


Redwiood City Polite 
Dcpertment 
1301 Maple Stracf 
Radwood aty, CA M0a-27«6 
Yoke: dS0.m710Q 
Pac 050.790.7155 




, »rtmded««»yfoi 

a e«rfidwo»l a—iV* 

«r lie oMp te yg •» if«*» * 

ngD0n. Anrtiutioa w . _ 
ptem aecify w ewiiidiady by »rltab«a* 
UMBd SMC Pm) Scmec. 


mimty 



Date;_ 




*looO 


Time:. 


Number ofpafca:. 


From.’ 


^(inchidiag cover aheci) 

Voice Number^ 




please DBJVCR THIS ENTIRI FAX T»ANSMlOTOy» TO: 

KJco - fOB 


NAME;. 


AGENCY:____ 

ggF-iDiv>JT*e FAV MflMRRR: ^ 

6^30 • 2,^7 ' 00 / 7 - 

P^p( 3 ifPprNG: 

lKJK/e*aT-t 

r-nMX/rPNTfir 

A^y 








/ 

r/ 4 ^^ AEbAc/fCO 


••If you do DOT itedve all d» pages indicated oo this cover sheet, piease call: 650-790-71 00 as sooo 
tspossibit. 


April 19,2006 
vvww.nAT^ub,com 


RtdwockI City Poljc* Deportment 
1301 Maple Stratt 
Redwood City, CA 04063 
(650) T6(M100 


To whom H may concern. 


I am conducting a cilmlnel investigation and I am requesting phone aubscribar 
and account Irrformation for the totlowlng cellular numbem; 


650 -; 


4 ^S 


“Freddy” 


RE: RCPD 


ti you have any pueatlona regardtrig my request, \ can be reached at the above 
iddreas and phone number 


TTtank you, 


rj^aie, S*fiA{L 
Red wood Clly Police Oepaitment 




'tdwoodcHy-erf 
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PAX COVER SHEET 


Redwood Folic* 
Bcporttrtent 

1301 Maple SJrttf 
Rad wood CifTi CA 9^003-3 7#^ 

F«e: « 50 . 7 e 0 . 7 l 55 


BifonpiwnOtltariyifcy ^B ~ _ ... __ _ 

“* br fckp*MP» *"<> wm li* onimil ^uttue* to wOipwwmc it Ar abm 


Date:. 


XLt^Otj 


Time : 


Hienbcr of Paflei:. 
Fran:^ 


_Cinduitioi oovD- ihcet) 


Voioc Numhe r 

iJA/nE- •■ «. peoA<-TCO 

please DEUVER this EWItWE FAX TRAKSMISSION TOi 

KIAMP.- I^QKl >U.fc l! — 


agency^ ^ 

RBCinEKT’E FAX MUMSER: » ' 

Bt=r,Aar^rMfi- ^ 1 


/TroAt/TEo 


COMMENTS: ■_^*^_W_ 




you do OM firaqtft lit tbe pifcj bdicMcil cm this cow ihtcC picuc all: 656-7S1V7100 OB loos 
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FAX COVER SHEET 


Redwood City Police 
Department 
laOl Maple Street 
RedwtK)4CH7.CA M06J.274< 
Voice: 690.780.7100 
Fez: 6SO.780.71S5 


a rw‘ir«l *«e*Vk«i*L we ocnee tew 

■^■^fwtLer»w u i o lpyiifMtT«p—Ot»>»’6d3WW<g*<^— t».***.y 


MiAteiMt iov AtiiiiBiiioe. k»rtN«ioar « eapyti»f rf *• w«»ittoi«boi li Mnaly pfe»»VW d tf 

f * • rm , e *«»* ■“•tty •• ‘*"'*'•^>■••*7 ^ *^*®*’*"* "***”1 '^ *”********* ** 

• 0«e Uaiii*^ S»w N«u» S«r»»e» 




, Tiiae:, 


/2/L 


Va'/viE ^ ^ 

PLXASE DELIVER THD ENTIRE PAX TRANSMISSION TOt 


(bidiiding cover riteeO 

Voice NuBiber_ 

P,ePA<^Tg.o 


NAME:, 


Ang>jry : Aip/^ fiod- 


RECIPIENT’S FAX NLIMBBR;. 
RgOARDlNG: 




R6D4c;ri:5 





**If you do not receive all (he pages todicated os dds (ax cover sheet, please call: 6i5O>7K0>7100 as soon 

as possible. 
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C*rlu eotorwi 
P0ll« Chrti 



Mfpk 

Ht&n06 CHv, CA bOC) 
Ttkphorw rWO) 

FAX Um (iSft) 7t«-7tCS 


^3LAAAa;,^]f^^PLJB.COM 


To WhtBP h Miy CtniMm 

Pluie pf ovidt tubicibcr iofonnAlion fm cdlisitr pWoiw oumber - 


41M 


P)CO#^LTe& 

Think for yuar Msustu^ i® thii Iaw mfoimiienl mAdo. Om (tqwtment 
ippredvtc! >Dur support. 





(iA»$ PsMe-fto 
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FAX COVER SHEET 

Qty Mice 

Dcpcrtncttt 

UDl 

Reimd Oty,CA 

VoiK«5a,m7ioo 

Fw: 



J tof fl * we fc •**“*•1 ^ ^ ■ 





: (0/3^l0S 



.(indudiKC ctrva ibael) 

Vdiee Noatoff: 


PLEA51: DELTVTR THK |;NT1KC FAX mANSMBSlOK TO: 



NAME: 

AGENCY: K}OhJ P\J&- C^fV^ 

JIECIPIJ^’S fax WUMBEIL' /^ SQO ' ^3 ^-_ 

,.Y,AxnTNG . ceiL Pftpr^e /k^wajT //oeo 


COMMEhTTS; 

iTtm/K. you I 


"ir^^ do net TCUi%v fJi tf% pi^ uvNutcd on Shif :la^ cwcr siWH. pkaxc cUl: ^50*7^0- 7 rOO af jwon 
■s pnoiMt 
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Police Depanmeni 
Cartas G. B&larujt 
Poiict Chtat 



t301 Uaplt SifMl 
P*dM»d City. GA 
T*l«phou rSSC) TiO'TtOO 
¥Aj lhw fesoJ 7«'rna 


NonPi**com 
fax: (BOOJ 237-0012 


October 24, 2D0£ 


Re: Phone Aee ouot Irrloh ration 

Etisr?***!2SyBS ReoAt.Teo 

rcpD Case 



This *ettar s betag sertf to you, (o verify thet oir apency Is oonductiryB an irwcftioabpn 
invoWinQ the abort cell phorto njribor, W« are Tequ»Uig any and al attormaton you 
have legardihp If* P*wne account afid the aitoount hoWer. t» tofwa nded 10 

OUT ag^rvr, tncJuding acroiwit adnmy and the aocognt hrtder^s addi^contofl 
tnfDRhBliaru 


Pieau forward this inf ormafen to: 


Fraud fovesHpafor 

Redwood City Pofice Departmeni 

1301 Mapfo Slreelfi edMdCilyCAW 

Fax; 

E-mafl; 

tTtO 

Please include the RCTD case number jxJicaied at Ihe fop ot this letter, 
anything fuiher, pteaic cbH me ai fG50> W^HI^ 

■ ^enAt-rSFs 


If you rread 



Nhn^t ^toAcrtd 
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FAX COVER SHEET 


Rtihr««d Otj ^oHce 
Dcpartaeiii 
1301 
City, CA 

Vticf : (50.7*0.^100 
F«i #SI.7W.T155 



D«tt: 


inlaUlaS 



CwctadniFewiiieetJ 

V«aMiwbcr 


t 4 A^t ^ 

OTLTVOL TTO PAX TIUNSonSSlO?* TQs 



fi£oACT£5 


WAME: 

ACSaCY:, k)nK\pue.carn 

KECriENT'S FAX MUMBEfc SQO*~ * OO I ^ 


RtCAADfNG;, ggJUPStOkJB hC^JT. IN .PD 


COMMENTS: 

t?M 7U<. yo/i ! 


**If yiTU do atn ibcbk all the pi|»cs mAkaitod, «n this fiv onw fhceL piemt oil: ft5D-7lO‘7l00 w% mn 

ID pwiMe. 
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Otpirtmtrn 
Cargos G, Bolftnof 
Police Chiel 



13^01 Uaplis Sir*«T 
RettMod CHy. CA $4oe9 
Tt^^hdn* (£&0) TBO-nOO 
FAX Una (CSO^ 7etr'7)1? 


lStoriPiJb>com 
Fax: fSOO) 297-0012 


R«: Cd PTiQf>e Account information 
Oafi phone#: (^1S) 

RCPD Case 


RfGv^tTED 


October 24, 2005 


Thl* letter fs beinj; Pent to you, to verity that mir agency jt conducting an investigation 
involving the above ceU phone numbef. We are lequest^ any ail nrlHmation you 
have regarding the above cell phone account and the aocount holdar, be forwarded to 
our agency; including account activity and the accoiait holdehe aCOress/contact 
inftormation. 


Please forward Due informaliDn tp: 


-F53TC5.9«or 

Redwood City Police Dcpartnent Ppif tvH-T ^ 
1 301 Maple St reet, R edwood Ofy CA 94063 
FaK.(650)M^V 


J 


PkessB Indude the RCPD case numbe r inditalad at the top of (his letter, tf you need 
anythkig further, pteese caM me at (650) 
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FAX COVER SHEET 

REjfwMd City PvltCt 
Depitinttht 
130J hlAfit 9tr«( 
CUf. CA W#d3-37<6 
Vtw 

r«j5SJiii3ia£. 



\o 






^.{inclifdnK covn Jlw) 

_Vpiee >fnrnhpr_ 

rJA'WH + ^ 

PlXASE UKUVn THIE CKTIRE FAX IXAJtSMlSSlON TO: 

tiAvtF »JVV> 


AOrMCV: -- 

SKCrplENT'S FA* WtlWB(EJU_ 

RECARDIia0:__l_yOfil^ 


fRQr)-a‘=l>"OQ >'3L 



;?CC^4c.rCG 


COMME>xrS_ 9 aooiPE 

■SoPiccjg^^fttA i-^^& 


^ vs,#C5Tj 



Rebi44.rtD 


ir jrtiu do iHt ftttrve in Itie pR^ ndicKcd W dUE ^ cow jbw. p*t3BC »1l: fiSO-TSO-l K» AS JMn 
upoislblc. 



'tryovdoimRccii^»tlthcpii|;nittlK»c4on*>ttecovaihcd.plm6att^ 630-710^7100 « non 
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FAX COVER SHEET 


Redwood City PoKct 
DcpartBcnt 
1301 Maple dtrwt 
RctfwooO City, CA MOO-JTiO 
Voice: OSLTKLTIOO 
Fax: 05i.7».71SS 


mUi«i «■ *t tt»« eOTMl 



Dttc;. 


/2-/7--D5' 


.Thae:. 


1^0 


Number of Hfo:. 
F««.: ^ y 


.(including cover iheec) 

.Voice Nmnbcr l\ 


^JAMe * KEt^AtTCb 


PL£A5E DCUVKR THIS EKTUUE FAX TRANSMISSION TO: 


POS > 6^yt^A 


AOewCY: 

RECIPIEhrrS FAX hWMBER; ' ®00 

CO \ 

REGARDINO; 

iVtje. ^ 


CX)MMENTS:._ 







**lf you do not roceivc all ihc pages indicated on thu fox cover sboct, pieaae call: i650>7t0-7 100 at toon 
a» poatible. 
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Redwood PDbce Deparlnnerrl 
INVESTKJATrONS DMSJON 
taol Mppte S^l 
riio&MC DMy, CA »406;a-Z7«e 



Docember 14, 2005 


www.nonp ub .com 


To whom it rrwy concom, 


I m cofiducting a crlmlnsi Inveatlgfttkm «nd I im phone ^i/bictitivr 

«nd occDunt jnformttlon for (he foEJowing oolluier numbM; 



If you h*v« any quactwiM fcgai^nfl my requact, I can be reached at the abqva 
address and phone numlier. 


^ Thank you, 



REt^q-cTth 

Redwood CHy Pa Nee Depaitmenl 
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CITY OFOREM POUCE DEPARTMENT 


ImresttgatioBS DivisioB 
95 CMraa Socet, Oicm UT 84057 
Phone (801) 229-7070 / Fax (101)229-1267 


Dale: 11 / 29/2005 


Tunc: 17 .34 hrs MST 
Deliver To: Source Invesrigations 

Senl FroiTi.^[|^HHii[k (^^0 . 

Receivin£F«x Number: ( 800 ) 297-0012 •* 

KcoAnr^ 

RE: OrcBi Police DcpC C 


Can you get iiie info for 801- 




Pkase contact if th-r- tr zrz' questions or problems. 

Thank You. 

Number of Pages Including Cover Sheet 

W^Jl>nNGt rFVSlTIVE 

all transmissions are CONFIDENTl.AL 

?:mw cctSsc: taii ofTtec tf 4-“ sc? ?t«clvc the pigK nxKcfted or if my rafonn«Kio ■ 
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CITY OF OREM POUCE DEPARTMENT 


l a v c gtig a iioM DfviskNi 

95 Earn Cota Street, Orem DT 84057 

Pbooc (101) 229-7070 /Fo (101)229-1267 


Date: 12/29/2005 

Time: 13:00 hrsMST 

Deliver To: 1 st Source Investigatiaos 

SerU From: 

Receiving Fax Number: (800) 297-0012 


RE: 




fiAfAIL 4 U'i 
, P,SLt>AClBO 


Please send any infonnatioD available from this number, specifically the owner’s name 
and address. This is in regards to Orem PD Case i 


^eel free to contact me if there are any questions or problem? 



AiA/oe RcoAcrcn 


Number of Pages Including Cover Sheet: 1 

''’"'"'TITT-T IHhn'IXX^UMENTS 

ALL TRANSMISSIONS ARE COFIFIDENTI/J 
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01/16/2006 


I »m iiivcstig«ing « theft case in which the suspect inaripi^ogci some money from 
WesicfT) Union using my victim's credit ctrd. The case #^|||||||||H|||||V 

^ itU 

The suspect used the nameMB^ * phone M of (KOI I have found that 

the # is I ceil phone M for a im|phozie out of Uuh. If possible, ) need the name and an 
address of the person who the phone is registered under. 
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CTTYOi OMEM 

mARlMEKTOPnaUC SAIBTf 

SS EAST CSMim mECT. CffiEM. UTAH t«S7 


Facsimile Transmission Cover Sheet 


Date: 


Time: //5P 


Deliver To: ^ScnJirt^ 


Sent From: 

Number of Pages Including Cover Sheet: _ 




Receiving Fax Number: ggp ^9-7^ CigtA 


Fax Numbers for Orem Public Safely 

(801) 229-7300 Police Administration 
(801) 229-7307 Fire Administratiofi 
(80 ] ) 229-1 257 Investigations 
(801)229-7135 Dispatch 
(801)229-7242 Records 


AIX TRANSMISSIONS ARE CONFIDENTIAL 


mLSFHCmE NUMBERS 
I^rpaH:hmt)229^7m RmcoMm (S&J) 729-7072 
Folie*AitjimstmtUmf80i)279^7eSi FttAi^ir^smaimmi}229-n2? 
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InvestigatioDs Division 

95 East Center Street, Orem UT S4057 
Phone (Sai) 229-7070 / Fax (SOI) 229-1267 


TOl 1 ^ Sourfie Investicotions 
Fiurf (800) 297^12 


rlABiE t E KEoAcaEd 


FROM)| 

RE; Crimiiiel Investigerioh c 

I tm requesting subscriber itrformfltion on a cellHlar phone # (801) This mirobei is 

related w the obowmcntioiiedcnmi^ - tlAmt * 

nit mvcsiigaiOB « «g«diiig »*eft which ftcewred 

niunbei The only infonnohon we hove on it it the Mmemibid diselosm* of tl» wbsejtbet 
infoimuion for the oelluiv occomit would b* wl»l to the mve«iBet«m. 


Thoolcs for you otsisnaiee. 
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QTYOFOKPI 

DEPAItTMBWr OP muc SAfBTY 

95 EAST (ZKrBR mEET. OREM. IJTAH t4eS7 


Facsimile Transmission Cover Sheet 

Date: C?Z•/6•^004 

Time: niO 


Deliver To: fi* 

Aj34 

Sent 


Number of Pages Including Cover Sheet: 2 . 


Receiving Fax Number. %co- l9'>-Ooti 


Fax Numbers for Orem Public Safety 

(801) 229-7300 Police Administration 
(801) 229-7307 Fire Adminisg ation 
CT801) 229-1267 InvcstigittionD 
(801)229-7136 Dispatch 
(801)229-7242 Records 


ALL TRANSMISSIONS ARE CONFIDENTIAL 


TBLEFHOHE NUMBERS 
Dt^xueh(i0i) 229^7070 fUcardi (BO JJ 229-7072 
Fobet Admwutmkm (BO!) 229-7062 Ftn Adndniitrabon (SOI) 229-7S27 


> 


nil 



OREM 



QTYOFOREM 

DEPARTMENT OF fVBUC SAFETY 

95 EAST CENTER STREET. OREM, UTAH W057 


Facsimile Transmission Cover Sheet 

Date: 

rune: 

Deliver To: ^ 

fit^Aurto 

Number of Pages Including Cover Sheet: 

Receiving Fax Number. Oof^ 


Fax Numbers for Orem Dept of Public Safety 


(801) 229-7300 
(801) 229-7307 
(801) 229-1267 
(801)229-7046 
(801)229-7136 
(801)229-7242 
(801) 229-7311 


Police Administration 

Hre Administration 

Investigations 

Patrol 

Dispatch 

Records 

Victim Assistance 


ALL TRANSMISSIONS ARE CONFIDENTIAL 


TBiBPHommidBms 
Dispaxch (801}229-70?0 Records (801) 229-7072 
Police Admimstration ( SOI) 229- 7062 Fire Admiiustration (SOI) 229-7327 
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iDvestigations Division 
95 East Center Street, Orem UT 84057 
Phone (801 ) 229*7070 / Fax (80 1 ) 229* 1 267 


TO: I” Scut«e Invcstigatiotie 

Fax # (800) 297-0012 


FROM: 

RE: Criminal Invcsti^xUoti c 


AA«\t * 

P'toiiUttO 


] am requEstiinj jubiCtilKt infntnutiim on cellular |dMne (630) Hijs jibone number 

related to the above mentioned chminaL invcftigatiofL 


The mvestigarion is regarding a bmglaiy and one of the number to 

comaci the victim. The only informatitm I hive a the iiame|0M||H »wi disclosure of the 
iiubscribw rnfonpation for the ceiluiar account would be vhil to ih^inverUgaiion. 

flhWt RCoJKT£> 

Thank you for your assiatincc. 


Sincemly, 



1113 


J 



CITY OF OREM POUCE DEPARTMENT 


InvestigatioDS Drvnion 

95 East Ceoter Street, Orem UT S4057 
Phone (801) 229-7070 /Fax (801)229-1267 


Date: 03/30/2006 

Deliver To: 1 “ Source Investigations 

Receiving Fax Number: (800) 297-0012 

Sent From: Detective MMlHPH^801)MiHA 


R£: Oreio Case 



I am trying to identify the owner of the phone number 801- 
with this active investigation ofairtissingiferson. 


^ in conjunction 


My desk phone is MIHI, my ce]] is call me if you need anything 

else. ♦ it 

Thank you. 


is|A/w£ 


Number of Pages Including Cover Sheet: 1 

WARNING! SENSITIVE GOVERNMENT DOCUMENTS 
ALL TRANSMISSIONS ARE CONFIDENTIAL 


PlEur ct^TKt this office if you dc not Tweivc ilje p4e« 


or if ■fi(y lofDnivtHD ii u 
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CITY OF OREM POLICE DEPARTMENT 


iDvestigHtions Division 

95 East Coiuar Street O™ UT B40S7 

Fhtw (SOI) 229-7070^ Fax (801)229-ne7 


Date 05/17/2006 

Deliver To: 1 Source Investigations 
Receiving Fax Number: (£00) 297-0012 
Sent From: 


RE: Orem Case 06 ORl(W 77 

I am looking for information on the pbone number 80 I|^^^ in teganis to the 

above cs®e. Please fajt me any iofonnatioa to me at 801 


My desk phone is I 


, my cell is I 


\; you can call me if needed. 



Number of Pages Including Cover Sheet I 

warning I SENSITIVE GOVERNMENT DOCUMENTS 
all TRANSMISSIONS ARE CONFIDENTIAL 


• lom m - 

x/hDr OrdO^' 
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Investigations Division 
95 East Center Street. Orem UT 84057 
Phone (801) 229-7070 / Fax (801) 229-1267 


TO: I" Soxffcc lr.\*esi:giiions 

(*011)297-0012 


FRON 


RE: CrimiMl Invcsiigition ca$c| 


CAi£ // RFOACTEO 


i This phone number 


] am Tcqucsting subscriber infoimeticm on cclhiJw phone (801) m 
related to the above mentioned criminal investigation. A t oiQ C7£ o 

The investigarion is regarding a burglary and one of the part ies involved(u sed this number to 
contact the victim. The only information 1 have is the name sud disclosure of the 

subscriber informaiicm for the cellular account would be vital to the investigation. 


Thank you for your tssisuncc. 


Sincerely, 






1 


tab 33 


37SDPW»i 

Oor*«tti OA ^0^40 
“ PtWM! e7»«30-2003 

77D^09e.3MB 




1117 


^ cmr or 

Doraville Police Department 

37S0 Park Avanii* DsraTllU. Ocatfla 30340 

From The OflBcc Of The Special Investigations Section 

oma rnc) fa* fm> •mjmi aecoew ofveioM fm) «»-7 mi 


Aoeotioo Chri*: 

f^Eo/Kcreo ^ ^ ^ 

ThAiikA for ypurw ifunce; the cellphone nuznberB I am looking at aic(72Dpi|HiH^^ 
Atul would Uke to have the lail fifteen days of pK^c toUa as well as 

the subscri^ infonnation (name and addreas) for each phone. Thanks in advance. 


the results to roc at | 


^£p 4CT^0 




sp.wmmm 

Cellular (770) 
Office . (67g) I 
EMailMB 




ivi]lega.ut 


#\ 60 Act£o 


1118 



To: infoiSpdjservicaB.cgm 

£ifbjict: OlJular inlb requoE) 

Hopefully this will work, not as an attachment this time. Thanks, Jason Deyetie. 

CITY OF 

Doraville Police Department 

3750 Park Avenue Doraville, Georgu 30340 
From The Office Of The Special Investigations Section 
Office [T7CJ DH f Alt fTW} HE RECORDS DlViaiOH fTTOf 


Anention Chris: 


] could use your help with the following celluJaj niunber. All I need is the subscriber Lofomialjaii. 


(77C)i 


Please e-mail the results to the following address: J 
For all of your help. 

* 

Cellular: (770) | 
Office: (678)1^ 


, Thanks 

PO 


Yahoo! for Good 

Click here to donate to the Hurricane Katrina relief cffon:. 




10/3/2005 
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! Page 1 of 1 

y^v 

Chris Gamer 



From: “•> 

Sent: Tuesday. October 04. 2005 1:37 PM 

To: jnfo®pd)service8.com 

Subject: Cellular phone info request 


OTY OF 


Doraville Police Department 

3750 Perk Aveave Dorevllk, Georiia 30340 

From The Office Of The Special Investigations Section 

Off»CE(770)48HOOO FAX (T70| MS-Si41 RECOROS DIVISION (770) 4»»-7eS4 


Attention Chris: 

1 have another number 1 could use your help on. The cell phone number is (770)fl^BB. I n^ the 
subscriber information and last 30 days of tolls if possible. Thanks in advance. Please c-mail the results 
to me at I 



Jfuular : (770) 

Office: (678) 

EMail 

AEdauTEd 


REDACTED 

iOTavillega.us 









SS ^ IIvEOACtCD 



From: MlHHyflBHlMSDoraveiega.us] 
Sont: Wednesday. January 11, 2006 1:33 PM 

To: rnfoQpdjservices.com 

Subject: Info Request from Doraville PD 


Hey Chris, hope your Christmas and New Year was good and all is well. I need some help with a Boost Nextel 
dtrect connect and phone number. I think it's the same person for both numbers but am not sure. Thanks in 
advance. 





Doraville Po lice Speci al Investigations Section 
Office (678) ^Wii> rUmK ^ #3 
Cellular (770) f, €cAcr( 0 


(}UJL 






yu/2006 
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^ 0U16/2006 


1 un iuvcftigaitup t theft case in which the wispcci anCTjge^tofrt some tnoney from 
Weiura UnMmming my victim's credit csfd. Tljc case# ^ 

ftEOAcTCD if 

The suspect used the namefl^aod a ccU phone # of (ROlHHHBt I have found that 
the (V is a cell phone # for a Cricket phone out of Utah. If possible, I need the name and an 
address of the person who the phone is rcgisteied under. 


My fax M is (SOI 

ArnAsrro 

Thank you in advance. 


Orem DPS 




D- 
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Jerrr 

Svrrt: Tuesday, Jsnuaiy 1 7, 2006 6:^9 PM 

To: infojg^pdjsenrjces.pom 

Subject: Into Request 


Chris, thanks for the quick return on rty last request it heitJed out a great deai on sorne 
guys. Do you have t he ability to tjar^ art e-rnail^fffj^ to the person ft belongs to? 


higtv4evel marijuana 
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Jerri 



Sent: Tiresday, Janusiy 24. 2006 3:3& PM 

Toi rnfo@pd]servjce£.ajm 

Subject: C^rU Phone Into Roiquest 
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cm or 


Doz^av±lle Police Departxnent: 




/ 


STVOFuk Amw 

Trcfm The Ofiicc Of The Special iDvesdgatione Secticm 

WfTTlfMUHl HECOnXlWWIOItfm^JlB^Mi 


AttsttioD CleU: ■ \ 

two raimbcn I couUt uv ypur bdp on. The ccD phone ntuubar* 1 tm iooldi^g ti nr* 
('469)eHHe«nd (67S)MMiK - AD I need cm tb^ k the lubtcnber itjferniitkHi 
(Dime ind uMrm) fbr eech pbooe. Tbenki in tdvsnoe. Pleue ^meil the risuhi to m* it 

dprtyiUfcfim 


rfcavB 


A J L .4 f^Ch 4 cTC b 



Cdhilir;<7703 
OfBce: (67%} 
BMiQ 


Lv{Uegn.ui 


J 
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OTTOS' 


Doraville Police Department 

3T0O PawwtUv, 0*«ite S0S40 

Fyom The OiBcc Of Ihe Special Investigations Section 

omcEfmi4«f4(iai nufmiuMMi recomm wvwtt 


Anemioo Chiii: 


Thaokj for yow^rtfliwc, service souads gre«L The cellphone number J bid lookfflt 

«t » m'TO't A MU Unit J - f j - IJ 1 iL 


an )■ Any infonnattem you cotdd provkle wuld be pxet Tboaks to 

advance Aimsc call my cciiidar phone (number below) with the lesultt, 

^ toActto . 

Cellar. (77Q) mm 

Offlcc: (57S) Wtm 
EMml 


U*4, ^ 

HMt>4crCb 

Lvillega,ui 



1126 



Ancntioii Chriii 


Jhvik you very much for whtt yw vt doing. If you cm t need you lo phig thil 
Nesoel nuniber ud gei locitioDs between 1Q;Q0iin-4:30pan BUtem tunei. The number a 
Tbtok* in edvArtce. PktH e-miil The retulU to me Vt 





(iglUfanocaat 
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cirror 

Doraviile Police Department 


a7S0 Put Av«B»t DmmwtDm, Oucitgllt »0M0 

Prom The Office Of The Special Investigations Section 


Attsttikm Chris: 

I htyc «nother/4umber I could use your help on. The ceU phone numbers I em looking at 
is (404)M^HiV I ^ subscriber information, lolls for August 14, 200^ and, if 
possible, the cell-aiie infonnation for calls made on August 14, 2005. PIcaae call my 
c ellyi— » if tmed anything. Thanks In advance. Please e-mnil the results to mo at 

^^JgpjkStlciravHlIeBiLui 




Cellular: (770)1 
Office: (67^ 
EMaili 


ft E OAOi £ 
FaviLlcga.ui 


PiEOAL-fto 
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TAB 35 


Cell Phone Records and Operational Security 

There are many services that can help law enforcement in investigations, but 
some of these services can be detrimental as we\i Recently, many Web-based 
services have appeared that advertise the ability to provide cell phone records. 
These records include not only a phone number, but also all calls made and 
subscriber Information. One of these companies is called Locatecell.com. 
Companies like Locatecetl.com present unique problems when we consider 
undercover operations and officer safety. 

Currently, Cingular wireless has obtained a temporary restraining order against 
the operators of Locatecefl.com and others of its kind that specialize in offering 
private cell phone records for a flat fee. In November, Verizon Wireless filed a 
similar lawsuit. Cingular claims that these services have their employees 
masquerade as cell phone customers or other Cingular employees to obtain 
confidential information. They do this in an attempt to have the customer service 
representatives provide information ranging from private celi phone numbers to 
the actual call records of a cell phone. 

Services like these present a unique problem to law enforcement undercover 
operations. Since services like this exist, it should remind us of the Importance of 
operational security (OPSEC). In undercover operations, aiminals themselves 
may likely be checking undercover agents’ cell phones to determine whether they 
are who they claim to be, and the tracing of an ATF group call phone to a 
Government purr^ase presents a serious hazard to agents in these 
circumstances. If a phone is going to be used in an undercover operation, it 
should be purchased through the use of an undercover identity and should never 
be used to make persona! calls or calls to any Government agency. OPSEC 
should also be considered with personal cell phones as well. By registering a 
personal cell phone to their residence, special agents afford the criminal element 
another way to possibly obtain personal information. Whenever possible, special 
agents should consider registering personal cell phones to a post office box. 

Another dilemma that these services raise is whether law enforcement agencies 
should utilize them for the acx^uisition of subscriber information. As law 
enforcement officers, we have the ability to subpoena these records and should 
therefore continue to utilize this approach. ATF Headquarters will continue to 
monitor these services and their ongoing legal battles. 

It is up to us to cont/nue to practice OPSEC and, to the extent possible, not 
expose ourselves needlessly to the hazards posed by this service. 



1129 


tab 36 



Mr. Burgess. I recognize Mr. Walden of Oregon for 10 minutes. 

Mr. Walden. Thank you very much, Mr. Chairman. I appreciate 
that. 

Mr. Kilcoyne, are you aware of how the special agents in the Denver 
field office first discovered Best41 l.com and the service it provided? 

Mr. Kilcoyne. Yes, lam. The agents appeared to be through other 
law enforcement contacts and networking were made aware of this 
website. This is an isolated incident in the Denver field office amongst a 




1130 


small group of four agents who evidently talked to each other and talked 
to some of their counterparts there in Denver. 

Mr. Walden. And I am curious how were they planning to use that 
information? Why did they request it? 

Mr. Kilcoyne. As you would do in a case that has in some 
instances thousands and thousands of telephone numbers, they basically 
would use this service or the Internet as a way to perhaps filter out or as a 
pointer to point them and do through process of elimination numbers that 
may come back to public businesses or pay phones or known numbers or 
in some instances, with the cellular telephones, it may only identify who 
the carrier is, who the issuer of that particular cell phone is or in some 
instances where that cell phone would be carried. For example, if they 
are prepaid phones, does Costco sell them, does Wal-Mart sell them, et 
cetera. So they would just use it as a pointer and then once they were 
able to kind of make a determination that there was connectivity to their 
specific investigation, then they would go through the other processes 
that we have to ensure the integrity of the evidence and the information 
that you would obtain. 

Mr. Walden. Doesn’t subscriber information that is not publicly 
available still require a warrant? I am not an attorney but what are your 
standard procedures? How would this have been handled pre -pretexting? 
Is subscriber information that is not public available to you without a 
warrant? 

Mr. Kilcoyne. Yes. 

Mr. Walden. Really? 

Mr. Kilcoyne. Through telephone companies, through the 
publications that they publish, through crisscross directories. You call 
Dominoes Pizza and they have everything that you have on your 
residence even if you have an unpublished telephone number. 

Mr. Walden. Okay. But is that information that is only in some 
sort of public database? 

Mr. Kilcoyne. Correct. 

Mr. Walden. So information that is not in a public database would 
not be available to you absent a warrant? 

Mr. Kilcoyne. No, the telephone companies print crisscross 
directories or backwards directories that will include in some instances 
nonpublished telephone numbers. 

Mr. Walden. But if they do not do it that way, wouldn’t you have 
to get some sort of warrant? 

Mr. Kilcoyne. Correct. If you got the information back, if there 
was no information whatsoever from the Internet, whether you Google it 
or whatever, then we have an established process in place to send a 
summons or a subpoena, a trial subpoena, a grand jury subpoena. 
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whatever stage you may be in in your investigation, to try to obtain that 
information. 

Mr. Walden. On Page 3, you state that cellular telephone 
companies typically take several weeks to provide requested phone 
records. Why does it take them so long? 

Mr. Kilcoyne. Well, the telephone companies, as with the majority 
of the people at the table here, have to deal with manpower, budgeting 
constraints and everything— and volume. I mean, if you’re dealing with a 
telephone company in a small town that services a small town in middle 
America, chances are your return is going to be very, very quickly. If 
you go to some of the larger cities, your return is going to be 2 or 
3 weeks, depending on the type of summons or subpoena or the urgency 
that you are explaining to the telephone company. And they have their 
own process. 

When I was a field agent down in south Florida, Bell South 
Mobility— sometimes it would take a month to get just subscriber 
information from them. Because when you would go over there, they 
had two employees that were handling thousands and thousands— 

Mr. Waeden. How long ago was that? 

Mr. Kiecoyne. That was 15 years ago. 

Mr. Waeden. So today you would think with computer technology 
they would be able to access it a little quicker? 

Mr. Kiecoyne. In some instances, the input that we have gotten 
back from our field is that the timeframe is about 2 weeks turnaround for 
a standard summons or subpoena, depending on what is used. However, 
if you are in the middle of a trial and you use a trial subpoena or you are 
in the grand jury process, they, being the service providers, will expedite 
those requests; and those go to the front of the line. 

Mr. Waeden. I guess I would like to hear from each of you the 
answer to two questions. One is your own definition of pretexting. Is 
this fraudulent acquisition of otherwise nonpublic data? And then, what 
is your training for your agents so that they are not engaging in this? 

Because it looks to me like— I can figure out how to go to Google and 
look up my name and figure out things about me— some of which aren’t 
true, by the way. Can’t believe everything on the Internet. But then 
there is this next course of action which would be to go to one of these 
data mining outfits, and they obviously can get through faster than your 
subpoena can, based on testimony we had here yesterday or during the 
week, the way they go through their con. I am amazed that they can get 
just about anything by just begging and being very clever. It strikes me 
as odd that they can figure out how to get through there quickly and it 
takes phone companies a couple of weeks to get back to you. 
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But tell me what— each of you from your own— do you want me to 
start with Mr. Ford, since you have been on the hot seat? 

Mr. Kilcoyne. I would just as soon finish this. 

Mr. Walden. I have another 2 and a half minutes. 

Mr. Kilcoyne. I think, like I said previously, is the information and 
the evidence that subcommittee investigators have presented for ICE 
have identified a new challenge that we are going to have to look at. I 
think there are agents in the field, as I am— 

Mr. Walden. They are creative. 

Mr. Kilcoyne. Very creative in trying to find out and, like I said, 
filter out the information. How those people get the information is what 
has been surprising to us. 

Mr. Walden. And us. 

Mr. Kilcoyne. Correct. 

Mr. Walden. Not just agents in the field. We are surprised by all 
kinds of private and public sectors that have used it. 

Mr. Kilcoyne. Certainly we do not condone a strong-arm, 
fraudulent, thug approach to getting information from anybody; and I 
believe that is— 

Mr. Walden. Is that how you define pretexting? 

Mr. Kilcoyne. I would think that that is fair. 

Mr. Walden. Let me go to Ms. Lammert. 

Mr. Kilcoyne. One other issue, I think that is exampled by the fact 
that our agents use ICE letterhead. They were— thinking that they were 
dealing with a reputable company, so they weren’t trying to do 
something subversive or something— 

Mr. Walden. Understood. 

Ms. Lammert. 

Ms. Lammert. I think in the context of inquiry pretexting is the use 
of fraudulent means to obtain information that is statutorily protected. 
This is what these data brokers are doing. They are misidentifying 
themselves so as to obtain information that has statutory protections. So 
that would be my definition for purpose of this inquiry. 

You asked what the training is that we provide our agents. And 
being an agent myself as well as a lawyer, the training that we received 
and do receive and continue to receive is that, to obtain certain 
information, in this particular case phone-related information, subscriber 
address, toll records, so forth, we comply with ECPA. 

ECPA requires us to obtain certain processes, to obtain certain levels 
of information; and that is how we train our agents in our manual. It is 
trained while you’re in the new agents class, it’s reinforced while you are 
in the field. 
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Mr. Bankston. Congressman, my definition of pretexting would 
be a combination of fraud and identity theft. Plain and simple. And our 
agency doesn’t use pretexting as a means of obtaining information. 

As far as agent training goes, it starts at basic training when we have 
rookie marshals going into the training academy; and it goes throughout 
refresher training all the way throughout their career, that they must 
adhere to the applicable agencies, the departmental policies and the laws. 
Pretexting is not specifically defined in our policy manual, as I stated in 
our testimony. 

And my colleagues here today, the Department’s Civil Liberties and 
Privacy Office has established a data committee which we are 
represented on; and it’s ongoing working group established earlier this 
year. They met as recently as like June 19th, 16th, something like that. 

Mr. Walden. Okay, Ms. Cooper Davis. 

Ms. Cooper Davis. Yes, sir. In terms of the definition of 
pretexting, again, fraudulent means to gain information, personal 
information that would otherwise be protected by law. 

In terms of training of DBA agents and task force officers, our policy 
strictly identifies the authorities under which you are going to gain this 
kind of information; and, as I said, the administrative subpoena, your 
court order, the grand jury subpoena or, again, the consent of the 
individual. 

Through our academy, our agents are given specific— a block of 
instruction on how to prepare an administrative subpoena. And, again, it 
goes to the authenticity— being able to gain the information from the right 
person. Because the information that you obtain is going to be used in a 
court of law, and it’s going to have to withstand the scrutiny. So, 
therefore, that’s the only thing that we use to gain any kind of 
information; and we teach the same thing to our task force officers. 

Mr. Ford. Pretexting is the practice of getting personal information 
under false pretenses. As far as ATF agents, they receive their basic 
training at the Federal Law Enforcement Training Center; and during 
their basic school they are trained on rules of evidence, search and 
seizures, use of subpoenas and warrants. They also are assigned a 
training officer. Until they demonstrate that they have practical working 
knowledge of the laws, they stay under the guidance of that training 
officer. 

Mr. Waeden. Thank you, Mr. Chairman. 

Mr. Burgess. [Presiding.] The gentlelady from California— 
Colorado is recognized for 5 minutes. 

Ms. DeGette. Never accuse me of that. 

Mr. Burgess. I beg your pardon. 

Ms. DeGette. Thank you, Mr. Chairman. 
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I want to follow up on something Mr. Ford just alluded to, and I 
want to start out asking Ms. Cooper Davis this question, but I want to ask 
everybody if you have an opinion on this. All of you have testified that 
your agencies do not use pretexting or these data brokers because the 
information is gained by using illegal means. It’s gained by getting 
information that is not in the public domain. 

And my question would be, if information like this was gained— and I 
think of you, Ms. Cooper Davis, because of the DEA’s investigatory 
methods where you do get phone numbers for large drug rings from— 
well, you used a lot of phone numbers, if one of your agents was to get 
these numbers by pretexting, could that potentially compromise the 
evidence in a court of law? 

Ms. Cooper Davis. During our investigations, it’s imperative that, 
whatever number we subpoena, that we do it through the means that I 
have already outlined. 

A number of things come to mind. One is that going to a carrier and 
using your administrative subpoena, there is an authenticity to the 
records that you are receiving. So understand how the information is 
gained. 

Ms. DeGette. So you can admit it under the rules of evidence. 

Ms. Cooper Davis. Absolutely. 

The other advantage, which is huge for us, because in a number of 
wiretap investigations what we do is, when subpoenaing a number, we 
also add a disclosure statement in our subpoena asking the telephone 
company not to release that information to the target of the investigation. 

Ms. DeGette. I am going to get to that in a minute. But a third 
reason would be that if you did go to court with evidence that was 
obtained through illegal means, not through a subpoena as the statute 
requires, there is a potential that it could be excluded in court, right? 

Ms. Cooper Davis. I believe if you don’t gain it through the means 
that I have outlined there is the possibility of that. 

Ms. DeGette. Because, as you said in your testimony, the statute 
says you have got to get it through an administrative or a judicial 
subpoena. 

Ms. Cooper Davis. Yes, ma’am. 

Ms. DeGette. And that is my next— and would anybody disagree 
with that? 

Ms. Lammert, would you agree with me that it could compromise the 
integrity of the evidence in court if you have agents going around getting 
it through these other means other than what is authorized in the statute? 

Ms. Lammert. I think you’re right in the context of, if we want to 
obtain subscriber and toll records, the statute requires us to subpoena it. 
And if we were to obtain it through some other— if we were to try to 
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obtain that information in a way to circumvent what the statute requires, 
yes, we would have a potential problem in evidence. And— 

Ms. DeGette. And that is why you tell your agents in training— I 
am sure all of you do— that they need to go through the legal methods to 
collect their evidence. 

Ms. Lammert. Exactly. 

I think my only other comment would be that we are talking about 
pretexting in the terms of circumventing statutory requirements. 

If someone else has a phone number and an address for an individual 
who is not a service provider, is not a phone company, and we are able to 
obtain that from them, I don’t want to get into too much investigative 
technique here— so I just want to make sure that, to us, pretexting in the 
context of your inquiry is that. 

Ms. DeGette. That is why I asked the question that way. Because 
you mentioned some of these other— LexisNexis and other legitimate— 

Ms. Lammert. Other phone numbers through other lawful means— 

Ms. DeGette. That is completely legal. I used to practice criminal 
law a lot in Federal court, so I know exactly what you are talking about. 

Ms. Lammert. Thank you. 

Ms. DeGette. I wanted to ask you, Mr. Kilcoyne, the first question 
I had, the question related to what these two ladies said is a question— 
they talked about the integrity of the investigation being compromised, 
and there could also be a risk of witnesses being in danger or of people 
being tipped off by using unreliable data brokers and pretexters, 
wouldn’t that seem that way to you? 

Mr. Kilcoyne. Yes, I would agree with that. 

Ms. DeGette. Take a look at Tab 7 in the notebook. The Chairman 
was talking to someone else about Tab 5, but both of those tabs are your 
Department where— and this was the substance of your initial testimony— 
where someone was writing to this Best41 l.com and giving— writing to a 
data broker and saying, give me information on these phone numbers. 
Do you see that there? 

Mr. Kilcoyne. Yes. 

Ms. DeGette. Now not only— that could tip this Chris from Best41 1 
off to numbers that were either being excluded or included in an 
investigation, and they could— and the agent would have no idea what 
was happening with that information. Isn’t that right? 

Mr. Kilcoyne. That is correct, yes. 

Ms. DeGette. So would you agree that that’s one of the big 
problems with using these third parties to get this information? 

Mr. Kilcoyne. Well, I think in law enforcement, as far as ICE is 
concerned, I think that we walk a very fine line with who we get 
information from and the type of information and whether that 
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information is going to point us in the right direction. Whether it’s 
informants or someone calling on a tip line or 911 or dealing with an 
established company or a company such as Best41 1, you have to be able 
to filter out the type of information and then what it’s going to be used 
for. 

And certainly we would not go into court with the records that were 
submitted back from Chris at 411 and expect that to get introduced as 
evidence. 

Ms. DeGette. Right. But the additional question is, I would 
assume that most of your agents and most of the FBI agents and all the 
way through the rest of the agencies that they— I think Ms. Lammert 
talked about this in her testimony— is that the agents who are doing an 
investigation have to be very careful to preserve the integrity of the 
investigation. And what that means, an agent wouldn’t go out to some 
informant and say, here is a list of telephone numbers— 

Can you imagine, Ms. Cooper Davis, in a drug investigation, the 
agent goes out and says, here is a list of telephone numbers that we are 
interested in to an informant; can you clear these for me? No one would 
ever do that in an investigation because it would compromise the 
usefulness of those phone numbers as evidence, right? Ms. Cooper 
Davis. 

Ms. Cooper Davis. Yes, ma’am. Because-I mean, the 
information— having a list of phone numbers— really, what does it mean? 
In order for us to serve subpoenas, you’ve got to have a target that you 
are looking at. So it would be a fishing expedition where you are just 
putting out telephone numbers at random and not having any background 
investigation. 

Ms. DeGette. Maybe I am not being clear. 

In addition, if they give this list of phone numbers— Mr. Ford 
understands what I am talking about— if they gave a list of phone 
numbers out to an informant, then that informant could well turn around 
and tip everybody off in the investigation that these were the phone 
numbers under investigation, right, Mr. Ford? 

Mr. Ford. Yes, that is possible. Yes, one of the concerns we had 
with it was the fact that it would put our undercover operations in 
jeopardy. Other customers could pretext as well and get that 
information. 

Ms. DeGette. Why is that your concern? 

Mr. Ford. Well, as we work different investigative techniques and 
make contacts, we have cell phone numbers and different tools that we 
will use in our investigation. If that information is disclosed and shared 
by a criminal to a data broker, then they can trace that information back 
as well. 
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Ms. DeGette. And it could endanger people. 

Mr. Ford. Yes. 

Ms. DeGette. I have one last, ultimate question to all of you; and 
that is, none of you feel that we need data brokers or pretexting for 
legitimate law enforcement purposes, do you? Yes or no? Starting with 
Mr. Kilcoyne. 

Mr. Kilcoyne. Well, I think you have to be crystal clear on what 
your definition of data brokers is. 

Ms. DeGette. I will give you a definition. The definition is the 
illegal obtaining of personal data that you could not get through 
legitimate means. 

Mr. Kilcoyne. I would agree with that. 

Ms. Lammert. Agree. 

Mr. Bankston. Agree. 

Ms. Cooper Davis. I agree. And I would also like to take a 
moment to just clarify for the committee some discrepancies that have 
been reported in the press regarding the GAO report and the $30 million 
figure that was supposed to be spent by the agencies on personal 
information. The $30 million figure came from a GAO report titled 
Personal Information Agency and Resaler Adherence to Key Privacy 
Principles. 

The GAO report looked at Government relationships with legitimate 
brokers to include ChoicePoint, Dun & Bradstreet, LexisNexis. As 
Mr. Stupak noted, these services are not considered Internet data brokers 
as defined by the committee— 

Ms. DeGette. And they don’t obtain their data through illegal 
means, correct? 

Ms. Cooper Davis. Yes, ma’am. 

I wanted to make sure that there wasn’t any confusion that the 
$30 million in this report was being spent on the Internet data brokers 
that we are discussing today. 

Ms. DeGette. Thank you, Ms. Cooper Davis. 

And, Mr. Ford, if you can just answer my question. 

Mr. Ford. Yes, I agree. 

Ms. DeGette. Thank you. 

Thank you very much, Mr. Chairman. 

Mr. Burgess. Mr. Inslee, you are recognized for 5 minutes— 
10 minutes, beg your pardon. 

Mr. Inslee. Thank you. 

You all are on a hunt for miscreants. We are on a hunt for whoever 
has their foot on this bill that has would solve this problem. You may 
know we have a bill that has been pending for some time. It’s passed the 
committee on a bipartisan basis. It was on the suspension bill calendar. 
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We were able to pass it to solve this problem, to maybe short-circuit this. 
And, instead of that, someone got to somebody in the leadership and had 
this bill pulled from the calendar that ought to have passed by now. 

I want to know, do any of you have any indication that any of your 
agencies were responsible for getting the Republican leadership to pull 
this bill from the suspension calendar? Any of you? 

Ms. Lammert. No. I can’t speak for the FBI, but I don’t think 
anybody in the Department of Justice is responsible for doing that. 

Mr. Inslee. We are most curious. If you get any tips, let us know. 
Call 1-800 tips on killing legislation, and maybe we could find out. 

I want to ask you about a concern you have all indicated in one form 
or another, that you didn’t think it was appropriate to use pretexting 
services in pursuing your responsibilities or allow for a lie that had been 
generated by pretext calling. 

But the President of the United States basically has said he is not 
bound by the statutes of this country regarding privacy. We have public 
information that he has advised the NSA to ignore statutes; and he, as 
Commander in Chief, has authority to tell Federal agencies that they are 
not bound by the law passed by Congress, that they are free to ignore the 
privacy of citizens at this moment because he is Commander in Chief 
and he has an inherent authority to ignore the law. 

So I need to ask you, if the President— Ms. Lammert, for instance, 
you have told us that you believe that ECPA, the Electronics 
Communication Privacy Act, may prevent this pretexting already, in 
essence. Let me ask you, in general, do you have an answer to this yet? 
Do you know or is that still a question? 

Ms. Lammert. ECPA in and of itself I don’t think prevents 
pretexting. ECPA was enacted so as to provide certain protection to 
these records, not just subscriber but also content and so forth. It sets 
forth the ways by which a company may disclose this type of 
information. 

There are exceptions to requirements of having a warrant. One of 
the exceptions is if the company in good faith believes there is danger to 
life or physical harm, they can, without delay, provide that information to 
law enforcement without a warrant. 

There are also exceptions in ECPA that say the phone company can 
provide information to a private entity. So I think to us what ECPA does 
for us is it tells us how to obtain this information. 

Mr. Inseee. Let’s assume we have eventually passed this bill that is 
now pending that will clearly prevent pretexting and make it illegal in 
this country clearly, with no ambiguity whatsoever, and the President of 
the United States says, you are free— in fact, I am directing you to ignore 
that law. Because I am Commander in Chief, and you can ignore what 
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those folks did in Congress in passing that law. Would you ignore that 
or would you honor this anti-pretexting law? 

Ms. Lammert. I think I would honor the appropriate lawful 
authority to conduct whatever investigation— and, therefore, if the 
President of the United States or my immediate supervisors provide me 
the authority, the legal authority to do so, I will conduct my 
investigations appropriately. 

I think the question itself, will the law prevent pretexting, I think it’s- 
-we have— we would follow what the law says. We do have some 
comments regarding the legislation that I was talking about a little bit 
before so that you understand that we are looking at this. We are not just 
logs sitting there. 

We do have some concerns with our comments regarding the fact 
that you do write law enforcement exception into the statute. We feel 
that in Title II it might not be as strong— we would like to allow phone 
companies an exception to allow information that we are trying to 
protect. 

We do have some concerns and some comments regarding customer 
notification. As you know, under ECPA, there is an ability to delay 
notification to customers, especially if the customers themselves are 
subjects of our investigation, and also the sort of the requirement of 
noticing customers that their records are being— there is a breach of their 
records. We also would like to have that type of notice provided to us. 

So I just want to let the committee know that this bill is being looked 
at seriously and there are some comments that are through the process. 

Mr. Inslee. What I want to know is whether the FBI is going to 
follow the law or not. 

Ms. Lammert. Of course we will follow the law. 

Mr. Inseee. That is important. Because the President is not. 

And my question is, if this Congress passes a law that says it’s illegal 
for the FBI to buy information that has been generated by a pretext call— 
that’s where someone calls the phone company, gives a false 
identification and purloins that personal information— that it’s illegal for 
the FBI to use that information in its investigations, but the President just 
tells you to go ahead and ignore the law, what are you going to do? 

Ms. Lammert. I will have to follow what is the appropriate way of 
conducting the investigation, sir. 

Mr. Inseee. And that is determined, I hope you are going to answer, 
by what the law is passed by the Congress in statutes to the United 
States. Would you agree with that? 

Ms. Lammert. The FBI will follow all laws, all statutes, all 
executive orders, all constitutional requirements, yes, sir. 
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Mr. Inslee. That is great news, and we hope you prevail upon the 
White House to stop violating the privacy rights of America. Because, 
frankly, it would be a shame for us to pass this anti-pretexting law, all of 
these agencies tell us you want to follow the law, and then the White 
House tells you to ignore the law. And, frankly, that is what is going on 
with the NS A right now. I hope you will stand up in moments of moral 
crises to the White House that is trying to get you all to violate the law, if 
that ever happens. 

Now if I can turn to a more prosaic question, if I can. You all 
indicated in some way you don’t want to use the fruits of pretexting in 
some fashion. You talked about that. But the question I have is, how 
does your agency assure that you are not using the fruits of pretexting? 

In other words, you get information from a whole variety of sources. 
Are you intending to adopt regulations that you, for instance, get 
affirmative statements from the source of your information that this has 
not been obtained through pretexting? Is that going to be part of your 
ongoing policies in the future? 

It’s an open question. I hope all of you will answer yes, but I am 
interested in that. 

Ms. Lammert. We are issuing guidance. We are working on it 
right now. 

I want to premise this with the fact that there’s already guidance out 
in the field through our manuals and through training as to the 
appropriate way of obtaining information such as consumer proprietary 
network information. We are issuing guidance on how to handle data 
brokers as of the type that is of interest for the committee, and we will 
have that out shortly. 

Mr. Inseee. Well, I am hoping that you can tell me that when you 
deal with data brokers you’re not just going to take a “see no evil” 
approach, meaning, I buy this stuff from a data broker and as long as 
they didn’t tell me affirmatively they did pretexting I will go ahead and 
buy it and I will hope they didn’t. I hope you are going to tell us it’s part 
of your regulation in dealing with data brokers you are going to obtain a- 
-if you get this information in any event, you will obtain an affirmative 
representation by the broker that this was not obtained through a pretext 
situation. 

Ms. Lammert. Our guidance, as in all our guidance, will always 
advise our agents that they have to ensure the information they have 
received is lawful, is credible, and is, as you know, the type of 
information that will withstand scrutiny. 

Mr. Inseee. Any other agencies want to comment on that? 

Mr. Bankston. Congressman, that is a good suggestion we will 
pass to the newly created office in the Department that was created 
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earlier this year. As a representative from the Marshals Service, I will 
certainly convey that as a suggestion to recommend to that committee. 

Mr. Inslee. And when you do that, which lawful code will you be 
referring to? State law, your law, the Congress’ law or what the 
President of the United States has— his own laws, as far as we can tell? 
Which one are you going to pick? 

Mr. Bankston. Applicable law, fraud, identity theft. 

Mr. Inseee. Anyone else like to add anything? 

Ms. Cooper Davis. Yes, sir. Again, we are working— we are also a 
member of the Privacy Civil Board that— under the Department of Justice 
and will ensure that the information will be passed on as well as we’re 
working with our agents— we have the information available through our 
manuals on what the policy is and, again, working with the department 
through the committee to either issue guidance— 

Mr. Inseee. I have a real quick question I want to make sure I get in 
here. 

Ms. Lammert, the issue of whether or not the Electronic 
Communications Privacy Act will already be an efficient tool to stop this 
pretexting is an important one I think. My sense is since we have had 
this sort of epidemic of pretexting that has been in wide use in the 
commercial field and, in fact, has even been used in at least limited 
circumstances by several Federal agencies, that clearly we need 
additional legislation to remove any ambiguity that pretexting is illegal 
and that we don’t have to worry about whether, quote, “property includes 
intangible information,” which it apparently may be the issue, whether 
ECPA applies. 

Would you agree that it really makes sense for us to have that 
absolutely nailed down through clear legislation so that we don’t have to 
have lawyers arguing about that? 

Ms. Lammert. I think that it is always important and helpful to find 
ways where we can clearly define what is an unlawful activity, not only 
obviously for the benefit of law enforcement so they know how to 
proceed but also for the benefit of the public. So any legislation or 
proposals this committee would like to put forward on that we would 
gladly work with you in trying to resolve this particular issue which we 
all find to be very serious and needs to be addressed. 

Mr. Inseee. Thank you very much. 

Ms. Lammert. Thank you. 

Mr. Whitfieed. [Presiding.] Thank you. I might say to the 
gentleman from Washington that it may be your opinion that the 
President is violating the law, but I am not aware of any judicial decision 
that has agreed with that. I am not aware of any criminal investigation 
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that is suggesting that or any indictments about that relating to this issue, 
relating to counterterrorism and counterintelligence. 

So we are all entitled to our opinions, and that is where we are. 

Mr. Stupak. Since it’s concerning this subject matter, maybe we 
should have him in and ask him questions and see where it goes. That 
way, we get a clear understanding of the law and what law enforcement 
needs to do their job and what the American public knows would be their 
protection. So I suggest we bring the President in or his representatives 
in and let’s talk about it, have a hearing on it. 

Mr. Inslee. Mr. Chairman, may I ask a query? 

Mr. Whitfield. Absolutely. 

Mr. Inslee. I do think this is an important issue, and I don’t know 
if the Chair is thinking about having any of the other Federal agencies, 
particularly the NS A, which there are arguments, as you have indicated, 
about the legality of some of their activities. I think it would be helpful 
if at some point in this inquiry we ask some of these same questions to 
the NS A, to some of the defense intelligence agencies. That might have 
to be in closed session, but I think it would be helpful to us in this regard. 
I hope you might consider that at some point. 

Mr. Whitfield. I appreciate that very much, and I appreciate the 
gentleman’s concern about the issue and its importance. 

Are there any additional questions of this panel? 

Since I just arrived, I have one question at least. 

I would like to ask Ms. Cooper Davis— this relates to you, Ms. 
Cooper Davis— when our committee issued subpoenas, certain documents 
came in from a data broker, PDJ Services, and specifically Mr. Patrick 
Baird; and it showed that a DBA tri-State task force used Baird’s 
company to acquire customer name and address information. And I 
would ask if you could describe the facts and circumstances surrounding 
those documents, if you have familiarity with that. 

Ms. Cooper Davis. Yes, sir. As you said once, the committee 
issued the subpoena, and the inquiry was made of DBA headquarters. 
Working in conjunction with the task force parent agency, what we 
found out was the task force office assigned to DBA was contacted by 
one of his department’s officers who had stopped and arrested an 
individual who was trafficking in methamphetamine. 

The task force officer then— the target that had been arrested decided 
to cooperate. He had a phone number of where the methamphetamine 
was supposed to be delivered to, had no additional information— which is 
very common in our investigations— contacted the task force officer to 
see if he could help him identify who the subscriber was for that 
telephone number. 
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The task force officer then attempted to obtain the information 
through the telephone company. When he called the telephone company, 
he was told that the information would not be available because it was 
around the holiday time, it was around Christmas time, and they would 
not be able to get that information back to him. 

The task force officer then, on his own, went to the Internet, found 
the site, clicked on a site, found a phone number and made contact with 
the Internet data broker and asked whether or not he could obtain that 
information. He was told they could get him the information in about 
3 hours at no cost, and all they needed was something on a letterhead. 
The task force officer then took a fax cover sheet, wrote down what he 
requested, which was only the name and address on that telephone 
number, and shortly thereafter that received information. 

I must add that nothing came as a result of receiving that 
information. The investigation by that task force officer’s department 
ended at that time. 

Since then, we, working in conjunction with the parent agency, have 
advised the task force officer not to use Internet data brokers to obtain 
that information. We have the ability, through our administrative 
subpoena, grand jury subpoena, or court order, to obtain the same 
information. 

Mr. Whitfield. Thank you, Ms. Cooper Davis. 

Mr. Kilcoyne, you had said earlier that your ICE agents learned 
about PDJ Services through another law enforcement agency or group. 
Which agency was that? 

Mr. Kilcoyne. I believe in one of the references it was in a generic 
conversation with somebody from the Postal Service and perhaps FBI, 
but I am not 100 percent on that. 

Mr. Whitfield. Any names? 

Mr. Kilcoyne. As far as who? No, unless it’s referenced in these 
documents that I missed, but I don’t believe so. 

Mr. Whitfield. I want to thank this panel for being here with us 
this afternoon. I’m sorry for all the delay. You are excused. 

We have one other panel, I believe, of two witnesses; and I would 
like to just go on and call this panel now. 

That would be Mr. Raul Ubieta, who is the Police Major for the 
Miami-Dade Police Department, and Mr. David Carter, who is the 
Assistant Chief of Police in Austin in the Austin Police Department. 

If you all would not mind coming forward, then I will swear you in. 

Mr. Ubieta and Mr. Carter, as you know, this is an investigative and 
oversight hearing. We like to take testimony under oath. Do either of 
you object to testifying under oath? 

Mr. Ubieta. No, sir. 
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Mr. Carter. No, sir. 

Mr. Whitfield. Do you have legal counsel with you? 

Mr. Ubieta. No, sir. 

Mr. Carter. No, sir. 

[Witnesses sworn.] 

Mr. Whitfield. You are now under oath. 

TESTIMONY OF RAUL UBIETA, POLICE MAJOR, 

MIAMI-DADE POLICE DEPARTMENT, ECONOMIC 

CRIMES BUREAU; AND DAVID L. CARTER, ASSISTANT 

CHIEF OF POLICE, AUSTIN POLICE DEPARTMENT 

Mr. Whitfield. I tell you what. I would like to get one opening 
statement in before we adjourn. So, Mr. Ubieta, if you would give us 
your opening statement, 5 minutes, please, sir. 

Mr. Ubieta. Yes, sir. 

Mr. Chairman, Ranking Member, and distinguished members of the 
committee, good afternoon and thank you for the opportunity to testify 
on this important issue before you. I also thank the committee for their 
leadership in guarding our privacies. 

My name is Raul Ubieta. I am a police major with the Miami-Dade 
Police Department in Miami, Florida. I have been in law enforcement 
23 years. Eleven of those years have been in conducting, supervising, 
and managing investigations. 

I am currently in charge of my department’s Economic Crimes 
Bureau. My duties include the criminal investigations that inflict serious 
financial hardship on a community. Typically, these crimes involve 
sophisticated theft schemes that include organized criminal groups that 
commit mortgage fraud, identity theft, bank fraud, and credit card fraud. 

I first became of aware of the committee’s work last month when I 
was contacted by Mr. Thomas Feddo, Majority Counsel for the 
committee. We spoke about the existence of the Internet data brokers 
and the means by which they obtain their information. More 
importantly, we spoke about how law enforcement, and in particular my 
department, obtains phone and subscriber records during the course of an 
investigation. 

Mr. Feddo also showed me documentation that a detective from my 
department had utilized PDJ Services, an online data broker from Texas, 
to obtain cellular phone information several times last year. The usage 
of that service is not in line with established departmental practice and is 
not condoned by the Miami-Dade Police Department. 

In response to this information, a memorandum was prepared for my 
Director’s signature, reminding our personnel of the proper procedures 
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for obtaining such information. The memorandum also cautioned that 
the use of confidential information obtained from Internet data brokers 
could place a criminal investigation in jeopardy. 

Our position is clear. The Miami-Dade Police Department is 
governed by Florida State statutes and internal policies that confer law 
enforcement the authority to utilize subpoenas to obtain confidential 
information from the official custodian of records. Information such as 
subscriber data, customer service records, and incoming and outgoing 
phone calls from either a traditional landline or a cellular phone can be 
obtained through the subpoena process. 

A typical request for confidential information is handled in the 
following manner: An investigator obtains a telephone number that is 
relevant to his or her investigation. That investigator then meets with an 
Assistant State Attorney to verbally present a synopsis of the case as well 
as an explanation as to why the telephone record is essential to the 
investigation. 

If the case is approved by the State Attorney’s Office a subpoena 
duces tecum is prepared by the Assistant State Attorney and provided to 
the investigator. The investigator then presents a subpoena to the official 
custodian of record who is directed to provide the requested information. 

The ability of the State Attorney’s Office to deny an investigator’s 
request for this information and to ask that additional investigation be 
conducted before a subpoena is granted creates a systems of checks and 
balances that helps to ensure the integrity of this process. 

I want to emphasize that our established procedures do not impede 
our ability to accomplish our job. Even during a life-threatening 
emergency when cellular or traditional telephone number information 
must be obtained, the official custodian of records will provide law 
enforcement with the necessary information; and a subpoena or court 
order will be provided within 48 hours. 

Online data brokers openly advertise on the Internet that they can 
obtain confidential records. This practice is of concern to the public and 
law enforcement in many ways. 

Information such as Social Security numbers, banking records, and 
personal financial records can be obtained for as little as $100 and can be 
used to commit identity theft and schemes to defraud. Not only is this a 
threat to our citizens’ privacy, but the availability of this information is 
an officer safety concern. 

The ability for criminals to obtain confidential information on an 
undercover officer and utilize that information to harm an officer or his 
family poses a serious threat to law enforcement. These Internet brokers 
might state they are a service to law enforcement, but, as testified here 
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today, they are not. There is no compelling law enforcement need to 
obtain confidential records from Internet data brokers. 

According to the Federal Trade Commission, in 2005, 9.3 million 
Americans were victims of identity theft, with a loss of $52.6 billion. 
Your attention and investigation into the practices by which Internet data 
brokers obtain their information is vital to our citizens’ ability to protect 
their confidential and personal information. 

I can attest that the primary source of most criminal fraud cases 
begins with some type of identity theft. The access to confidential data 
provided by Internet data brokers can easily become a conduit for white 
collar criminals to further their schemes to defraud. 

I thank the distinguished committee for allowing me to address this 
important issue. I want to assure you that the Miami-Dade Police 
Department takes the privacy of our citizens very seriously. Procedures 
and safeguards are in place to ensure that law enforcement personnel 
comply with applicable laws regarding private information. 

Mr. Whitfield. Thank you very much. 

[The prepared statement of Raul Ubieta follows:] 

Prepared Statement of Raul Ubieta, Police Major, Miami-Dade Police 
Department, Economic Crimes Bureau 


Introduction 

Mr. Chairman, ranking member, and members of the Committee, good afternoon 
and thank you for the opportunity to testify on this important issue before you. I also 
thank the Committee for their leadership in guarding our privacies. My name is Raul 
Ubieta and I am a Police Major with the Miami-Dade Police Department in Miami, 
Florida. I have been in law enforcement for 23 years; 1 1 of those years have been in 
conducting, supervising or managing investigations. I am currently in charge of my 
Department’s Economic Crimes Bureau. My duties include the criminal investigations 
that inflict serious financial hardship on our community. Typically these crimes involve 
sophisticated theft schemes that include organized criminal groups that commit mortgage 
fraud, identity theft, bank fraud, and credit card fraud. 

Testimony: 

I first became aware of this Committee’s work last month, when I was contacted by 
Mr. Thomas Feddo, Majority Counsel for this committee. We spoke about the existence 
of Internet Data Brokers and the means in which they obtain their information. More 
importantly, we spoke about how law enforcement, and in particular, my Department, 
obtains telephone and subscriber records during the course of an investigation. Mr. 
Feddo also showed me documentation that a detective from my department had utilized 
PDJ Services, an online data broker from Texas, to obtain cellular telephone information, 
several times last year. The usage of that service is not in line with established 
Departmental practice and is not condoned by the Miami-Dade Police Department. In 
response to this information, a memorandum was prepared for my Director’s signature, 
reminding our personnel of the proper procedures for obtaining such information. The 
memorandum also cautioned that the use of confidential information obtained from 
Internet Data Brokers could place a criminal investigation in jeopardy. 
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Our position is clear. The Miami-Dade Police Department is governed by Florida 
State Statues^ and internal policies that confer law enforcement the authority to utilize 
subpoenas to obtain confidential information from the official custodian of records. 
Information such as subscriber data, customer service records, and incoming and 
outgoing phone calls from either a traditional landline or a cellular telephone can be 
obtained through the subpoena process. 

A typical request for confidential information is handled in the following manner: an 
investigator obtains a telephone number that is relevant to his/her investigation, that 
investigator then meets with an Assistant State Attorney to verbally present a synopsis of 
the case, as well as an explanation as to why the telephone record is essential to the 
investigation. If the case is approved by the State Attorney’s Office, a Subpoena Duces 
Tecum is prepared by the Assistant State Attorney and provided to the investigator. The 
investigator then presents the Subpoena to the official custodian of records who is 
directed to provide the requested information. 

The ability of the State Attorney’s Office to deny an investigator’s request for this 
information and to ask that additional investigation be conducted before the subpoena is 
granted creates a system of checks and balances that helps to ensure the integrity of this 
process. I want to emphasis that our established procedures do not impede our ability to 
accomplish our job. Even during life-threatening emergencies when cellular or 
traditional telephone number information must be obtained, the official custodians of 
records will provide law enforcement with the necessary information and a subpoena or 
court order will be provided within 48 hours. 

Online Data Brokers openly advertise on the internet that they can obtain 
confidential records. This practice is of concern to the public and law enforcement in 
many ways. 

Information such as social security numbers, banking records and personal financial 
records can be obtained for as little as $100 and be used to commit identity theft and 
schemes to defraud. Not only are these “Internet Data Brokers” a threat to our citizens 
privacy, but the availability of this information is an officer safety concern. 

The ability for criminals to obtain confidential information on an undercover officer 
and utilize that information to harm the officer or their family poses a serious threat to 
Law Enforcement. These Internet Data Brokers might state that they are a service to law 
enforcement, as I have testified today, they are not. There is no compelling law 
enforcement need to obtain confidential records from Internet Data Brokers. 

According to the Federal Trade Commission, in 2005, 9.3 million Americans were 
victims of identity theft with a loss of approximately $52.6 billion dollars. Your attention 
and investigation into the practices by which these “internet data brokers” obtain their 
information is vital to our citizens’ ability to protect their confidential and personal 
information. I can attest that the primary source of most criminal fraud cases begins with 
some type of identity theft. The access to confidential data provided from Internet Data 
Brokers can easily become a conduit for white collar criminals to further their schemes to 
defraud. 

I thank this distinguished Committee for allowing me to address this important 
issue. I want to assure you that the Miami-Dade Police Department takes the privacy of 
our citizens very seriously. Procedures and safeguards are in place to ensure that law 
enforcement personnel comply with applicable laws regarding private information. 


Florida State Statues Chapter 27.04 and Chapter 934.23 
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Mr. Whitfield. Mr. Carter, we have a vote on the floor; and we are 
going to go over there. There are going to be three of them. We will be 
right back. 

As I said earlier, I really apologize for all the delays today, but we do 
look forward to your testimony, and we will be right back. 

Thank you. 

[Recess.] 

Mr. Whitfield. Mr. Carter, I apologize once again, but I would 
like to recognize you now for your 5 -minute opening statement. 

Mr. Carter. Thank you. Chairman Whitfield. 

I am David Carter, Assistant Police Chief for the City of Austin, 
Texas. I have been with the police department 20 years and am currently 
Chief of the Investigations Bureau. During the course of my law 
enforcement career, I have served in capacities relating to homicide 
investigations, internal affairs, and a SWAT commander. I am pleased to 
appear before you today to discuss the issue of Internet and data brokers 
and pretexting. 

The members of the Austin Police Department are committed to 
providing excellent law enforcement to the nearly 700,000 citizens of 
Austin, Texas. The Austin Police Department has nearly 300 detectives 
and investigators who work on roughly 80,000 cases per year. Like other 
police departments around the country, we often utilize modern 
technology to enhance our ability to fight crime. 

Technology, when used appropriately and effectively, not only helps 
us make the most of limited police resources but also provides us with 
crime-fighting tools that are not otherwise available. When conducting 
investigations, law enforcement officers will use many sources of 
information that run the gamut from confidential informants to personal 
interviews to public data sources and the Internet. As technology 
evolves, prudent police forces would be remiss in not availing 
themselves of powerful search engines and public data sources when 
such sources would help solve crimes. 

Commercially available databases of public records are a powerful 
investigative tool for local police forces. These databases typically 
contain information that is readily available in the public domain from 
various sources. 

The utility of these Internet databases is that they consolidate public 
information into one database that can be quickly and easily searched by 
an investigator. As such, these commercially available databases provide 
local police departments with critical information in a manner that not 
only saves time and money but also alerts us to other potential leads that 
help achieve successful prosecution of criminal offenses. 



1149 


Of course, our police officers recognize that we are bound in such 
matters by the protections afforded by the Constitution, various statutes, 
and case law. We strive to gather information by legal means with the 
ultimate goal of achieving successful prosecution of criminals. 

Failing to do so would not only undermine the public trust of our 
department, but would also risk having evidence excluded at trial. To 
that end, I commend the members of the subcommittee for their efforts 
on this issue and am pleased to provide them with an overview of the 
measures undertaken by the Austin Police Department to ensure that we 
meet that standard. 

First, in light of the recent media focus on the issue of illegitimate 
data brokers who obtain personal information using false pretexts, the 
department has recently initiated an internal review of its officers’ use of 
data brokers. Although the investigation is still ongoing, we found no 
evidence to date that our detectives have engaged in illegal investigatory 
practices. In addition, we have found no evidence to date that the 
department has paid for any services provided by data brokers or that 
individual call records were received from data brokers. 

Given the ongoing nature of the review, I will respectfully refrain 
from disclosing more detailed information until the investigation is 
completed so that I do not convey inaccurate or incomplete information. 

Our department is comprised of officers committed to carrying out 
their duties with the utmost integrity, and I would be very surprised if 
any of my detectives intentionally and knowingly purchased phone 
records from data brokers who gained such records through pretexting. 

Second, because of the ambiguity that exists on the Internet and 
sometimes misleading claims that are made by illicit online data brokers, 
I have issued a directive that makes clear that the Austin Police 
Department employees shall not purchase or access telephone records or 
personal information from data brokers unless they have been vetted by 
the Department. 

We currently have contracts with five data providers that we believe 
are committed to protecting individuals’ privacy by following all 
relevant laws in this area. 

Of course, our officers will continue the practice of acquiring 
investigatory information from multiple sources and, when appropriate, 
obtain the proper legal authority— specifically being court orders, 
subpoenas and warrants— to do so. 

Finally, we will continue to present all discovered information to the 
appropriate criminal courts which vet the information and ultimately 
advise us on its admissibility as evidence. 

Mr. Chairman, information and technology are powerful tools for 
good; and, as noted in the committee report that accompanied Chairman 
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Barton’s legislation, they can also be powerful tools for those who wish 
to commit harm. I commend the efforts of this committee and the efforts 
by the House to address the issue of pretexting by cracking down on 
those who illegally obtain citizens’ personal information and try to profit 
from it. It is important that, as Congress focuses on the problems 
associated with those profiting from illegally obtained information, that it 
set clear guidelines to govern the ability of law enforcement to utilize 
technologies in an appropriate and lawful manner in order to aid our 
ability to fight crime. 

In closing, the Austin Police Department shares the concerns of the 
members of this subcommittee with respect to pretexting; and I thank the 
subcommittee for providing me an opportunity to testify today before 
you. I will be happy to answer any questions. 

Mr. Whitfield. Thank you, Mr. Carter; and we certainly appreciate 
the great job that you all do in Austin and also in Miami in the area of 
law enforcement. It’s a difficult profession, and we certainly applaud 
you for the job that you do. 

[The prepared statement of David L. Carter follows:] 

Prepared Statement of David L. Carter, Assistant Chief of Police, Austin Police 

Department 

Chairman Whitfield, Ranking Member Stupak and Members of the Subeommittee: 

I am David L. Carter, Assistant Poliee Chief for the City of Austin, Texas and I am 
pleased to appear before you today to diseuss the issue of Internet Data Brokers and “Pre- 
Texting”. 

The members of the Austin Poliee Department are eommitted to providing exeellent 
law enforeement to the nearly 700,000 eitizens of Austin, Texas. The Austin Poliee 
Department has nearly 300 deteetives and investigators who work on roughly 80,000 
eases per year. Like other poliee departments around the eountry, we often utilize 
modem teehnology to enhanee our ability to fight erime. 

Teehnology, when used appropriately and effeetively, not only helps us make the 
most of limited poliee resourees, but also provides us with erime-fighting tools that are 
not otherwise available. When eondueting investigations, law enforeement offieers will 
use many sourees of information that mn the gamut from eonfidential informants to 
personal interviews to publie data sourees and the internet. As teehnology evolves, 
pmdent poliee forees would be remiss in not availing themselves of powerful seareh 
engines and publie data sourees, when using sueh sourees would help solve erimes. 

Commereially available databases of publie reeords are a powerful investigative tool 
for loeal poliee forees. These databases typieally eontain information that is readily 
available in the publie domain from various sourees. The utility of these internet 
databases is that they eonsolidate sueh publie information into one database that ean be 
quiekly and easily searehed by an investigator. As sueh, these eommereially available 
databases provide loeal poliee departments with eritieal information in a manner that not 
only saves time and money but also alerts us to other potential leads that help us aehieve 
sueeessful proseeution of eriminal offenses. 

Of eourse, our poliee offieers reeognize that we are bound in sueh matters by the 
proteetions afforded under the Constitution, various statutes and ease law, and we 
sempulously strive to gather information by legal means with the ultimate goal of 
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achieving successful prosecution of criminals. Failing to do so would not only 
undermine the public trust in this police department, but would also risk having evidence 
excluded at trial. To that end, I commend the members of the Subcommittee for their 
efforts on this issue and am pleased to provide them with an overview of the measures 
undertaken by the Austin Police Department to ensure that we meet that standard. 

• First, in light of the recent media focus on the issue of illegitimate data brokers 
who obtain personal information using false pretexts, the Department has recently 
initiated an internal review of its officers’ use of data brokers. Although the 
investigation is still on-going, we have found no evidence to date that our detectives 
have engaged in illegal investigatory practices. In addition, we have found no 
evidence to date that the Department has paid for any services by data brokers or 
that individual call records were received from data brokers.^ Given the on-going 
nature of the review, I will respectfully refrain from disclosing more detailed 
information until the investigation is completed so that I do not convey inaccurate 
or incomplete information. Our Department is comprised of officers committed to 
carrying out their duties with the utmost integrity and I would be very surprised if 
any of my detectives intentionally and knowingly purchased phone records from 
data brokers who gained such records through pre-texting. 

• Second, because of the ambiguity that exist on the internet and the sometimes 
misleading claims that are made by illicit online data brokers, I have issued a 
directive that makes clear that Austin Police Department employees shall not 
purchase or access telephone records or personal information from data-brokers 
unless they have been vetted by the Department. We currently have contracts with 
five data providers that we believe are committed to protecting individuals’ privacy 
by following all relevant laws in this area. 

Of course, our officers will continue the practice of acquiring investigatory information 
from multiple sources and when appropriate obtain the proper legal authority (court 
orders, subpoenas or warrants) to do so. Finally, we will continue to present all 
discovered information to the appropriate criminal courts which vet the information and 
ultimately advise us on its admissibility as evidence. 

Mr. Chairman, information and technology are powerful tools for good, and as noted 
in the Committee Report that accompanied Chairman Barton’s legislation, they can also 
be powerful tools for those who also wish to commit harm. I commend the efforts of this 
committee and the efforts by the House to address the issue of pre-texting by cracking 
down on those who illegally obtain citizens’ personal information and then try to profit 
from it. It is important that as Congress focuses on the problems associated with those 
profiting from illegally obtained information, that it set clear guidelines to govern the 
ability of law enforcement to utilize technologies in an appropriate and lawful manner in 
order to aid our ability to fight crime. 

In closing, the Austin Police Department shares the concerns of the members of this 
Subcommittee with respect to pre-texting, and I thank the Subcommittee for providing 
me with the opportunity to testify before it today. 

Mr. Whitfield. Now, Mr. Carter, in your opening statement, you 
mentioned that you issued a directive recently, I assume, to not use data 
brokers anymore unless it had been vetted with the department. 


^ Call records contain such information as dates calls were made, numbers called and the duration of 
such calls. This type of information is provided to law enforcement by telephone companies upon 
service of a subpoena. This type of information should not be available in the public realm, unlike 
names, matched with telephone numbers and addresses. 
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Mr. Carter. That’s correct, sir. As soon as we became aware of 
this issue— and, quite frankly, I wasn’t aware of the issue of data brokers. 
But when your subcommittee brought it to our attention, we had great 
concerns. 

Mr. Whitfield. And when you say “vetted with the department,” 
what does that actually mean? 

Mr. Carter. What we are looking for is, basically, we currently 
have five data sources that we currently use, and some of those have 
been mentioned today as far as LexisNexis and ChoicePoint and others. 
What we wanted to do is immediately suspend the use of any of these 
practices. 

Our first concern was we are detectives possibly violating the law. 
We didn’t find anything to that effect. 

Second, we looked for possible policy violations, or did we have to 
develop policy because this is an area that is somewhat new to us. 

Mr. Whitfield. Right. 

At first when you said vetted, I thought perhaps there may be some 
circumstance where it would make sense and it would be your view that 
maybe it was legal to use a data broker, even using pretexting, but I am 
assuming that you were talking about vetting and if it’s necessary going 
to obtain a subpoena. 

Mr. Carter. Mr. Chairman, let me make it clear one of the 
problems that we’ve had when we listened to the testimony over the past 
2 days is what a clear definition of data brokers is. Actually, as of today, 
I understand what your definition is; and that basically is somebody that 
uses pretexting. So, therefore, we don’t consider LexisNexis or 
ChoicePoint to be data brokers based on your definition. Maybe that 
would help a little bit. I am not sure. 

Mr. Whitfield. Right. I think all of us are becoming aware of data 
brokers. It’s not something I had really focused on until maybe a month 
or so ago. 

I know you’ve just issued your directive, and I am assuming that in 
Miami you all have the same directive. Would that be correct, 
Mr. Ubieta? 

Mr. Ubieta. Ours was more of a reminder because our policies 
were clear that for confidential information, we use subpoena or search 
warrants, what the law dictates. 

Mr. Whitfield. As I had said earlier, during the course of this 
hearing, through anecdotal information as well as evidence, we know 
that local law enforcement as well as some Federal law enforcement 
have used data brokers periodically and before, maybe it was clear that it 
was illegal or not, but for example, in— do you all have our evidence 
binder on the table there? 
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Mr. Ubieta. No, sir. 

Mr. Whitfield. Okay. Well, before he brings it to you I know in 
Tabs 21, 23, 24, 25, 28 and 30, which you don’t necessarily have to turn 
to, but it makes several requests for number checks, and I am assuming a 
number check is simply where you’re verifying that the person that 
you’re looking at actually that number is registered in his or her name. Is 
that what a number check is Mr. Carter? 

Mr. Carter. That would be my interpretation yes. 

Mr. Whitfield. Now, Tab 21 through 30 in the document binder it 
does show several instances of the Austin police officers and department 
employees using PDJ services to obtain phone records. And are you 
personally familiar with those instances? 

Mr. Carter. I am personally familiar with a couple. I would have 
to look at all of them to see if I am familiar with all of these. 

Mr. Whitfield. Now I’m assuming that— I probably should ask you 
the question— but I’m assuming the one reason that officers would go to 
data brokers is, you can obtain the information quickly. You don’t have 
to wait as long as you would on a— 

Mr. Carter. I don’t know that that is the case, Mr. Chairman. I 
think that we also expect and train our investigators to use the process, 
specifically grand jury subpoenas, to get confidential information. I 
think there is a lot of misunderstanding with regard— in this particular 
area. When we have initiated our investigation into our internal 
practices, one of the things that we found so far, and it certainly is not 
complete or an investigation has not been concluded yet, is that 
detectives went, as it was discussed by some other witnesses, operated 
exactly in the same manner, believing they were getting open record 
public data type information from open sources, believing they were 
legitimate. 

Mr. Whitfield. Have either one of you had evidence excluded by 
court because it came from a data broker? 

Mr. Ubieta. No, sir, not that I am aware of 

Mr. Carter. I am not aware of any case. 

Mr. Whitfield. Mr. Ubieta, in Tabs 15 to 20 of this document, it 
shows several instances of a Miami-Dade detective requesting 
phone-related records from Chris Gamer who we now know is Patrick 
Baird, who is the owner of PDJ services. As you look at those 
documents, are you familiar with them? Have you had an opportunity to 
look into that at all or— 

Mr. Ubieta. Yes, I am familiar with him, and no, we have not had 
the opportunity to look into it. First time I saw them was for about 
10 minutes when the majority counsel showed them to me in Miami. At 
that time, I requested that he go back and seek permission to release 
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those documents to me, at which time I would present them to our 
Professional Compliance Bureau for an internal investigation. So that is 
the only dealing I have had with the documents. 

Mr. Whitfield. You all are doing an investigation about that at this 
time? 

Mr. Ubieta. As soon as these documents are in my possession 
without the redacting, obviously, we can see case numbers and other 
information; yes, sir, it will be. 

Mr. Whitfield. Okay. I was curious, under the training procedures 
both at Miami and in Austin, how much emphasis is placed on this issue 
of evidence and using data brokers and the necessity of subpoenas and 
things like that? 

Mr. Ubieta. An officer, when he comes into the department, 
receives training through our Training Bureau. A major block, and I 
don’t have the exact number right now, but a major block of training is in 
legal— all legal aspects— which includes search and seizures and 
subpoenas and search warrants and so forth. 

Mr. Whitfield. So how long would a training period be for a 
beginning officer? 

Mr. Ubieta. Our training period right now is about 9 months. 

Mr. Whitfield. Nine months. 

Mr. Ubieta. Yes, sir. 

Mr. Whitfield. What about in Austin? 

Mr. Carter. Austin, the initial training that an officer receives is 
approximately 6 months in duration, but what I would say is, detectives— 
detective is actually a rank. And an officer must promote, and so they 
have to study to become a detective. And once they are promoted to 
detective, they actually go to an investigation class that we put on, an in 
service class specifically for new detectives. And at that time, there is 
more focus on issues of search and seizure, proper investigative methods, 
such as getting grand jury subpoenas and recognizing what confidential 
information is and the, as far as the public databases, the issue on data 
brokers— when I checked shortly before coming to this hearing, asking 
our training section exactly what we are teaching now is that what we 
train that is you are not to use illegal websites. 

Well, one of the issues that has kind of like come to light here in 
your hearing is also the difficulty in having police departments recognize 
what are legitimate sources of information versus illegitimate. We 
would actually recognize if there were, if it is confidential information, 
for example, getting specific call records and trying to purchase that, that 
would be overtly illegal and wrong in our opinion. 

But the problem is, with the several hundred websites that are out 
there that some of these detectives have used thinking they are 
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open-record sources like a phone book or something like that or a 
criss-cross, that is an issue that we hope we can get this guidance and 
assistance from you on. 

Mr. Whitfield. I would like to ask both of you in the case of an 
emergency and this, I assume, would relate to your relationship with 
local phone carriers, do you find them cooperative in times of 
emergencies or do you have to take special steps to obtain the records 
that you need? Or how do you deal with that? 

Mr. Ubieta. Yes, sir, we have an excellent relationship. I have no 
knowledge of any time when a carrier has refused us in an emergency 
situation. We do have provisions for that. There is a form that we fill 
out that basically says, these are exigent circumstances, and we elaborate 
as much as we can because it is obviously a life-threatening investigation 
or case at that point, as much as we can. Most carriers will provide us 
the information immediately, at which point it is to be followed up 
48 hours with a proper subpoena. 

Mr. Carter. I would likewise say, if we have situations like a 
hostage barricade type of incident, that we have no trouble usually 
getting cooperation from the phone company. 

Mr. Whitfield. What would be the length of time for just an 
ordinary investigation where you send in a request for numbers from a 
local phone carrier? Does it take 1 day or 6 hours or— 

Mr. Ubieta. Unless we specifically— if it’s something that we need 
to obtain relatively quick, we can get the State Attorney’s office in 
Florida to actually put in a timeframe on the subpoena, and then they 
would have to adhere to that. But for the most part, on just a typical run 
of the mill investigation from my unit, the fraud unit, anywhere between 
3 to 7 days, maybe 2 weeks, depending on the amount of information 
that we are looking for. 

Mr. Carter. In Texas, we usually— in Austin— we usually go the 
route of the grand jury subpoena. And we can turn that around fairly 
quickly. In some cases, it’s a half day depending on the situation at 
hand. Sometimes there is a longer delay, but it’s— we don’t consider it 
inordinate. 

Mr. Whitfield. But from your experiences, you have all the tools 
necessary to obtain evidence and leads that you need basically without 
using data brokers I am assuming? 

Mr. Ubieta. Yes, sir. As far as we’re concerned in my department, 
yes, we are fine. 

Mr. Carter. Yes, sir. I will agree with that. 

Mr. Whitfield. And in your view, is there anything that needs to 
be done at the Federal level to assist in any way, or do you think things 
are going pretty good for you right now? 
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Mr. Ubieta. As far as the State of Florida, they pretty well take 
care of us. I just got notified this morning just like you did with Ms. 
Harris saying we are getting a new statute on July V\ and that’s great. 
There are more tools in our toolbox. 

Mr. Carter. I can’t answer that question as to what kind of 
statutory action that the legislature in Texas is taking. I do think that it’s 
pretty clear that there needs to be some kind of action taken against 
pretexters, and some clarity brought would certainly help us. 

Mr. Whitfieed. I know that in the leadership of the local police 
departments, you all have annual meetings or State meetings in which all 
of the leaders of the various police departments come together. I was 
just curious, is there any discussion at those meetings about the use of 
data brokers? 

Mr. Ubieta. I am not aware of it. It would be the International 
Association of the Chiefs of Police. They are holding their meeting 
coming up next year in Boston, but I am not aware of— 

Mr. Whitfieed. There hasn’t been any discussion recently. When I 
say, the use of them, I don’t mean encouraging people to use them but 
that this is an issue and we have got to be careful about the legal 
ramifications of using those kinds of— 

Mr. Ubieta. No. Not to my knowledge. 

Mr. Carter. I am not aware of any. 

Mr. Whitfield. I was curious, do you all have a legal counsel in 
your police department, or do you work through the local 
commonwealth’s attorney or— 

Mr. Ubieta. No. In Miami-Dade, we do have a legal unit. 

Mr. Carter. We have a legal adviser, yes. 

Mr. Whitfield. Well, I really want to thank you all very much for 
taking time to come up here. Your testimony has been quite helpful to 
us, and we do thank you for your testimony. And we are going to leave 
the record open for the appropriate number of days and would like to 
maintain contact with you all if we have additional questions or 
comments and so thank you very much. And at this time, I would 
conclude the hearing. 

Thank you. 

[Whereupon, at 6:20 p.m., the subcommittee was adjourned.] 
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Response for the Record of Elaine Lammert, Deputy General Counsel, 
Investigative Law Branch, Federal Bureau of Investigation, U.S. Department of 
Justice; James J. Blankston, Chief Inspector, Investigative Services Division, U.S. 

Marshals Service, U.S. Department of Justice; Ava Cooper Davis, Deputy 
Assistant Administrator, Office of Special Intelligence, Intelligence Division, 
U.S. Drug Enforcement Administration, U.S. Department of Justice; and W. 
Larry Ford, Assistant Director, Office of Public and Governmental Affairs, 
Bureau of Alcohol, Tobacco, Firearms, and Explosives, U.S. Department of 

Justice 



Department of Justice 
OfUce of Legislative Affairs 


Omce ot Ailomey Cieneral 


WoihiHiim. D C. 29510 


September 25, 2006 


The Honorable Edward Whitfield 
Chairman 

Subcommittee on Oversight and Investigations 
Committee on Energy and Commerce 
United States House of Representatives 
Washington, D C. 20515 

Dear Mr Chairman: 

Please find enclosed the Department of Justice’s response to the questions 
directed to; Elaine Lammert, Deputy General Counsel of the Federal Bureau of 
Investigation; Ava Cooper Davis, Deputy Assistant Administrator, Drug Enforcement 
Administration; James J. Bankston, Chief Inspector, Investigative Services Division, 
United States Marshals Service; and W. Larry Ford, Assistant Director, Bureau of 
Alcohol, Tobacco, Firearms and Explosives, following the June 22, 2006, hearing 
entitled “Internet Data Brokers and Pretexting: Who has Access to Your Private 
Records?*' 

The Office of Management and Budget has advised us that from the perspective 
of the Administration's program, there is no objection to the submission of this response. 
Please do not hesitate to call upon us if we may be of additional assistance. 


Sincerely, 

William E. Moschella 
Assistant Attorney General 


Enclosure 

cc: The Honorable Bart Stupak 
Ranking Minority Member 
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HOUSE COMMITTEE ON ENERGY AND COMMERCE 
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS 

"^Internet Data Brokers and Pretexting: 

Who Has Access to Your Private Records?” 

June 22f 2006 

RESPONSES TO FOLLOW-UP QUESTIONS 
FOR THE WRITTEN RECORD POSED TO: 

Elaine Lammert, Deputy General Counsel, Federal Bureau of Investigation; 
Ava Cooper Davis, Deputy Assistant Administrator, Drug Enforcement 
Administration; 

James J. Bankston, Chief Inspector, Investigative Services Division, 
United States Marshals Service; and 
W. Larry Ford, Assistant Director, Bureau of Alcohol, Tobacco, 
Firearms and Explosives 


QUESTION FROM THE HONORABLE JOHN, D, DINGELL: 


On March 8, 2006, the Committee on Energy and Commerce unanimously 
reported H,R. 4943, the “Prevention of Fraudulent Access to Phone Records 
Act” On May 2, 2006, this bipartisan bill was scheduled for consideration on 
the floor of the House of Representatives, Yet, without notice or explanation, 
4943 mysteriously disappeared from the suspension calendar and has not 
been seen or head from since* Some press reports have cited unspecified 
objections from law enforcement. Yet, to date, more than two months later, we 
have received no formal comments and the bill remains in legislative limbo. 

Please state whether your organization supports or opposes the legislation and 
inform us of any ehanges you believe necessary, along with an explanation and 
suggested language for any such revisions. 

1110 Department of Justice supports the goals of H.R. 4943, the ‘'Prevention of 
Fraudulent Access to Phone Records Act;” i.e., to guard against unwarranted 
invasions into Americans* privacy. 

While the Administration has not expressed a position on whether the specific 
provisions of H.R. 4943 are the most appropriate means to accomplish the bill *s 
goals, the Department does have several suggestions on ways to improve some 
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provisions of the bill that could affect the Department's public safety and national 
security missions, as set forth below. 

1. Section 102. Law Enforcement Exemption. 

The Department supports the goal of Section 102, which provides that Section 
101 shall not be “construed so as to prevent any action by a law enforcement agency, 
or any officer, employee, or agent of such agency, from obtaining or attempting to 
obtain customer proprietary network information [CPNI] from a telecommunications 
carrier in connection with the performance of the official duties of the agency, in 
accordance with other applicable laws.” The Department believes the most effective 
way to ensure that the bill does not hamper lawful investigative efforts is to add an 
exemption modeled on current law, such as 18 U.S.C. § 1030(0» which encompasses 
both intelligence and criminal enforcement investigative functions,' or the language 
used in Section 3(a) (/.e., proposed 18 U.S.C. § 1039(g)) of H.R. 4709. 

We also note that H.R. 4943 could pose a substantial impediment to effective 
law enforcement by requiring notification to targets of criminal investigations when 
law enforcement requests call records. See Section 203, proposed new 47 U.S.C. § 
222(h)(lXA)(i). Current law does not require that a target be notified when law 
enforcement accesses call records as part of a criminal investigation. See 1 8 U.S.C. § 
2703(c)(2) (not requiring customer notification for access to toll records); cf. 18 
U.S.C. § 2703(b)(1)(B) (requiring notice when the contents of communications are 
sought through use of a subpoena or court order under 18 U.S.C. § 2703(d)); see also 
18 U.S.C. § 2705 (allowing notice to be delayed or prevented in appropriate 
circumstances). Automatically notifying suspects that law enforcement has requested 
their records is antithetical to effective criminal and national security investigations, 
as it would allow individuals the opportunity to destroy evidence, change their 
behavior, and otherwise jeopardize the investigation and evade prosecution. 

To address both law enforcement access pursuant to lawful authority as well 
as the prevention of conflict with the Electronic Communications Privacy Act 
provisions on customer notification of law enforcement access, the language we 
suggest is as follows: 

Section 102. Nonapplicability to Law Enforcement - 


' Section 1030(f) provides: 

This section does not prohibit any lawfully authorized investigative, 
protective, or intelligence activity of a law enforcement agency of 
the United States, a State, or a political subdivision of a State, or of 
an intelligence agency of the United States. Id. 

2 
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(a) No provision of this bill shall be construed to 
prohibit any lawfully authorized investigative, 
protective, or intelligence activity of a law 
enforcement agency of the United States, a State, or a 
political subdivision of a State, or of an intelligence 
agency of the United States, 

(b) No provision of this bill shall be construed to 
require, allow, or compel notice to customers or other 
third parties in the event of such an authorized 
request for information or records or compliance 
therewith. 

2. Sections 1{H(2)(B) and 203. Definition of VoIP. 

The Department appreciates improvements to the bill's definition of ‘"real- 
time Internet protocol-enabled voice communications” (VoIP) made during the mark- 
up to include both subscription- based providers as well as those that offer the service 
for free. See Section 104(2){B). However, the Department remains concerned that 
the definition of VoIP may be too narrow and may limit the Federal Communication 
Commission's (FCC) authority to regulate VoIP differently in other areas. 

The bill would require the FCC to promulgate regulations for voice 
communications services that “originate traffic to, or terminate traffic from, the 
public switched telephone network." See Section 203, proposed new 47 U.S.C. § 
222(h)(l)(A)(vii). Thus, the bill could be read to protect only users whose voice 
communications travel over one particular set of wires. If, as some predict, the future 
of telephone communications shifts entirely away from the public switched telephone 
network, this portion of the bill may become obsolete. 

Funhcr, the bill says that “the Commission . . . shall prescribe regulations , . . 
only for the purposes of this section , to treat as a telecommunication service provided 
by a telecommunication carrier any real-time IP-enabled voice communications 
See Section 203 (creating new 47 U.S.C. § 222(h)(lXA)(vii)). While we believe the 
intent is not to require that VoIP providers not be treated as telecommunications 
carriers for other purposes, certainly some will argue that the provision prohibits the 
FCC from treating VoIP as a telecommunications carrier for other purposes. To 
prevent any confusion, we recommend that the word “only” be deleted. 

3. Section 2(12. Expanded Protection for Detailed Customer Records. 

The bill contains a number of provisions limiting disclosures of customer 
records without reference to 18 U.S.C. § 2702, which expressly allows 
communications service providers to disclose non-content information voluntarily in 


3 



1161 


appropriate circumstances. For example, the bill would prohibit a 
telecommuntcatfoiis carrier from ''us[ing], disclos[ing], or permit[ttng] access to” 
“individually identifiable customer proprietary network information” “[ejxcept as 
required by law or as permitted under the following provisions of this paragraph[.]” 
Section 202(aXlXA) (emphasis added). Subsection 202{aXl){B) creates another 
prohibition on, inter alia, disclosing detailed customer telephone records to any third 
party without customer authorization. Likewise, subsection 202(a)(1)(E) prohibits 
disclosure of a wireless telephone number without "express authorization from the 
customer[.]” 

While the Administration has not expressed a position on whether these 
provisions are the most appropriate means to accomplish the bilFs goals, the 
Department notes that each could be improved to avoid any unintended negative 
impact on the Department’s public safety and national security missions. These 
provisions raise the same issues with regard to the need for a clear law enforcement 
exemption and for revision of the “except as required by law” language to "except as 
permitted by law” to preserve the voluntary disclosure provisions of 1 8 U.S.C. § 
2702.* 


The voluntary disclosure provisions of 18 U.S.C. § 2702(c) are important ones 
that allow carriers to provide potentially life-saving information in emergencies. 
Emergency disclosure has been used to investigate death threats in schools, recover 
child victims in kidnapping and exploitation cases, and protect targeted government 
facilities against cyber-attack. For instance, emergency disclosure resulted in the 
rescue of a 13 year old girl from her abductor. The girTs abductor was arrested, 
pleaded guilty to charges including sexual exploitation of a mEnor, and was sentenced 
to a prison term of over 1 9 years. 

The Department believes that specific reference to the voluntary disclosure to 
law enforcement provisions in 18 U.S.C. § 27D2 would avoid unnecessary conflict 
between the bill and the Electronic Communications Privacy Act, 18 U.S.C. §§ 2701, 
el seq. We recommend a provision that reads as follows: 

Nothing in this section shall be construed to limit a 
provider's ability to voluntarily divulge a record or 
other information permitted to be disciosed by 18 
U.S.C §2702(cXl-5). 


^ We note that the limitations in this bill to "except as required by law” are 
more restrictive than a similar provision in H.R. 4709 that allows disclosure when 
otherwise permitted by law. See Section 3(a) of H.R. 4709, the "Telephone Records 
and Privacy Act of 2006,” proposed IS U.S.C. g§ 1039(b) and (c). 
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4* Section 203* Prevention by TeJecominunications Carriers 
of Fraudulent Access to Phone Records. 

Section 203 contains a number of provisions aimed at preventing fraudulent 
access to customers’ records. Among these provisions is one that would have the 
FCC consider prescribing regulations that would require carriers to destroy records 
‘‘after a reasonable period of time” if they are no longer needed for specified 
purposes. See Section 203, p* 15 (creating new 47 U,S.C § 222(h)(lXB)(iii)). 

The Department believes that a mandatory destruction requirement is the 
wrong approach for two reasons. First, because not all records would be immediately 
destroyed, efforts are better focused on proper security for the records while they are 
maintained. Second, and more importantly, the inability to produce records in 
response to lawful authority would have a significant negative impact on national 
security and public safety. These records have a number of important uses, from 
protecting critical infrastructure to solving serious crimes, even preventing terrorist 
attacks. Such records, when combined with other investigative information, can be 
used to establish the movements and identities of known and suspected criminals and 
terrorists. Mobile phone records, for example, were instrumental in tracking down 
the peipctrators of the Madrid bombings that killed 191 people and injured 
approximately 1 ,800 people on March 1 1 , 2004. The National Commission on 
Terrorist Attacks Upon the United States also relied on telephone records in 
numerous instances to establish the movements and contacts of the 9/1 1 hijackers 
before their terrorist attacks on the World Trade Center and the Pentagon on 
September 1 1, 2001. 

Measures to prevent improper access need not also sacrifice lawful access to 
materials that help keep us safe. The Department’s reasons are more fully explained 
in comments filed with the FCC, where we opposed in the strongest terms similar 
data destruction requirements being considered by the Commission. A copy of the 
Department’s comments is attached hereto. While the bill does not require an FCC 
rule prescribing mandatory destruction, the Department believes the provision in 
Section 203 encouraging consideration of such a rule may signal the Committee’s 
intent in this regard, pose potential conflicts with the FCC’s current record- 
preservation rules, ^ and negate the utility of the existing data preservation scheme 
under 18 U.S.C. § 2703(f). Therefore, the Department believes that the paragraph in 
Section 203 that seeks to create subsection 47 U.S.C. § 222(h)(l)(BXiii) should be 
deleted in its entirety. If the Committee decides to retain this provision, the 
Department requests further opportunity to work with the Committee to address the 
subsection’s wording. 


3 See 47 C.F.R. § 42.6, “Retention of Telephone Toll Records” (Requiring carriers to 
retain toll records for a period of 18 months ) 

5 
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5. Notice of Data Breaches. 

Ill addition to our concern with regard to automatic customer notification of 
law enforcement access, we have two additional concerns regarding the customer 
notification provision. 

First, the Department recommends that, in addition to notifying customers, the 
bill provide for mandatory notice to federal law enforcement of any improper access 
to customer records. Proposed 47 VS.C. § 222(h) would require the FCC to issue 
regulations requiring '‘timely notice” to each customer and to the FCC “upon breach 
of the [security] regulations under this section.” See Section 203 (containing 
proposed new 47 U.S.C. § 222(h)(1)(A). Such a breach would be a violation of 47 
U.S.C. § 222, and therefore a criminal offense prosecutable under 47 U.S.C. § 501. 
Only by prompt investigation of such breaches can the offenders be identified and 
punished. Requiring notice to law enforcement of security breaches will deter further 
breaches of CPNI security. 

Second, while the Department supports notice to customers that their private 
information has been improperly accessed, we believe that such notice should not 
jeopardize law enforcement's ability to prosecute those responsible for any data 
breach. If a carrier suffering an intrusion or theft must immediately announce the 
security breach to affected customers and to the public, the persons responsible may 
be tipped off that law enforcement is investigating their crime. Criminals would then 
have the opportunity to destroy evidence, change their behavior, and otherwise 
jeopardize the investigation and avert justice. Accordingly, the bill should provide a 
vehicle for federal law enforcement to delay customer notification in cases where it 
would jeopardize an investigation into the security breach. As with our concerns with 
data destruction (described above), these points are more fully explained in our 
comments before the FCC regarding similar provisions under consideration by the 
Commission. 


6 
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Response for the Record of Paul Kilcoyne, Deputy Assistant Director of 
Investigations, U.S. Immigration and Customs Enforcement, U.S. Department of 

Homeland Security 



OCT 2 6 2006 


Officw of tnvanigsiiom 

DcpiniBtBt oT HvRKlaiid 
42JPSirt«.KW 

DC 201536 

US. Iminigratioit 
and Customs 
Enforcement 


Chainnan Ed Whitfield 
House Commitiee on Energy and Commerce 
Subcommittee on Oversight and Investigations 
2125 Rayburn House Office Building 
Washin^on, DC 20S 15 

Dear Chainnan Whitfield: 

1 was the witness for U,S. Immigration and Customs Enforcement before your subcommittee's 
hcanng ‘‘Internet Data Brokers and Pretexting: Who Has Access to Your Private Records7‘ I 
have reviewed and was given the opportunity to comment on the Department of Justice 
respemse to follow-up questions for the written record posed to all of the Executive Branch 
witn^ses. I concur with this coordinated response and would like for the Subcommittee to 
consider this as my response as well. 

Thank you again for the opportunity to testify before the Subcommittee on this important topic. 


Sincerely, 



Acting Assistant Director 


www.ice.gpv 
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INTERNET DATA BROKERS: WHO HAS 
ACCESS TO YOUR PRIVATE RECORDS? 


FRIDAY, SEPTEMBER 29, 2006 

House of Representatives, 

Committee on Energy and Commerce, 
Subcommittee on Oversight and Investigations, 

Washington, DC. 


The subcommittee met, pursuant to notice, at 10 a.m., in Room 2123 
of the Rayburn House Office Building, Hon. Ed Whitfield [Chairman] 
presiding. 

Present: Representatives Whitfield, Steams, Bass, Walden, 

Blackburn, Barton (ex officio), Stupak, DeGette, Schakowsky, Inslee and 
Baldwin. 

Staff Present: Mark Paoletta, Chief Counsel for Oversight and 
Investigations; Tom Feddo, Counsel; Peter Spencer, Professional Staff 
Member; Clayton Matheson, Analyst; Matt Johnson, Legislative Clerk; 
John Halliwell, Policy Coordinator; Chris Knauer, Minority Investigator; 
Consuela Washington, Minority Senior Counsel; and Chris Treanor, 
Minority Staff Assistant. 

Mr. Whitfield. Good morning, and I would like to call this hearing 
to order this morning. And yesterday this subcommittee examined how 
Hewlett-Packard Company hired an investigative consulting firm, who, 
among other things, turned to a data broker to obtain individual phone 
records. 

Today we return to the broader issue of Internet-based data brokers, 
picking up where we left off in June when we held our first two oversight 
hearings on the issue. 

The Hewlett-Packard scandal and the eye-opening testimony we 
heard yesterday again brings home the fact that pretexting is a significant 
problem that must be fought on multiple fronts. 

One way to improve the security of phone records is to enact 
legislation. And last March, the Prevention of Fraudulent Access to 
Phone Records Act was unanimously reported out of this committee. 
H.R. 4943 would make it illegal to obtain cell phone records fraudulently 
as well as to solicit or sell such records. It also gives the FTC and FCC 
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further tools to shut down data brokers, while forcing phone companies 
to be more accountable for the security of their customers’ data. 

Even with the new law, however, testimony in June and the 
interviews conducted by staff demonstrate that the demand for such 
records will not disappear, and many data brokers will continue to 
procure and sell the information. They may charge more as a result. 

We know that wireless phone records are some of the most highly 
sought-after types of private data. We have seen that the vast majority of 
business of the data brokers involves procuring and selling consumers’ 
calling records and unpublished address information. So today we are 
delighted that we have a panel of representatives of the carriers with us, 
and we are anxious to hear how they are taking steps to ensure that the 
information is not being sold on the black market by the hundreds of data 
brokers. 

I would like also like to welcome today representatives from the 
Federal Trade Commission and the Federal Communications 
Commission, who are here to speak to their respective agencies’ efforts 
at combating Internet data brokers. 

Before we hear from the carriers and the independent agencies, 
however, we will hear from Mr. Doug Atkin, a private investigator, who 
was a frequent customer of Patrick Baird and PDJ Services, a data broker 
whose records the committee subpoenaed last April. The committee 
obtained dozens of e-mails showing that Mr. Atkin requested and 
received other people’s private phone records from Mr. Baird, who 
asserted his Fifth Amendment privilege against self-incrimination at our 
hearing on June 2V\ 

I also want to note that Mr. Atkin has refused to produce any 
documents in response to the committee’s subpoena for records, and we 
expect that he is going to assert his Fifth Amendment rights. 

I would like to enter into the record and would ask unanimous 
consent a letter from Mr. Atkin’s attorney explaining his refusal on that 
basis to produce responsive documents. 

[The information follows:] 
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TAB 3 

Covington & Burling llp 

LANNV A. BRCUER 
TEL 2oa.e»a.5B98 
PAX 202.77E.853E 
LBREUER* COV.COM 


1301 PENNSYLVANIA AVENUE NW 
WASHINOTON. OC 30004.3401 
TEL 303.603 6000 
PAX 303 063.6301 
WWW COV.COM 


WASHINOTON 
NEW YORK 
SAN FRANCISCO 
LONDON 
BRUSSELS 


September 20, 2006 


BY EMAIL AND HAND DELIVERY 

The Honorable Joe Barton 

Chairman, Committee on Energy and Commerce 

The Honorable Ed Whitfield 

Chairman, Subcommittee on Oversight and Investigations 
United States House of Representatives 
Committee on Energy and Commerce 
Washington, D.C. 20515-61 15 

Re: Response to September 6, 2006, Subpoena to Douglas Atkin 
Dear Chairman Barton and Chainnan Whitfield: 

We are submitting this letter on behalf of our client, Douglas Atkin, in response to the 
subpoena issued to Mr. Atkin by the Energy and Commerce Committee on September 6, 2006 
(the “Subpoena”). The Subpoena seeks (1) Mr. Atkin’s testimony at a September 28, 2006 
hearing before the Subcommittee on Oversight and Investigations; and (2) the production by 
Mr. Atkin on September 20, 2006 of documents responsive to a number of different 
specifications. This letter responds to the portion of the Subpoena relating to documents. 

For several reasons, Mr. Atkin is unable at this time to produce the documents requested 
by the Subpoena. First, the Subpoena requests from Mr. Atkin documents and information that 
are protected from compelled production under the Fifth Amendment to the United States 
Constitution. The Fifth Amendment provides that “[n]o person . . . shall be compelled ... to be 
a witness against himself.” U.S. Const, amend. V. The act of producing the documents 
requested in the Subpoena, if such documents were to exist, would require Mr. Atkin to convey 
information protected by the Constitution. See, e.g„ United States v. Doe, 465 U.S. 605, 612-13 
(1984). 


As the Committee is well aware, “pretexting” and related practices used to obtain the 
personal information of others may violate the law. See, e.g., Damon Darlin, House Panel and 
U.S. Attorney Join HP. Inquiry, N.Y. Times, Sept. 12, 2006. Indeed, a leading law enforcement 
official testified before your Committee in June about ongoing criminal investigations related to 
pretexting, noting that “[tjhere are compelling reasons for the government to believe that 
(pretexting] violatefs] federal law.” June 22, 2006 Hearing Transcript (Testimony of Elaine 
Lammcrt, Deputy General Counsel, Federal Bureau of Investigation). Likewise, slate law 
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Covington i Burling llp 

The Honorable Joe Barton 
The Honorable Ed Whitfield 
September 20, 2006 
Page 2 

enforcement authorities have expressed the view that pretexting and related practices violate 
state law. See, eg.. Threat of Criminal Charges Looms at HP, Associated Press, Sept. 13, 2006. 

The Subpoena requests, among other things: 

• “(A]ll . . . records that relate to” Mr. Atkin’s customers or clients and “also relate 
to cither (i) cell phone related records, or (ii) other personal consumer 
information,” Attachment to Subpoena ^ l.d; 

• All “correspondence or other communications with any” provider of cell phone 
related records or other personal consumer information,” id. \ 2.b; and 

• All “cell phone related records or other personal consumer information provided 
by any” provider of such records, id. ^ 2.c. 

The act of producing these documents and the other documents requested by the 
Subpoena, if such documents were to exist, would require Mr. Atkin to concede (1) “the 
existence of the papers demanded,” (2) Mr. Atkin’s “possession or control” over them, and 
(3) his “belief that the papers are those described in the subpoena.” Doe, 465 U.S. at 613 
(quoting Fischer v. United States, 425 U.S. 391, 410 (1976)); see also In re Sealed Case, 877 
F.2d 83, 85 (D.C, Cir. 1989). Mr. Atkin declines to provide this testimony against himself; 
instead, he elects to assert his Fifth Amendment rights in response to the portion of the Subpoena 
seeking the production of documents. 

In addition, as we explained in our letter of September 1, 2006, virtually all of 
Mr. Atkin’s clients are lawyers and private law firms, many of whom hire Mr. Atkin to facilitate 
the provision of legal advice or in anticipation of litigation. Consequently, a substantial number 
of the documents sought by the Subpoena, including “correspondence or other communications” 
between Mr. Atkin and his clients. Attachment to Subpoena ^ l.b, and “correspondence or other 
communications” between Mr. Atkin and providers of cell phone related records and other 
personal consumer information, id. ^ 2.b, if such documents existed, would be protected by the 
attorney-client privilege and/or the work product doctrine. Mr. Atkin declines to, and under the 
law, lacks the power to, unilaterally waive these privileges of others. 

Lastly, we note for the record Mr. Atkin’s objections to the Subpoena on the grounds that 
it is overbroad, unduly burdensome, and vague. The Subpoena seeks a wide range of materials 
that Mr. Atkin may possess, including “all other records that relate to” customers or clients of 
Mr. Atkin’s and “also relate to either (i) cell phone related records, or (ii) other personal 
consumer information.” Id. \ 1 .d. Requests like these sweep far broader than is necessary to 
further the Committee’s investigation of Internet-based data brokers. Mr. Atkin also objects to 
various aspects of the Subpoena on vagueness grounds. For example, Paragraph 1 requests 
several categories of documents relating to “each individual or entity who or that was a customer 
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or client . , ^ for whom you , , ^ have procured, attempted to procure » or requested another party to 
attempt to procure on your or AAli*s behalf" This request is unclear; other aspects of the 
Subpoena are simliarJy vague. 

+ • • * • 

For the reasons set forth above, Mr. Atkin is unable at this time to comply with the 
document requests contained in the Subpoena. It is our expectation that, for the same reaons, 

Mr. Atkin will decline to testify substantively regarding these topics at the upcoming 
Subcommittee hearing. As a result, and because we are aware that the Committee is exploring a 
range of topics in its investigation, it is our hope that the Committee will decide that Mr. Atkin's 
presence at the upcoming hearing is uimecesaaty. if, however, the Committee continues to 
believe that Mr. Atkin’s attendance is warranted, he will appear before the Subcomittee on 
September 28. If you or any member of the Committee Staff would like to discuss this letter, 

Mr. Atkin’s possible testimony, or any other matter, please call me at (202) 662-5538. 


Sincerely yours. 



cc: Robert W, Barnes, Esq. 


Mr. Whitfield. We will also hear today from Christopher Byron, a 
reporter for the New York Post who is here to discuss how in 2002 he 
learned that his records were obtained by a data broker, not at all unlike 
those of nine journalists who were investigated by Hewlett-Packard. His 
testimony is especially intriguing and further evidence not only of the 
prevalence of pretexting, but also of the threat that data brokers pose to 
our Nation’s journalists and the confidentiality of their sources. 

Now, Mr. Byron’s story is significant because the pretexter who 
obtained his records had to make over 50 calls to AT&T before he found 
a customer care representative willing to verbally walk through 
Mr. Byron’s call activity details over the phone. So a persistent data 
broker calls 50 times, and finally he gets the information. 

I look forward to what promises to be an enlightening day of 
testimony. We want to thank all of you for participating in this hearing 
today, and at this time I would like to recognize Ms. DeGette, who today 
is our Ranking Member. 

[The prepared statement of Hon. Ed Whitfield follows:] 
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Prepared Statement of the Hon. Ed Whitfield, Chairman, Subcommittee on 
Oversight and Investigations 

Good morning. Yesterday, this Subeommittee examined how Hewlett-Paekard 
Company hired an investigative eonsulting firm who, among other things, turned to a 
data broker to obtain individuals’ private phone reeords. I was shoeked and dismayed to 
see some of the top offieers at one of our nation’s largest eompanies take advantage of 
data brokers to eonduet a sophistieated year-long effort to spy on Board members, 
employees, and reporters. 

Today we return to the broader issue of Internet-based data brokers, pieking up 
where we left off in June when we held our first two oversight hearings on the issue. The 
Hewlett-Paekard seandal and the eye-opening testimony we heard yesterday again brings 
home the faet that pretexting is a serious problem that must be fought on multiple fronts. 

One way to improve the seeurity of phone reeords is to enaet legislation. Last 
Mareh, the “Prevention of Fraudulent Aeeess to Phone Reeords Aet,” (H.R. 4943) was 
unanimously reported out of the full Committee. H.R. 4943 would make it illegal to 
obtain eell phone reeords fraudulently, as well as to solieit or sell sueh reeords. It also 
gives the FTC and the FCC further tools to shut down data brokers while foreing phone 
eompanies to be more aeeountable for the seeurity of their eustomers’ data. I think that 
the Subeommittee ’s June oversight hearings made elear that H.R. 4943 would help 
bolster the seeurity of Amerieans’ private information. 

Even with a new law, however, testimony in June and the interviews eondueted by 
staff demonstrate that the demand for sueh reeords will not disappear, and many data 
brokers will eontinue to proeure and sell the information. They will just eharge more. 

The earriers will therefore have to play an important role in solving this problem and 
better proteet the information. This Subeommittee ’s work over the last eight months has 
demonstrated just how easily people ean eon a phone eompany’s eustomer serviee 
representatives into giving up ealling reeords, unpublished address information, and other 
personal data. 

So, it makes perfeet sense to me to invite testimony from some of the eountry’s 
largest wireless phone earriers, as we have today. Based on the Subeommittee ’s 
investigation, we know that wireless phone reeords are some of the most highly sought- 
after types of private data. We have seen that the vast majority of the business of data 
brokers involves proeuring and selling eonsumers’ ealling reeords and unpublished 
address information. The detailed ealling reeords from our eell phones, whieh we take 
with us everywhere and use eonstantly, ean provide a very detailed pieture of who we are 
and how we spend our time. 

How are the earriers - the eustodians of those ealling reeords - ensuring that the 
information is not being sold on a blaek market by the hundreds of data broker Web sites 
on the Internet? I am interested to hear what the wireless earriers have done in response 
to this threat to privaey, and I thank them for appearing before us today. 

I also weleome representatives from the Federal Trade Commission (FTC) and the 
Federal Communieations Commission (FCC) who are here today to speak to their 
respeetive ageneies’ efforts at eombating Internet data brokers. I want to eommend the 
FTC and FCC for their aggressive approaeh to this issue, and look forward to an update 
on progress made sinee last February when they testified about this issue as the 
Committee began its work on legislation to eombat the fraudsters who obtain others’ 
private reeords. 

Before we hear from the earriers and the independent ageneies, however, we will 
hear from Mr. Doug Atkin, a private investigator who was a frequent eustomer of Patriek 
Baird and PDJ Serviees, a data broker whose reeords the Committee subpoenaed last 
April. The Committee obtained dozens of emails showing Mr. Atkin requesting and 
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receiving other people’s private phone records from Mr. Baird, who asserted his Fifth 
Amendment privilege against self-incrimination at our hearing on June 2V\ 

While I suppose it should come as no surprise that Mr. Atkin is expected to also 
invoke his Fifth Amendment rights, I am disappointed that the Subcommittee will not get 
some answers. I also want to note that Mr. Atkin refused to produce any documents in 
response to the Committee’s subpoena for records, again relying on his Fifth Amendment 
right against self-incrimination. I would like to enter into the record, when appropriate, a 
letter from Mr. Atkin’s attorney explaining his refusal on that basis to produce responsive 
documents. 

We will also hear from Mr. Christopher Byron, a reporter for the New York Post, 
who is here to discuss how in 2002 he learned that his phone records were obtained by a 
data broker - not at all unlike those of the nine journalists who were investigated by 
Hewlett-Packard. His testimony is especially intriguing and further evidence not only of 
the prevalence of pretexting, but also of the threat that data brokers pose to our nation’s 
journalists and the confidentiality of their sources. 

Mr. Byron’s story is also significant because the pretexter who obtained his records 
had to make over 50 calls to AT&T before he found a customer care representative 
willing to verbally walk through Mr. Byron’s call activity details over the phone. Even 
after three dozen failed attempts, the pretexter kept making calls, the reality of which 
reminds us how persistent and determined these thieves of personal information are. 

I look forward to what promises to be an enlightening day of testimony, and I want 
to thank all of our witnesses for being here. 

I now recognize the Ranking Member of the Subcommittee, Mr. Stupak. 

Ms. DeGette. Thank you very much, Mr. Chairman, and good to 
see you again this morning. 

Yesterday’s testimony I thought was really illuminating. It pointed 
out a couple of issues. The first issue was even though most experts 
agree that pretexting is illegal under several Federal laws and a number 
of State laws, there seems to be confusion in the highest echelons of 
corporate America and among their legal counsel as to whether, in fact, 
pretexting, which, of course, is pretending to be someone you are not in 
order to get confidential personal information, is illegal. 

And what this says to me is that we really do need to pass legislation. 
And in particular, we need to pass H.R. 4943, which was unanimously 
passed on a bipartisan basis by this committee, sent to the floor, 
scheduled for a vote on May 2^^ of this year, and then fell into a black 
hole. 

It is clear to me that this bright line rule on pretexting will be 
necessary so that people will have no doubt that it is not just unethical, 
but also illegal to try to obtain this information. 

And with that, Mr. Chairman, I would ask unanimous consent to 
place a letter dated September 27^^, 2006, from the Democratic members 
of this Committee to the Speaker and the Majority Leader asking them to 
call this legislation up. 

Mr. Whitfield. Without objection. 

[The information follows:] 
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CHAIRMAN 
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ITie Honorable J. D^mJs Hasten 
The Speaker 

U*S. House of Representatives 
Washington, aC. 20515 

The Honorable John A, Boehner 
M^ority leader 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Mr. Speaker and Leader Boehnen 

The House Committee on Hnergy and Commerce has held bearings and unanimousLy 
passed legisJation that seeks to end the practice of pretortiEg, which violates the privacy of 
American consumers and leaves them vulnerable to identity theft. The Coicmitlee has also 
commenced an investigation into Hewlett-Packard (HP) and will bold a hearing on September 

28 , 2006, concerning allegations that HP investigators used pretexting against board members 

and the media. 

On March 8, 2006, the Committee oo Energy and Commerce unanimoualy passed 
H.R. 4943, the Prevention of Fraudulent Access to Phone Records Act, which would halt this 
pernicious practice and severely punish its perpetrators. The bill was scheduled for a House floor 
vote on May 2 , 2006, but was pulled from the schedule without explanatiom 

We urge you to bring this bipartisan i eolation to a vote before Congress adjourns. The 
investigatioD of HP has highlighted the pervasiveness of pretexting and the ease with which 
imposters may obtain pciuonal information. Every day our constituents are forced to deal with 
the reality that their personal in&miation could be in the hands of criminals. This bipartisan bill 
would enable the Federal Communicatioos Commiasion and the Fcderel Trade Conrnilssion to 
protect consumers more effectively. 





1174 


The Honorable J, Dennis Hasten 
The Honorable John A. Boehner 
Page 3 


cc: The Honorable Nancy Pelosi 

Democratic leader 
U,S. Houae of Representatives 

The Honorable Joe Barton, Chaimmn 
Committee on Energy and Commerce 


Ms. DeGette. Thank you. 

The second issue and that— and by the way, as the Chairman and I 
were discussing, we now hear we may be here through tomorrow and 
even Sunday, so there should be ample opportunity for us to bring up 
what should be a relatively noncontroversial bill on the suspension 
calendar before we leave. 

The second issue I really want to talk about briefly is the issue that I 
have been concerned about for quite a number of years ever since this 
subcommittee had hearings on corporate responsibility with Enron, 
WorldCom, Qwest, and so many other corporate evildoers. The issue 
really is how do we, and how does corporate America, break this ethos 
that if someone thinks that illegal or unethical activity in a corporate 
context is acceptable, that everybody else in that corporation goes along 
with it? 

What we saw yesterday was the Chairman of the Board, the CEO, 
the legal counsel, and the investigative body of HP all just going along 
with an investigation that their outside counsel, Mr. Sonsini, admitted 
was unethical at best, and parts of it illegal at worst; practices like spying 
on your Board members by going through their garbage, putting Board 
members and their board members’ families under surveillance, finding 
phone records by pretexting, creating false entities to try to get 
information unwittingly from newspaper reporters, and on and on. 

Some of that is illegal, most of it is not, but it certainly is not the best 
way to conduct an investigation into leaks from corporate members. Yet 
nobody at Hewlett-Packard stepped back and said, wait a minute, is this a 
way we should be acting as one of the preeminent corporate citizens in 
our country? 

I continue to be concerned about this issue. I was terribly 
embarrassed by Hewlett-Packard, and I was gratified to see that they are 
now beginning to put some procedures in place to hopefully stop this 
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kind of activity. But I think the CEOs and the board chairmen of every 
major corporation need to look inside their corporation to see how they 
can put mechanisms in place to stop this kind of conduct, which 
ultimately hurts a very good corporate citizen and a model in the 
high-tech community. 

And so, Mr. Chairman, I am intending to look over the recess to see 
if there is something we need to do with Sarbanes-Oxley to beef up the 
obligations of corporate boards and directors. And beyond that, I think 
corporate America really needs to take this as a wake-up call. 

With that, I look forward to the testimony today, and I yield back the 
balance of my time. 

Mr. Whitfield. Thank you, Ms. DeGette. At this time I recognize 
Mr. Walden for his opening statement. 

Mr. Walden. Mr. Chairman, good morning, and we appreciate 
your work on this issue again, and like I think everybody on this 
committee, we are all hoping that H.R. 4943 can be brought to the floor 
and passed. 

I had a personal conversation with the Majority Leader myself 
yesterday to raise this issue, so I don’t think there is any debate about the 
need to pass legislation, and I think we are all doing everything we can to 
get it passed, and I commend the Administration for its work to try to 
deal with this issue regulatorily. 

I know we are going to hear from both the FTC and the FCC about 
efforts they are taking in rulemakings to try and deal with this issue. So I 
think the Bush Administration is stepping up to the plate as well. 

I think what we learned out of yesterday is that the only thing worse 
in corporate America than leaks is unethical ways to try and plug the 
leaks. And I think the message went out loud and clear that pretexting is 
no way to go about solving boardroom problems and leaks. And I hope 
that we can pass legislation, draw a clear line; but even if we haven’t 
been able to do that yet, the spotlight that has been shown on the 
activities of those who go out and collect these data illegally has gone a 
long way. 

We saw that yesterday morning when 10 individuals took the Fifth 
Amendment, most of whom prior to yesterday had led others to want to 
believe that this was a legal course of action or right course of action. 
And so I think this subcommittee has done good work in that respect. 

I am looking forward to today hearing what the phone companies are 
doing to address this, and I know some of them have stepped up to the 
plate. I am encouraged by the fact that some of these companies have 
litigated, already filed suit, against the bad actors out there who will stop 
at nothing, certainly nothing legal or ethical, to try and fool people to 
give them information. 



1176 


I am disturbed that pretexting is not only occurring toward the phone 
companies, but toward the customers, and I think for the average 
American out there who still believes that their records are a matter of 
their personal privacy, it is even more disturbing to know that some of 
these pretexters and some of these investigative agents out there are 
trying to track down people’s physical location— physical location— based 
on triangulating where they are on their cell phone right now, pretending 
to be the company, calling you on your cell phone once they have gotten 
your number and then say, gee, we are trying to shut down another phone 
here because somebody is using your account illegally, but we don’t 
want to shut yours off, where are you? And then they turn that data over 
to others, whether it is somebody trying to collect from you, a jealous 
lover perhaps, or who knows what. 

And so, Mr. Chairman, I appreciate what we are doing here. I think 
the American public is appreciative of our efforts as well, I hope, and we 
can put an end to the illegal gathering and unethical use of private data 
that should remain private. 

And so I appreciate the opportunity to be here today, and I look 
forward to hearing from those witnesses who will be forthcoming. And 
unfortunately, I guess we are not going to get an inside look from the 
investigator types because they are going to take the Fifth. 

Mr. Whitfield. Thank you, Mr. Walden. At this time I recognize 
Ms. Schakowsky for her 5-minute opening statement. 

Ms. Schakowsky. I thank you. Chairman Whitfield and Ranking 
Member DeGette, for holding today’s hearing on pretexting. 

Because of the seriousness of this issue, our committee has devoted 
significant time into examining its various facets over the last 8 months. 
In fact, we actually unanimously passed a bill that by now, except for 
unknown reasons, would have been law, I hope. 

In February, we held a hearing that mostly focused on the legality of 
pretexting. Our witnesses, including the Federal Trade Commission and 
Illinois Attorney General Lisa Madigan from my State, explained how 
they believe pretexting was illegal already under general consumer 
protection statutes, but that it would be helpful to emphasize that point 
by passing explicit Federal legislation. 

In March, our committee did just that by passing H.R. 4943, the 
Prevention of Fraudulent Access to Phone Records Act, which not only 
prohibited pretexting from phone records, but would require phone 
companies to better protect their customers’ records. 

In June, just I month after H.R. 4943 fell to extraordinary rendition 
and disappeared from the floor schedule, we held another hearing that 
looked into the methods pretexters use to get phone records. 
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Yesterday we focused on how HP’s zeal to plug a leaking board led 
them to pretexting to get board members’ and journalists’ personal phone 
records. And now today we are focusing on the phone companies and 
how easy they have made it for scam artists to get the personal phone 
logs for others. 

Before we began our work, before the Federal Trade Commission 
filed complaints against five Web-based operations, and before three 
State attorneys general, including Ms. Madigan, brought suits against 
pretexters, there were over 40 websites offering phone call logs. With 
just a click of the mouse and about $100, anyone could get their hands on 
a month’s worth of someone else’s phone records. 

The only way that ill-gotten phone records could be such a lucrative 
business is if the phone companies did not have enough protection in 
place to stop pretexters in their tracks. Although most of the websites 
dedicated to selling phone records have since been shut down, the HP 
scandal shows that phone companies still have serious security problems. 
HP’s investigative team should not have had such quick access and easy 
access to board members’ and journalists’ phone records. 

There is a lot more than disgruntled board members and public 
embarrassment at stake. Pretexting violates innocent consumers’ 
privacy. Stalkers can buy phone records to keep tabs on their targets. 
Abusive spouses can use pretexting to track their victims. As Mr. Barton 
pointed out yesterday, the Chicago Police Department recognized the 
dangers of it and warned that drug dealers can use pretexting to identify 
undercover cops. The FBI also issued a warning to its agents, personal 
and public safety should not be for sale. 

Despite strong bipartisan agreement that we should make it 
abundantly clear that pretexting for phone records is illegal, H.R. 4943 is 
still being held at an undisclosed location. What we do know about its 
detention is that 8 days after it was pulled from the floor schedule, USA 
Today broke the story that the National Security Agency was acquiring 
the public’s phone records from three of the major carriers without 
subpoenas, warrants, or any approval from the courts. 

I must point out that I am disappointed that we do not have any of 
those three carriers with us today, AT&T, BellSouth, and Verizon, and I 
hope that we will have an opportunity to hear from them. 

However, we do know where they stand. A number of the phone 
carriers, including some of those with us today, have made it clear that 
they oppose title 2 of the bill, which requires them to better protect their 
customers’ personal private phone records. While the carriers have been 
more than happy to have us go after the pretexters who dupe them, 
many— most— have been fighting our efforts to require them to correct 
their security problems. 
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We know that the phone companies have made sure that their 
resistance to stronger consumer protections were heard. With today’s 
hearing, we are saying loud and clear that it is time for the phone 
companies to guard their customers’ information. I ask our witnesses, 
can you hear us now? 

Thank you. 

Mr. Whitfield. Thank you, Ms. Schakowsky. At this time I 
recognize Mr. Stearns of Florida for his opening statement. 

Mr. Stearns. Thank you, Mr. Chairman. I would just comment on 
what my colleague and Ms. Schakowsky mentioned. Why don’t we have 
the land lines, particularly AT&T and Verizon? As I understand it from 
staff, one of the reasons is that predominantly the efforts with pretexting 
have come from the wireless and cell phones, and this hearing is 
particularly centered on these. And, of course, we do have Verizon here. 
We have T-Mobile, we have U.S. Cellular, Alltel, Sprint, and Cingular. 
So the hearing is concentrating on that, and I think that is good. 

I think what we saw yesterday is the— sort of the comment is if I— 
dealing with Hewlett-Packard and pretexting, if I don’t see it or if I don’t 
hear it, then it didn’t happen. That is how I sort of felt after this hearing. 

You know, a major question would be, Mr. Chairman, for these 
wireless carriers, why couldn’t they institute, initiate themselves, a 
security system that prevented this information going to all these security 
people who were hired by Hewlett-Packard? This widespread use of 
pretexting to fraudulently obtain someone else’s personal data is a case 
of fraud, and these wireless companies should understand that it 
wouldn’t have been hard for them after one of these to occur to initiate 
the procedures. 

Just for fun I went into the computer this morning and put into 
Google private personal information, and it came up with thousands of 
results. So the stark reality is that there will always be con artists and 
cyberthieves to keep the enforcement community busy. 

So we here in Congress can pass all the legislation we want, but we 
have had a hearing and oversight under Mr. Whitfield where we even 
brought in a person from prison to talk about how he was able to obtain 
this information. So I think legislation is important. We should do it. 
But I think the responsibility, fiduciary responsibility, of these wireless 
carriers that I mentioned, six of them, they have to institute these 
procedures themselves. And they can come up here and say we were 
conned by these cyberthieves and con artists, but that is going to be there 
all the time, tomorrow and the next day, no matter what we do here. 

So we can talk about Hewlett-Packard, but there is a certain amount 
of culpability dealing with these individuals, too, and it would be 
interesting to see what they feel and what they have instituted. Are the 
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wireless companies doing their best to protect the consumers? And then 
maybe we can get their suggestions. Maybe the pretexting bill that we 
passed out of this committee should be amended, and in the lame-duck 
session we should try to change it based upon what they recommend. 

So I think the whole idea, Mr. Chairman, is a commendation to 
yourself for moving it beyond just looking at Hewlett-Packard, but also 
contacting under panel three all these wireless companies and seeing 
what they have to say here, too. They have an interest, obviously, in 
protecting consumers and private information. 

I mentioned yesterday I have a data security bill that passed out of 
my subcommittee that I chair and out of the full committee and that puts 
in place protection within corporate America for protecting that security 
with audits to make sure there is a chief security officer and of records so 
that people can determine whether they are meeting the standards. 

So, Mr. Chairman, I commend you for moving this beyond just 
Hewlett-Packard, but trying to get to the larger issue of pretexting and 
how to stop it and have corporate America take responsibility, too. 

Thank you, Mr. Chairman. 

Mr. Whitfield. Thank you, Mr. Stearns. And at this time I 
recognize the gentlelady from Wisconsin, Ms. Baldwin. 

Ms. Baldwin. Thank you, Mr. Chairman. 

Many of the witnesses today represent wireless phone companies and 
Federal agencies that have appeared before this committee on the same 
topic not too long ago. Indeed the committee has held a series of 
hearings over the past year examining the practice known as pretexting 
and the shadowy industry that has grown from such unscrupulous 
trafficking of personal information. 

After seeking input from industry players, consumer groups, and 
Federal agencies, we developed strong bipartisan legislation back in 
March that passed the committee unanimously. While this legislation 
has stalled for reasons unknown to me, our committee’s investigation has 
prompted many industry and government actions. 

And I am heartened to see from the submitted testimony of several of 
today’s witnesses that wireless phone companies have taken new 
measures to strengthen privacy policies and improved customer service 
personnel training regarding phone service requests. 

The Federal Communications Commission has initiated a proposed 
new rulemaking process to implement industry-wide security standards, 
while the Federal Trade Commission has filed more lawsuits against 
pretexting companies under Section 5 of the FTC Act prohibiting unfair 
or deceptive practices in commerce. We are making progress, although 
everybody in this room would probably agree that much more needs to 
be done. 
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Stories of pretexting by data brokers will continue to surface. Just 
yesterday the committee held a hearing on the Hewlett-Packard scandal, 
which has ushered the word “pretexting” into everyday American 
lexicon. 

A lawsuit brought by the State of Florida against a pretexting firm 
has alleged that major banks such as Wells Fargo and Citigroup regularly 
hire investigators to obtain pretexted phone records for collection 
purposes. The practice of pretexting may be far more widespread among 
corporations than previously thought, and we may be seeing just the tip 
of the iceberg. 

Going forward, phone companies. Federal agencies, and Congress 
must work to restore public confidence that their boundaries of privacy 
will not be violated, this time by big corporations. 

HP witnesses yesterday complained that there was not enough clarity 
in existing statutes to determine whether the highly unethical behavior of 
pretexting was, in fact, legal or illegal. In fact, they claim that armies of 
corporate lawyers were misled into believing that pretexting was legal. 
Congress should grant their wish by passing legislation already approved 
by this committee and offer them a bright line rule on pretexting. 

As I stated yesterday. Congress should also consider passing 
legislation that would encompass the full spectrum of 
telecommunications and communications services. 

Wireless phone companies should not only work to improve their 
customer service training to screen out data brokers, but also seriously 
consider steps to improve the privacy of customer proprietary network 
information, such as voluntarily adopting an opt-in regime that would 
more adequately inform consumers about their privacy options. 

The FTC and the FCC should continue exercising their enforcement 
authority and work to adopt rules that would, for example, enhance 
CPNFs security. 

Finally, I want to thank Mr. Christopher Byron for testifying today. 
You were a victim of pretexters, and I understand you had difficulties 
uncovering how your records could have been compromised. But I 
believe there is also a larger issue here; since you are a reporter, freedom 
of the press was at stake. And I am very disturbed that corporations 
would target journalists through pretexting, which also took place in the 
HP scandal. I hope that the committee will consider future hearings that 
would address the specific form of attack on journalistic confidentiality. 

Mr. Chairman, I thank you, and I yield back my remaining time. 

Mr. Whitfield. Thank you. 

I just want to comment, I really appreciate you all advertising the 
Gone with the Wind movie in H.R. 4943. 
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Ms. DeGette. Mr. Chairman, I was thinking we might enter it into 
the record. 

Mr. Whitfield. I recognize the gentlelady of Tennessee, 
Mrs. Blackburn. 

Mrs. Blackburn. Thank you, Mr. Chairman. I want to thank you 
for the hearing today to follow up on yesterday’s hearing, and again 
thanks to the staff for the great work they have done on this issue. 

Yesterday we talked a good bit about, and the committee noted and 
everybody admitted, pretexting is a problem. It is a growing problem at 
that. And today’s inquiry we hope will help the committee determine 
that the private sector companies are vigilant, and that they are working 
to help combat the rise of pretexting. 

We all know the law regarding pretexting is ambiguous, and 
obviously some are taking advantage of that ambiguity. Yesterday it was 
a bit disturbing to hear from board members and employees and 
corporate legal counsel who claim they didn’t know what pretexting was 
or what spyware was or what tracers were, but that they had approved 
their use, and they did it because the law was ambiguous, and it was our 
fault. 

So if you want to have a tough law, we can give you a tough law, 
and that is probably what we need to do, draw some bright lines. 

And yesterday several times Representative Inslee and I mentioned 
the bill that he and I had introduced, the Consumer Telephone Records 
Privacy Act of ‘06. We introduced it in January, and it had both civil 
and criminal penalties in that bill, obviously something we need to 
continue to look at when we have people, Mr. Chairman, who choose to 
come before us and take the Fifth, which leads us to believe that they 
know what they are doing is wrong. And if they need more stringent 
guidelines, then so be it. 

We also hope to hear from today’s panel on several points, including 
when they first noticed that some were using illicit means to gain access 
to their consumers’ records, and then what means did they put in place to 
address the problem, and how have they continued to adapt. 

Also I hope we will hear how they, as private sector companies, are 
dealing with some of the bad actor companies who continue to use their 
product to break the law. 

Thank you, Mr. Chairman. I yield back. 

Mr. Whitfield. That you, Mrs. Blackburn. And that completes the 
opening statements of any Members present. 

[Additional statement submitted for the record follow:] 
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Prepared Statement of the Hon. Joe Barton, Chairman, Committee on Energy 

AND Commerce 

Thank you. Chairman Whitfield, for all your work on this issue. Baek in June of 
this year, the Subeommittee held hearings that threw open the doors of the Internet-based 
data broker industry. 

Yesterday’s oversight hearing about Hewlett-Paekard’s pretexting seandal eontinued 
to highlight the problem of pretexting and the vulnerability of Amerieans’ phone reeord 
to sueh praetiees. The testimony about the events at H-P vividly demonstrated just how 
private phone reeords ean be exploited. I’m glad we’re baek today to eontinue exploring 
how phone reeords ean be proteeted and kept private. 

Of eourse, one way to keep pretexters and data brokers out of Amerieans’ phone 
reeords is for the Congress to pass this Committee’s legislation regarding phone reeord 
pretexting and data seeurity. I am hopeful that our legislation will get a vote soon, 
perhaps in November. Mr. Chairman, one point your Subeommittee ’s investigation 
makes very elear is that Congress needs to pass these bills. I am also open to the notion 
that we may need to take further legislative aetion to proteet Amerieans’ privaey from 
identity thieves and data brokers. 

As you mentioned, the wireless earriers and the phone eompanies ean also take steps 
to make it harder for data brokers to obtain eonsumers’ eonfidential reeords. I understand 
that many of the wireless earriers have been making an effort to better proteet phone 
reeords. I weleome their testimony today, and look forward to learning about what 
progress they have made. 

I also appreeiate the FTC and the FCC taking the time to testify today. I have been 
told that these ageneies have been aggressively working on this issue with the tools 
eurrently at their disposal, and I antieipate learning what the Federal government has 
been doing to taekle this problem over the past year. 

Weleome to Mr. Christopher Byron, a journalist from the New York Post, who eame 
forward to the Committee earlier this year to share his story about his telephone reeords 
being stolen by data brokers. 

And one last note, Mr. Chairman. One of our witnesses today is a private 
investigator, Mr. Doug Atkin from Fos Angeles. Earlier this year, when we subpoenaed 
reeords from a data broker named Patriek Baird, we learned mueh from those reeords 
about how the data broker industry operates and who purehases eonsumers’ personal 
information. Mr. Atkin, it turned out, is a frequent eustomer of the data broker, PDJ 
Serviees. Aeeording to Mr. Baird’s reeords, Mr. Atkin was the 12^^ largest eustomer of 
Mr. Baird’s eompany - out of nearly 1,100 elients. 

When we sought information about Mr. Atkin’s use of data brokers and telephone 
reeords, Mr. Atkin refused to answer questions, either informally or in response to a letter 
that you and I wrote. Afterward, I issued a subpoena eompelling the produetion of 
doeuments, as well as Mr. Atkin’s appearanee today. Mr. Atkin refused to produee any 
doeuments whatsoever, relying on his Fifth Amendment right against self-inerimination. 
It is my understanding that Mr. Atkin will invoke the Fifth Amendment again today and 
refuse to testify. 

While I eertainly don’t begrudge him his eonstitutional rights, I am disappointed that 
the Committee will not get some answers. One thing I will say, however: on June 2F^ we 
had 11 data brokers invoke their Fifth Amendment rights against self-inerimination; 
yesterday, several more individuals in the Hewlett-Paekard seandal did the same; and 
today, Mr. Atkin, a private investigator follows suit. 

My point is - going forward, I don’t think anyone ought to be able to elaim that they 
thought there was a perfeetly legitimate way to get someone else’s phone reeords without 
that person’s eonsent, other than a subpoena. I also hope that, based on the groundwork 
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this Subcommittee has laid and the information it has made public, that the U.S. Justice 
Department starts making that point as well. 

I yield back the remainder of my time. 

Mr. Whitfield. We do have two votes on the House floor. There 
are 4 minutes left in the first vote, and then we will do the second one. 
So I apologize to all of you. And, Mr. Atkin, we will be back. We are 
going to recess, and we will reconvene at about 5 minutes to 1 1 :00. So I 
apologize to all of you, but we will be back in just a minute. So we are 
recessed. 

[Recess.] 

Mr. Whitfield. The hearing will reconvene, and since we have 
finished all of the opening statements, we will now call the witness for 
the first panel, and that is Mr. Doug— is it At-kin or Ate-kin. 

Mr. Atkin. At-kin. 

Mr. Whitfield. Atkin. 

Mr. Doug Atkin who is with Anglo-American Investigations, Playa 
del Rey, California. And as you may or may not know, Mr. Atkin, this is 
an Oversight and Investigations Subcommittee hearing, and we do take 
testimony under oath, and I would ask you, do you have any objection to 
testifying under oath? 

Mr. Atkin. No, Mr. Chairman. 

Mr. Whitfield. Would you turn the microphone. 

Okay, if you would please stand and raise your right hand. 

[Witness sworn.] 

Mr. Whitfield. Thank you very much. 

You are now under oath, and I would ask you, under the rules of the 
House and the rules of the Committee, the witnesses are entitled to legal 
counsel, and do you have legal counsel with you today? 

Mr. Atkin. Yes, Mr. Chairman. 

Mr. Whitfield. Okay. Would you introduce him to us, please? 

Mr. Atkin. Mr. Breuer. 

Mr. Whitfield. What’s his full name? 

Mr. Atkin. Lanny Breuer— 

Mr. Whitfield. Lanny Breuer? 

Mr. Atkin, —and Ben Razi. 

Mr. Whitfield. Lanny Breuer. Okay. Okay. 

Well, Mr. Breuer, thank you for being here. 

Now, Mr. Atkin, is there an exhibit book or a document book on the 
table with you? 

Mr. Atkin. No, there is not. 

Mr. Whitfield. Okay. Let’s get this document book over there. I 
am going to ask you to please turn to Exhibit 2. Exhibit 2 is a request 
made by you on February 2^^ of this year for personal phone records that 
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you submitted to Mr. Chris Gamer, which we know as the alias of 
Mr. Patrick Baird, the owner of PDJ Services. The e-mail also includes 
the reply from PDJ Services with the requested phone calls listed. 
According to the client list provided to the committee by Mr. Baird, 
between 2000 and 2006, you were the 12^^ largest purchaser of 
information from PDJ Services out of almost 1,100 clients that he had. 

So, Mr. Atkin, did you or your company, Anglo-American 
Investigations, Inc. request and obtain from Mr. Patrick Baird of 
PDJ Services personal phone records that were obtained through pretext, 
lies, and deceit or impersonation? 

Mr. Atkin. Mr. Chairman, based on the rights and protections 
afforded me by the Fifth Amendment to the Constitution, I respectfully 
decline to answer that question. 

Mr. Whitfield. And is it your intention to assert that right for any 
additional questions that we may have for you? 

Mr. Atkin. Yes, sir. It is. 

Mr. Whitfield. Then if there are no further questions from any of 
the committee members at this time, we will dismiss you subject to the 
right of the subcommittee to recall you, if necessary. And at this time, 
you are excused. 

Mr. Atkin. Thank you. 

Mr. Whitfield. Now, at this time, I would like to call the second 
panel. And on the second panel, we have Mr. Christopher Byron, who is 
a journalist with the New York Post in New York. 

So, Mr. Byron, we appreciate you being with us today, and as 
you know, we take testimony under oath, and I would ask you, do you 
have any objection testifying under oath? 

Mr. Byron. No, sir. 

[Witness sworn.] 

Mr. Whitfield. Thank you very much, and you are now under 
oath. I would also remind you that, under the rules of the House and the 
rules of this Committee, you are entitled to legal counsel, and I would 
ask do you have legal counsel? 

Mr. Byron. No, sir. 

Mr. Whitfield. Okay. 

Mr. Byron. I have my wife. That’s even better. 

Mr. Whitfield. Well, what is her name? 

Mr. Byron. Maria, right behind me here. 

Mr. Whitfield. Maria, thanks for being with us today. It’s good to 
have someone here besides a lawyer. 

Ms. DeGette. Especially the wife, Mr. Chairman. 

Mr. Whitfield. Especially the wife. Absolutely. 
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So, Mr. Byron, you are recognized for 5 minutes. 

TESTIMONY OF CHRISTOPHER BYRON, JOURNALIST, THE 

NEW YORK POST 

Mr. Byron. Well, Mr. Chairman, I want to thank you very much 
and the other committee members for inviting me to be here and listening 
to what I have to say. This is a subject that is really important to me 
personally and professionally, and I am glad for an opportunity to discuss 
it in public, which I haven’t really had before. 

As my written statements say, I am a working journalist. 

Mr. Whitfield. Excuse me. Would you mind just moving your 
mic a little bit closer, please? 

Mr. Byron. Sure. It’s okay now? Okay. 

As I said in my written statement, I am a working journalist. I have a 
degree from Yale College and a law degree from Columbia University 
School of Law, and I have been in the business that I am now in for over 
30 years. 

I was a victim of pretexting 4 years ago, and I’ve paid an awful lot of 
attention to this subject from that moment on. I didn’t know it to be 
known as “pretexting” then. Yesterday, several of the committee 
members asked how widespread a practice phone records theft actually is 
in American business, because of the Hewlett-Packard matter. And I can 
answer from my personal experience, anecdotally, that 4 years ago my 
phone records were stolen by agents that my own research has now 
connected to another corporation. There is proof of this theft that ties it 
directly to the former outside director of the board of directors of a 
public company in the U.S., and that proof lies in the internal case files 
of the Securities and Exchange Commission’s district office in Boston. 

I filed a complaint there, and in the course of bringing a case against 
this individual, these investigators from the SEC obtained his phone 
records and found among them phone calls from him to my sources in 
connection with research he was doing to find out where I had been 
getting information about him. 

The SEC has done nothing with this information. Neither has the 
FBI. They just sat there. What they have done and what they haven’t 
done is all spelled out in my written statement here. 

What I can say, just for summary purposes, is that their attitude from 
the start seemed to me at least to be that phone records thievery was no 
big deal. It went on all the time. It certainly wasn’t something that they 
needed to be involved in in a crisis environment that faces 
law enforcement in this country today. 
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Well, I have to tell you it was a big deal to me, and now that the 
same kind of thievery involving the same, exact sort of pretext lying has 
become a big, huge scandal for Hewlett-Packard, phone records thievery 
has suddenly become a big deal for the SEC and the FBI, too. 

When the same situation happened to me, the position of the SEC 
was, “We don’t have jurisdiction.” How did they acquire it between then 
and now so that they’ve been able to assert a role in the Hewlett-Packard 
case? I don’t know. I think they had it then. They just didn’t want to 
pay attention to it. 

The evidence is really clear that my phone records were stolen to aid 
a company called Imagis Technologies, publicly traded in the United 
States on the Over the Counter Bulletin Board, in pursuing a defamation 
lawsuit that it had filed against me for a story I had written about the 
company. The story was 100-percent accurate, and eventually the case 
was abandoned; but before they abandoned it, they wanted to find out 
who my sources for the story were. And to do that, agents acting for 
them stole my phone records. 

The details of that are all in my written statement, too. And as I said, 
the lawsuit itself, I think, was baseless and it certainly wasn’t something 
that they wanted to pursue in court, and they didn’t. It just went away. 

I think it was filed entirely for the purpose of chilling press freedom 
for follow-up stories on this company. That was certainly the effect that 
would have resulted had it become widely known that my confidential 
sources had been compromised by the theft of my phone records, and the 
Government wasn’t going to do anything about it. 

The damage that this thievery did to my family, professionally and 
personally to me, it was huge. It was huge. My wife works as my 
research collaborator. She is exposed day and night to the stresses of a 
journalistic environment. My oldest daughter is a lawyer on Wall Street. 
My middle daughter is a news editor at CNN. My youngest son is still in 
college, so we’ll let that go at that, but I’ll say that this is not something 
that I wanted my family to grow up with, the experience of having your 
skin crawl every time the phone rings at an unexpected hour, wondering 
if your mail is being read, if your phone is tapped, if there’s a bug in your 
bedroom. 

All these kinds of questions automatically flow out of the 
environment created by the theft of your phone records. To a journalist, 
this is the basic tool he’s got is his phone. How can you possibly do your 
job without being able to have the confidence of sources that you won’t 
divulge their identity if people ask where you got that information, and 
you promise that, and the promise has no credibility whatsoever because 
your phone records identify him, and they’re stolen? 
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For 4 years we worked really hard to find out who these people were 
and parade their names before the public, because we wanted our sources 
to know that our promises of confidentiality were extended seriously. 
Otherwise, such a promise would be meaningless. 

Look, in my case, my stolen phone records were used by the 
perpetrators to track down two of my confidential sources, one of whom 
was subpoenaed in the SEC investigation by mistake and had nothing to 
do with this case at all. The other one, his phone records were stolen to 
find out who he was talking to. It was like a virus that broke loose in my 
life. Details of all of that are in my written statement, too. 

Mr. Whitfield. Mr. Byron, you are about 2 minutes and 30 
seconds over the 5 minutes. 

Mr. Byron. Am I way over? Okay. I beg your pardon. 

Mr. Whitfield. No. No. Your testimony is important, and we do 
have the full statement, but if you want to summarize— 

Mr. Byron. Okay. I will say that my phone records were stolen 
through persistence; 2-1/2 months of relentless impersonation over the 
phone to an AT&T call center finally produced somebody dumb enough 
to spend an hour on the phone, believing they were me, and then my wife 
and read out 96 of my phone calls during the period in question when I 
was researching this story. This is known as “dialing for dummies.” 

The internal case file at AT&T, which we finally obtained under 
threat of a civil rights lawsuit, shows that AT&T logged 46 of these calls 
in over a 10-week period before they even realized something was 
wrong. When they called us up, they thought we were the ones who 
were calling, saying— and they asked us, “Well, is there something wrong 
with your phone bill, Mr. Byron?” and then told us that we called 46 
times. We hadn’t called once. 

The committee has the results of their investigation into it. I have 
provided that to you, and you will see that it was content free. It was the 
same thing with the FBI. They did not do any meaningful investigation 
into this matter. 

Lastly, I would really call your attention to a point toward the end of 
my written statement where we talk about outsourcing and the capacity 
of individuals to acquire entire companies filled with phone records from 
AT&T, Verizon, and the rest of them and use those— 

Mr. Whitfield. Okay. 

Mr. Byron, —as the basis for whatever they want to do with these 
numbers. I’m sorry I ran over my time. 

[The prepared statement of Christopher Byron follows:] 



1188 


Prepared Statement of Christopher Byron, Journalist, The New York Post 

Mr. Chairman and members of the Subeommittee: It is an honor and a privilege to 
appear here today in support of H.R. 4943 (“The Prevention of Fraudulent Aeeess To 
Phone Reeords Aet), whieh makes aets in furtheranee of so-ealled telephone reeords 
pretexting an explieit offense enforeeable by the Federal Trade Commission. I suggest 
only that the aet of pretexting for phone reeords should earry the heavier sanetion of the 
federal eriminal law, as embraeed in the Senate side bill introdueed in Mareh of this year 
as S.2178 (“The Consumer Telephone Reeords Proteetion Aet of 2006.) Absent that, the 
Committee might want to eonsider expanding the seope of the eivil sanetions in the 
eurrent bill to embraee private rights of aetion, ineluding elass aetion law suits, by 
vietimized eitizens. 

I make these suggestions solely beeause of the first-hand experienees both I and my 
family have had as vietims of this nefarious praetiee. Though I alone was targeted by 
these so-ealled pretexters (I prefer the more aeeurate and less sanitized phrase, “eriminal 
impersonators”) the aetivities they set in motion quiekly enveloped my wife and our three 
ehildren as well as myself And during the four years that have followed, our lives have 
been eonvulsed in ways that set our nerves on edge even now, whenever the phone rings 
unexpeetedly or at an odd hour in my home offiee. 

To diseover that someone has spent weeks trying to obtain aeeess to you and your 
family’s most personal and private reeords, and finally sueeeeded at it, is like learning 
that a Peeping Tom has been spending weeks on end hovering at night outside your 
bedroom window, watehing and videotaping everything that goes on inside. 

And it doesn’t end there. When a pretexter goes unpunished, his vietims ean easily 
enough start to worry about things that never before eoneemed them - things they ean 
ultimately do nothing about exeept worry even more, until all of life beeomes a parade of 
imagined evatastrophes. Is someone reading my mail? Is there a tap on my phone line? A 
bug in my bedroom? 

These are not the sorts of questions that law-abiding Amerieans should be asking of 
themselves, but they arise easily enough when the digital Peeping Tom is diseovered with 
his eye to the bedroom window, and a eombination of weak laws, publie apathy, and 
eonflieted law enforeers allows him to eseape. 

In the 2003 U.S. Supreme Court ease of Lawrence et al v. Texas, whieh overturned a 
Texas sodomy law, Justiee Kennedy wrote, “Liberty presumes an autonomy of self that 
ineludes freedom of thought, belief, expression, and eertain intimate eonduet.” But no 
sueh freedom ean prevail in a world in whieh the theft of a person’s telephone reeords is 
viewed as routine day-work by the private eyes who steal them, and is simply ignored by 
law enforeement. 

Pretexting for finaneial reeords has already been outlawed by the Finaneial Serviees 
Modernization Aet of 1999 (aka the Gramm-Leaeh-Bliley Aet), whieh earries heavy 
eriminal penalties for violators of eertain of its provisions. The prineiples of law and 
privaey imbedded in that Aet need now to be extended to the the booming new business 
of digital Peeping Toms and phone reeords thieves. 

My name is Christopher Byron, I am 61 years of age, and I have been a working 
journalist my entire professional life. I am a graduate of Yale College and the Columbia 
University Sehool of Law. I have worked as a foreign eorrespondent and editor for Time 
Magazine, and as assistant managing editor for Forbes Magazine. 

I have authored six books, one of whieh {Martha Inc.) was a New York Times 
bestseller and was made into an NBC Movie of The Week. A Russian language 
translation of my latest book. Testosterone Inc., Tales Of CEOs Gone Wild is seheduled 
to go on sale worldwide. 

For most of the last twenty years I have also written weekly eommentary eolumns 
on Wall Street and business for a variety of publieations. It was in eonneetion with one 
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such column, written by me for Red Herring magazine and published in September of 
2002, that I became the victim of a pretexting conspiracy to obtain my telephone business 
records. 

The story that led to all this concerned a company in Vancouver, Canada called 
Imagis Technologies Inc., which claimed to be in the facial recognition software 
business. In the wake of the attacks of 9/11, the company began issuing press releases 
promoting its software products as weapons in the fight against international terrorism, 
and one of those press releases eventually crossed my desk. 

Looking further, I learned that the chairman of the company was the recently retired 
deputy chief of the F.B.I., Oliver (“Buck”) Revell, whose name I recalled from his 
involvement in the Pan Am 103 story, about which I had written extensively some years 
earlier. 

Yet aside from the presence of Revell on the board, the Imagis operation seemed 
unimpressive in every way - a typical Vancouver penny stock featuring limited revenues 
along with a history of large and continuing losses, and a shaky balance sheet. 

Two of the company’s top officials particularly troubled me. One was the 
company’s controlling shareholder - an individual named Altaf Nazerali — who had 
already been linked in the Canadian press to the European operations of a notorious U.S. 
stock swindler named Irving Kott in the 1960s. Two decades later Nazerali’s name 
surfaced as an alleged money courier in the infamous BCCI scandal. 

When I asked Revell in an interview in late July of 2002 why he had agreed to serve 
as chairman for a company controlled by a man like Nazerali, he said he had arranged to 
have Nazerali “vetted” and that the man “had never been involved in unethical or illegal 
activity.” 

Revell was even more enthusiastic about the bone fides of an individual named 
Treyton Thomas, whom Revell had appointed to the Imagis board only weeks earlier, on 
July 9^^. Thomas enjoyed bombarding the press with self-celebratory publicity releases 
about himself In them he claimed to be the head of a $600 million offshore hedge fund 
called the Pembridge Group, to hold a degree from Harvard and so on and so forth. In an 
interview with one gullible reporter, he even boasted of having back-channel lobbying 
access to the White House and the Bush Administration. 

Revell told me he had vetted Thomas as well, just as he had vetted Nazerali. But he 
certainly couldn’t have done a very good job since utterly nothing Thomas claimed about 
himself was true. The so-called Pembridge Group hedge fund was nothing but a creature 
of Thomas’s imagination. In short, it did not exist. 

To help fool Revell into thinking otherwise, Thomas had leased some swanky 
Boston office space from a company that rents space by the day to traveling salesmen. 
But he needn’t have bothered because Revell never visited the premises. And it’s just as 
well for Thomas that he didn’t because this was a $600 million hedge fund with no 
employees, no back office, not even any Bloomberg terminals. 

It struck me as impossible for Revell not to have known all of this - especially when 
Thomas, just prior to being appointed to the Imagis board, orchestrated a much- 
publicized, but entirely fake buyout offer for Imagis through press releases issued by the 
non-existent Pembridge Group, then made a killing illegally from the resulting run-up in 
the shares that followed. 

Weighing these facts, I wrote a fair but distinctly negative story on Imagis, asking 
why Revell, trained as he was in the dark arts of the FBI investigator, had permitted such 
things to unfold right under his nose. Two weeks later, both Red Herring and I were sued 
for libel by Imagis in a Vancouver court. 

Being sued for libel is a traumatic experience for anyone, and this situation was even 
worse since the suit had been filed in a Canadian court, where libel laws are different 
from those in the U.S., thus affording defendants none of the normal Constitutional 
protections available to defendants in U.S. actions. 
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Bad as that was, it got unexpectedly and immeasurably worse when, several weeks 
later, in the late afternoon of October 16, 2002, my home office telephone rang and my 
wife, Maria, who works as my research assistant and office manager, answered it and 
thereupon found herself in conversation with a person who purported to be a customer 
service representative from AT&T, our long distance phone carrier. 

Sitting at my desk nearby and absorbed in my own work, I paid no attention to the 
conversation that followed - though I did detect a certain wariness begin to creep into her 
voice as the conversation continued. A moment or two more passed and then suddenly 
she shrieked into the phone: “What?” and began stammering, “That’s a lie! I’ve done no 
such thing!” 

It seemed that the AT&T Customer Service rep had called up to check on some 
problems we were apparently having obtaining copies of our July 2002 phone bill. In 
fact, we had been having no such problem and had never contacted AT&T about it at all. 

Yet AT&T’s computer logs appeared to show otherwise. The logs showed that, 
beginning on August 1, 2002 - mere days after I had interviewed Revell and finished 
writing my story, and twelve days before Red Herring received its first law suit threat- 
letter from Imagis - AT&T’s Customer Service Dept, began receiving telephone calls 
from persons claiming to be the AT&T customer for the account, seeking information of 
one sort or another about the account. Sometimes the caller would impersonate either me 
or my wife directly; on other occasions the caller would use a fake name such as “Jackie 
Byron” or vaguely, “Lynn.” 

These calls went on without letup for 10 full weeks, sometimes at a rate of two and 
three a day, until they totaled an incredible 48 different contacts. Yet it wasn’t until 
October 15 when the impersonator/pretexters at last hit pay-dirt and got what they were 
after: access to our office phone records for the July 2002 billing period. That of course 
was the month during which I had interviewed Revell, submitted requests for interviews 
with Thomas and Nazerali (which were declined), and conducted other interviews for the 
story. 

From research developed by the Subcommittee for these hearings, we now know 
that this practice is referred to among phone records thieves as “dialing for dummies,” 
and basically amounts to a kind of craps shoot in which the pretexter phones up Customer 
Service “800 numbers” of telephone companies over and over again, trying one ruse after 
the next until he or she finally connects with a service rep gullible enough to swallow the 
bait and provide the information being sought. 

In our case, the pretexting payoff came on Oct 15^^ when AT&T’s internal log file of 
incoming calls to its customer service help number shows that a female impersonator 
claiming to be “Mrs. Byron” succeeded in convincing a customer service rep named 
Shakela Felton who was employed by an Irving, Tex-based AT&T subcontractor called 
Aegis Communications Inc., to pull up our July 2002 phone record to her computer 
screen and read aloud from it, one after the next, each and every one of 94 separate 
phone calls made from the phone during the month of July - a task that took more than a 
hour. 

The AT&T log shows that soon afterward, a male impersonator claiming to be “Mr. 
Byron” called back, reached the same Aegis Customer Service Rep, Shakela Felton, who 
had answered the earlier call, and got that person to repeat the entire exercise all over 
again, which went on for yet another hour. 

When I learned of all this I filed an immediate complaint with the FBI field office in 
Bridgeport, Conn., and simultaneously, a complaint with the FBI’s financial crimes unit 
at the Bureau’s national office in Washington. The officials with whom I spoke at both 
locations expressed immediate interest in the matter. But as soon as I mentioned my 
suspicion that a recently retuired top FBI official named Revell might be implicated, their 
eagerness to help seemed to dissipate and they stopped returning my calls. 
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Officials at AT&T, where I also filed a complaint, expressed equally sincere- 
sounding interest in what had transpired. But they too subsequently proved to be 
persistently unhelpful, routinely providing evasive, non-responsive (and sometimes even 
contradictory) answers to my questions. For months I was kept in the dark as to what 
information they were even coming up with. 

In May of 2003, - and acting in response to the threat of a federal civil rights suit to 
be filed on my behalf by News Corp., owner of the New York Post where I am a 
columnist — AT&T’s chief counsel for consumer marketing, Michael C. Lamb, disgorged 
to me what he represented to be the internal investigative case file that AT&T had given 
to the FBI six months earlier in November of 2002. I have provided a copy of those 
documents to the Subcommittee. 

The case file AT&T gave me was clearly sanitized when I received it, and was 
missing information vital to identifying the pretexter. An accompanying cover letter from 
Lamb brushed aside the missing materials as basically a clerical error and promised to 
pass them along to me subsequently, but he never did. Lamb has since left AT&T, and he 
has not been replaced. I have since requested the documents from AT&T directly, but so 
far the company has produced nothing. 

In any event, the case file documents I did receive show AT&T’s so-called 
investigation into my complaint to be haphazard, casual and effectively little more than a 
go-through-the-motions white -wash in which preposterously contradictory statements 
from those questioned in the probe were simply ignored - after which the whole file was 
tossed like a hot potato to the FBI and AT&T’s own involvement in the affair ended. 

For example, on November 8, 2002, AT&T’s chief counsel. Lamb, participated in a 
lengthy three-party conference call involving himself, myself, and the AT&T security 
official who had been assigned to conduct the investigation, David Lankford. The 
purpose of the call: to keep me updated on the progress of the investigation. 

In that call the question of AT&T’s policy regarding the use of password protection 
on customer accounts came up. That policy is muddled and confusing and differs in 
several respects depending upon whether a person is trying to access phone records 
information online via the internet or orally over the phone with a customer service rep. 

Because of the way the internet itself operates, in order to gain online access to the 
information in an AT&T customer’s account it is necessary to know the secret customer- 
assigned password that supposedly protects the account from the snooping eyes of 
intruders. 

But passwords are less important when it comes to protecting customer accounts 
from intrusion over the phone. That’s because the customer service rep who winds up 
fielding the request can easily establish the identity of the caller by accessing the account 
and then asking the caller to answer questions related to information on the account itself 

As a result, AT&T leavers it the customers themselves to decide whether they want 
to add an additional level of protection to their phone records by using passwords to 
restrict access to them over the phone as well as via the internet. 

In the November 8^^ conference call both Lamb and Lankford were emphatic and 
categorical that no customer service rep would provide account information over the 
phone to a caller by asking the person for the account’s online password in order to 
establish his or her bone fides. “We would never ask for a password,” said Lankford. “It 
would not have been consistent with our practice,” added Lamb. 

But when Lamb finally surrendered AT&T’s case file to me the following May, it 
contained a handwritten statement from the service rep in the matter, Shakela Felton, 
revealing at a minimum that she had done precisely that. 

In her statement Felton said that on October 15, 2002 she had read aloud the details 
of the July phone bill to the caller because that person had first provided her with the 
password to the account. Yet our account contained no such password for over-the- 
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phone access at that timcy and one wasn^t added until late the next day (October 16*^) 
when the theft was discovered and an AT&T official advised us to do so. 

Two days later, on Oct. 18^^, the service rep., Felton, gave the first of three 
statements on the matter, followed by a second one on November 5^^ and a third on 
November In each statement she stuck by her story of having given the information 
to the caller only after the caller had provided her with the password to the account - a 
password that did not yet even exist. 

Shakela Felton’s shaky password story was only one of many things AT&T failed to 
pursue. They never addressed the utterly implausible coincidence whereby Felton 
received two back-to-back calls from the same pretexters on October 15th, each lasting 
more than an hour, and each concerned with the same subject (my July 2002 phone calls). 

Nor did AT&T ever produce a satisfactory explanation as to why the company, with 
all its claimed cutting edge technology, proved unable to trace either call - each lasting 
more than an hour - back to its originating telephone. Week after week of insistent 
pressuring brought little beyond tech-world doubletalk and foot-dragging, ending finally 
when Lamb told me the company had traced one of the calls to the town of Alba, Texas, 
some 30 miles east of the Irving, Tex facility of AT&T’s subcontractor. Aegis 
Communications, Inc., where Shakela Felton worked. 

It took months and even years of nonstop investigation on my part before it became 
possible to glimpse even the outlines of what I had become caught up in, and many 
questions remain unanswered to this day. But the key facts are by now clear. 

For starters, with the passage of time it has become increasingly obvious that the 
facts I had reported about Imagis Technologies Inc were all 100% true and accurate, and 
that the company’s libel suit against me had been inspired entirely by the desire to 
discourage either Red Herring or any other publication from pursuing the matter any 
further. 

The judgment of the market regarding this atrociously run company has been 
devastating. Since my article first appeared in September of 2002, Imagis’ s share price 
has fallen from $4 per share to a current price of less than 20 cents per share. Meanwhile, 
the company’s revenues, never strong to begin with, have flat-lined while losses have 
soared out of sight. In June of 2005 the company changed its name to Visiphor Corp. 

In the aftermath of the theft of my phone records, and with the FBI seeming to show 
no interest in the case, I filed a complaint against Imagis’ s rogue board member, Treyton 
L. Thomas, with the Enforcement Div. of the U.S. Securities and Exchange 
Commission’s district office in Boston, where Thomas had run his pump-and-dump scam 
out of a rented office near Boston Harbor. 

By August of 2003, the SEC had opened an investigation into Thomas’s activities 
and begun seeking his books and records as well as those of a woman he was living with 
in Boston named Cheryl Stone. On August 28, 2003, 1 reported this fact in the New York 
Post along with much else of what I had learned about Thomas since my original story on 
the man had first appeared in Red Herring a year earlier. 

Among the new revelations, which Revell had somehow managed to miss in his own 
vetting of the man, were these: 

■ That Thomas’s so-called $600 million offshore hedge fund was actually nothing 
more than a six-employee electrical equipment supply shop that Thomas had 
been running as a sideline business in Atlanta, Ga. while he bounced from one 
brokerage firm job to the next. 

■ That Thomas had precipitated the breakup of the marriage of a well-known 
Atlanta, Ga. plastic surgeon and had run off with his wife, with whom he was 
now living in Boston. 

■ That for most of his life Thomas had been known as Tracey Eee Thomas and 
had traveled the world under a U.S. Passport that identified him as a woman. 
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■ That while serving as an enlisted man in the U.S. Marines in Kenitra, Moroeeo 
in the 1970s, Thomas had earried on a torrid two-year love affair with an 
underage junior high sehool girl who was living with her family on the base, 
and finally 

■ That Thomas had previously been arrested (though not eonvieted) on felony 
fugitive eharges in Georgia, and finally. 

Soon after the New York Post reported these faets, Thomas’s eareer as an outside 
member on Imagis’s board of direetors eame to an abrupt end - without any publie 
explanation for his departure. 

One reason for the laek of diselosure may be the SEC investigation itself In the 
eourse of the Thomas probe, SEC investigators had obtained Thomas’s telephone reeords 
for the period that eovered the autumn of 2002, and had thereafter issued a doeument 
produetion request to a Wall Street stoekbroker whose own phone number had appeared 
as an outgoing eall from Thomas’s phone. 

The broker was in faet a long-time eonfidential souree of mine and I had spoken 
with him regularly over the years in the eourse of researehing various Wall Street-related 
subjeets. The broker did not know Thomas and had said so when I had mentioned 
Thomas’s name to him during a phone eall I had plaeed to him while preparing my 
September 2002 story for Red Herring. 

So, when the broker reeeived a letter a year later, in August of 2003, from the 
Boston Distriet offiee of the SEC asking him to turn over all aeeount reeords, trading 
tiekets, statements and whatnot regarding one “Traey (Treyton) Thomas ,” the broker 
telephoned the Boston distriet offiee to ask why sinee he had no idea who the Thomas 
person even was. The investigator explained that the broker’s phone number in New 
York had been ealled from Thomas’s own phone in Boston, and the broker thereafter 
relayed that information to me. 

This of eourse led to only one eonelusion: Thomas had either obtained my purloined 
phone reeords himself, or someone else had given them to him. Either way, he had 
apparently gotten his hands on them somehow and had set out to phone up the numbers 
on the list to see who my sourees for the Red Herring story had aetually been. 

As any journalist will tell you, the most valuable assets a reporter ean have are his 
eonfidential sourees, and to have the names of dozens of them suddenly drop into the lap 
of someone like the seruple-free Thomas was an appalling thought to say the least. What 
if the word began to get around that even Byron’s most eonfidential sourees risked 
turning up on the reeeiving end of a doeument produetion letter from the SEC? Who 
would return my phone ealls then? 

Obviously this was something I wanted to keep as tight a lid on as possible. But 
trying to do so seemed futile when, a week or so after the theft of my reeords, I reeeived a 
telephone eall from a top - though highly eonfidential - souree in the hedge fund world. 

The souree knew nothing of what was going on between AT&T and me, and had 
phoned up to diseuss something else entirely. Yet just as I had done with the Wall Street 
broker, I had also spoken with my hedge fund souree about Thomas for my Red Herring 
story the year before, so his phone number had appeared on my July 2002 phone reeords. 

As a result, one may easily enough imagine my alarm when the man proeeeded to 
mention, in the eourse of our eonversation, that he had reeently experieneed the oddest 
thing - then went on to deseribe how someone from AT&T had phoned his home only a 
day or two earlier to ask whether he had been having trouble aeeessing his phone reeords. 

One does not need to behold the rotting eorpse of Jimmy Hoffa to aeeept that Hoffa 
is aetually dead, so I will say on the basis of all the foregoing that I do not need to 
possess a signed eonfession and a Polaroid snapshot showing Treyton Thomas eaught in 
the aet of pretending to be me to believe that he was mixed up one way or another in the 
theft of my phone reeords. And I also don’t need any more than is already available on 
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the public record to suppose that Revell either had a hand in it himself or chose to look 
the other way. 

By the start of 2004 Thomas had left the Imagis board, and eleven months later, in in 
November of 2004, the SEC filed civil fraud charges against him for orchestrating his 
pump-and-dump scam in Imagis ’s stock. Eighteen months later, in May of this year, 
Thomas pleaded the civil law equivalent of nolo contendere and agreed to pay $282,400 
in assorted fines and penalities, and promised never again in his life to serve as an officer 
or director of a public company, or to engage in or promote a securities offering. 

Unfortunately, the SEC chose not to proceed against Thomas in the phone records 
matter, claiming the Commission lacked jurisdiction, and advised me to approach the FBI 
instead. Yet as we have seen, the FBI has done nothing either, and I doubt it will without 
aggressive pressure from the Congress. 

There are plenty of reasons for the FBI to want to steer clear of this case, and the 
apparent involvement of Revell is only one of them. During a portion of the time that 
Revell served as a top official at the FBI, eventually acquiring the title of Associate 
Deputy Director, his counterpart at the Drug Enforcement Agency was an individual 
named Terrence M. Burke. Beginning his government career as a CIA intelligence officer 
in Southeast Asia in the 1960s, Burke moved later to the DEA where he eventually 
acquired the title of Deputy Administrator of the entire Agency. In that capacity he was in 
frequent collaborative contact with Revell, and the two men were regarded in law 
enforcement circles as friends. 

In 1991 Burke left the government, joined a Washington D.C. firm of private 
investigators (The Investigative Group Inti.) and eventually left to launch his own firm, 

T. M. Burke International, in Colorado, at the end of the 1990s. In that capacity he turned 
up in Vancouver in the summer of 2002, where he tried to gain the confidence of a local 
business reporter by claiming that he had been hired by an unidentified client in Europe 
who was “seeking revenge” on Imagis’ s controlling shareholder, Altaf Nazerali - not 
revealing of course that Burke himself was a long-time, top level associate of Revell’ s in 

U. S. law enforcement and that Revell was presumably privy to vastly more dirt on 
Nazerali than was a local business reporter who had never even met Nazerali. 

Beyond the apparent involvement of Revell and the possible involvement of Burke 
looms a vast array of other matters that would help discourage an FBI investigation into 
the theft of my phone records. 

The AT&T subcontractor where Shakela Felton worked - Aegis Communications 
Inc. - is in the so-called outsourcing business, which means it handles back-office 
matters such as customer accounts management and the staffing of call centers for well- 
known corporate clients ranging from AT&T to American Express, Discover, and others. 

Over the years. Aegis has figured in several high-profile identity theft cases, 
including a much-publicized case in which a ring of Detroit area identity thieves paid 
Aegis phone reps to steal the credit card information of more than 2,300 American 
Express cardholders, then used the information to bilk Detroit area merchants out of an 
estimated $14 million in merchandise charged to the accounts then sold on the black 
market. 

As the Subcommittee’s research has revealed, many in law enforcement at every 
level of government now routinely obtain the telephone records of investigative targets, 
while keeping their own fingers clean by hiring pretexters to do the dirty work for them. 
Companies such as Aegis are an attractive place for pretexters to go fishing, and because 
of that fact alone it seems unlikely that federal investigators would eagerly embrace the 
idea of digging into the sieve-like nature of Aegis’s security procedures on behalf of 
corporate clients whose computers bulge already with the accumulated personal and 
financial records of virtually the entire American public. No one welcomes investigating 
a former colleague, in government or anywhere else - and that is certainly true when an 
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investigation can undercut post-government business opportunities for the retired 
investigator. 

Outsourcing shops like Aegis are one of the weakest links in the chain of custody 
over the financial and personal records of the American people. It is fine to stress the 
importance of the U.S. Patriot Act and the need to crack down on financial fraud in the 
war on terrorism. But that is hardly enough when any enterprising group of terrorists with 
the desire to do so could quietly acquire control of an outsourcing shop like Aegis, move 
it abroad to a place like India, where operational oversight of such companies by the 
government is limited at best, and then begin the wholesale downloading of America’s 
consumer records database. 

This is no idle speculation either. In September of 2003, at just the time the SEC had 
begun pursuing its investigation of Thomas, a U.K. -based outsourcing company called 
Allserve Systems Ltd. announced plans to acquire Aegis from the Washington D.C. 
investment fund that was Aegis’s controlling shareholder, Thayer Capital Partners. But 
who owned Allserve? Not even the top officials at Aegis seemed to know. 

Yet by this time I was deeply immersed in researching everything possible regarding 
Aegis and the theft of my phone records, and by tracing out the evolution of the U.K.- 
based company in business databases around the world, I was able to establish that the 
man behind the planned purchase was an financier named Dinesh Dalmia, who was busy 
building up a Calcutta-based outsourcing business for corporate clients in the U.S., the 
U.K. and elsewhere. 

But there was more to Dalmia than just that. Further research revealed that Dalmia 
was actually an international financial fugitive, who had recently fled India and was now 
roaming the earth with a worldwide Interpol “Red Comer” arrest notice over his head for 
crimes that ranged from money laundering and forgery to stock market fraud. 

And there was more. From a confidential source in India I obtained e-mail traffic 
between Dalmia and an associate in the United Arab Emirates in the days following the 
terrorist attacks of 9/1 1. In those e-mails Dalmia and his man in the Gulf discussed plans 
to sell the Iraqi Ministry of Defense an array weapons-related computer programs, 
including a package of software tools for managing a biological warfare campaign. 

Before publishing these facts I asked a spokesman for Thayer Capital just how 
thoroughly the investment group had checked out Allserve Systems Ltd. before agreeing 
to sell it majority control of an outsourcing company that enjoyed routine access to some 
of the most sensitive and private consumer information in the country. I was told that 
Allserve was a fine company and basically to mind my own business. 

I also got no where when I asked for interviews with anyone on Thayer’s blue- 
ribbon “advisory board,” which boasted names like those of former Secy, of Defense 
William Cohen, Clinton Administration adviser Vernon Jordan, ex-head of Housing and 
Urban Development Jack Kemp, and the former chairman of American Express James 
Robinson. 

I explained to the Thayer spokesman that I wanted to know if any of these 
luminaries had heard of Dinesh Dalmia and whether they were aware that he was behind 
the Allserve acquisition and that he planned to hold the Aegis shares in an anonymous 
nominee account in the tax haven island nation of Tortola. To these questions I received 
no answers at all. 

I published these facts in the New York Post and the deal quickly fell apart - though 
not before both the newspaper and I received a retraction demand and libel lawsuit threat 
letter from a lawyer in New Jersey who claimed to represent Dalmia. The lawyer asserted 
that it was libelous to have reported that Dalmia had tried to negotiate the sale of a germ 
warfare software package to Iraq because, as the lawyer put it, “no such contract was ever 
executed.” 

The Posf^ general counsel replied in a rebuttal letter that we intended to retract 
nothing, and that was the last we heard from this particular lawyer regarding Dalmia. 



1196 


Two years later Dalmia resurfaeed, onee again hidden behind his Allserve Systems 
mask and further proteeted this time by what amounted to a new defensive perimeter of 
offshore shell eompanies. 

Dalmia’ s goal, onee again, was to take over eontrol of a U.S. outsoureing eompany - 
in this ease employing a eonvoluted seheme involving an array of eompanies in New 
Jersey that he seeretly eontrolled and intended to merge with a NASDAQ-listed 
outsoureing eompany ealled the A Consulting Team Ine. 

Extensive reporting by the Post eaused this deal as well to fall apart. And when the 
Post reported, based on a seareh of publie land reeords in New Jersey, that this 
international fugitive, presumably hunted by Interpol wherever he went, was in faet living 
the life of Riley in a Fort Lee, N.J. mansion overlooking Manhattan, we reeeived a 
seeond libel threat letter. 

This time the threat eame by way of a lawyer better known for his eriminal defense 
work than for his aeumen in the law of defamation and libel: Atty. Lawrenee Bareella of 
Washington. Bareella elaimed the Post’s eoverage of Dalmia was a tissue of lies and 
distortions but failed to eite any evidenee to support the assertion. Onee again the Post 
replied that we would retraet nothing, and it was the last we heard from Bareella as well. 

In January of 2006 Dalmia fled the U.S., one step ahead of the FBI, leaving behind a 
trail of personal aliases, false and forged finaneial statements, fake invoiees, and bogus 
bank aeeounts in the names of non-existent eompanies. He had used these tools to 
swindle some of the most prestigious - and presumably savvy -finaneial institutions in 
Ameriea out of an estimated $130 million in eomputer leasing deals. 

When Dalmia defaulted on his loan payments in the deals and the ereditors moved to 
repossess the eomputer equipment that eollateralized the leases, they diseovered that the 
equipment had already been shipped to India and sold. When they demanded to see the 
supporting paperwork they were told they eould not. Reason: a sinkhole had opened in 
downtown Caleutta and swallowed up all the reeords. 

Dalmia’ s network of fraud - all of it based on front eompanies in the outsoureing 
business - stretehed from Singapore to the U.S. to London and beyond. And it all ran the 
same way, at the same time in one eountry after the next. When Britain’s Serious Frauds 
Offiee arrived at the doorstep of Dalmia’ s front operation in London to ask some 
questions, they found the offiees deserted and the files in a shambles. Reason: the staff 
had headed for Heathrow airport and returned to India. 

Mueh as Dalmia’ s ereditors may have felt they had been dealing with a ghost, the 
Indian swindler was real enough, and in early February of this year he was arrested by 
Indian government agents who had been tipped that he had reentered the eountry by 
erossing over from Nepal and was staying with relatives in New Delhi. 

Dalmia’ s arrest and subsequent detention, whieh eontinues to this day, proved a 
sensation in India, with the media exploding in seemingly nonstop eoverage of eaeh new 
eharge the authorities have lodged against him - most of whieh relate to his role in a 
series of late 1990s stoek swindles that elimaxed in the eollapse of the Caleutta and 
Bombay Stoek exehanges. 

Yet exeept for eoverage in the New York Post, Dalmia’ s three-year erime spree has 
reeeived almost no attention at all in the U.S. - highlighting another of the many ways in 
whieh phone reeords thievery imperils all Amerieans. Dalmia didn’t simply try to steal 
the phone reeords of one or two individuals, he tried to steal an entire eompany stuffed to 
the gills with the phone and finaneial reeords of Amerieans by the millions... and he 
nearly sueeeeded. 

So I eommend the Subeommittee for its efforts on behalf of H.R. 4943, and urge 
only that you stay mindful of the broad and eneompassing risks posed by phone reeords 
thievery in all its many forms. Stealing one person’s phone reeords is bad enough. This 
nation should not be at eonstant risk from seoundrels eager to steal the phone reeords of 
everybody, all at onee. 
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Thank you for your time. Respectfully, Chris Byron 

Mr. Whitfield. No. That’s fine. 

Now, Mr. Byron, it’s my understanding that you now know that this 
pretexting of your phone records was initiated because of an article that 
you wrote, what, in Money Magazine? 

Mr. Byron. I wrote it in Red Herring Magazine. It appeared in the 
September 2002 edition. That’s right. 

Mr. Whitfield. And it was entitled “Feds Face Recognition in a 
Fishy Fund?” 

Mr. Byron. That’s correct. It dealt entirely with a company called 
Imagis Technologies, which was publicly traded and which seemed to 
me, based on the research that I was able to obtain from the EDGAR 
Data System at the SEC, to be a very shaky company. It had on its 
Board of Directors at least one very high-profile name in Washington at 
that time, and that was Oliver “Buck” Revell, who was the former head 
of counterterrorism for the FBI. 

Mr. Whitfield. And he was the Chairman of the Board of that 
company? 

Mr. Byron. That’s correct. And I believe one of the principal 
reasons that the FBI never acted on my complaint is because they didn’t 
want to entangle themselves with a problem that might either directly or 
indirectly have involved this Revell man. 

Mr. Whitfield. Now, in this article, another article that you wrote 
in the New York Post, “The Phone Thieves,” which I guess was written 
after you found out about the pretexting— 

Mr. Byron. Yes. 

Mr. Whitfield, —you referred to Treyton Thomas as a “pump and 
dump swindler.” 

Mr. Byron. Correct. That’s exactly what he was. It was the 
allegations of that and the documentation that we provided for that that 
led to this lawsuit in the first place. 

Following a complaint to the SEC, they examined the information 
we’d published and brought charges against this Thomas man, and this 
was a civil case— they don’t have criminal enforcement powers at the 
SEC— but he was fined not long ago, a few months ago in fact, and has 
been banned for life from the securities industry. 

Mr. Whitfield. And this company went bankrupt; is that correct? 

Mr. Byron. I don’t know if it went bankrupt. It changed its name. 
After all of these events, it changed its name to a company called 
Visafor— 

Mr. Whitfield. Okay. 

Mr. Byron, —and it is still in business. I think it sells for 17 cents a 
share or something like that. 
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Mr. Whitfield. Yeah, but they subsequently did file a lawsuit 
against you— 

Mr. Byron. Yes. 

Mr. Whitfield, —and that was dismissed. 

Mr. Byron. It wasn’t dismissed. They just never pursued it. 

Mr. Whitfield. Oh, they never pursued it. 

Mr. Byron. Right. 

Mr. Whitfield. But you never would have known anything about 
this pretexting of your phone records unless AT&T had called you one 
day; is that correct? 

Mr. Byron. That’s correct. My wife took the call. We weren’t 
expecting it, and they asked us over the phone what kind of trouble were 
we having with our phone bill because we had been asking to get copies 
of it for so long now. 

Mr. Whitfield. Yeah. 

Mr. Byron. And when my wife got that message, she shrieked into 
the phone, “What?” Because we hadn’t been asking them for anything. 

Mr. Whitfield. Now, I think a lot of people that were victims like 
you and your wife probably would have just dropped the matter. 

Mr. Byron. Yeah. 

Mr. Whitfield. But it looks like you all became pretty persistent 
in trying to find out what was going on. 

Mr. Byron. We never let up. We never let up— 

Mr. Whitfield. Yeah. 

Mr. Byron, —and we found out the essential outline of it. 

Mr. Whitfield. And tell me a little bit about that. The New York 
Post had to— did the New York Post file a lawsuit against AT&T to find 
out— 

Mr. Byron. They threatened to. This event involved a magazine 
article that was not published in the New York Post. It was published in 
Red Herring Magazine. Red Herring Magazine soon went bankrupt 
itself because of the drop in advertising post- 9/1 1, and I was a columnist, 
and still am, at the New York Post, and had been writing on this subject. 
And what had happened at the Post— 

Mr. Whitfield. Right. 

Mr. Byron, —was a year of stonewalling led the General Counsel of 
the Post in exasperation to threaten these people with a civil rights suit, 
and it was based on those threats that they turned over their case file on 
this matter to us. 

Mr. Whitfield. And in that case file, what sort of information was 
there that was helpful for you to identify who did the pretexting? 

Mr. Byron. I had already figured that out before. 

Mr. Whitfield. Okay. 
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Mr. Byron. What the case file showed me is that they had been 
lying to me for the last year, the previous year. 

Mr. Whitfield. Now, who had been lying? 

Mr. Byron. They had been— I beg your pardon, AT&T. 

Mr. Whitfield. Okay. 

Mr. Byron. And they had been assuring us that they were 
continuing to investigate this matter, and they took it seriously and all of 
those kinds of confidence-inspiring gestures. And they were all baseless 
because what that case file, in fact, showed was that weeks after I had 
filed this complaint, they had gone through a pro forma investigation that 
was full of internal inconsistencies that were not pursued. And then the 
whole thing was dished off to the FBI, and they washed their hands of it. 
And during all of the subsequent period of time when we were calling 
up, saying, “How’s that investigation going, folks?” “Oh, it’s fine, Mr. 
Byron. It’s going right along,” there was no investigation. They 
handed it to the FBI. They were doing nothing. 

Mr. Whitfield. Okay. Now, you are an attorney as well as a 
journalist, and you probably have done some research. 

Do you feel that under existing Federal law that pretexting is illegal 
today or not? 

Mr. Byron. Yeah. I think that it’s illegal in a variety of ways, and I 
was stupefied to hear the testimony that came out yesterday and the 
previous facts that have been developed in the press on this 
Hewlett-Packard thing. 

I mean anybody— you don’t have to be an attorney to know that this 
is wrong. And from my perspective, looking at it from the point of view 
of the law, there was a massive conspiracy here that went on for 10 entire 
weeks. It involved international transactions from Canada to the 
United States, interstate communications over the wires. There’s a huge 
fraud that went on here, and any one of those things could have been 
criminally pursued. 

Mr. Whitfield. But you feel that this activity would be illegal 
under the existing Federal Wire Act? 

Mr. Byron. What happened to me? Absolutely. 

Mr. Whitfield. Okay. Are you aware of any Federal prosecutions 
for anyone who has been arrested for pretexting? 

Mr. Byron. None. None. We’ve looked as hard as we could. We 
haven’t found any. 

Mr. Whitfield. Yeah. And what are your unique concerns about 
journalists being singled out by people for pretexting? 

Mr. Byron. If the word gets around that you can do this kind of 
thing with impunity— and it seems that it is now— the ability of a 
journalist to do his job will be fatally compromised. If you can make 
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promises of confidentiality that have utterly no meaning at all and the 
sanction that would protect you is not enforced by law— 

Mr. Whitfield. Yeah. 

Mr. Byron, -you’re dead in the water. 

Mr. Whitfield. Now, after yesterday’s Hewlett-Packard hearing, I 
went over on the House floor, and two Members came up to me, and they 
said, “You know, if you all are going to do anything about these 
corporate leaks and the pretexting of board members”— these two 
Members said— ’’you’ve got to be really careful, because we think that the 
corporate boards should have a right to determine who’s leaking 
information from their board,” and— but— I mean my reply is that if it’s 
illegal, it’s illegal— 

Mr. Byron. You bet. 

Mr. Whitfield, —and I would assume that you— 

Mr. Byron. I would agree with both statements. 

Now, if you’re the Chairman of the Board of a company, and leaks 
are coming out of that boardroom, you’re bound. You have a fiduciary 
responsibility to shareholders to find out what’s going on. 

Mr. Whitfield. Right. 

Mr. Byron. But you don’t have the power to break the law to do it. 
Mr. Whitfield. Right. 

Mr. Byron. Period. 

Mr. Whitfield. Right. Right. 

Mr. Byron. Case closed. 

Mr. Whitfield. At this time. I’ll recognize Ms. DeGette for 10 
minutes. 

Ms. DeGette. Thank you so much, Mr. Chairman. And, 
Mr. Byron, thank you so much for coming and sharing the other side of 
what happens with pretexting with us. I just have a few questions for 
you. 

One of them is what I understand about this terribly botched 
investigation that AT&T did after you learned about the pretexting. 
What I want to know is if you have some views on what phone 
companies can do to prevent the pretexting in the first place, things that 
weren’t done in your case and that aren’t being done now. 

Mr. Byron. Well, I’m not entirely certain that— I don’t know who 
owns phone records. It’s a little unclear to me. From what I’ve read, is 
the phone record owned by the phone company or is it owned by the 
person who uses that account? I don’t know. And there may be a very 
clear answer to that, but I just don’t know it. If the phone company owns 
the record, it gets a little bit more confusing as to what that company can 
do with that record. If you own the record, then they don’t have the right 
to do anything with it without checking with you. 
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And I guess what your question goes to is how could they establish 
it’s you that they’re talking to. Well, short of going in there with- 
insisting, well, let’s see your driver’s license, I don’t know what they 
can— what you could ask them. I think what the best thing to do is simply 
say, “That’s your problem. But if you don’t handle it properly, you’re 
going to be in trouble with these sanctions.” And to the degree that my 
opinion means anything in this, I would say the tougher the penalty— put 
this thing into criminal law, and you’ll get their attention. 

Ms. DeGette. To criminalize release of the records by the phone 
companies? 

Mr. Byron. Yeah. Sure. Sure. 

Ms. DeGette. That probably would get their attention. 

Mr. Byron. Absolutely. And end the problem. 

Ms. DeGette. A second question I have for you is, as a newspaper 
reporter, how widespread is the fear of pretexting among your 
colleagues; because, as we heard yesterday with the Hewlett-Packard 
situation, reporters were targets of that investigation as well, and are 
people quite concerned that this is going on? 

Mr. Byron. Oh, yeah. Sure. And more today than the day before 
yesterday. And already this was a significant worry on the part of people 
in my line of work. I think not long ago, a couple of weeks ago. The 
New York Times undertook some reevaluation of what its own editorial 
staff should be doing with its notes, with its phone records, and all the 
rest of it because of these kinds of compromised privacy questions. If 
somebody can come and grab your phone records and nobody cares, 
there’s a big problem here— 

Ms. DeGette. Yeah. 

Mr. Byron, —a big problem. 

Ms. DeGette. And have you talked to colleagues who have had this 
happen to them? 

Mr. Byron. Yes. And I know a number of them. 

After this happened to me, I got calls from reporters all over the 
country, some of whom I knew, some of whom I now met for the first 
time, who had the same experience, not necessarily because of a lawsuit 
or something else, but because of something that somebody wanted to 
know about their line of work that the reporter didn’t want to tell them. 
Ms. DeGette. Right. 

Mr. Byron. So they’ll just go steal it. 

Ms. DeGette. Yeah. Okay. Last question. 

Now, I presume that you still support H.R. 4943, which is the 
legislation that’s mysteriously disappeared. Counsel says maybe we 
could enlist your services as an investigative reporter. But you still 
support that bill, right? 



1202 


Mr. Byron. Absolutely. I mean I think if after all of this, if that at 
least doesn’t become law, that sends a signal, too. 

Ms. DeGette. Even though it is already illegal under other statutes, 
you think that would be helpful to have? 

Mr. Byron. Absolutely. I think it would just be a per se statement 
if this time we really mean it. 

Ms. DeGette. It would be that bright light cast that Ms. Dunn kept 
talking about? 

Mr. Byron. Yes. 

Ms. DeGette. Thank you. 

Thank you, Mr. Chairman. I yield back. 

Mr. Whitfield. I just have to ask one question that we were just 
discussing. 

If you heard the testimony yesterday, the Chairman of the 
Hewlett-Packard Board made the comment that she thought everyone’s 
phone records were available to the public, that anyone would have 
access to anyone’s, and that she wouldn’t object to anyone having her 
phone records. 

Did you hear that comment? 

Mr. Byron. I didn’t hear her say that. 

What I read was the same thing in her written statement, and it 
amazed me. I couldn’t believe what I was reading, and that woman has a 
degree from Berkeley as a journalist. It’s a joint journalist-economics 
degree. I know she reads and writes English— 

Mr. Whitfield. Right. 

Mr. Byron, —and she said in her written statement that she thought 
all of this was fine— 

Mr. Whitfield. Right. 

Mr. Byron, —because the private eye, this DeLia guy, had said to 
her he knew where you could get private phone records— I think I’ve 
almost got this memorized by now— where you could get private phone 
records legally from a public source. 

Mr. Whitfield. Yeah. I wish we had had you here as a witness 
yesterday. You could have been on the panel with Ms. Dunn. 

Mr. Byron. Well, I mean- 

Mr. Whitfield. Okay. 

Mr. Byron, -just by the nature of it— 

Mr. Whitfield. Yeah. 

Mr. Byron, —if private phone records are deposited in a public 
source, they’re not private phone records. 

Mr. Whitfield. Yeah. Yeah. 

I yield back the balance of my time and recognize the Chairman of 
the full Energy and Commerce Committee, Mr. Barton of Texas. 
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Chairman Barton. Well, thank you, Mr. Chairman. I’m not 
going to take the full 10 minutes. I would like to make a report to the 
subcommittee. 

I see our poster over there “Gone With the Wind,” H.R. 4943. It’s 
been found. It’s not gone. It’s awaiting floor action, and there’s a good 
chance it might pop up today. We may actually get to vote on it. It may 
be midnight tonight. I’m not guaranteeing it, but it has been found. The 
bill is alive and healthy, and— 

Ms. DeGette. Mr. Chairman, maybe you can autograph the poster 
for us. 

Chairman Barton. I’d be happy to do that. 

The concern about it— and this is serious. It goes to one of the 
comments that our witness made. H.R. 4943 requires the phone 
company to get the permission of the individual who has the telephone 
number before their records are released to anybody, whether they’re 
sold or whatever. 

So we asked all the phone companies at the hearing, the legislative 
hearing on the bill, whether they thought the phone records were the 
company’s property or the individual’s property, and the companies all 
answered— or the witness who represented the companies said that it was 
the individual’s property. And I think it is. I think your phone number is 
yours, and the phone log— I don’t see a real reason to keep a phone log 
unless it’s for billing purposes. And as we all know, with a lot of our 
telephone numbers today and telephone billing systems, you don’t pay 
per minute or per call. It’s just a flat rate. So there’s an argument to be 
made that you don’t even need to keep a phone record any time at all, but 
the concern that’s kept the bill off the floor is that there are people who 
think the phone record is not your personal property, it it is the 
company’s property. And I think these hearings are highlighting the fact 
that our bill is not “Gone with the Wind.” It’s more like “Mr. Smith goes 
to Washington.” It’s good government, and we need to move it, and so 
there’s a reasonable chance— I’m not guaranteeing it, but we may get it 
out today. 

I do want to comment, Mr. Chairman, how odd it is that all of these 
people who claim what they’re doing is legal continue to invoke the Fifth 
Amendment against self-incrimination. I think your hearings have set a 
record for self-incriminating individuals who were afraid they may 
self-incriminate themselves, protecting themselves by the tremendous 
Fifth Amendment to our great United States Constitution. If what 
they’re doing is so legal, they shouldn’t have to be afraid to talk about it 
in public before your committee. 
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The only question that I have for the witness here is, what was the 
final resolution of the pretexter who stole your phone records without 
your permission? 

Mr. Byron. There has been no resolution. There have been no 
charges filed or civil complaint anywhere. To this hour, nobody has 
been brought to justice on this thing. And as I said at the opening here, a 
4-year thing accumulates a really confusing, long, complicated record 
trail; and with the passage of time, it gets harder and harder to follow 
this. But the evidence of who did what, who shot John, sits in the SEC 
Enforcement Division district office files in Boston, Massachusetts. And 
I’ve asked them in the past, “Well, if you’re not going to act on it, why 
don’t you make a criminal referral? Can’t you give it to the FBI?” 
“Well, we’ll get back to you on Monday on that, Mr. Byron,” and 
6 months later, I call again and get the same answer. 

Chairman Barton. Well, we do have a bill that has passed the 
House. It’s a Judiciary bill which I support— it’s in the Senate 
somewhere— that clearly makes pretexting illegal and sets criminal 
penalties at the Federal level for pretexting. So we have got one House 
bill that’s gotten to the Senate. Our bill has not yet gotten to the floor. 

And before I yield back, since the Chairman of the Board of 
Hewlett-Packard yesterday indicated she didn’t know what “pretexting” 
was and had never heard of it until June the 6^^, I want to repeat what it is 
in case there’s anybody here that doesn’t know today. Pretexting is 
pretending to be somebody you’re not, to get something you probably 
shouldn’t have, to use in a way that’s probably wrong. That’s what 
pretexting is, and that’s what this committee wants to make illegal. We 
also want to make sure that your phone record is your phone record and 
cannot be used without your explicit permission. 

With that, Mr. Chairman, I yield back. 

Mr. Whitfield. Thank you, Mr. Barton. 

At this time, I recognize Mr. Walden of Oregon. 

Mr. Walden. Thank you, Mr. Chairman. 

Mr. Byron, like you, I too have a journalism degree, and I was 
astounded when I pressed Ms. Dunn yesterday as to whether or not she 
really believed and seriously believed that these records were available 
publicly. And I have to confess, like you, I was amazed at the response. 
It just was unbelievable. 

In your testimony, you say you initially discovered your records had 
been invaded when an AT&T representative called your wife— 

Mr. Byron. Yes. 

Mr. Walden, -as I recall. 

Would you elaborate on this? Was AT&T at that point investigating 
a problem? Why would they call your wife? 
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Mr. Byron. What happened was, over the previous 2-1/2 months, 
unknown to my wife, myself, and anybody in our family, and apparently 
unknown to AT&T as well, criminal impersonators were calling up day 
after day, pretending that they were me or that they were my wife and 
asking for the July 2002 phone bill. 

Mr. Walden. Right. 

Mr. Byron. And they kept getting one explanation as to why they 
wanted it after the next, and they never surrendered it to these people. 

After 2-1/2 months of this, they finally hit pay dirt, and in the course 
of “dialing for dummies,” they got one. And this person sat there in her 
cubicle and read over the computer screen to these people, 96 phone calls 
that consisted of my office phone number, outbound from my phone 
during the month of July. 

Then, minutes later, another party called back and asked this person- 
-this definitely retires the cup for being a dummy— if she could take the 
time to read again the same list because he wanted to check it. And she 
did, and he did, and the computers now show 2 full hours with going 
over one person’s phone bills. This came to the attention of this person’s 
supervisor, who called us and said— 

Mr. Walden. What’s the problem with your phone bill. 

Mr. Byron. -’’What’s the problem with your July 
phone bill?” We didn’t know there was a problem. Well, then we found 
out. That’s how we found these things out. 

Mr. Walden. And after you had that conversation with AT&T, 
what was their response to you once, this triggered that something was 
up here? 

Mr. Byron. Oh. Well, I mean we received an urgent and 
immediate and apparently heartfelt expression of “ain’t it awful, and 
we’ll get on this right after lunch,” and that was pretty much it. The next 
day, having gotten nothing more than that, I called AT&T, and couldn’t 
even find the person we had spoken to, and just started pushing— 

Mr. Walden. Right. 

Mr. Byron, —and I finally got the General Counsel on the phone at 
corporate headquarters, and told him, and he basically tried to put this off 
on his secretary. 

At that point, I called the FBI district office in Bridgeport, 
Connecticut, filed a complaint with them. They said, “Well, this sounds 
serious. You’d better take that down to Washington and give it to the 
national office.” I did. We never heard anything more of it ever, and I— 
Mr. Walden. Fromthe- 

Mr. Byron. From the FBI. And with AT&T, when I called back, 
eventually I made myself such a pest that they assigned some guy who 
was like their privacy Assistant General Counsel, and he dealt with me 
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and with the New York Post, which took an active interest in this thing 
continuously from that moment on. 

The file that he eventually turned over to us that you now have was 
sanitized of the information in it that was the only really important 
information that we needed, which was to be able to identify who the 
pretexters were. 

Mr. Walden. Did they have in their file what number the person 
was calling in from as you? 

Mr. Byron. Oh, yeah. Oh, yeah. 

Mr. Walden. Did they ever go back and trace who that phone 
number was from? 

Mr. Byron. They have a code number. 

In the materials you have— I could show one of your investigators or 
staff people, if you’d be interested— is the code number that identifies the 
two back-to-back, 1-hour calls that they said— 

Mr. Walden. Right. 

Mr. Byron, -they could not trace. 

Mr. Waeden. Why? 

Mr. Byron. That will make you leave the room, it’s so confusing. I 
can’t answer that question, and they couldn’t either. I think the answer is 
because they didn’t want to. 

What I finally got from them was the packet of information they sent 
to the FBI, absent the phone calls— the enumerate— the sources of the 
phone calls that would have tied this information to the pretexters, and 
they promised to give that to me the day they sent it to us. 

Mr. Waeden. But they never did? 

Mr. Byron. Not only did they not— I just tried again the other day. 
Now, the guy who I was assigned to, he’s gone. He’s not there anymore, 
and I’ve got a new person there who’s going to hold the pity party for 
me. And I’m sure that we won’t get what we need. I’m sure of it. 

Mr. Waeden. Well, maybe after today, you will. 

Mr. Byron. I hope so. 

Mr. Waeden. It’s very frustrating being on that end of it. I’ve dealt 
with some issues involving phone bills in my company where charges 
have been added to lines by third-party billers that we never asked for 
service. 

Mr. Byron. Right. 

Mr. Walden. And I think that’s going on all over America right 
now. 

Mr. Byron. Yeah. 

Mr. Waeden. And there’s a float out there of bad actors that I hope 
we take a real serious look at. 
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Mr. Byron. I’m very sorry that I ran out of time and was unable to 
call the committee’s attention to what I think ultimately is the most 
expansive problem at risk here. 

It’s terribly destructive to somebody to have his personal or business 
phone records stolen in this way, and it upends your life and causes all 
kinds of heartaches and miseries for you. But it’s a much worse problem 
and gets into national security areas when you have the possibility that 
somebody will wind up in control of an entire company filled with these 
phone records of millions of people, and that possibility is evident; it 
exists. And a series of stories we wrote related to one such company 
identified an individual, an international bunco artist who was wanted by 
Interpol on a “red corner” notice, using nominees to try and acquire and 
then move to Chennai, India, the outsourcing company handling AT&T’s 
phone records. 

Mr. Walden. So your concern is that the outsourcing to the 
customer service facilities opens the door in foreign countries— 

Mr. Byron. Yes. 

Mr. Walden, —to espionage activities, in fact, both economic and 
security. 

Mr. Byron. Absolutely. This particular individual had an 
enormous track record that was easily obtained before getting into 
negotiations to sell this company to him. We had obtained e-mail traffic 
showing that this guy, right after 9/11, sent his sales rep from Dubai into 
Baghdad to negotiate the sale of germ warfare software to the Iraqi 
Ministry of Defense. Now, come on. That’s the guy who’s trying to buy 
the outsourcing company for AT&T and move it to India. 

Mr. Walden. Because he wants to provide really good customer 
service? 

Mr. Byron. Well, he fled the country after we wrote a series of 
stories about him. He was on a worldwide arrest-on-sight notice from 
Interpol. Although he was living the life of Riley in Fort Lee, 
New Jersey, it didn’t seem to stop anybody; but he left, and he’s now 
under arrest and in detention in India, and he’s having to answer for 
some huge array of swindles he was involved in there. But there will be 
more like that is what I’m saying. More of that is coming. 

Mr. Walden. It’s very disturbing, very disturbing. 

Mr. Byron, thank you, and we appreciate your testimony and 
willingness to come before the committee today. 

Mr. Byron. Thank you. 

Mr. Whitfield. Mr. Stearns, you’re recognized for 10 minutes. 

Mr. Stearns. Thank you, Mr. Chairman. 

Mr. Byron, I guess you were in the latter part of your conversation 
with my colleague, you were talking about the Delmi — 
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Mr. Byron. Dalmia. 

Mr. Stearns. Dalmia. 

Mr. Byron. Yes. 

Mr. Stearns. Who was this individual who was trying to control 
the U.S. outsourcing company— 

Mr. Byron. Yes. 

Mr. Stearns, —and in so doing, he was attempting to merge it with, 
I guess, NASDAQ-listed companies. 

Mr. Byron. Yes. 

Mr. Stearns. And I guess they tried to call you up. It was one of 
the attorneys for him that tried to call you up and actually intended— 
Lawrence Barcella of Washington. 

Mr. Byron. Yes. 

Mr. Stearns. Barcella claimed the Post’s coverage of Dalmia was 
a tissue of lies and distortions but failed to cite any evidence. 

Mr. Byron. Right. 

Mr. Stearns. And then you were able to respond to him, and then 
he backed off 

Mr. Byron. Yes, that’s exactly what happened. 

He was not the first lawyer we heard from from that guy. I’ve been 
writing about him for 2 years, and prior to the Barcella letter, we heard 
from another guy he had hired locally in New Jersey, and he threatened 
to sue us for libel and defamation based on our reporting that this man 
had tried to sell a germ factory software package to Saddam Hussein. 
And his defense in the letter to us that said this was defamatory to have 
published that, was that the contract never actually got signed. Hello? I 
mean, the point was not that he succeeded. The point was that he tried, 
and the man’s lawyer sent us a letter. 

The lawyers for the New York Post responded, “Read what you said 
in your own letter. You’ve confirmed the accuracy of the story.” That’s 
the last we heard from him. 

Mr. Stearns. What was the connection between this guy and the 
outsourcing company in Texas? 

Mr. Byron. The outsourcing company where my phone records 
were stolen was called— is called Aegis Communications, Inc. 

Mr. Stearns. Right. 

Mr. Byron. It is an outsourcing company that at that time had 
major back-office, records-keeping contracts with a whole array of very 
large U.S. companies, including AT&T, Discover Card, American 
Express, all of that. 

When you pick up the phone and call to ask for the 800 help number 
and somebody says, “American Express. May I help you?” it’s not an 
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American Express person at all most times. It’s somebody from one of 
these outsourcing companies. 

Mr. Stearns. Which could be anywhere. 

Mr. Byron. Absolutely, and a lot of them are now located in 
Punjab. They’re in India and in Ireland and in southwest Asia, 
elsewhere. The connection is that this Dalmia fellow has a large and 
growing— or had until he went to jail— a large and growing presence with 
an outsourcing network based in Chennai, India, and tried to buy this 
Aegis Company in Texas. Right at the time I was trying to get the FBI to 
investigate where my phone records— who’ d stolen them— he was trying 
to buy the company, and he was using anonymous shell companies in 
Tortola and nominees and front men in London to pretend so that he was 
not— they had a beard and mustache on him, these guys, and so you 
couldn’t see him, but we were able to trace— to peel back the mask. 

Mr. Stearns. So you wrote the expose about Dalmia. 

Mr. Byron. Yeah. 

Mr. Stearns. You wrote it, and that’s what got Barcella to call 
you. 

Mr. Byron. That’s correct. 

Mr. Stearns. So it’s really a tribute to your persistence and 
tenaciousness that this fellow was exposed in the United States and 
eventually had to flee, and eventually, I guess, he was arrested in India, 
and he’s in jail now. 

Mr. Byron. He is. He is, indeed. 

I would also have to say that I think that a lot of the credit is due to 
the Post, because there’s not a lot of papers that would publish something 
like that. He had not been arrested or charged with anything in this 
country, and the Post was publishing stories saying that he was an 
international criminal. 

Mr. Stearns. Yeah. What I don’t understand is the Post stood in 
the gap there for you— 

Mr. Byron. Yes. 

Mr. Stearns, —with Barcella and handled that. 

Why doesn’t the Post help you in civil suits to try and get defamation 
or damages or civil— why haven’t you taken that route? 

Mr. Byron. Well, the events that we’re talking about here related 
to the theft of the phone records occurred with a story that was not 
published in the Post. 

Mr. Stearns. Okay. Okay. 

Mr. Byron. I had written that as a freelance piece— 

Mr. Stearns. Okay. 

Mr. Byron, —for another publication which subsequently went 
bankrupt. Red Herring Magazine. 



1210 


Mr. Stearns. Right. 

Mr. Whitfield. Would you excuse me, Mr. Steams? 

Mr. Stearns. Sure. 

Mr. Whitfield. I was just curious. Did you consider a civil suit 
yourself? 

Mr. Byron. It was not my idea. It was the General Counsel of the 
Post. She said that— 

Mr. Stearns. What the Chairman is saying is you could— for 
example, you could take a civil suit against AT&T for them. In your 
estimation, they broke the law— 

Mr. Byron. Yes. 

Mr. Stearns, —when this woman sat in this cubicle, as you say, and 
spent 2 hours giving out all of this information. I mean, surely the case 
could be made in a court that what AT&T did was against the law. 

Mr. Byron. I believe it could be. But to me, right now, that sounds 
like— with all I’ve been through, that’s like saying, “Byron, go fight a 
land war in Asia.” I’ll never come back. 

Mr. Stearns. Yeah. So it’s just another aggravation you don’t 
want to deal with. 

Mr. Byron. Yeah. 

Mr. Stearns. Okay. 

Mr. Byron. I mean, to sue AT&T on my own, my God. I would 
not want to undertake that. I’m just— it’s not that I would— I just— I’m 
already 61, you know? 

Mr. Stearns. Has AT&T ever explained why the security 
measures in place at Aegis Communication Corporation, a third-party 
contractor to mn some of AT&T’s customer care call centers, failed to 
protect your records? Have they at this point given you a definite written 
response? 

Mr. Byron. No. Never. 

Mr. Stearns. Okay. 

Mr. Byron. Never. We’ve received nothing. 

Mr. Stearns. We’ll ask them that question when they come up for 
you. 

What has AT&T done for you since the facts about pretexting have 
occurred? Have they worked to establish any additional safeguards to— 

Mr. Byron. Well, my wife called them the other day because we 
were just doing fact-checking for my written testimony and wanted to 
refresh our memories on how their password/coding rules work. 

Mr. Stearns. Yeah. 

Mr. Byron. And the person she got on the phone with accused her 
of being paranoid. So that’s what they’ve done for us since then. In 
other words, nothing. 
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Mr. Stearns. Nothing. 

So here we are after the fact, and you’re here. Are you able to 
establish your career to go forward now and— 

Mr. Byron. Oh, absolutely. 

Mr. Stearns, —essentially reestablish the links with the people who 
are giving you information? 

Mr. Byron. Yes. And I had to do it on a kind of case-by-case basis, 
because I just didn’t know how broadly anything was actually 
compromised. 

What I knew is that all of my phone records for the month of July of 
2002 were gone. They have gone into the hands of these people, and 
some of those phone numbers tied to sources in law enforcement and the 
Government related to entirely different issues or other stories, nothing 
related to this. 

Mr. Stearns. So you don’t feel intimidated at this point to write 
another expose on a Dalmia-type of individual? 

Mr. Byron. No. 

Mr. Stearns. Good. So I mean, notwithstanding all that you went 
through, you’ve come through this, you and your wife, that you feel 
comfortable— you can continue your career and go forward and not have 
any trouble? 

Mr. Byron. Yes. Yes. Yes, definitely. 

Mr. Stearns. All right. Thank you, Mr. Chairman. 

Mr. Whitfieed. Thank you, Mr. Steams; 

And I suppose, Mr. Byron, as you move forward, of course, it would 
be great if there was some sort of device that you could obtain so that 
you would know if your records were being pretexted. But I mean, that 
pretexting could be going on right now in your records, and you 
wouldn’t know it either, so— 

Mr. Byron. Exactly. 

Mr. Whitfieed. But we genuinely appreciate your being here today 
and for your time and your testimony, and even though we didn’t allow 
you to complete all of your opening statement, we do have it, and we’ve 
looked at it and all of the documents that you’ve provided. 

So, thank you very much. 

Mr. Byron. Thank you. 

Mr. Whitfield. And we hope to see you again soon. 

Mr. Byron. Thank you. 

Mr. Whitfield. At this time. I’d like to call up the third panel of 
witnesses. 

On the third panel, we have Mr. Thomas Meiss, who is the Associate 
General Counsel for Cingular Wireless from Atlanta, Georgia; 
Mr. Charles Wunsch, who is the Vice President for Corporate 
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Transactions and Business Law for Sprint Nextel, Reston, Virginia; Mr. 
Greg Schaffer, Chief Security Officer for Alltel Wireless, Little Rock, 
Arkansas; Mr. Michael Holden, Litigation Counsel for Verizon Wireless 
in New York, New York; Ms. Lauren Venezia, Deputy General Counsel 
for T-Mobile USA, Bellevue, Washington; and Ms. Rochelle Boersma, 
Vice President for Customer Service, U.S. Cellular, Chicago, Illinois. 

I want to welcome all of you. We thank you for joining us today and 
providing us with your views on this important issue. As you know, this 
is an Oversight and Investigations hearing, and I’m assuming that none 
of you have any objection to testifying under oath. And if that’s the case, 
if you would, raise your right hand, and I’d like to— 

[Witnesses sworn.] 

Mr. Whitfield. Thank you so much. 

In the rules of the House and the rules of the committee, you’re 
entitled to legal counsel. I’m assuming that none of you have legal 
counsel with you today; is that correct? 

Mr. Meiss. That’s correct. 

Mr. Wunsch. That’s correct. 

Mr. Schaffer. That’s correct. 

Mr. Holden. That’s correct. 

Ms. Venezia. That’s correct. 

Ms. Boersma. That’s correct. 

TESTIMONY OF THOMAS MEISS, ASSOCIATE GENERAL 
COUNSEL, CINGULAR WIRELESS; CHARLES WUNSCH, 
VICE PRESIDENT FOR CORPORATE TRANSACTIONS 
AND BUSINESS LAW, SPRINT NEXTEL; GREG 
SCHAFFER, CHIEF SECURITY OFFICER, ALLTEL 
WIRELESS; MICHAEL HOLDEN, LITIGATION COUNSEL, 
VERIZON WIRELESS; LAUREN VENEZIA, DEPUTY 
GENERAL COUNSEL, T-MOBILE USA; AND ROCHELLE 
BOERSMA, VICE PRESIDENT FOR CUSTOMER SERVICE, 
U.S. CELLULAR 

Mr. Whitfield. Well, Mr. Meiss, we’ll start with you, and you’re 
recognized for 5 minutes for your opening statement. 

Mr. Meiss. I’ll turn this on. Now is it on? Can you hear me? 
Okay, great. 

Good morning, Mr. Chairman and members of the committee. My 
name is Tom Meiss. I’m from Cingular Wireless. I’m Associate 
General Counsel. Thank you for investigating this troubling matter and 
thank you for inviting Cingular to talk about it. 
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The title of today’s hearing includes a question: “Who Has Access 
to your Call Records?” The only right answer to that question would be 
you, the customer. Unfortunately, that has not always been the case, and 
that’s why we’re here today. 

It would be hard to find somebody today who hasn’t heard about 
pretexting for call records; but a year ago, that was far from the case. It 
would be helpful— in fact, it’s necessary to put things in perspective by 
looking at a timeline of pretexting for call records over the past years to 
the present. But before I do that, I want to make one point. We’re using 
the terms “pretexters” and “data brokers” a lot today. That’s for 
convenience. These people are thieves, plain and simple. They’re not 
data brokers; they’re data burglars, and the word “pretexter” is just far 
too innocuous for what these people do. 

As early as 2005, the practice of Web-based data brokers pretexting 
for call records had received little notice. In spring and early summer of 
last year, Cingular began to hear that some customers’ records had been 
obtained from websites. Around the same time, stories were beginning 
to appear in the press that suggested that pretexting could be a growing 
problem for businesses. Cingular notified its customer service 
representatives to be on the lookout for pretexting and also to be 
especially diligent in verifying customers seeking account information. 
But by midyear, we’d only received a handful of complaints about this. 
We had 50 million customers. The numbers just did not suggest that 
pretexting for call records was a widespread problem at that time. 
However, near the end of the summer, a series of events changed all of 
that completely. EPIC, a leading privacy organization, notified the FTC 
and the FCC that they had identified more than 40 websites that were 
offering to sell phone records for a fee. Soon a few, and then dozens of 
newspaper and television stories appeared, reporting that it was indeed 
possible to obtain records easily from these websites for a fee. 

At the same time, Cingular Wireless was investigating to see how 
this could possibly be happening. We looked for internal leaks because 
how else could you explain the absolute certainty with which these 
websites offered to get your records. It just did not seem possible that 
pretexting could be the foundation for so many Web site businesses. 

Without yet knowing exactly how they were obtaining records, we 
changed our policies such that no call detail could be given out over the 
phone to anybody, even a verified caller. At the same time we filed 
lawsuits, first against LocateCell.com then, against, 
E-findoutthetruth.com. We’ve since filed a total of 6 lawsuits against 
more than 30 corporate and individual defendants, including 5 of the data 
brokers who appeared before you in June. 
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By the end of 2006 our litigation was beginning to give us some 
insight into how the pretexters were operating. We hired an ex-data 
broker to come to Atlanta, we got a firsthand account of specific ruses 
that had been used to pretext against us. We used that information to 
create very real examples and a newly revamped training course for our 
service reps. 

A few months ago we engaged an ethical hacking firm to conduct 
planned pretexting attacks against us so we could evaluate the efficacy of 
that training, and we used the results of that to improve our training. 

Cingular has always been aware of and focused on its obligation to 
protect the privacy of customer records. To secure information we 
employ a wide variety of technological, procedural, and physical 
safeguards to protect it, and we design them to be appropriate for the 
sensitivity of the information that’s at hand. 

We have a privacy team that monitors new legislation and designs 
compliance programs, we have a physical security organization, we have 
an IT security organization. We have a cross-departmental organization 
that looks at every aspect of security across the company. It evaluates 
procedures and processes, then recommends improvements where it’s 
needed. Our internal audit department regularly performs audits of 
specific channels in the company that have sensitive information. 

As we continue to evaluate, refine, and improve our services, our 
security, we are mindful not only that it must be appropriate for the 
sensitivity but also we have to balance it with customers’ convenient 
access to their own information, enable them to continue to get good 
customer service, and not, for example, hamstring them with another 
password that many would rather do without, a mandatory password. 

We know that this fight will never be over. The data thieves will 
always be out there and continually evolving their methods of getting at 
our records. We will be continually evolving our defenses to protect our 
records. Cingular will always be committed to protecting the privacy of 
its customers’ information. Thank you. 

Mr. Whitfield. Thank you, Mr. Meiss. 

[The prepared statement of Thomas Meiss follows:] 
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Prepared Statement of Thomas Meiss, Associate General Counsel, Cingular 

Wireless 

SUMMARY 

The title of today's hearing includes a question: "Who has Access to Your Call 
Records?" The only fight answer to that question, of course, would be "Just you, the 
customer.” Unfortunately, that has not always been the case. 

For convenience, we will often today be using the tenms "data brokers” and 
"pretexters” to describe those who fraudulently obtain and peddle customer records. But 
let’s be clear about one thing. They are thieves— data burglars— plain and simple. The 
term "pretexter^ is far too innocuous. 

Cingular is fighting back. We have filed lawsuits, first against locatecell.com and 
then against efindoutthetruth.com. We successfully obtained injunctions against the 
operators of both websites. We have since brought four more iawsurts, against more 
than 30 different corporate and individual defendants, including five of .the data brokers 
who appeared before this Committee in June. 

In addition, Cingular has always been aware of, and focused on, its obligation to 
protect the privacy of our customers' personal information. To secure sensitive 
customer information, we employ a wide variety of physical, technological, and 
procedural safeguards. We will continue to evaluate, refine, and improve our security for 
customer infonnation. 

Cinguiar knows that this is a fight that will never be over— the data burglars will 
always be out there, continually evolving their methods, and we wilt be continually 
working to counter their efforts. Cingular will always be committed to upholding our 
obligation to protect the privacy of our customers' personal information. 



1216 


Good morning, Mr. Chairman and distinguished members of the Subcommittee. 
My name is Tom Meiss and I am Associate General Counsel for Cingular Wireless. 
Thank you for your invitation to appear today to discuss the important issue of 
pretexting. 

The title of today’s hearing includes a question: "Who has Access to Your Call 
Records?" The only right answer to that question, of course, would be “Just you. the 
customer." Unfortunately, that has not always been the case. 

It would be hard to find someone today who has not heard of pretexting for call 
records. But a year ago, that was far from the case. It is helpful— in fact, It is 
necessary— to put things in perspective by reviewing the time line of the phenomenon of 
data brokers and call records from last year to the present. But first I want to point 
something out. For convenience, we will often today be using the terms “data brokers" 
and “pretexters". But let’s be clear about one thing. They are thieves— data burglars— 
plain and simple. The term “pretexter” is far too innocuous. 

As recently as early 2005, the practice of web-based data brokers pretexting for 
call records had generated little notice. In spring and early summer of last year, 

Cingular began to receive some complaints that customers’ records had been obtained 
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through data broker websites. Around the same time, stories were appearing In the 
press suggesting that pretexting could be a growing problem for businesses. Cinguiar 
notified its customer service representatives to be on the lookout for pretexting 
attempts, and to be especially diligent in verifying cailers seeking account information. 
But by mid-year, we had received only a handful of complaints about the problem— the 
numbers at the time gave no indication that pretexting by data brokers was a 
widespread issue. 

However, near the end of the summer a series of events changed the picture 
completely. EPIC, a leading privacy organization, notified the FTC and the FCC that 
they had identified more than forty websites offering to sell phone records. First a few, 
then dozens of newspaper and television stories appeared, reporting that it was, indeed, 
possible to easily obtain cellphone records for a fee. 

At the same time, Cinguiar was conducting investigations to see how this could 
be happening. We looked for an internal leak of some kind— from an employee, a 
contractor— what else could explain the apparently absolute certainty with which these 
websites claimed they oouEd obtain these records? It just did not seem possible that 
pretexting could be the basis for so many website businesses. 

Without yet knowing exactly how the data brokers were getting the call records, 
we went ahead and made changes to our procedures. We changed our account access 
policy such that NO call detail records could be provided over the phone to ANYONE- 
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not even to a verified customer And we filed lawsuits, first against locatecelLcom and 
then against efindouHietnjth.com. We successfully obtained injunctions against the 
operators of both websites. We have since brought four more lawsuits, against more 
than 30 different corporate and individual defendants, including five of the data bnjkers 
who appeared before this Committee in June. 

By the end of January 2006, our litigation was beginning to give us some insfght 
into how the pretexters were operating. We hired an ex-data broker to meet with us in 
Atlanta. We got a first-hand account of specific ruses that were actually being used by 
pretexters, and we used that information to create very real examples in a newJy 
revamped training course on pretexting for our reps. A few months ago we engaged an 
"ethical hacking" firm to test the success of our training by conducting planned 
pretexting attacks. We wilf use the results from this testing to continue to refine our 
employee training and security, 

CIngufar has a/ways been aware of, and focused on, its obligation to protect the 
privacy of our customers' personal information. To secure sensitive customer 
information, we employ a wide variety of physical, technological, and procedural 
safeguards. In each case they are designed to be appropriate for the sensitivity of the 
information being secured. We have a Privacy Team that monitors new privacy laws 
and designs appropriate compliance programs. We have organizatbns devoted to both 
physical and IT security. We have an interdepartmental committee that focuses on ail 
areas of security across the company. It evaluates current processes and procedures. 
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and recommends improvements where need is identified. Our Internal Auditors 
regularly perform targeted audits of various company channels that handle sensitive 
information. 

As we continue to evaluate, refine, and improve our security for customer 
information, we are mindful not only that we must offer security that is appropriate for 
the sensitivity of the information, but also that it must be balanced with enabling 
customers to conveniently access their information, get good customer service, and not 
be hamstrung with yet another mandatory password that many would rather do without. 

We know that this is a fight that will never be over— the data burglars will always 
be out there, continually evolving their methods, and we will be continually working to 
counter their efforts. Cingular will always be committed to upholding our obligation to 
protect the privacy of our customers’ personal information. 


4 


Mr. Whitfield. Mr. Wunsch, you’re recognized. 

Mr. Wunsch. Chairman Whitfield, Ranking Member DeGette. 

Mr. Whitfield. Be sure and turn your microphone on. 

Mr. Wunsch. Thank you for the invitation to testify before the 
subcommittee today. My name is Charles Wunsch and I’m the Vice 
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President for Corporate Transactions and Business Law for Sprint Nextel 
Corporation. I ask that my full written statement be entered in the 
record. 

I oversee Sprint NexteTs Office of Privacy. We are proud of our 
privacy accomplishments at Sprint Nextel, given the difficulties of 
balancing the interests of customer privacy and customers’ desire for 
easy access to their account information. 

Sprint Nextel devotes substantial resources to protecting the privacy 
of its customers’ confidential information. Consequently, Sprint Nextel 
views the stealing of customer information through pretexting as a wrong 
that should be stopped. Sprint Nextel takes protecting customer 
information seriously. 

Providing protection for customer information is made difficult, 
however, by the need to balance the protection of the information against 
the customer’s desire for ease of access to the information, all in a 
dynamic environment of technological and competitive change. 

Sprint’s day-to-day practices reflect our commitment to protecting 
the security of our customers’ private account information. We 
understand that good information security cannot be achieved with any 
one safeguard, as human ingenuity is limitless. This is why we are 
vigilant on all fronts. 

For instance, we retain customer information necessary for us to 
communicate with and bill our customers behind a series of firewalls and 
other intrusion protection systems. We require our employees and 
contractors to abide by a code of conduct that requires them to safeguard 
confidential customer information. Our thousands of care 
representatives who handle millions of transactions every month must 
constantly be on guard to distinguish genuine customer requests from 
efforts to steal information. 

Consequently, our representatives are trained to follow detailed 
authentication procedures when responding to customer requests relating 
to their accounts. It is important to keep in mind that most customers 
demand fast and efficient customer service, yet customers often do not 
remember their pass codes. Thus, Sprint Nextel’ s authentication 
procedures are designed to protect privacy while providing reasonably 
fast and efficient customer service. 

When it comes to call detail records or other customer proprietary 
network information, our company’s policy is to allow access only to 
those Sprint Nextel employees or agents with a need to know. We 
continually modify our systems in response to changes in the industry 
and technology. Right now we are in the process of combining our 
customer data bases into a new integrated billing platform, one that will 
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include new, more robust customer authentication capabilities. This is a 
massive undertaking. 

We believe the new system will be the single most important step to 
better protect confidential customer information while still meeting our 
customers’ need for efficiency and convenience. 

Sprint Nextel encourages its customers to take specific precautions 
such as regularly changing their pass codes to protect their personal 
information from being accessed by others without their permission. 
Despite all of these protections and the deterrent effect they produce, 
pretexters still try to obtain information by pretending to be people they 
are not. They are skilled con artists who go to great lengths to 
circumvent carrier protections in their efforts to obtain personal 
information on their targets. 

We should all be clear on this point: What pretexters are doing is 
wrong. They should be stopped and punished. To that end. Sprint 
Nextel has devoted substantial resources to combat the pretexters. We 
have taken aggressive legal action against companies we believe have 
fraudulently obtained, sold, or distributed our customers’ personal 
account information. Sprint Nextel filed lawsuits against three 
companies including former principals and employers of those 
companies that fraudulently obtained and sold customer information. 

In addition. Sprint Nextel has sent numerous cease and desist letters 
to other entities who have advertised their ability to obtain call detail 
records or other private customer information. 

We believe our efforts and those of other carriers and government 
agencies are helping to stop pretexting. I appreciate the opportunity to 
appear before you today to share Sprint Nextel’ s perspective on its 
ongoing efforts to protect customer privacy and its efforts to combat the 
pretexting problem. I would be happy to answer any questions. 

[The prepared statement of Charles Wunsch follows:] 

Prepared Statement of Charees Wunsch, Vice President for Corporate 
Transactions and Business Law, Sprint Nextee 

Summary of Major Points 

1. Sprint Nextel appreeiates the opportunity to share its views on proteetion of eustomer 
information and the problem of pretexting. 

2. Sprint Nextel views pretexting as a wrong that should be stopped. 

3. Sprint Nextel takes proteeting eustomer information seriously and has reeeived an 
award for its efforts. 

4. Proteeting eustomer privaey must be done in the eontext of eustomer demands for 
reasonable aeeess to their aeeount information. 

5. Sprint Nextel proteets eustomer information by implementing system proteetions 
eombined with privaey training for appropriate employees. 

6. Sprint Nextel eneourages its eustomers to take aetions to proteet their information, 
sueh as frequently ehanging passeodes. 
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7. Sprint Nextel constantly reviews its privacy protections with the view to improving 
them. 

8. To that end, Sprint Nextel has actively and successfully confronted pretexters through 

litigation and cease and desist letters. 


Chairman Whitfield, Ranking Member Stupak, thank you for the invitation to testify 
before the Subcommittee today. I appreciate this opportunity to represent the third 
largest carrier in the wireless industry. Sprint Nextel Corporation. I ask that my full 
written statement be entered into the record. 

My name is Charles Wunsch, and I am the Vice President for Corporate Transactions 
and Business Law at Sprint Nextel. I oversee Sprint NexteTs Office of Privacy. We are 
proud of our privacy accomplishments at Sprint Nextel given the difficulties of balancing 
the interests of customer privacy and customers’ desire for easy access to their account 
information. 

Sprint Nextel devotes substantial resources to protecting the privacy of its customers’ 
confidential information. Our Corporate Security, Legal and Customer Care teams 
regularly evaluate existing safeguards to protect confidential customer information. My 
testimony today is intended to condemn the activities of pretexters and tell you about 
some of the ways we protect our customers’ privacy while still rendering quick and 
convenient service to our customers. Providing additional protection for customer 
information is not difficult: the difficult part is balancing protection and the customer’s 
desire for convenience in a dynamic environment of technological and competitive 
change. The task is made more difficult by the ingenuity of those who would steal our 
customers’ private information. 

For example, hypothetically we could implement an eighteen - digit passcode 
requirement before customers could access their calling records. This act would make 
customer account information very secure -if anybody could remember and use it - but I 
doubt anyone would. Therefore, this extremely secure passcode would not serve the 
interests of many, if any, of our 50 million plus wireless customers and millions more of 
our wireline customers. At Sprint Nextel we have sought to strike the proper balance 
between effective privacy protections and ease of access. 

Sprint Nextel has been recognized for having first- in-class data security. In a June 
2005 research report, the Aberdeen Group identified Sprint Nextel as the only 
telecommunications firm employing “Best Practice in Security for Governance in 2005.” 
This award was based on Aberdeen Group’s research involving 200 companies from 
various industries, known to be operating at best-in-class levels. 

Sprint Nextel’ s day-to-day practices reflect our commitment to protecting the 
security of our customers’ private account information. We understand that good 
information security cannot be achieved with any one safeguard, as human ingenuity is 
limitless. That is why we are vigilant on all fronts. For instance, we retain customer 
information necessary for us to communicate with and bill our customers behind a series 
of firewalls and other intrusion protection systems. Our certified information security 
specialists constantly work to enhance our information protection system as technology 
evolves. 

We work hard to address the human element: customer care representatives are there 
to serve the customer’s desires, so our thousands of care representatives must constantly 
be on guard to distinguish genuine customer requests from efforts to steal information. 
We know from information obtained in litigation against data brokers that our efforts to 
train our customer care representatives to be on guard are effective. We require our 
employees and contractors to abide by a Code of Conduct that requires them to safeguard 
confidential customer information. We follow up by requiring them to take mandatory 
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training on the protection of that information in accordance with the FCC’s CPNI rules. 
This training is required of all employees, including senior management. 

We publicize through our website how we collect, use and secure customer 
information, to whom we disclose that information, and why ( http:// 
www2 . sprint . com/ mr/ consumertopic . do? topicId=6 80.) . We regularly update our privacy 
policy and the consumer resources pointers on our website to answer frequently asked 
questions, address new issues, establish effective information protection practices, and 
advise customers how they can better protect their information. We do the same thing 
through other channels, such as bill inserts. 

Our customer service agents are trained to ask for passcodes and follow detailed 
authentication procedures when responding to customer inquiries or requests relating to 
their accounts. It is important to keep in mind that most customers want fast and efficient 
customer service. That is their primary concern. Yet, customers often do not remember 
their passcodes. Sprint NexteTs authentication procedures are designed to protect 
privacy while providing reasonably fast and efficient customer service. 

When it comes to call detail records or other Customer Proprietary Network 
Information (CPNI), our company’s policy, which goes beyond FCC requirements, is to 
allow access to the information only to those Sprint Nextel employees or agents with a 
“need to know.” For example, customer service agents need to view this type of 
information in order to service accounts or answer billing questions. Customer service 
agents are trained to ask for a passcode during inbound calls. If a passcode has not been 
established or the customer does not remember the passcode, the agent must obtain 
customer specific information before answering questions about the customer’s account. 

We also contractually require our contractors and third party vendors to protect our 
customers’ information, require them to take the same training our employees must take 
to protect customer privacy, and have threatened to terminate contracts for violation of 
those requirements. 

We continually modify our systems in response to changes in the industry and 
technology. Given heightened recent concerns over privacy, we've made data security a 
priority in our merger integration process. In the process of combining our customer 
databases into a new, integrated billing platform, we're building new capabilities into that 
platform for authenticating persons who seek access to sensitive customer information. 
Not only will we employ password protection for all customers, we will ask customers 
who forget their passwords to use shared secrets like “who was your second grade 
teacher?” We will no longer employ private personal information that has become far too 
easy to obtain as one fail-back method to authenticate their identity and allow access to 
their confidential information. 

This is a massive undertaking that we will achieve through comprehensive systems. 
We believe that those capabilities will be the single most important step to better protect 
confidential customer information while still meeting our customers' need for efficiency 
and convenience. These changes, we believe, will give consumers the convenience they 
want while also providing the robust security they should have. 

Sprint Nextel also encourages its customers to take specific precautions to protect 
their personal information from being accessed by others without their permission. For 
example. Sprint NexteTs website recommends that customers regularly change 
passwords used to access account information on the Sprint.com web site or when calling 
customer care, and to select unique passwords to access voicemail messages on Sprint 
Nextel phones. 

Despite all of these protections and the deterrent effect they produce, pretexters still 
try to obtain information by pretending to be people they are not. They are skilled con 
artists who go to great lengths to obtain personal information on their targets in order to 
attempt to circumvent carrier protections. We should all be clear on this point: What 
pretexters are doing is wrong. They should be stopped and punished. 
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Our Corporate Security department has never found it necessary to engage in 
pretexting, nor has it ever engaged others to pretext on Sprint Nextel’s behalf. We also 
do not believe that most pretexting is the result of dishonest employees. Our Office of 
Privacy has found that instances of such activity are extremely rare, and when they have 
occurred, the employees involved have been disciplined or fired. 

In addition to system and employee efforts already mentioned. Sprint Nextel has 
devoted substantial resources to combat the pretexters. We have taken aggressive legal 
action against companies that we believe have fraudulently obtained, sold or distributed 
our customers’ personal account information. Sprint Nextel filed lawsuits against three 
companies and an individual engaged in fraudulently obtaining and selling customer 
information and is actively considering additional lawsuits. The three lawsuits filed are: 

• In January 2006, we sued Source Information Specialists. This company 
engaged in the practice of pretexting for quite some time, and refused to stop 
selling Sprint Nextel customers’ call detail records even after being sued by 
others. We ultimately obtained a permanent injunction against 1st Source, 
under which the company agreed to never again acquire, offer, sell or advertise 
the ability to obtain Sprint Nextel customer account information. Just last 
month, we reached a settlement with Source and one of its principals. 
Although this settlement closes the case with respect to the corporate entity and 
one of its officers, the case continues against individual defendants who are 
also believed to be responsible for pretexting. 

• Also in January 2006, we sued All Star Investigations, Inc. in Florida state 
court. Sprint Nextel quickly obtained a permanent injunction and reached a 
settlement with this company in June. Both parties are in the process of 
implementing this settlement now, and the defendant has turned over useful 
information concerning the pretexting business, information which we are 
using to improve our information security. 

• In March 2006, Sprint Nextel sued San Marco & Associates, another Florida- 
based firm. This case is pending. 

In addition to these lawsuits — which have required us to expend substantial time 
and money- Sprint Nextel has sent scores of cease and desist letters to other entities who 
have advertised their ability to obtain call detail records or other private customer 
information. While we continue to identify companies engaged in pretexting, our 
experience is that the problem is less widespread today than it was one year ago even as 
reports of past pretexting continue to arise. Together with Congress, the Federal Trade 
Commission, the Federal Communications Commission, state Attorneys General, and the 
rest of the telecommunications industry, we have sent a message, loud and clear, that this 
fraudulent behavior will not be tolerated. 

I appreciate the opportunity to appear before you today and share Sprint Nextel’ s 
perspective on its on-going efforts to protect customer privacy and its efforts to combat 
the pretexting problem. I would be happy to answer any questions. 

Mr. Whitfield. Mr. Schaffer, you’re recognized for 5 minutes. 

Mr. Schaffer. Thank you, Chairman Whitfield. 

Chairman Whitfield and members of the subcommittee, thank you 
for the opportunity to address this critically important topic of protecting 
customer information. I commend you for your leadership in addressing 
the problem that jeopardizes the privacy of your constituents and our 
customers. 
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My name is Gregory Schaffer and I am the Chief Security Officer at 
Alltel. I joined the company in 2004 with substantial experience in 
information security issues. Not only have I served as a director in the 
cyber crime prevention and response practice at 
PriceWaterhouseCoopers, but I previously prosecuted computer hacking, 
illegal wiretaps, and economic espionage while at the Department of 
Justice. I was recruited by Alltel to organize and expand existing 
security resources into an enterprise security operation. 

Before I discuss how we protect our customers’ records let me 
briefly tell you about Alltel. Alltel is headquartered in Little Rock, 
Arkansas, and owns and operates a wireless network that covers more 
than half of the continental United States. Our base of approximately 1 1 
million customers, located primarily in rural America, is smaller and 
more diffuse than the national carriers. 

Nonetheless, Alltel faces the same security challenges that confront 
our competitors. We have chosen to address those challenges 
aggressively by implementing strong data security policies, procedures 
and technologies. Alltel takes the threats presented by pretexters very 
seriously. 

Although actions by the FCC, FTC, and the State attorneys general 
have caused some data brokers to close up shop, others continue to try to 
find ways to gain access to customer records. But data brokers are not 
the only ones doing this. Pretexting by ex-spouses, hackers, or so-called 
friends continue to be problematic. 

Alltel spends considerable time focusing on and understanding, 
anticipating, and attempting to prevent current and future threats to 
customer data. To that end Alltel constantly evaluates its data security 
and customer validation methods to balance the data protection with our 
commitment to providing consumers with timely access to their account 
information, wherever they are, and however they contact us. However, 
if our security measures become too complicated, it may cause real 
customers to be denied access to their information when they need it. 

As subcommittee staff knows, Alltel adopted an enterprise 
information security policy framework that establishes both the chief 
security officer position and the enterprise security office. That office 
has over 100 full-time employees and is Alltel’ s one-stop shop for 
security and privacy issues. It is responsible for defining and executing 
Alltel’ s enterprise information security program. 

By creating a senior executive position and a special office to focus 
exclusively on security and privacy issues, Alltel has shown its 
commitment to give data security the highest level of attention and 
resources. Alltel also invests in technology to ensure that it protects 
customer data not just from pretexters but also from hackers and other 
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threats. For example, we are in the process of implementing, at 
substantial cost, security solutions that will encrypt data stored on 
laptops and on backup tapes to protect against theft or accidental loss. 

Many of the security measures that we use to verify customer 
identity were deployed well before the recent publicity about pretexters. 
Indeed, we continuously refine our processes to respond to new threats. 
For example, in 2005 we prohibited our call centers and retail stores 
from faxing call detail records internally. Likewise, Alltel does not 
provide call detail information over the phone or by fax in response to a 
call center request. We have also implemented strict authentication 
procedures for customers, employees, and agents. Finally, Alltel offers 
password protection for home access to customer billing information. 

Of course our employees are still our first line of defense in 
defeating pretexting; therefore, we have taken steps to prevent employees 
from deliberately or accidentally releasing records to unauthorized 
persons. 

First, an employee’s network access is restricted to the applications 
and customer information necessary for job performance. 

Second, all Alltel employees and agents receive information security 
training, including training on identifying pretexting tactics. 

Third, customer service supervisors randomly monitor customer 
service calls to ensure that proper security procedures are followed. 

Fourth, we make our employees aware of pretexting methods by 
placing notices on our intranet net portal and through e-mails. 
Employees who are found to have violated Alltel policies are disciplined 
and may be terminated. 

In conclusion, although carriers must take steps to prevent 
pretexting, we cannot completely eliminate the practice without making 
it extremely difficult for real customers to obtain their account 
information. Therefore, Alltel strongly supports Congress’ effort to 
criminalize the fraudulent actions of the pretexters. 

Alltel remains committed to protecting customer information while 
providing the highest levels of service. I look forward to continuing to 
work with the members of the subcommittee to combat the security 
threats posed by pretexters. 

Thank you for the opportunity to testify today. 

Mr. Whitfield. Thank you, Mr. Schaffer. 

[The prepared statement of Greg Schaffer follows:] 
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Prepared Statement of Greg Schaffer, Chief Security Officer, Alltel Wireless 

Introduction 

Chairman Whitfield, Ranking Member Stupak, and Members of the Subcommittee, thank 
you for the opportunity to address the Subcommittee on the critically important topic of 
protecting customer information. 1 commend you for the leadership you have shown in 
attempting to address a problem that jeopardizes the privacy of your constituents and our 
customers. 

My name is Gregory Schaffer. 1 am the Chief Security Officer at Alltel Communications, 
Inc. (“Alltel”), a position I have held since March 2006. Before that I served as AlltePs Chief 
Information Security Officer. 1 came to Alltel in 2004 with substantial relevant experience in 
information security issues. Not only did I serve as a Director in the Cybercrime Prevention and 
Response Practice at PricewaterhouseCoopers for four years prior to joining Alltel, I also 
prosecuted computer hacking, illegal wiretaps and economic espionage crimes while working in 
the Department of Justice’s Computer Crime and Intellectual Property Section. My hiring, and 
the company’s commitment to the development of an enterprise wide security office responsible 
for both physical and information security, demonstrates Alltel’ s serious commitment to 
protecting its customer data. 

Before I discuss the ways in which Alltel implements measures to protect our customers’ 
records from pretexters, data brokers, and other threats, let me briefly tell you about Alltel. 

About Alltel 

Alltel is headquartered in Little Rock, Arkansas, and owns and operates a wireless 
network that covers over half of the continental United States. We do not provide any services 
outside the United States. Alltel offers a variety of wireless products to businesses and 
consumers, including: postpaid wireless calling plans, prepaid wireless service, wireless GPS 
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vehicle tracking for business customers, and various data applications. Despite the size and 
complexity of our physical network, our customer base of over eleven million is far smaller and 
much more diffuse than the national carriers, such as Sprint, Verizon, and Cingular, whose 
customers and networks are concentrated in urban centers. Indeed our customers, and the over 
19,000 employees in thirty-five states that support them, are primarily located in rural America. 
This explains, in part, why we are also a major roaming partner to much of the wireless industry, 
providing roaming capabilities in nual areas for both GSM and CDMA network providers. If 
you spend any significant time using your cell phone beyond the reach of a major mterstale 
highway in certain parts of the United States, you probably have made use of Alltel' s network. 

So, notwithstanding our smaller customer base, Alltel is faced with all of the same 
complex challenges involved in implementing effective security controls that confront the larger 
national carriers. As 1 will explain, we have addressed those challenges aggressively by devoting 
significant resources to implementing standardized data security policies, procedures and 
technologies across our entire enterprise. 

Recognition of the Data Broker/Prctexting Problem 

Alltel takes the threats presented by data brokers and others who use pretexting methods 
to attempt to obtain customer data without authorization very seriously. Though actions by the 
Federal Communications Commission, Federal Trade Commission, certain state legislatures and 
Attorneys General, and private litigation have caused some data brokers to cease operations, 
many data brokers still remain in business and continue to develop new and inventive ways to 
attempt to gain access to customer records. But data brokers are not the only ones trying to use 
pretexting methods to obtain customer records. Non-commercial pretexting attempts by other 
unauthorized persons, such as ex-spouses, hackers, or ^^so-caJled” friends are also a problem. 
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Understanding the current methods employed by all of these types of actors to obtain 
unauthorized access to records is instructive, but at Alltel we also worry about anticipating future 
techniques. We know that any static approach to preventing unauthorized access - whether self- 
directed or imposed by regulation — will quickly become obsolete. Instead, our practices must 
have the flexibility to evolve to meet constantly changing technical and social engineering 
threats. Part of my job is devoted to strategically anticipating those future threats and designing 
methods and practices to defeat them. 

Other Challenges Related to Data Protection 

Please keep in mind, however, that effectively serving customers requires Alltel to 
carefully balance the need to protect customer data with the customers* demand for efficient and 
expeditious customer service. Imposing overly complicated security measures can significantly 
extend customer service response times and can frustrate legitimate customer account inquiries. 
Alltel is constantly evaluating its data security and customer validation methods to balance the 
need for data protection with our commitment to providing our customers with timely access to 
their account information when they are at home or on the road, and whether they access Alltel 
by phone, by computer, or by visiting one of our physical locations. Generally, the stricter our 
verification methods become, the more likely it is that legitimate customers will be denied access 
to their information in a timely manner, resulting in customer dissatisfaction and increased 
expenses to Alltel and our customers. 

How Alltel Protects Customer Information 

In order to achieve a reasonable balance of accessibility and security, Alltel has invested 
significant resources in our security and privacy programs. As subcommittee staff knows, Alltel 
has demonstrated its commitment to protecting customer data by adopting an Enterprise 
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Information Security Policy Framework formally established both the responsibilities of the 
Chief Security Officer Position and the Enterprise Security Office, which currently comprises 
over 100 Alltel employees and is AiltePs “one-stop shop” for security and privacy issues. Alltel 
has also invested in new technologies to prevent unauthorized access to customer data and 
refined its customer, employee, and agent authentication policies. 

The Enterprise Security Office is responsible for defining and executing Alltel 's 
Enterprise Information Security Program, the goal of which is to adequately protect all of the 
data collected, generated, stored, managed, and otherwise handled by Alltel. Under that 
Program, the Chief Security Officer has been given express responsibility for Information 
Security Strategy, Policy Management, Coordination and Enforcement, Security Awareness and 
Training, Security Research, Security Recommendations* Security Scanning, Security 
Monitoring and Log Review, Incident Response, Investigation and Notifications, Security 
Testing, Coordination of Security Resources, and chairing the company’s Security Steering 
Committee comprising senior level executives. By creating a senior executive position to focus 
exclusively on security-related issues* Alltel has modified its corporate structure to ensure that 
these issues will be given the highest level of attention and resources. 

Technology Investments 

Alltel has made significmit investments in various technologies to ensure that its 
information security Infrastructure adequately protects customer data, not just from pretexters* 
but also from potential hackers and other threats. We have deployed industry- standard network 
security technologies such as firewalls, intrusion detection systems* and anti-virus programs. 
Additionally, Alltel is in the process of implementing, at substantial cost, security solutions that 
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will encrypt all data stored on laptops and on backup tapes, while encrypting selected data within 
databases and internal transmissions. 

Improvements to Security Processes and Authentication 

Alltel has developed and is deploying a robust identity management system designed to 
ensure that employees and customers gaining access to customer data on-line are properly 
authenticated. Similarly, Alltel has implemented strict customer authentication requirements for 
each of the different ways in which customers can access billing system account information, 
including for information released over the telephone by our call centers, through the Interactive 
Voice Response (IVR) systems, and at our retail locations. We also have adopted specific 
verification methods for law enforcement to obtain access to information on an emergency basis. 

Many of the security processes currently used to verify customer identity were deployed 
before the actions of pretexters became widely publicized earlier this year. We continuously 
refine our processes in response to threat and vulnerability information from a variety of internal 
and external sources. As an example, in March 2005, we changed our procedures to prohibit our 
call centers and retail stores from faxing call detail records internally. Alltel policy prohibits the 
disclosure of call detail information over the telephone, and requires that such information only 
be sent or faxed to an address or phone number listed on the account prior to the request for 
account data. Also, Alltel requires subscribers to password protect electronic access to their 
online accounts and offers customers the additional option of establishing a password to protect 
against unauthorized access to billing system information by phone or in person. 

Alltel recognizes that employees are the first line of defense in protecting customer data 
against pretexting efforts, and, therefore, Alltel has taken a number of steps to prevent employees 
from deliberately or accidentally releasing customer phone records to unauthorized persons. 
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Firsts an employee's network access is restricted to only the AUteJ applications and customer 
information necessary for the employee to perform his or her job ► All Alltel employees and 
agents agree to abide by the company’s information security and confidentiality policies, and 
receive information security training, including computer-based training on identifying social 
engineering tactics. Customer service supervisors randomly monitor customer service calls to 
ensure that customer service employees not only provide good service, but also follow the proper 
security procedures. 

To prevent customer phone records from being released to unauthori2ed persons 
impersonating Alltel employees, we have procedures in place to authenticate the identity of 
Alltel employees and agents prior to allowing them access to customer phone records. We also 
make our employees aware of pretexting schemes and methods when we become aware of them 
by placing notices on our employees' online portal and, in some cases, by sending emails to all 
employees describing recent attempts to procure customer information by fraud. In the rare 
instanco when we do receive a report that an employee has violated Alltel policies, including the 
Information Security Policy, our internal investigators take immediate action to investigate the 
allegations. If employees are found to have violated Alltel policies, they are disciplined, and, in 
some cases, terminated. When warranted, we notify law enforcement of employee violations. 
Conclusion 

While recognizing that pretexting is a continuing threat to the security of customer data, 
Alltel notes that data brokers and other persons attempting to obtain unauthorized access to call 
records use a wide variety of methods to attempt to fmudulently obtain customer data from 
carriers. Given the demands of customers and the realities of the competitive wireless market, 
carriers can take steps to prevent pretexting, but will likely not be able to completely stop 
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unauthorized persons from obtaining customer phone records through the use of pretexting any 
more than a retail store can fully prevent shoplifting. Alltel's position is that legislative efforts 
should be primarily focused on those who seek to illegally obtain call records, not the carriers 
who are among the victims of the pretexters’ fraud. To that end, Alltel strongly supports the 
effort by Congress to criminalize the fraudulent actions of the pretexters. 

Alltel remains committed to protecting customer information while providing its 
customers with the highest levels of service. 1 look forward to continuing to work with the 
Members of this subcommittee to combat the security threats posed by pretexters ► Thank you for 
the opportunity to testify today. 
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Mr. Whitfield. Mr. Holden, you’re recognized for 5 minutes. 

Mr. Holden. Chairman Whitfield, members of the subcommittee, I 
am Michael Holden, Senior Counsel from Verizon Wireless. I thank you 
for the opportunity to appear before this subcommittee to address your 
concerns about data pretexting. I cannot emphasize enough how 
seriously Verizon Wireless takes the issue of consumer data theft and 
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fraud. The protection of our more than 54 million customers’ private 
information is extremely important to us and we are doing all that we can 
to protect this data from those who seek to steal it. 

What we have done falls into three basic categories: 

First, we have sued and obtained injunctions against pretexters and 
so-called data brokers. In fact, we were the first to sue a pretexter over 
the theft of cell phone records in a case we filed over a year ago. These 
lawsuits are important. Not only do they target the bad guys but they 
also allow us to obtain information that helps us learn more about the 
fraudulent and deceptive techniques used against us and thereby improve 
our defenses against these attacks. 

Just yesterday we filed the John Doe complaint in Federal court in 
New Jersey to determine who pretexted Verizon Wireless customers in 
connection with the HP matter. After we identify them we will seek an 
injunction against any further attacks, as well as monetary damages. 
This is exactly how we have responded to other pretexting attacks 
against Verizon Wireless and our customers. We identify the bad guys 
and then we go after them. 

The second thing we do is team with many law enforcement 
agencies, from State attorneys general to Federal prosecutors, to combat 
data thieves. We have taken the lead role in partnering with law 
enforcement. 

Third, we have taken a hard look at our own internal safeguards to 
protect customer information and we have made improvements. We 
train our employees, especially our customer service representatives on 
the importance of protecting customer data and on the sophisticated 
schemes used by data thieves to prey on them. 

This training takes many forms— face-to-face, online training 
modules, e-mail messages, alerts and so on— but all of it is designed to 
raise awareness and prevent our reps from being the next victim. 

We also have rules in place to make it harder for thieves to steal 
information. No faxing or e-mailing of phone records, no disclosure of 
particularly sensitive information such as Social Security numbers, credit 
information to anyone, even the verified account holder; and customers 
have the option of placing a billing system pass code on their account 
which will then be required for access to the account over the phone, in 
the store, or online. We have also upgraded the security of our online 
system. 

Now, in addition to the normal verification process, whenever an 
online account is established, or if the customer forgets the password, a 
temporary password is sent to the customer and that password must be 
input into the Web site to gain access, and a challenge question such as 
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“Who was your favorite high school teacher?” Is associated with online 
accounts. 

Data thieves prey on the instinct of wireless carriers to help 
customers and to provide the best possible customer service. They use 
trickery, deceit, and cunning to steal our customers’ private information. 
That is why Verizon Wireless has gone to such great lengths to educate 
its reps about data theft and improve the security of its online systems. 
That is why we have taken aggressive legal action against the bad guys. 

In the end, our challenge is to screen out the relatively few pretexting 
calls to customer service while providing the best customer service to the 
over 100 million legitimate customer service calls we receive each year. 
We share your concerns about this problem and are doing all that we can 
each day to prevent these thieves from stealing our customer data. 

Thank you for the opportunity to appear before you today and I’m 
happy to answer any questions. 

Mr. Whitfield. Thank you, Mr. Holden. 

[The prepared statement of Michael Holden follows:] 
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Prepared Statement of Michael Holden, Litigation Counsel, Verizon Wireless 

Chainiian Whitfield, Ranking Member Smpak, and members of the 
Subcommittee, I am Michael Holden, Senior Counsel ftom Verizon Wireless, and I 
thank you for the opportunity to appear before this Subcommittee to address your 
concerns about data pretexting. We should be clear on exactly what we are talking about. 
Terms like “pretexting” and “data brokers” mask the serious nature of the crimes being 
committed. We are talking about thieves who are perpetrating serious fraud, theft, and 
invasions of privacy. 

I cannot emphasize enough how seriously Verizon Wireless takes the issue of 
consumer data theft and fraud. The protection of our more than 54 million customers’ 
private information is extremely important to us, and we are doing all we can to protect 
this data from thieves who seek to steal it. We obtain injunaions against data thieves. 

We team with law enforcement to prosecute data thieves. And we continually examine 
and implement improved safeguards to protect the information customers entrust to us. 

Verizon Wireless Has Led the Fight Against Data Brokers and Pretexting 

The best way to stop data fraudsters is to pul them out of business. Individuals 
and entities that steal call records and other proprietary customer information should be 
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aggressively pursued and punished, which is why Verizon Wireless is leading the 
industry in efforts to find these con artists and shut them down. 

To our knowledge, Verizon Wireless is the first private or public entity to take 
action on incidents of theft of cell phone records. We were the first to file lawsuits 
against individuals and companies who attempted to steal wireless customer information 
through pretexting. In July 2005, Verizon Wireless filed suit, believed to be the first of 
its kind, against Source Resources, Inc., a Tennessee company that advertised on its web 
site that it could obtain wireless telephone records and other confidential customer 
information. On September 13, 2005, Verizon Wireless obtained a permanent injunction 
against Source Resources.* 

Moreover, on November 2, 2005, Verizon Wireless obtained a temporary 
restraining order against Global Information Group (“GIG”), a Florida company which 
had made thousands of attempts to steal confidential information without proper 
authorization and used various fraudulent schemes to do so, including impersonating 
Verizon Wireless employees and posing as Verizon Wireless customers.^ On June 28, 
2006, the court entered a stipulated final judgment and permanent injunction against GIG. 
The injunction prohibits GIG from attempting to obtain customer information from any 
telecommunications provider, possessing or disclosing any customer information to third 
parties, and/or engaging in any form of pretexting against Verizon Wireless. 


' Cellco Partnership d/b/a Verizon Wireless v. Source Resources, Permanent 
Injunction on Consent, Docket No. SOM-L- 101 3-05 (Sup. Ct. of N.J.; Law Div.: 
Somerset County, Sept. 13, 2005). 

^ Cellco Partnership dA}/a Verizon Wireless v. Global Information Group, Inc., et 
al.. Order, No. 05-09757 (Fla. Circuit Ct., 13th Judicial Circuit, Hillsborough County, 
Nov, 2, 2005). 
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On January 30, 2006, Verizon Wireless also won a preliminary injunction against 
Data Find Solutions, First Source Information Specialists, and related companies in U.S. 
District Court in Trenton, New Jersey^ These companies are the current and former 
owners of the websites locatecell.com, celltolls.com, peoplesearchamerica.com, and 
datafind.org. These companies fraudulently attempted to obtain customer records by 
calling Verizon Wireless customer service centers and posing as Verizon Wireless 
employees needing access to confidential customer information. The injunction prohibits 
these fraudsters from attempting to obtain information on Verizon Wireless customers, 
providing any information on Verizon Wireless customers to any third parties, or 
operating any website that may advertise that they can obtain information on Verizon 
Wireless customers. This lawsuit is still pending. 

Verizon Wireless issued press releases in conjunction with the filing of each of 
these lawsuits. These press releases served two goals they publicized the problem of 
data theft and they sent a message to data thieves that Verizon Wireless will pursue them 
through every legal means possible. In addition to these suits, Verizon Wireless has sent 
cease and desist letters to individuals operating data-theft operations and worked with law 
enforcement to pursue actions against data fraudsters. 

Teaming with Law Enforcement and Government 

Even before pretexting became front-page news, Verizon Wireless began teaming 
with law enforcement to identify individuals involved in fraudulent activities and put 
them out of business. For example, Verizon Wireless reached out to the Floridans 

^ Cellco Partnership d/b/a Verizon Wireless v. Data Find Solutions, Inc., et al. 
Order, No. 06-CV-326 (SRC) (D.NJ., Jan. 31, 2006). 
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Attorney Generar s (“AG”) oifice with facts that enabled the state to bring its own 
lawsuits against GIG and First Source. Verizon Wireless has provided information and 
support to many law enforcement agencies and participated in conferences with law 
enforcement devoted to the topic of pnetcjtting. Verizon Wireless also approached the 
FCC and briefed its staff members last year on its efforts to fight theft of personal data. 

All of these efforts are effective because they target the wrongdoers, and focus on 
the methods used by fraudsters to illegally obtain confidential information. These efforts 
have made a difference. While the ongoing problem of pretexting should not be 
minimized, the combined efforts of Members of Congress, the FCC, the Federal Trade 
Commission, law enforcement officials, and carriers such as Verizon Wireless have put 
many data thieves out of business. 

Internal Safeguards Protecting Confidential Customer Information 

Verizon Wireless has always focused on the protection of customer information 
internally as well as externally. Verizon Wireless takes its customers’ privacy very 
seriously and, beyond its legal obligations, it has every incentive to do so since a failure 
to impose adequate safeguards to protect that information will lead to a loss of customers, 
especially in the extremely competitive wireless marketplace. Verizon Wireless has 
always maintained internal safeguards and procedures for the use and disclosure of 
customer data, and it reviews those safeguards continually to determine whether 
modifications should be made. It is important to note, however, that Verizon Wireless 
handles well over 100 million calls to customer service each year, the vast majority of 
which are from actual customers with legitimate inquiries. Whatever measures we take 
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to protect against data thieves affects how legitimate calls are handled as well. With 
customer service a critical metric in our industry for customer satisfaction, we must be 
mindful of the overwhelming number of legitimate customer service inquiries we receive. 

In response to the threat from pretexting, Verizon Wireless has taken a hard look 
at its safeguards, especially those designed to stop this deceitful activity in the manner in 
which it typically occurs. In most documented cases, data thieves have obtained 
confidential data through multiple fraudulent and deceptive phone calls to customer 
service. Some data fraudsters have also posed as customers to obtain online access to 
account information. Verizon Wireless is not aware of any cases in which data thieves 
were able to obtain such information through “hacking’* into Verizon Wireless database 
systems or through a Verizon Wireless employee. There is also no evidence that our 
employees have been complicit in these schemes or are in any way involved with the 
thieves. Typically, fraudsters pose as Verizon Wireless employees, often providing 
customer service representatives (“CSRs”) with valid employee names and identification 
numbers. CSRs are thus on the front line in the fight against this problem. Thieves seek 
to capitalize on the natural inclination of CSRs to help customers resolve issues. They 
may also obtain certain customer information from other sources, and then use that 
information to obtain online access to a customer’s account. 

Verizon Wireless has many safeguards to protect customer information from these 
threats. First, with respect to calls to customer service, no confidential customer 
information may be disclosed unless and until the CSR has fully verified the identity of 
the customer. 
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Second, certain information, such as social security number, credit card or 
checking account information, address, and unbilled call detail, cannot be disclosed to 
anyone, even the verified account holder. 

Third, Verizon Wireless prohibits any faxing or e-mailing of cell phone records. 
Fourth, training is paramount. Given that calls to customer service are fraudsters’ 
main source of infomiation, it is essential to educate CSRs to recognize pretexting and 
the particular methods that data thieves use in these scams. Although no system is 100 
percent foolproof, Verizon Wireless has trained its employees, especially its CSRs, about 
the need to protect confidential information and the specifics of the pretexting techniques 
designed to dupe the representative into providing information. 

In terms of formal training, Verizon Wireless maintains a comprehensive Code of 
Business Conduct (the “Code”), The Code prohibits the disclosure of confidential 
information unless the information must be produced pursuant to subpoena or other valid 
legal process. New hires are provided with a copy of the Code along with their offer 
letter. Verizon Wireiess’s Office of Integrity and Compliance (“OIC”) has primary 
responsibility for drafting, disseminating, and training on the Code, It also maintains a 
confidential 300 number for employees to report possible violations of the Code, 
including violations related to customer privacy. Employees are advised of the 800 
number via the Code, postings in the workplace, periodic e-mails, and an OIC brochure. 
The OIC brochure specifically instructs employees to report “misuse of confidential or 
proprietary information." 

CSRs go through 5 ^ weeks of intensive, face-to-face training before they are put 
into the field. CSRs are trained on the Code during this initial training program, and must 
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also undergo online training on the Code each year. In addition, new hire training 
includes a session called "Servicing with Integrity ” which has specific sections, 
scenarios, and discussions regarding data thieves and pretexting. 

Additional training relating to customer privacy, data brokers, or pretexting 
includes: 

• "For Your Eyes Only,” an on-line module on privacy and pretexting 
that all employees were required to complete in September 2005. 

• E-mail alerts to all employees on topics such as “Protecting Customer 
Data from Data Brokers,” 

• Postings on the Verizon Wireless internal intranet site* "VZ Web,” 

• Quarterly distribution to all employees of “Integrity Times ” a 
newsletter addressing ethics/compliance issues, including protection of 
confidential information and guarding against data theft. 

• Written Methods & Procedures for CSRs and marketing personnel, 
detailing required procedures for identifying and verifying subscribers 
and protecting confidential information {updated August 4, 2006), 

• Written Methods & Procedures for handling suspected pretexting calls 
(updated January 19, 2006), 

• Flash updates and reminders regarding pretexting methods and 
customer privacy. 

Fifth, if a customer wants extra layers of protection beyond typical verification 
procedures, that customer can establish a “billing system passcode.” If such a passcode is 
established for an account, that passcode must be provided before any account 
information is disclosed, either by customer service or in-store personnel. Moreover, if a 
subscriber sets up a billing system passcode on his or her account, he or she must also 
input that passcode to obtain online access. 

Sixth, Verizon Wireless is committed to protecting the integrity of its systems that 
provide online access to account information. Customers can manage their accounts and 
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access certain account information online, but cannot access other personally identifiable 
information j such as social security numbers or usable credit or banlt account 
information, A user cannot establish or access an account online unless and until he or 
she provides the information necessary to verify the subscriber. 

In March 2006, Verizon Wireless enhanced the security procedures associated 
with online access to an account Now, in addition to the data that is normally required to 
verify the customer, whenever an online account is established or a customer forgets the 
password, a temporary password is sent to the customer’s wireless phone by text message 
(or by letter if the phone cannot receive text messages) and that password must be input 
into the website to gain access. Moreover, a “challenge question’* (e.g., who was your 
favorite high school teacher?) is associated with online accounts, and this question will be 
asked if the customer forgets the password. 

Conclusion 

Data thieves and fraudsters prey on the instinct of CSRs and wireless carriers to 
help customers and provide the best possible customer service. Indeed, what was good 
customer service yesterday may now be viewed as a potential security flaw. That is why 
Verizon Wireless has gone to such great lengths to educate its CSRs about data theft and 
to improve the security of its online systems. And that is also why we need to take 
aggressive offensive actions against the data thieves. We will continue to aggressively 
pursue these data thieves through our internal security processes, partner with state and 
federal law enforcement and regulators, and do everything we can to protect our more 
than 54 million customers’ information from unauthorized review. In the end, our 
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challenge is to screen out the relatively few pretexting calls to customer service, while 
providing the best customer service to the over 100 million legitimate calls we receive 
each year. 

We share your concerns about this problem, and are doing all that we can each 
day to prevent these thieves from stealing our customer data. Thank you for the 
opportunity to appear before you today, and I will be happy to answer any questions you 
may have. 
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Mr. Whitfield. Ms. Venezia, you’re recognized for 5 minutes. 
Ms. Venezia. Thank you, Mr. Chairman. 
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Good afternoon, Mr. Chairman, and distinguished members of the 
subcommittee. My name is Lauren Venezia and I am Vice President and 
Deputy General Counsel of T-Mobile USA, Inc. Thank you for the 
opportunity to appear today. 

We at T-Mobile take seriously the protection of our customers’ 
information. Pretexters exploit what we have worked hard to achieve: 
award-winning customer service. Pretexters defraud us and our 
customers. We are determined to combat pretexting through legal action 
and our internal policies, practices, and training. 

As the fourth largest and one of the fastest growing wireless carriers 
in the United States, T-Mobile has distinguished itself in the marketplace 
by dedicating itself to excellent and responsive customer service. We are 
proud that JD Power and Associates recognized us four times in a row 
for the highest-ranked wireless customer service performance. 

In the highly competitive wireless industry, premier customer 
service, including the protection of customer information, is essential to 
retaining and attracting customers. Consumers expect and deserve a high 
standard of care in the treatment of their private information. 

We agree with the subcommittee, the FCC, and the FTC that 
fraudulent data brokers must be stopped. We have taken decisive action 
against these unscrupulous data brokers in several ways. We investigate, 
pursue, and sue data brokers to force them to cease their fraudulent 
activities. When we determined that data brokers were preying on us and 
our customers we issued cease and desist demands. When data brokers 
failed to comply with those demands, we took them to court and obtained 
restraining orders and permanent injunctions against five data brokers 
and their owners or principals. 

In the course of these lawsuits we learned firsthand how pretexters 
work, and we share that hard-won knowledge with our service 
representatives to help them defeat pretexters. 

We also have in place multiple internal mechanisms, policies, and 
safeguards designed to protect customer information. From our most 
senior executives to our service representatives, we are committed to the 
privacy of customer information. We have an Information Security and 
Privacy Council that consists of some of our most senior executives, 
including several chief officers of T-Mobile. The Council provides 
overall direction and guidance for T-Mobile ’s information, security, and 
privacy protection strategy. Reporting to the Council is a leadership 
team that includes our principal privacy officer and leaders of our 
information security units. 

This leadership team works with managers from across T-Mobile ’s 
technical and business units to implement privacy and security policies in 
a unified and consistent way. 
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Let me give you an example of how this Council and its leaders work 
to address issues relating to pretexting. Following the recent pretexting 
activities of data brokers, we strengthened our policies prohibiting our 
customer service representatives from providing detailed call record 
information over the phone, even to those callers who properly 
authenticate themselves. Instead, these records are sent only through the 
mail to the billing address on file for the customer. 

More generally, we use an array of technical, procedural, and 
physical tools to safeguard our customers’ information. We actively 
audit our privacy measures and investigate alleged violations of those 
measures. We also train all of our more than 30,000 employees on 
privacy and security policies. We have expanded our training on security 
and privacy to meet the challenges that pretexters and other fraudsters 
impose. Employees face disciplinary action up to and including 
termination for failing to follow those policies and procedures. 

This training is especially important for T-Mobile’s customer service 
representatives. T-Mobile’s customers should continue to have 
convenient and easy access to real people, our service representatives, for 
assistance with their accounts. We train our service representatives to 
provide outstanding service while protecting customers’ information. 

Mr. Chairman, legislation to criminalize the activities of pretexters 
and those who hire them is essential to stopping pretexting. We will 
continue our effort to stamp out pretexters but, without legislation to 
deter them, these fraudsters likely will continue inventing new schemes 
to try to circumvent our efforts. 

We have publicly enforced Federal legislation that would create 
tough new laws directed at the pretexters to criminalize the sale or 
acquisition of wireless phone records without a customer’s consent. We 
at T-Mobile share the committee’s concerns about pretexting activities of 
data brokers. We look forward to working with Congress, the FCC, and 
the FTC to stop these pretexters. 

This concludes my statement, Mr. Chairman and members of the 
subcommittee. Thank you, again, and I would be happy to answer any 
questions that you may have. 

Mr. Whitfield. Thank you, Ms. Venezia. 

[The prepared statement of Lauren Venezia follows:] 
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Prepared Statement of Lauren Venezia, Deputy General Counsel, T-Mobile USA 

SUMMARY 

T-Mobile takes seriously the protection of its customers* information. Pretexters 
exploit what T-Mobile has worked hard to achieve — excellent customer service - only to 
defraud T-Mobile and its customers. T-Mobile is determined to combat pretexting 
through legal action and its internal policies, practices, and training. 

T-Mobile has obtained restraining orders and permanent injunctions against five 
data brokers and their owners or principals in recent months, barring them from 
improperly accessing T-Mobile customer records. Due to pretexting attacks, T-Mobile 
strengthened its policy regarding call record disclosures over the phone. T-Mobile 
representatives are not permitted to provide detailed call record information over the 
phone to customers, even to those who properly authenticate themselves. T-Mobile also 
trains all of its more than 30,000 employees on privacy and security policies. 

T-Mobile will continue its efforts to stamp out pretexters. Despite such efforts, 
these fraudsters likely will invent new schemes in an effort to circumvent them. 

Therefore, legislation to deter and criminalize the activities of pretexters and those who 
hire them is an essential element to stopping this fraudulent activity. 
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Good morning, Mr. Chairman and distinguished members of the Subcommittee. 
My name is Lauren Venezia and 1 am Vice President and Deputy General Counsel of 
T-Mobile USA, Inc. Thank you for the invitation to appear today* 

T-Mobile takes seriously the protection of its customers* information. Pretexters 
exploit what T-Mobile has worked hard to achieve — excellent customer service — only to 
defraud T-Mobile and its customers. T-Mobile is determined to combat pretexting 
through legal action and its internal policies, practices, and training. 

Customer Service and the Protectiau of Customer Information. 

As the fourth largest, and one of the fastest growing, wireless carriers in the 
United States, T-Mobile has distinguished itself in the marketplace by dedicating itself to 
excellent and responsive customer service. T^Mobile is proud to have been recognized 
four times in a row by J.D, Power and Associates for Highest Ranked Wireless Customer 
Service Performance. 

In the highly competitive wireless industry, premier customer service, including 
the protection of customer information, is essential to retaining and attracting customers* 
Consumers expect and deserve a high standard of care in the treatment of their private 
information. At the same time, customers demand speedy responses to their inquiries. 
Experience has shown T-Mobile that customers are highly dissatisfied if they are unable 
to obtain information about their service conveniently. T-Mobile makes every effort to 
balance the need for protecting its customers* information with the need to deliver on 
customer expectations -- convenient access to their infonnation. 
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Stopping Data Brokers; Legal Action, Internal Policies, and Training, 

T^Mobile agrees with the Subcommittee, the Federal Communications 
Commission, and the Federal Trade Commission that fraudulent data brokers must be 
stopped. T-Mobile has taken decisive action against these unscrupulous data brokers in 
several ways. 

T-Mobile investigates, pursues, and sues data brokers to force them to cease their 
fraudulent activities. When T-Mobiie determined that data brokers were preying on 
T- Mo bile and its customers, it issued cease and desist demands to individuals and 
companies that were improperly attempting to obtain its customers’ records. When data 
brokers failed to comply with these cease and desist demands, T-Mobile launched 
successful civil enforcement actions* 

T-Mobile obtained restraining orders and permanent injunctions against five data 
brokers and their owners or principals, barring them from improperly accessing T-Mobile 
customer records. In the course of these lawsuits, T-Mobile learned firsthand how 
pretexters work, and T-Mobile shared that hard- won knowledge with its customer service 
representatives to help them defeat pretexters. 

T-Mobile also has in place multiple internal mechanisms, policies and safeguards 
designed to protect customer information. From its most senior executives to its 
customer service representatives, T-Mobile is committed to the privacy of customer 
information. T-Mobile has an Information Security and Privacy Council, which provides 
direction and guidance for T-Mobile’s information security and privacy fimctions, 
including the protection of customer information* The Council consists of senior 
executives of the company* Reporting to the Council are several members of the 
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T-Mobile leadership team who are dedicated to privacy and security issues, including 
T-Mobile's Principal Privacy Officer. In addition to reporting to the Council, T-Mobile's 
Principal Privacy Officer addresses policies, practices, and procedures related to the 
protection of customer information. T-Mobile also has a vice president and a director 
who are responsible for designing and developing T-Mobile*s information security 
policies. Together with the Council, T-Mobile *s Principal Privacy Officer and the 
information security team work with T-Mobile’ s many business units to implement its 
privacy and security policies in a unified, consistent way. 

For example, due to the recent pretexting activities of data brokers, T-Mobile 
strengthened its policy regarding call record disclosures over the phone. T-Mobile 
representatives are not permitted to provide detailed call record information over the 
phone to customers, even to those who properly authenticate themselves, T-Mobiie will 
not fax or e-mail detailed call record informatiort to a customer requesting information 
through a call to customer service. After the caller is authenticated, T-Mobile will mail a 
copy of the customer’s bill to the billing address on the account, but not to any other 
address. 

More generally, T-Mobile uses an array of technical, procedural, and physical 
tools to safeguard its customers’ information. These tools, as appropriate, can include 
data encryption, verification and password procedures, restrictions on physical access, 
and contractual limitations on the activities of T-Mobile dealers and service partners. 
Moreover, T-Mobile actively audits its information security and privacy measures and 
investigates alleged violations of those measures. 
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T-Mobile also trains all of its more than 30,000 employees on privacy and 
security policies. T-Mobile has expanded its training on security and privacy to meet the 
challenges that pretexters and other fraudsters pose. Employees face disciplinary action, 
up to and including termination, for failure to follow those policies and procedures. 

This training is especially important for T-Mobile's service representatives. 

T“ Mobile's customers should continue to have convenient and easy access to real people 
“ its service representatives - for assistance with their accounts. T-Mobile trains its 
service representatives to provide outstanding service while protecting customers’ 
information. The flexibility to modify security and privacy policies and provide targeted, 
ongoing training is an essential tool for combating the ever-evolving fraudulent tactics of 
pretexters. Such flexibility will allow T-Mobile to better protect its customers’ 
information than would static regulations that fraudsters can exploit and circumvent. 

T-Mobile Supports Legislation to Criminalize Pretexting. 

Legislation to criminalize the activities of pretexters and those who hire them is 
essential to stopping pretexting. T-Mobile will continue its efforts to stamp out 
pretexters. But without deterrent legislation, these fraudsters likely will continue 
inventing new schemes to circumvent such efforts. 

T-Mobile publicly has endorsed federal legislation that would create tough new 
laws, directed at the pretexters, to criminalize the sale or acquisition of wireless phone 
records without a customer’s consent, ft has worked with Congressional sponsors of such 
legislation to ensure that statutory language is effective and well targeted, and it will 
continue to do so. T-Mobile strongly supports Congress* efforts to criminalize the 
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pretexting of customer information from telecommum’cations carriers that has been the 
focus of this Subcommittee’s attention. 

Conclusion, 

T-Mobile shares the Subcommittee’s concerns about the pretexting activities of 
data brokers. T-Mobile looks forward to working with Congress, the FCC, and the FTC 
to stop these pretexters, while preserving the ability of American consumers to obtain 
outstanding service from T-Mobile. This concludes my statement, Mr. Chairman and 
members of the Subcommittee. Thank you again, and I would be happy to answer any 
questions that you may have. 
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Ms. Boersma. Good afternoon, Chairman Whitfield, Ranking 
Member DeGette, and members of the subcommittee. On behalf of U.S. 
Cellular, thank you for the opportunity to appear before you today to 
discuss our company’s effort to prevent the theft and illegal sale of phone 
records by data brokers. 

I am Shelly Boersma, Vice President of Customer Service at U.S. 
Cellular. One of my primary responsibilities is to make sure that all of 
our customer service associates are committed to and effective at 
safeguarding our customers’ privacy in every interaction. U.S. Cellular 
is a Chicago-based wireless carrier serving more than 5.7 million 
customers in 26 States. While we are clearly not the largest company to 
address you today, we are pleased to participate on this panel because 
customer satisfaction is the basis of everything we do at U.S. Cellular. 
We have a longstanding belief that our customers’ experience is truly 
more important than the products that we sell, and this belief is instilled 
in every one of our associates. 

At U.S. Cellular a key component of customer satisfaction is earning 
and maintaining our customers’ trust. We, like the wireless industry in 
general, take this responsibility very seriously and go to great lengths to 
protect our customers’ privacy. 

The recent increased attention to pretexting has clearly underscored 
the responsibility wireless carriers face when maintaining customer 
records. In fact, our home State of Illinois enacted a new law this past 
July making it a criminal offense to use identification information of 
another person pretending to be that person for the purpose of gaining 
unauthorized access to personal information. We hope the new Illinois 
law will significantly deter pretexting by criminals, data brokers, and 
other miscreants. 

As a wireless carrier we recognize our obligation to implement 
safeguards to protect our customers’ call records, a mandate found in 
Section 222 of the Communications Act. We take this obligation to heart 
and address it in our Business Code which all associates are required to 
live by. 

We further reinforce the importance of privacy in regularly 
scheduled training sessions with associates. In fact, we specifically 
instruct our associates to protect the customers’ information the way you 
would want your own to be protected. Our policy requires our associates 
to screen all individuals requesting records or other personal information 
to verify that the person is in fact the account holder or an authorized 
party by the account holder. 

We offer our customers the option of establishing a unique password 
to protect their account data. I should emphasize that any associate who 
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fails to adhere to U.S. Cellular’s customer privacy and verification 
policy is subject to immediate termination. 

At the present time U.S. Cellular does not provide online access to 
accounts, so digital pretexting, the process of illegally accessing 
customer information online, has not been an issue for us. We are, 
however, actively exploring offering such electronic access as an added 
convenience to our customers. If and when we do establish online 
accounts, we will do so only by implementing safeguards consistent with 
best industry practices. 

In January of this year, addressing media reports about the improper 
brokering of cell phone records, U.S. Cellular’s Executive Vice President 
and Chief Operating Officer took immediate action to reaffirm the 
companywide commitment to data security. A memo entitled 
“Protecting our Customers’ Privacy” was issued to all customer 
associates, reminding them of their obligation to protect customer private 
information. 

In addition, since January of 2006, U.S. Cellular has implemented 
the following safeguards to protect customer privacy: 

We have ceased providing consumers with copies of past due bills by 

fax. 

We have ceased the practice of allowing associates to disclose their 
company ID number to outside callers. 

And effective October 2^^, U.S. Cellular will no longer provide any 
call detail information over the phone. 

I should also mention that U.S. Cellular does not currently use CPNI 
for any purpose requiring customer notice or consent under FCC rules. 
We do not at present engage in any out-of-category marketing. 

Finally, while U.S. Cellular has not today filed suit against data 
brokers that may have engaged in unlawful pretexting, we have not ruled 
out doing so in the event that it appears necessary or appropriate to take 
legal action of that kind to protect the privacy of our customers’ personal 
information. 

On behalf of U.S. Cellular, thank you for the opportunity to appear 
before you today. I would be pleased to respond to your questions. 

Mr. Whitfield. Thank you, Ms. Boersma. Thank you for all of 
your testimony. 

[The prepared statement of Rochelle Boersma follows:] 

Prepared Statement of Rochelle Boersma, Vice President for Customer Service, 

U.S. Cellular 

Good morning Chairman Whitfield, Ranking Member Stupak and members of the 
Subeommittee. On behalf of U.S. Cellular, thank you for the opportunity to appear 
before you today to diseuss our eompany’s efforts to prevent the theft and illegal sale of 
phone reeords by data brokers. 
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I am Rochelle Boersma, Vice President of Customer Service at U.S. Cellular. One 
of my primary responsibilities is to make sure that all of our customer service associates 
are committed to and effective at safeguarding our customers’ privacy in every 
interaction. 

U.S. Cellular is a Chicago-based wireless carrier, serving more than 5.7 million 
customers in 26 states. We were established in 1983, and last year reported service 
revenues of $2.8 billion. 

While we are clearly not the largest company to address you today, we are pleased 
to participate on this panel because customer satisfaction is the basis of everything we do 
at U.S. Cellular. We have a long-standing belief that our customers’ experience is truly 
more important than the products that we sell, and this belief is instilled in every one of 
our associates. 

At U.S. Cellular, a key component of customer satisfaction is earning and 
maintaining our customers’ trust. We, like the wireless industry in general, take this 
responsibility very seriously and go to great lengths to protect our customers’ privacy. 

The recent increased attention to “pretexting” has clearly underscored the 
responsibility wireless carriers face when maintaining customer records. In fact, our 
home state of Illinois enacted a new law this past July, declaring that a “pretexter” 
commits the criminal offense of identity theft if he or she uses the identification 
information of another person to pretend to be that person for the purpose of gaining 
unauthorized access to personal information. 

We believe and hope the new Illinois law will significantly deter pretexting by 
criminals, data brokers and other miscreants. 

As a wireless carrier, we at U.S. Cellular are of course already obligated to 
implement safeguards to protect our customers’ call records - a mandate found in section 
222 of the Communications Act. Section 222 specifically provides that 
telecommunications carriers must protect the confidentiality of customer proprietary 
network information - known as CPNI. As all of you are surely aware, CPNI includes, 
among other things, customers’ calling activities and billing records. We believe that 
existing FCC customer privacy rules are appropriately stringent, and that they require 
carriers like U.S. Cellular to uphold their customers’ privacy. 

We take this obligation to heart, and address it in our Code of Business Conduct - 
which all associates are required to live by. We further reinforce the importance of 
privacy in regularly scheduled training sessions with associates. In fact, we specifically 
instruct our associates to, “Protect the customer’s information the way you would want 
yours to be protected.” 

Our policy requires our associates to screen all individuals requesting records or 
other personal information to verify that the person is, in fact, the account holder or a 
party authorized by the account holder. We offer our customers the option of 
establishing a unique password to protect their account data. Similar procedures exist for 
business accounts. 

I should emphasize that any associate who fails to adhere to U.S. Cellular’s 
customer privacy and verification policy in accessing a customer’s account and 
disclosing personal information is subject to immediate termination. 

At the present time, U.S. Cellular does not provide online access to customer 
accounts, so digital pretexting - the process of illegally accessing customer information 
online - has not been an issue for us. We are, however, actively exploring offering such 
electronic access as an added convenience to our customers. If and when we do establish 
online accounts, we will only do so by implementing safeguards consistent with best 
industry practices. 

In January of this year, addressing media reports about the improper brokering of 
cell phone records, U.S. Cellular’s Executive Vice President and Chief Operating Officer 
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emphatically reaffirmed our company-wide commitment to data security by issuing a 
memo to associates titled “Protecting our customers’ privacy.” 

The memo noted that U.S. Cellular “always had security measures in place to 
protect our customers’ privacy, [but] recent events present ... an opportunity to review 
our Customer Service Verification Policy.” 

The memo further notes that “Our customers depend on us to be their first line of 
protection, so it is important that everyone, whether in Customer Service, Sales or 
Financial Services, be thoroughly aware of these safety measures, [and] follow them 
consistently.” 

In addition, as of January 2006, U.S. Cellular ceased providing consumers with 
copies of their past bills by fax - even if the customer persistently requests them. Instead, 
if a consumer requests past copies of his or her bill, we would only mail the records to the 
billing address listed on their account. 

U.S. Cellular has also ceased the practice of allowing employees to disclose their 
company ID number to outside callers. We discontinued this practice in order to prevent 
pretexters from obtaining customer information by pretending to be authorized 
representatives of the company. 

One further change, effective October 2, 2006, U.S. Cellular will no longer provide 
any call detail information over the phone, even if a customer’s identification is fully 
verified. Such information will only be mailed to the existing billing address. 

I should also mention that U.S. Cellular does not currently use CPNI for any purpose 
requiring customer notice or consent under FCC rules. We do not, at present, engage in 
any “out of category” marketing. 

Finally, while U.S. Cellular has not to date filed suit against data brokers that may 
have engaged in unlawful pretexting, we have not ruled out doing so in the event that it 
appears necessary or appropriate to take legal action of that kind to protect the privacy of 
our customers’ personal information. 

On behalf of U.S. Cellular, thank you for the opportunity to appear before you 
today. I would be pleased to respond to your questions. 

Mr. Whitfield. Ms. Boersma, what is out-of-category marketing? 

Ms. Boersma. In category would mean talking to our customers 
about the wireless services that we have available for them, so educating 
them to the services that we have. We specifically talk to our customers 
only. 

Mr. Whitfield. Okay. I’m sure all of you heard the testimony of 
Mr. Byron on the second panel. What is your policy— I mean, if you 
notice some irregular activities, a lot of calls about one particular 
account, and you call Mr. Byron— would most of you call him and ask 
what’s the problem here? Or once you discover there is problem, what is 
your specific procedure in dealing with that customer when it’s clear that 
someone has been involved in pretexting their account? 

Would anyone like to respond? Do you have a specific procedure in 
place to deal with Mr. Byron’s situation? 

Mr. Meiss. 

Mr. Meiss. I have to say in every one of our cases where it has been 
detected, it has been the customer that’s told us. We can do an 
investigation. 
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Mr. Whitfield. What do you all normally do when a customer 
calls you and says we have a problem? 

Mr. Meiss. When we have a problem with pretexting? 

Mr. Whitfield. If they called and said someone has been trying to 
get my records. 

Mr. Meiss. We investigate that and if the record indicates that it 
looks like that’s what was happening, we file suit; we find out who did it, 
if we can find out. In every case to date, where we have been able to 
find out who did it and whose records were taken, we’ve filed a lawsuit. 

Mr. Whitfield. How do you find out who did it? 

Mr. Meiss. The cases where we found out, we’ve been told who did 
it. We got an indication from yesterday’s hearings who got one of our 
records and we filed a lawsuit against them this morning. 

Mr. Whitfield. If I’m a pretexter— and we’ve had some pretexters 
testify and they’re all quite good at what they do. They’re very good; I 
mean very good. When they call in, most of them will talk to a customer 
service representative and they just get the information. Do you have 
any technology in place that would be able to track where the call is 
coming from? 

Mr. Meiss. We’re looking into that now. Technologies are 
different at every company and it depends on how the call comes in, 
whether it goes through a call router or through an IVR. That can make 
it virtually impossible to track the number. 

Mr. Whitfield. I get the sense, I mean I know you’re focused on 
prevention which we commend you for, I get the sense that once it’s 
occurred, there’s not a lot of effort made or not a lot of resources 
available to assist the customer who’s had the problem. Is that a fair 
characterization of the situation? 

Mr. Meiss. I wouldn’t say it’s fair. 

Mr. Holden. Mr. Chairman, when we at Verizon Wireless have 
become aware of instances where there’s possibly unauthorized access, a 
possible pretexting attack, we have been able to track down who the 
pretexters were. 

Mr. Whitfield. You have been able to. 

Mr. Holden. We are often able to capture the caller ID of the 
person making the phone call, and sometimes we can make a connection 
between the caller ID and the person who is making the call because it’s 
publicly available. Sometimes we need to serve subpoenas on another 
phone company to determine who it is. But we have in the past been 
able to track down with law enforcement. 

Mr. Whitfield. When you track them down, what happens next? 

Mr. Holden. Then we gather as much information as we can on 
that particular pretexter. We have in the past sent out notices to our 
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representatives to be aware of particular types of schemes if they see it, 
or be aware of particular caller IDs if they see it; to record the call and to 
bring it all to our attention. We then have a package of information that 
we have. We have the calls we’re getting from a particular caller ID. 
We will have recordings of those phone calls at times, and then 
commence civil suits and work with law enforcement to go after these 
guys. 

Mr. Whitfield. My understanding is your companies perhaps— and 
many companies today do outsourcing to India and elsewhere— and these 
customer representatives calls, customer service calls, go into these 
centers; and it would appear to me it may be more difficult to train 
someone in India to deal with pretexting perhaps. 

Am I accurate in that? Or do you have outsourcing of your customer 
service business, or is it done here in the U.S.? Mr. Meiss, what about 
your company? 

Mr. Meiss. We have both, and they get the exact same training. We 
have no evidence that there’s any difference between the two. 

Mr. Whitfield. Mr. Wunsch. 

Mr. Wunsch. We have third-party vendors, primarily in the United 
States, that we provide training to; and they have contractual obligations 
and system protections on how we protect the information. 

Mr. Whitfield. How many of you outsource this outside the 
country to deal with this issue? 

Mr. Holden. At Verizon Wireless we do not. 

Mr. Whitfield. I’m not saying there is anything bad. I’m just 
curious. 

Ms. Venezia. At T-Mobile USA, we do have some outsourcers 
located in both the United States and in Canada. 

Mr. Whitfield. Right. Now it seems to me the most effective way 
to deal with this, since most of this pretexting is done on the phone 
talking to a customer service representative, is just refuse to send out any 
records or give out any records; just mail it to the address. How many of 
your companies take that position? 

Okay. So on this panel no one will give out verbally anything about 
phone records over the phone except Mr. Holden’s company; is that 
correct? 

Mr. Holden. Yes, we do continue to give out some information on 
phone records over the phone, to answer a customer’s questions on a 
particular phone bill. 

Mr. Wunsch. Mr. Chairman, we will not voluntarily give out 
information about the record, but if the customer raises a dispute on a 
specific item we will discuss that information over the phone with the 
customer. But in terms of a request, as happened to the gentleman on the 
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prior panel requesting all that information, it would be mailed to his 
address of record and would not be disclosed over the phone. 

Mr. Schaffer. That’s consistent with what Alltel does. 

Mr. Whitfield. So there’s no chance any of your customer service 
representatives would sit there for an hour and talk and give phone 
numbers out to some person. 

Ms. Venezia. We have a strict policy against that. 

Mr. Whitfield. So it would never happen then, right? 

Mr. Meiss. I would never say that. 

Mr. Schaffer. It would be a violation of policy. 

Mr. Whitfield. It would be a violation of policy because you’re 
not supposed to do it. You’re supposed to mail it if it gets into that 
situation, correct. Now, if you do not do it on the phone and you only 
mail it to the address of the phone holder of these calls, what are some 
other schemes that pretexters can obtain this information, or is there any 
other scheme? 

Mr. Wunsch. One of the things we’ve become aware of is 
pretexters will pretext the customer at home and pretend to be an 
industry representative and get the person to reveal who their phone 
company is, and then go through a series of questions designed to elicit 
all of the pass codes and other information necessary to then dial into 
that carrier’s system and look exactly like a legitimate customer and get 
the records; and either do that through an online access or even go so far 
as change the billing address if they get all the information necessary. 

Mr. Whitfield. So they are now pretexting the individual. 

Mr. Wunsch. They are pretexting the individual, then using that 
information to then come to us and, from our standpoint, it looks like a 
perfectly legitimate call into our systems. 

Mr. Whitfield. And are they exploiting Internet accounts as well; 
or do we know? 

Mr. Wunsch. Yes, they are. 

Mr. Holden. They certainly have in the past. 

Mr. Whitfield. Just one other question. Quickly. How many of 
you have filed lawsuits against some pretexters as a result of the 
Hewlett-Packard case? And what was the legal theory for the lawsuit? 

Mr. Holden. The Computer Fraud and Abuse Act, because that 
was the principal basis; also common law fraud and trespass and other 
theories. We’ve never had a problem filing our complaints and alleging 
that this activity is illegal, at least on the civil side of things. 

Mr. Whitfield. You said computer fraud? 

Mr. Holden. The Federal Computer Fraud and Abuse Act, because 
our investigation has revealed that in the HP instance, or in the instance 
of the pretexting relating to the HP investigation— 
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Mr. Whitfield. The remedy you were seeking was simply an 
injunction? 

Mr. Holden. And damages. 

Mr. Whitfield. My time has expired. I recognize Ms. DeGette for 
10 minutes. 

Ms. DeGette. Thank you, Mr. Chairman. I just want to clarify for 
the record and also for your edification the status of the law right now. 
Currently under the Federal Trade Commission regulations, folks can file 
a civil suit seeking injunctive relief, which many of you had testified that 
your companies do. H.R. 4943, the missing bill referenced in our “Gone 
with the Wind” chart which apparently, according to the Chairman, has 
now been found and may be voted on today or tomorrow, allows also 
civil damages to be obtained by pretexters. 

H.R. 4709, the Judiciary bill we have been talking about the last few 
days, which passed the House last spring, is a bill that sets up criminal 
penalties as well as the civil penalties. So I just want to ask all of you a 
little bit about this. Do all of you think that it would be helpful to have 
legislation that allowed damages to be obtained, as well as injunctive 
relief, specifically for pretexting? I understand you can seek damages for 
fraud and other causes of action, but specifically for pretexting? 

If we can have a show of hands. Everybody. Do all of you also 
think that it would be helpful to have criminal penalties? Everybody. 
Good. Excellent. 

So ITl just ask you, Mr. Meiss, because you’re at the end, so you 
would think that this would add a tool to the arsenal that the companies 
have. Why would that be? 

Mr. Meiss. Two things. One is that when we sue somebody in a 
civil matter, the only people we can stop them pretexting against is us. 
That means that Verizon has got to sue. Sprint has got to sue, T-Mobile 
has got to sue. You have before you the six largest companies, but there 
are hundreds of small rural carriers and they’ve got to do the same thing. 
We have such efficiencies that they don’t, and it uses up a lot of 
resources. 

The other thing is I don’t trust these people at all. We sue them in 
civil court, we win, they’re going to do a shell game, set up new 
corporations, move over there and continue it. They need to be in jail. 

Ms. DeGette. So if they have the criminal penalties as well, you 
can go after the individual who is doing the pretexting as well as any 
corporate entity. 

Mr. Meiss. Right. 

Ms. DeGette. Now Mr. Meiss testified that the problems that 
they’ve seen with pretexting at his company have been identified by the 
consumers. And in the previous panel what we had heard from Mr. 
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Byron is that the company identified the problem for him. So I’m 
wondering if we can briefly have each of you talk about, has your 
company been able to identify pretexting or attempted pretexting? 

Mr. Wunsch. 

Mr. Wunsch. I don’t have personal knowledge if our customer care 
reps have identified it. I know they are trained to, and if they do detect it 
or if a customer reports it, then we investigate it through our Office of 
Privacy and through our internal security people. 

Ms. DeGette. You’re not aware of any kind of standards that you 
have in place for your customer service representatives to identify certain 
patterns that would help them. 

Mr. Wunsch. I know they look for those things. I don’t know what 
they are, personally. 

Ms. DeGette. Mr. Schaffer. 

Mr. Schaffer. We collect information from our customer service 
reps who think that there may be an issue, and my team in security 
investigates those matters and tries to figure out if in fact there was 
pretexting occurring. Obviously, when it’s successful pretexting, it 
means that the customer service rep was defrauded and usually those 
don’t come to our attention. But sometimes the customers do report 
them, and we learn about most of the cases that we know because the 
customer has reported an issue. 

Mr. Holden. We have absolutely identified on our own, pretexters 
who are attacking us. A good example is Global Information Group, 
who I know was before this committee back in June, where you tried to 
have a closed committee back in June. We noticed a certain pattern of 
suspicious calls that were coming in from a particular number in Tampa, 
Florida. We sent out a notice to our customer reps to be aware, bring it 
to our attention. We got recordings of the calls, we looked into the 
volume, we traced who it was, and we sued them. 

Ms. DeGette. Did you then also notify your customers about the 
attempted pretexting? 

Mr. Holden. Well, once we learned— eventually we did, because 
once we obtained discovery from Global Information Group, we sent out 
notices to our customers as to those customers whose confidential 
information was in the hands of Global Information Group. 

Ms. DeGette. Ms. Venezia. 

Ms. Venezia. We’ve had both instances where customers have 
come to us and told us that they believe that their information may have 
been pretexted, and in those instances we commenced an internal 
investigation. We have an internal investigations group that falls under 
the law department, and they work closely with the principal privacy 
officer to understand how it may have occurred. And if that leads us to 
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sufficient information, then we will issue a cease and desist letter and 
initiate litigation against the data broker in that case. 

We also have had instances wherein our customer service 
representatives have identified suspicious activity in accounts, and they 
use the same path. They will send information up into the investigations 
group, and the investigations group will look at the account activity to 
see if that is suspicious. 

The way that our customer representatives are able to do that is 
through our training program. We have given them scripts that we have 
obtained through the litigation against data brokers so that they would be 
able to see the tactics that are used by these fraudsters, so that they would 
be able to identify, if they did see it, when they receive a call. 

Ms. DeGette. Do you have any idea of how many instances where 
that has happened? 

Ms. Venezia. I really don’t have numbers with me but I know of a 
couple instances personally. 

Ms. DeGette. Ms. Boersma. 

Ms. Boersma. We have not detected any on our own at U.S. 
Cellular, any pretexting. But we have had a few complaints that have 
come in from customers and they have been— it’s a small number of 
accounts and generally it has been someone else who is also on the 
account but potentially not authorized for that level of information to be 
provided. 

Ms. DeGette. I guess what concerns me is the case of Mr. Byron 
who testified, who would have had no idea that he was being pretexted. 
He might have maybe found out by accident down the road, but at the 
time he would have had no idea that his records were being sought and 
given to somebody if the company hadn’t caught that. 

It would seem to me, and perhaps— we have such a short period to 
question, but it would seem to me that would be an area that customer 
service telephone companies could really beef up their techniques 
because we have the scripts being given to the customer service 
representatives by Ms. Venezia’s company. That’s good. But it would 
also seem to me you could put some precautions in place; for example, if 
you saw a number of inquiries coming in from a certain phone number— I 
think it was Mr. Holden or Mr. Schaffer who talked about that. 

I’m wondering if any of you could give an opinion to me as to 
whether you think that techniques could be developed that are better for 
identifying pretexting from a company perspective instead of waiting for 
the consumers to come up with it. 

Mr. Meiss. We’re working on them. It’s like fraud detection; you 
analyze pattern. 

Ms. DeGette. Mr. Schaffer, you’re nodding. 
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Mr. Schaffer. Same here. We have done some searches through 
our system to see if we can identify patterns within the traffic. Most of 
those searches haven’t yielded the kind of information that would 
suggest that there was a problem, but there are some ways that you can 
search through the data that you have in an attempt to identify patterns: 
lots of calls coming from the same number or lots of Internet traffic 
coming from the same IP address. 

Ms. DeGette. Thank you. Now, I think it was Mr. Holden’s 
company that still continues to give out information on the telephone; is 
that correct? 

Mr. Hoeden. That is correct. 

Ms. DeGette. What’s the rationale behind continuing that policy, 
given that most of the pretexters are getting their information in this 
manner? 

Mr. Hoeden. And we are continuing to look at whether we should 
be doing that, but here’s where we are right now. We will give out 
information over the phone on a particular bill, because a customer often 
has questions about their bill. Our customers, a lot of our customers 
don’t receive detailed billing anymore, and they may have questions 
about why their bill is $55 instead of $50. We feel we need to be able to 
answer those questions. 

That said, we have sent out numerous, numerous warnings and 
messages to our reps, and really trained our reps to watch out for the kind 
of behavior that pretexters engage in; which is, can you tell me the last 
hundred numbers that were called on this number? That’s a different 
story. 

Ms. DeGette. Right. So at least for Verizon, you wouldn’t assume 
that the kind of call that we heard about from Mr. Byron would be 
information that would come out. 

Mr. Hoeden. Today it should not. 

Ms. DeGette. Thank you. 

Mr. Waeden. [Presiding.] I have got some questions I want to ask 
each of you and they shouldn’t take too long. 

One is following up. Mr. Holden, you talked about how customers 
may have a no-detail bill, basically. Is that an option all of you provide 
to your customers, no detail on the bill? Does anybody not? That’s 
probably easier. 

All right. So I could call my provider and say I would like no detail 
on my bill and you’d do that. Would that be flagged then, so— 

Mr. Wunsch. One clarification. We offer plans that have no detail. 
I’m not sure on every one of our billing plans you could ask for the 
no-detail option. I would have to check on that. 
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Mr. Walden. All right. That would be helpful. In your customer 
service organizations, have any of you ever discovered an insider who is 
working for one of these pretexters, or somebody sort of bought off by 
one of these pretexters? Anybody? 

Ms. Venezia. Not that I’m aware of 
Ms. Boersma. No. 

Mr. Schaffer. We had one instance of an individual that we have 
now terminated and sued, who sent some very small number of customer 
records to a fax number that we did not know where that fax number 
was. We have not yet gotten even an answer in that complaint. 

Mr. Walden. It’s an issue you’re pursuing. You said earlier— does 
anybody on the committee— or. I’m sorry— anybody on the panel, none of 
you fax out billing data; correct? 

Ms. Boersma. Correct. 

Mr. Walden. You mail it out. Now, I’m a wireless subscriber, I 
have got one on each hip. What if I call in and say gosh, I just moved, I 
meant to tell you that, I need you to change the address. And I’m 
actually pretexting. What happens? How do you know it’s me? 

Ms. Boersma. I can tell you what we do at US Cellular. What we 
are doing now is in going through the verification process upfront, one of 
the things we ask for is the zip code. They provide the zip code to us and 
after that we say: And can you tell us, have you moved in the last 
30 days? Once they say no— and we move on with the call. And then if 
someone were to say to us, “And can you send me the call detail?” we 
say, we’ll provide you with that but it’s going to go to the account holder 
on record. 

Mr. Walden. What if I said yes, I have moved in the last 30 days? 

Ms. Boersma. If you said you had, we would change the address. 
Yes, we would, and also send a letter out that would indicate the address 
has been changed as a confirmation. 

Mr. Walden. Right. If I’m pretexting Greg Walden and I say hi. 
I’m Greg Walden and I just moved, I need you to send my bill, must 
have gotten lost at the old address, forgot to put a forwarding statement 
in the mail, and gee, I just moved from Hood River, Oregon, I’m using a 
P.O. Box now, could you send me last month’s bill, I don’t want to lose 
my service. 

Ms. Boersma. What we have trained our associates to do is think 
that through. We would say on the phone to them, “We would be happy 
to send that to you.” We would then confirm with the account owner we 
could get on the phone. 

Mr. Walden. But I am the account owner. 

Ms. Boersma. We could confirm with you that you had moved in 
the last 30 days. 
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Mr. Walden. If I’m a really good pretexter, which I want to put on 
the record I’m not and don’t intend to be, can I convince you my cell 
phone is dead, I don’t want my cell phone to get cut off, here’s my new 
address, call back the number, it’s 202 whatever? 

Ms. Boersma. Certainly I can’t say that that would never happen, 
but we have educated our associates so that they feel comfortable 
questioning and knowing that they should not be sending out any call 
detail records without confirming the address information. 

Mr. Waeden. So when I sign up for an account, do I give you some 
sort of password or PIN number that would help? 

Ms. Boersma. What we use is the last four digits of the Social 
Security number and we also suggest that a customer also have a 
password associated with them. And they can have multiple passwords 
on the same account so people have different authority levels. Different 
passwords can be associated. 

Mr. Waeden. How about the rest of you? I don’t have a ton of 
time. Tell me how that scenario would play out in your companies. 

Ms. Venezia. For the bill? 

Mr. Waeden. I’m pretexting; the whole process. 

Ms. Venezia. A customer would call in, it would need to be fully 
authenticated, so they would need to provide us with two pieces of 
information about themselves; for example, their name and their mobile 
number. And they would also have to provide either the password on the 
account, which is optional, or their default password. 

Mr. Waeden. Odds are I might have already gotten the cell phone 
number and I know the name on the account. 

Ms. Venezia. You need those two pieces of information to look up 
the account in the first instance, so that’s why— 

Mr. Waeden. Seems like it would be a hole in the process. I don’t 
want to give pretexters any ideas. 

Mr. Schaffer. Very similar response. But we would not send any 
information to the new address, even if the customer was verified based 
on that call. The customer would have to call back at a subsequent time. 
We would only send it to an address on the account when the call comes 
in. 

Mr. Waeden. But if I’m a pretexter, that’s not a problem. I called 
Verizon, what, 5,000 times? 

Mr. Schaffer. A little extra deterrence never hurts. Passwords are 
available too. 

Mr. Waeden. But it’s optional. 

Mr. Wunsch. On address changes there’s an authentication 
procedure. You have to give us the appropriate authentication answers, 
and then the address would get changed. 
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Mr. Walden. Mr. Meiss. 

Mr. Meiss. The same. There is an authentication procedure which 
would include a password, but on the mandatory password— we’ve had 
lots of discussions about this because we’ve been looking at this problem 
for a long time. I often hear people say, I have a boring life, I don’t care 
if somebody looks at my call records. It’s not like the conversation that 
happened yesterday here. But it’s the fact that they don’t want another 
password. They’re going to stick it on the yellow sticky thing on the 
computer with the other 28 of them. 

Mr. Waeden. Let me ask you each one other question before my 
time runs out. You have heard yesterday and today a lot of discussion on 
this committee about the legislation that is so beautifully portrayed on 
the poster. I want to ask you if your companies support or have any 
objection to any portions of H.R. 4943. 

Can we just go down? 

Mr. Meiss. We support a law that would criminalize it, and I’m not 
familiar with the laws because I’m not in legislative. 

Mr. Wunsch. We support the criminalization of the pretexting, but 
as far as the specifics of any bill, my government affairs group can 
handle that. 

Mr. Schaffer. We support the criminalization of pretexting and, 
again, the particulars of the rest of the bill. 

Mr. Hoeden. We support the criminalization of pretexting. 

Ms. Venezia. I can save you some time. Chairman Whitfield. 

Mr. Waeden. It’s actually Walden. I’m pretexting. 

Ms. Boersma. Same thing; we support it, the criminalization, and 
the sale of records as well. 

Mr. Waeden. So do you all have your government reps here today 
behind you? I wonder if they— well, all right. It will be on the floor 
anyway, hopefully soon. 

I don’t think I have any other questions at this time. So I would 
yield now to my friend and colleague from the what used to be Oregon, 
Mr. Inslee. 

Mr. Inseee. It has improved substantially. 

I wonder if each of you would provide us your company’s position 
on H.R. 4943. And the reason I say that is this has been a mystery for 
some period of time. I have been working on this since January. I 
introduced a bill at the end of January. We passed it here in March. It 
has been in this abyss, this black hole, since then. And we are trying to 
figure out who has their foot on it. And I think it would be helpful if 
your companies could provide us in writing your position on that bill so 
that when we pass it and it goes over to the Senate, we can see who 
doesn’t have their foot on it. And I think it would be helpful. 



1267 


Would any of you be unwilling to provide us your company’s 
position on H.R. 4943? I will just ask it that way. So everyone has 
volunteered, and I would ask in the next week or so if you could provide 
us with, Chairman, and your company’s position on that bill. That is 
something we do want to get done. 

Let me ask you, does anyone have any concerns or comments about 
that? I want to be fair to everybody. 

Okay, Mr. Meiss and Mr. Holden, you have indicated you have 
brought lawsuits in the recent past. Could you tell us how your 
resistance were penetrated in those cases, if you know? 

Mr. Meiss. There was social engineering. There was no hacking. 
So it was social engineering and it looked like it involved social 
engineering— it is probably changing over time. Originally it was social 
engineering to get call details. Since we don’t do that anymore, now 
what they try to do is use social engineering to change passwords or 
remove passwords. So that is, I think, the new tack. 

Mr. Inslee. So you think that what they accomplished in the case 
that gave rise to the lawsuit you would stop now with your new 
procedures? Is that what you think? 

Mr. Meiss. Right. Right. It should be stopped with those 
procedures. I mention in my comments they are constantly going to be 
evolving and changing. One silver lining to this whole thing is that as 
we are looking at new security measures to put in place, we bat back and 
forth, what are the pretexters going to do? What are they are going to tell 
us? What is their ruse? How are they going to get around it? This is 
something, awareness we didn’t have a year ago we have now. So I 
think that is good. 

Mr. Inseee. Mr. Holden, can you give us any thoughts? 

Mr. Hoeden. Sure. I can think of two separate sets of examples, 
both of them somewhat historical, because even the pretexting suit we 
filed yesterday in connection with the HP investigation is still somewhat 
historical. It is looking at activity in 2005 and in early 2006. 

In the HP investigation, it looks to, our investigations revealed that 
the pretexters made some calls to customer service, and then ultimately 
obtained unauthorized access on-line. And that, for us, is the first time 
we have seen people obtain unauthorized access on-line. 

Mr. Inseee. So the key that got it is some identifiable information 
to go on-line then through a different on-line system? 

Mr. Hoeden. That is right. My sense is that they were missing 
some key component, maybe the mobile number or something and they 
were trying to make pretexting phone calls to obtain that additional 
information, and then you know, obtain access on-line. 
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Mr. Inslee. I may put you all in a little bit of a spot here, but give 
you a chance to brag too. Which of you thinks they have the best anti 
pretexting system? And tell me why you think it is the best? You have 
heard your competitors tell us. Who thinks they have the best system 
and what advantage their system has over others? 

It is not a time to be humble. We are looking for good ideas here. 
No takers? 

Mr. Hoeden. I will start with at least one aspect. I think we, all the 
carriers have their way of doing it. And we do learn from each other. I 
actually think a panel like this is very helpful too, you sort of see what 
everybody is doing. I think we have made some nice improvements to 
our on-line access system that have made it much, much, much more 
difficult for pretexters to get through. 

As an example, we, if you are registering for that system, after you 
put in the verification information, we then send a temporary password 
text message to the hand set and then that needs to be put into the Web 
site. I think that makes it very difficult for somebody that doesn’t have 
access to the handset to actually obtain on-line access. 

Mr. Inseee. Got you. I just want to make a closing comment. We 
are putting obligations on you to protect our constituents’ privacy. And 
it is a little bit like requiring a thicker steel on the doors of the banks 
against criminals who want to do bank robbery. But I think it is entirely 
appropriate. And I look forward to your companies’ helping us to get 
this bill through to have a more uniform system so that we can have the 
highest level of anti pretexting technologies in use. 

I think that is a fair obligation on the industry. It does involve costs. 
It does involve management challenges. But it is a fair one given the fact 
of how important privacy is to get into the interconnected world. So 
good luck. Thank you. 

Mr. Whitfieed. Gentleman from Michigan is recognized. 

Mr. Stupak. Thank you, Mr. Chairman. We were told that one of 
the ruses used by the HP’s investigators involved pretending not to be a 
customer but to be sales representatives from the company. And the 
person posing as a sales representative then called company headquarters 
to ask that the customer’s password be deleted. What safeguards have 
you instilled to prevent this technique from working again in the future? 
Mr. Holden, do you want to start? 

Mr. Hoeden. We had seen that as a pattern as well, in other words, 
a pretexter pretending to be a fellow employee and so we have really 
emphasized in our training of our customer service reps and other 
customer facing employees that they need to fully authenticate that 
customer and not to rely on the authentication of a fellow employee, 
because often they call up with somebody— they have all the information 
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they need on the fellow employee, if you looked them up on an org chart 
or something, the person would like genuine. 

Mr. Stupak. Anyone else want to comment on that? Mr. Schaffer? 

Mr. Schaffer. We actually have authentication requirements, not 
just for customers, but also for employees and for agents. So when there 
are calls intra-company that involve getting access to call detail records, 
there needs to be authentication of the employee as well. 

I have not, however, heard of this attempt to try to get a password 
changed rather than trying to get at the records themselves. So we will 
now go deal with that situation. 

Ms. Venezia. For T-Mobile if a customer says they have forgotten 
their password or lost their password, they need to go into a T-Mobile 
store and show photo ID before that password can be changed. 

Mr. Stupak. They would have to physically go into the store? 

Ms. Venezia. Yes. 

Ms. Boersma. At U.S. Cellular as well, they have to show proof of 
photo ID to make that change. 

Mr. Stupak. Okay. Let me ask you this one. I have heard, the 
little bit I have been able to be here the last 2 days, that it is a violation of 
your company policy, and that people can be terminated for violating 
your company policy if they give out information unauthorized, correct? 
Ms. Boersma. Yes. 

Ms. Venezia. Correct. 

Mr. Stupak. Can you tell me what remedy does the customer have 
who was pretexted? What remedy would I have? What remedy would 
an American citizen have if you knew one of your employees gave out 
information wrongly? You provide the customer with a remedy then? I 
didn’t expect complete silence. 

Do you offer the customer anything? This is basically identity theft. 
I have heard you file lawsuits. You seek injunction. You seek civil 
damages. What do you do for the customer? What do you do for the 
American people? 

Ms. Venezia. We have provided our customers with information 
about how best to protect their account. We have provided them with 
information about identity theft in the event that were to occur, we have 
given them phone numbers for the credit bureaus, major credit bureaus to 
assist them, should they want to take a look at their credit reporting, 
again, all in the interests of protecting their information. 

We also have a lot of discretion in terms of our customer service 
representatives, that they are able to assist a customer in any way with 
respect to giving a customer some credits or making other adjustments to 
the account. We also can put a password on that account if the customer 
would like to have that done. 
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Mr. Stupak. But that is all after. Back home when we talk about- 
when I say pretexting, they don’t get it. When I talk about identity theft, 
they get it. And they tell us— at least they have told me, at least in 
Drummond Island, that it costs thousands and thousands of dollars to get 
your identity back. 

So if you are complicit— not voluntarily— so if your information leads 
to that identity theft, I would think there would be some kind of remedy 
available there for the customer then who has to go through all this, not 
only time consuming hassle and changing everything they have, but also 
the cost involved, and it is quite expensive with lawyers and everything 
else involved. 

Ms. Venezia. Really the issues that we have seen have to do with 
call detail records. We provide that information to the customer as an 
abundance of caution, because we want to be a full service provider to 
that customer. Using the call detail information really isn’t an indicator 
as far as we have seen for identity theft. We just have not seen that 
happen. What we have seen is call detail. 

Mr. Stupak. I was trying to use a logical one, but what remedy 
does the family have where they have got the cell phone number of the 
young lady, and the stalker stalked her down by using the phone number 
and killed her? What remedy do they have? I mean, it is much more 
than just some phone numbers once in a while. 

I am not trying to put you on the spot. When we are back home in 
our districts, this is what people are asking us about. I think The 
Washington Post had the article about the boyfriend girlfriend, and he 
stalked her and had their phone numbers, cell phone numbers and killed 
her. What remedy do they have? Not that— I hope that doesn’t happen, 
but we know it happens in the real world, and I guess when I was on 
Drummond Island, a couple of people who had their identities stolen, it 
started with phone numbers. That is how it started. And then it just 
keeps going. 

So that is what I was wondering. 

How about the FCC’s proposed rule-making on implementing 
industrywide security standards. Do you all support them and which do 
you oppose? 

They are the next panel, right? 

Mr. Meiss. We are on the same side of this fight, obviously with the 
FCC against the data brokers. And we would support certainly sort of 
the safe harbor approach in the Gramm-Leach-Bliley Act that has a good 
overview and good structure for it, and it seems to work there and we 
think that would be good. I think I mentioned earlier that we don’t 
support mandatory passwords for those customers who just don’t want it 
and just don’t care. That should be their choice. 
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One thing ironically is that the stronger you make the security, the 
more likely it is that people are going to get locked out and there is going 
to be a lot more people claiming they are locked out, which could play 
into the data brokers’, the pretexters’ plans. 

The encryption of on-line stuff to us doesn’t make sense because that 
just doesn’t go to the problem that has been happening. It would slow 
things down. It would slow customer service. We encrypt in 
transmission, but they have to access the records to help the customer. 

Mr. Stupak. Mr. Wunsch. 

Mr. Wunsch. That is something I am going to have to refer to our 
government affairs people to get back to you on. 

Mr. Stupak. Mr. Schaffer. 

Mr. Schaffer. Very similar answer with respect to mandatory 
passwords. We think that the pretexters will quickly go to the password 
reset functionality. And so as a practical matter, we do make them 
available to our customers, but having them be mandatory, we think 
probably doesn’t solve the problem, but does slow down the vast 
majority who are legitimate requests to get access to information. 

Similarly, encryption and audit trails are of concern because of the 
way our systems work. That encryption is very difficult to do in all of 
the systems for CPNI as are audit trails. But we are using encryption in 
places that it makes sense, and it really provides additional protection 
like Enterprisewide for laptops. Enterprisewide for backup tapes. 

So we are trying to deploy those technologies where they are 
effective means of providing protection. But mandatory deployment in a 
wholesale way we are concerned about. 

Mr. Stupak. Mr. Holden? 

Mr. Holden. Our specific responses to the FCC’s proposals are 
beyond my expertise, really my expertise is kind of what we have done 
in response to the data brokers, how we have gone after the data brokers 
and what we have done in response. So I would have to also defer, and 
be happy to, my FCC group, and be happy to get back to you. 

I do know that our position is that some of the proposals don’t really 
address the pretexting issue as we see it. An example is document 
retention. They have requirements about how long you can retain 
documents. I just have not seen that in my experience with pretexters 
and data brokers. They always want the last bill or the bill before that. 
You know, the bill that is a couple of years old I think is of no use to 
them. So that is an example of one where I don’t really see a connection 
to the pretexting issue. 

Mr. Stupak. Ms. Venezia. 

Ms. Venezia. I generally would defer as well to the folks closer to 
this on our term in terms of the legislative group, but a few general 
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comments. One would be maintaining a certain level of flexibility in 
how we change our policies and practices in systems I think is going to 
be important because this is an evolving process. It is a learning process. 
And we are going to continue to get better and better and better. And 
unfortunately, so are the data brokers. 

So, we really need to find ways where we can stay nimble and 
flexible and not have a situation where rules are static and then those 
rules are learned and the data brokers just go around us. So that is just 
by means of a general principle. 

I agree with the other comments about encryption and document 
retention. I think document retention really is an essential issue when it 
has to do with pretexting and some of us have requirements, government 
requirements, to maintain documents for a certain amount of time so we 
certainly wouldn’t want to be in violation of a rule or have conflicting 
rules in some areas. 

Mr. Stupak. Ms. Boersma. 

Ms. Boersma. I would have to defer as well, I can say but, we do 
believe strongly in customer-set passwords. We are doing a lot of work 
around encryption right now as well, investigating things there. But in 
general, it is the same comments that everybody else has spoken to 
already. 

Mr. Stupak. Thank you. 

Mr. Whitfield. Yes, sir, Mr. Stupak. I would like to ask one final 
question. We have had a number of hearings on this subject and these 
so-called data brokers, pretexters, whatever we want to call them, 
frequently, make the case and advertise that they are able to locate 
physically where a cell phone is. I guess they refer to it as cell phone 
pinging or cell phone locating. 

And I would ask you all, is that technically possible to do? 

Mr. Meiss. No, at least with respect to our phones, we filed a 
lawsuit against one of those companies and we can’t even locate the 
slime balls. But we will and we will get them. 

Those people claim, well, I just get that information from a third 
party. So now we are trying to track down that third party. They give us 
information about their Web site where they have a diagram of a GPS 
satellite talking to your phone. 

We don’t use that technology. It is absolutely false. And I said we 
have got to sue these people because they are putting an alarm out there, 
getting people upset about something that is not real. That bothers me. 

Mr. Whitfield. Okay. I am glad we got you excited. 

Well, if there are no further questions, I would remind you all, I 
think you all agree that you would get back to the committee, and 
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Mr. Inslee’s request on your position on H.R. 4943, so if you would do 
that, we would appreciate that. 

Thank you very much for your testimony. We look forward to 
working with you as we continue to move forward. 

And at this time, I would like to call the fourth and last panel of 
witnesses. And that is Mr. Joel Winston, Associate Director, Division of 
Privacy and Identity Protection, Bureau of Consumer Protection, Federal 
Trade Commission, and Ms. Kris Monteith, Chief, Enforcement Bureau 
at the Federal Communications Commission. 

TESTIMONY OF JOEL WINSTON, ASSOCIATE DIRECTOR, 

DIVISION OF PRIVACY AND IDENTITY PROTECTION, 

BUREAU OF CONSUMER PROTECTION, FEDERAL 

TRADE COMMISSION; AND KRIS MONTEITH, CHIEF, 

ENFORCEMENT BUREAU, FEDERAL 

COMMUNICATIONS COMMISSION 

Mr. Whitfield. Thank you all for being with us today. 

As you know, this is the Oversight and Investigations Subcommittee. 
We take testimony under oath. And I am assuming Mr. Winston, that 
you and Ms. Monteith do not have any difficulty with that. So if you 
would please stand and raise your right hand. 

[Witnesses sworn.] 

Mr. Whitfield. I am assuming you do not have legal counsel 
today, so Ms. Monteith, if you would, you are recognized 5 minutes for 
your opening statement. 

Ms. Monteith. Thank you very much. Chairman Whitfield and 
members of the subcommittee. I appreciate the opportunity to speak 
with you today about the ongoing investigation of the Federal 
Communications Commission into the issue of the unauthorized 
disclosure of consumers’ call records. 

As FCC Chairman Martin testified before the full Committee on 
Energy and Commerce in February, the Commission is deeply concerned 
about this issue and is taking a number of steps to address it. 

First, we are investigating data brokers to determine how they are 
gaining access to confidential call records. 

Second, we are investigating telecommunications carriers to ensure 
that they are fully meeting their obligations under the law. 

And third, we have initiated a rule-making proceeding to determine 
what additional rules the Commission should adopt to further protect 


consumers. 
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Since we initiated our investigation in the summer of 2005, we have 
issued subpoenas to over 30 data brokers seeking details regarding their 
methods of obtaining phone record information. 

We issued citations to those data brokers who failed to fully respond 
to our subpoenas, a notice of apparent liability against one of these 
companies for its continued failure to respond adequately, and referred 
the matter to the Department of Justice for enforcement. 

Although the data brokers almost universally denied any 
wrongdoing, our investigations revealed that data brokers routinely 
engage in pretexting, often by impersonating the account holder or a 
telephone company employee. 

Data brokers are also obtaining access to consumers’ accounts 
on-line by overcoming carriers’ data security protocols. And we have 
seen some limited instances of carrier employee misconduct. 

We also have focused our attention on the practices of 
telecommunications carriers to determine whether they have 
implemented safeguards that are adequate to secure the privacy of 
consumers’ confidential data. The Commission’s Enforcement Bureau 
has had numerous meetings with the major wire lines and wireless 
providers to discuss efforts they have undertaken to protect customer call 
data. 

The Commission has also issued formal letters of inquiry to these 
carriers. These letters require the carriers to document their customer 
data security procedures, detail employee access to call records, identify 
security problems and breaches, and address any changes they have 
made in response to the data broker issue. 

We have also issued supplemental letters of inquiry to the largest 
carriers and our in-depth analysis is ongoing. 

Most recently, we issued letters of inquiry to a number of carriers 
asking for information related to whether any CPNI was disclosed 
without authorization in connection with Hewlett-Packard’s activities. 

In January, we issued a public notice requiring all 
telecommunications carriers to submit their most recent annual certificate 
attesting to compliance with the Commission’s CPNI rules. 

As a result of our investigations into carrier compliance with the 
annual certification requirement, we issued three notices of apparent 
liability for failure to comply with these important rules. 

We have reached consent decrees on CPNI issues with two of these 
carriers totaling $650,000. 

During the course of our investigations, we have learned that several 
carriers have taken further steps to protect the privacy of customer 
account information. These steps include using better security and 
authentication measures with respect to on-line accounts, notifying 
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customers of password or account changes, and greater monitoring of 
employee activities to detect breaches of corporate policies. 

Lastly, the Commission initiated a proceeding to determine what 
additional rules it should adopt to further protect consumers’ telephone 
records from unauthorized disclosure. The notice of proposed rule 
making, which grants a petition filed by the Electronic Privacy 
Information Center, seeks comment on five proposals to address the 
unlawful and fraudulent release of CPNI. 

These include customer-set passwords, audit trails, encryption, 
limiting data retention, and notice procedures to the customer on release 
of CPNI data. The record in this proceeding closed in June. Chairman 
Martin intends to bring an order before the full commission for its 
consideration this fall. 

In conclusion, the disclosure of consumers’ private calling records 
represents a significant invasion of personal privacy. The Commission is 
acting to eliminate this troubling practice and give American consumers 
the privacy protections they expect. 

We look forward to working collaboratively with the members of 
this subcommittee, other Members of Congress, our colleagues at the 
Federal Trade Commission and other law enforcement authorities to 
ensure that consumers’ personal phone records remain confidential. 
Thank you for the opportunity to testify, and I would be pleased to 
respond to your questions. 

Mr. Whitfield. Thank you, Ms. Monteith. 

[The prepared statement of Kris Anne Monteith follows:] 
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Prepared Statement of Kris Anne Monteith, Chief, Enforcement Bureau, 
Federal Communications Commission 

Introduction 

Good afternoon, Chairman Whitfield, Ranking Member Stupak, and members of the 
Subcommittee. I appreciate the opportunity to speak with you today about the ongoing 
investigations of the Federal Communications Commission into the issue of third parties* access 
to and sale of consumers* telephone call records. These third parties, also known as data 
brokers, use a variety of deceptive methods to obtain call detail and other personal information 
belonging to American consumers. Investigating how third parties obtain call records can 
provide critical information about the privacy practices employed by telecommunications 
carriers, over whom we have jurisdiction. 

As FCC Chairman Kevin Martin stated in his testimony before the full Committee on 
Energy and Commerce in February 2006, the Commission is deeply concerned about the 
disclosure and sale of consumers* personal telephone records. The Commission has, and will 
continue to, take strong enforcement action to address any violations by telecommunications 
carriers of their obligations to protect customer proprietary network information (“CPNl’*), as set 
forth in section 222 of the Communications Act of 1934, as amended, (the Act) and the 
Commission*s rules. 

Background 

Numerous websites advertise the sale of personal telephone records for a price. 
Specifically, data brokers advertise the availability of mobile phone records, which include calls 
to and from a particular mobile phone number, the duration of such calls, and may even include 
the physical location of the mobile phone. In addition to selling mobile phone call records, many 
data brokers also advertise the sale of landline and voice over Internet protocol call records, as 
well as non-published phone numbers. In many cases, data brokers claim to be able to provide 
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this information within fairly quick time frames, ranging from a few hours to a few days. The 
data brokers provide no explanation on their websites of how they are able to obtain such 
personal consumer data. Discerning how they are able to do so is the focus of our inquiry, given 
the statutory obligations of telecommunications carriers to protect this data. 

The mandate requiring telecommunications carriers to implement adequate safeguards to 
protect consumers' call records is found in section 222 of the Act. Congress enacted section 222 
to protect consumers' privacy. Specifically, section 222 of the Act provides that 
telecommunications carriers must protect the confidentiality of customer proprietary network 
information. CPNl includes, among other things, customers' calling activities and histoiy, and 
billing records. The Act limits carriers' abilities to use customer phone records even for their 
own marketing purposes without appropriate consumer approval and safeguards. Furthermore, 
the Act prohibits carriers from using, disclosing, or permitting access to this information without 
approval of the customer, or as otherwise required by law, if the use or disclosure ts not in 
connection with the provided service. 

The Commission's rules also provide that a telecommunications carrier ^'must have an 
officer, as an agent of the carrier, sign a compliance certificate on an annual basis stating that the 
officer has personal knowledge that the company has established operating procedures that are 
adequate to ensure compliance" with the Commission's CPNI rules. 

Commission Investigation 

The Commission is currently taking a number of steps to investigate the unauthorized 
access to and sale of consumers’ private phone records and to ensure that telecommunications 
carriers are fully meeting their obligations under the law to protect those records. First, we are 
investigating data brokers to determine how they are obtaining consumers’ personal call records. 
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Second, we are investigating telecommunications carriers to determine whether they have 
implemented safeguards that are appropriate to secure the privacy of the personal and 
confidential data entrusted to them by American consumers. Thirds the Commission has initiated 
a proceeding to determine what additional rules the Commission should adopt to further protect 
consumers" sensitive telephone record data fh>m unauthorized disclosure. 

The Commission began its investigation of the data broker problem in late Summer 2005* 
and, in November 2005* the Commission issued subpoenas to several of the most prominent data 
brokers. These subpoenas sought details regarding how the companies obtained phone record 
information and about the companies" sale of consumer call records. The companies failed to 
adequately respond to our requests. As a consequence* we issued letters of citation to these 
entities for failing to fully respond to a Commission order. In July 2006* we issued a Notice of 
Apparent Liability for Forfeiture against one of these comj^nies* Locate Cell* for its continued 
failure to respond adequately to our subpoena. We also referred the inadequate response to the 
Department of Justice for enforcement of the subpoena. 

In January 2006* we served another approximately 30 data brokers with subpoenas. We 
have reviewed and analyzed the responses received* and issued citations against companies that 
failed to respond fully to our subpoenas. In addition, in support of these investigations* we have 
made undercover purchases of phone records from various data brokers. This information has 
assisted us in targeting additional requests for infonnation and in determining the exact method 
by which consumer phone record data is being disclosed. 

In response to our subpoenas* the data brokers almost universally denied any knowledge 
of wrong doing* and claimed to be “middlemen"" who just transmit requests for information to 
third parties. Although no company admitted to engaging in ‘‘pretexting*” our investigations 
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reveal that data brokers routinely engage in this practice - often by impersonating the account 
holder or another company employee. Data brokers are also obtaining access to consumers’ 
accounts online by overcoming carriers' data security protocols. And, we have seen some 
limited instances of employee misconduct - that is, employees of telecommunications carriers 
who illegally share this information with data brokers in exchange for a fee. Although pretexting 
is still taking place, we are pleased that in response to scrutiny from this Committee, the 
Commission, the Federal Trade Commission and other law enforcement authorities, as well as 
lawsuits brought by telephone companies, most of the data brokers that we originally subpoenaed 
no longer ofTer call records for sale. 

In conjunction with our investigation of data brokers, the Commission has also focused 
its attention on the practices of the telecommunications carriers subject to section 222. The 
Commission's Enforcement Bureau staff has had numerous meetings with the major wireless and 
wireline providers to discuss efforts they have undertaken to protect their confidential customer 
data and to prevent data brokers from obtaining and using such information. Staff has probed 
into whom within the companies has access to call record information. Our discussions have 
also focused on the specific procedures employed to protect consumer call records from being 
accessed by anyone other than consumers themselves. 

In January 2006, we issued a Public Notice requiring all telecommunications carriers to 
submit their most recent annual compliance certificate attesting that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules. 
As a result of our investigation into carrier compliance with the annual certification requirement, 
we have issued three Notices of Apparent Liability for Forfeiture to carriers for thetr failure to 
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comply with these important rules. We have reached consent decrees, on this and other CPNI 
related issues, with two of these carriers totaling $650,000. 

The Commission has also issued formal Letters of Inquity (formal requests for 
information from carriers that may trigger penalties if not answered fully) to nearly twenty 
wireline and wireless carriers. These letters require the carriers to document their customer data 
security procedures and practices, identify security and disclosure problems, and address any 
changes they have made in response to the data broker issue. We have also issued supplemental 
Letters of Inquiry to the original nine largest carriers, and our in^epth analysis is ongoing. 

Most recently, we issued Letters of Inquiry to a number of wireless and wireline carriers 
asking for information related to whether any CPNI of their customer was disclosed without 
authorization in connection with Hewlett Packard's activities. 

During the course of our investigations we have learned that several carriers have taken a 
number of steps to further protect the privacy of consumer account information. These steps 
include, among other things: using better security and authentication measures with respect to 
setting up online accounts; notifying customers of password or account changes (i,e., wireless 
earners will send a text message); and greater monitoring of employee activities to detect 
breaches in internal corporate policies. 

Throughout our inv^tigations, we have coordinated with the FTC whose jurisdiction is 
also implicated. Beginning last summer. Commission staff and FTC staff have been in regular 
contact regarding the sale of phone records by data brokers. Commission staff will conitnue to 
coordinate closely with the FTC staff and share with them any evidence of fraudulent behavior 
that we detect in the course of our investigation. TTie FCC has also responded to several 
inquiries and provided guidance to individual state Attorneys General, and the National 
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Association of Attorneys General (NAAG), as a number of states, incJuding Ftorida, Illinois, and 
Missouri, take iegal action against data brokers. 

Commission’s Efforts to Strengthen Existing CPNI Rules 

In February 2006, the Commission adopted a Notice of Proposed Rulemaking granting a 
petition filed by the Electronic Privacy Information Center (EPIC) and inviting comment on 
whether additional Commission rules are necessary to strengthen the safeguards for customer 
records. Specifically, the Notice of Proposed Rulemaking seeks comment on EPlC's five 
proposals to address the unlawful and fraudulent release of CPNI: (1) consumer-set passwords; 
(2) audit trails; (3) encryption; (4) limiting data retention; and (5) notice procedures to the 
customer on release of CPNI data. In addition to these proposals, the Notice of Proposed 
Rulemaking also seeks comment on whether carriers should be required to report on the release 
of CPNI. Finally^ the Notice of Proposed Rulemaking tentatively concludes that the 
Commission should require all telecommunications carriers to certify on a date certain each year 
that they have established operating procedures adequate to ensure compliance with the 
Commission s rules and file these certifications with the Commission. 

The record in this proceeding closed in June. Chairman Martin has directed the staff to 
expeditiously prepare an order resolving the issues raised in the rulemaking proceeding and 
intends to bring an order before the full Commission for its consideration this Fall. 

Conclusion 

The disclosure of consumers' private calling records represents a significant invasion of 
personal privacy. The Commission is taking numerous steps to try to eliminate this troubling 
practice and give American consumers the privacy protections they expect. We look forward to 
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working collaboratively with the members of this Subcommittee, other Membeis of Congress, as 
well as our coltcagues at the Federal Trade Commission and other law enforcement authorities to 
ensure that consumers’ personal phone data remains confidentiai. Thank you for the opportunity 
to testify, and I would be pleased to respond to your questions. 
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Mr. Whitfield. Mr. Winston, you are recognized for 5 minutes. 
Mr. Winston. Good afternoon, Mr. Chairman and members of the 
subcommittee. I appreciate your invitation to appear today to discuss the 
privacy and security of telephone records. 


1283 


Although my written statement is that of the Commission, my oral 
testimony and responses to questions reflect my own views and not 
necessarily those of the Commission, or any individual commissioner. 

Protecting the privacy and security of consumers’ sensitive and 
personal information is one of the Commission’s highest priorities. And 
we have addressed this issue on many fronts, ranging from spam and 
spyware to data security and identity theft. 

Today, I will discuss the FTC’s recent enforcement efforts against 
those who use fraud or other illegal means to obtain consumers’ 
telephone call records and other confidential information. 

I will also provide some comments on possible legislation to stop 
this troubling practice. 

On May of this year, the Commission filed lawsuits in Federal 
courts across the country against five companies and their principals for 
allegedly selling consumer call records that were obtained through fraud. 

The complaints charged that these practices violate Section 5 of the 
Federal Trade Commission Act which prohibits unfair or deceptive 
practices. 

In each of these cases, the defendants advertised on their websites 
that they could obtain confidential customer phone records from 
telephone carriers for fees ranging from $65 to $180. 

What we have since learned is that the data brokers, like these, often 
rely upon third parties who carry out the actual pretexting. 

Four of these five cases are pending in court. In the fifth case, we 
will be releasing next week a settlement with the defendants that contains 
both injunctive and monetary relief 

In addition to these cases, FTC staff continues to aggressively pursue 
investigations of both pretexters and the data brokers who purchase their 
services for resale. We have been aided in these efforts by the FCC, 
State law enforcement, and several telephone carriers. 

Although many purveyors of consumer telephone records seem to 
have gotten the message and have moved on to other lines of work, there 
is still much work left for us to do. The Commission has been aggressive 
in prosecuting those who pretext and sell financial records as well as 
telephone records. We filed our first case in 1999 against a company that 
offered to provide consumers’ bank account numbers and balances to 
anybody for a fee. 

As you know. Congress later enacted the Gramm-Leach-Bliley Act, 
which expressly prohibits pretexting for financial records. And the FTC 
has followed up with more than a dozen cases. 

But pursuing the fraudsters is only part of the solution. It is equally 
important to send a message to the business community that it has a legal 
obligation to protect sensitive consumer information. 
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Now, the Commission has conveyed this message in many ways, but 
most directly through 13 data security cases we brought over the past few 
years, against such prominent companies as Microsoft, Tower Records, 
ChoicePoint, and DSW Shoe Warehouse. 

I would like to turn briefly to the subject of legislation. 

Of course, earlier this year, the full committee approved H.R. 4943, a 
bill that would ban pretexting to obtain phone records and would 
authorize the FTC to bring civil actions against violators. The 
Commission believes that a civil law that specifically prohibits telephone 
record pretexting would be useful in clarifying the illegality of this 
practice. 

In addition, I would recommend that any such legislation address 
three issues. 

First, the law should apply not only to pretexters, but to those who 
solicit their services when they know or should know that fraudulent 
means are being employed. 

Second, if the law provides for FTC enforcement, it should grant the 
Commission the power to seek civil penalties against violators, a remedy 
that the FTC does not currently have in cases like this. 

In this area, penalties generally are the most effective civil remedy. 

Third, Congress should consider an appropriately tailored exception 
for law enforcement. 

I would also note that our investigations have revealed that some 
sites offering pretexting services are registered to foreign addresses. 

This underscores the importance of the Commission’s previous 
recommendation that Congress enact cross border fraud legislation. 

This proposal, called the U.S. Safe Web Act, would overcome many 
of the existing obstacles to information sharing in cross border 
investigations. 

Again, thank you for the opportunity to testify today. We look 
forward to working with this subcommittee and its staff on this very 
important issue. And I would be happy to answer any questions you may 
have. 

Mr. Whitfield. Well, thank you, Mr. Winston, and we certainly 
appreciate the work you all are doing at FTC and at the FCC on this issue 
and for taking time to be with us today. 

[The prepared statement of Joel Winston follows:] 
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Prepared Statement of Joel Winston, Associate Director, Division of Privacy 
AND Identity Protection, Bureau of Consumer Protection, Federal Trade 

Commission 


I. Introduction 

Chairman Whitfield, Ranking Member Stupak, and members of the Subcommittee, I am 
Joel Winston, Associate Director of the Division of Privacy and Identity Protection at the Federal 
Trade Commission (“FTC” or “Commission”).* I appreciate the opportunity to discuss how data 
brokers obtain unauthorized access to consumer telephone records through deceit, a practice 
known as “pretexting,” and the Commission’s significant work to protect the privacy and 
security of telephone records and other types of sensitive consumer information. In testimony 
before the full Committee on Energy and Commerce in February 2006, the Commission reported 
that it was actively investigating companies that obtained and sold consumer telephone records.^ 
Subsequently, in May 2006, the Commission filed five lawsuits in federal courts across the 
country against online data brokers that, directly or through third parties, allegedly obtained and 
sold consumer telephone records without the consumer’s knowledge or consent.’ Today the 
Commission announced a settlement in one of these cases,^ while the remaining cases are 


* The views expressed in this statement represent the views of the Commission. 
My oral testimony and responses to questions reflect my own views and do not necessarily 
represent the views of the Commission or any individui Commissioner. 

^ “Phone Records for Sale; Why Aren’t Phone Records Safe from Pretexting?” 
109* Cong. (Feb. 1, 2006) (written statement of the Federal Trade Commission at 1, 7-8) 
available at http://energv commerce.house.gov/108/Hearings/Q2Q120Q6hearing1761/ 
Leibowitz.pdf 

’ FTC V. Info. Search. Inc., No. 1 :06-CV-0 1099- AMD (D. Md. filed May 1, 2006); 
FTC V. AccuSearch, Inc. d/b/a Abika.com, No. 06-CV-0105 (D, Wyo. filed May 1, 2006); FTC v. 
CEO Group. Inc. d/b/a Check Em Out, No. 06-60602 (S.D. Fla, filed May 1, 2006); FTC v. 77 
Investigations, Inc., No, EDCV06-0439 VAP (C.D. Cal. filed May 1, 2006); FTC v. Integrity 
Sec. d Investigation Servs., Inc., No. 2:06-CV-24URGD-JEB (E.D. Va. filed May 1, 2006), 

Pursuant to the settlement terms that are subject to court approval, defendant 
Integrity Security and Investigation, Services, Inc. {“ISIS”) and its principal, Edmund Edmister, 
have agreed to be permanently enjoined from obtaining, causing others to obtain, marketing, or 
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pending. Further, during the pendency of these matters^ the Commission continues to investigate 
vigorously other firms and individuals that may be engaged in telephone records preteotting. 

Protecting the privacy and security of consumers' personal information is one of the 
Commission's highest priorities. Companies that engage in pretexting not only violate the law, 
they also undermine consumers' confidence in the marketplace and in the security of their 
sensitive data. While pretexting to acquire telephone records has gained attention recently,^ the 
practice of pretexting is not new . Over the years, the Commission has used its full arsenal of 
tools to attack scammers who use fi^ud to gain access to consumers' personal information. 

Aggressive law enforcement is at the center of the FTC's efforts to protect consumers' 
sensitive information, in addition to the Comimssion’s recent lawsuits against data brokers who 
sold consumer telephone records, the FTC has taken law enforcement action against several 
companies allegedly offering surreptitious access to consumers' financial records as well as 
against companies that allegedly failed to implement reasonable procedures for safeguarding 
consumers' sensitive data. Such efforts demonstrate the Commission's commitment to 
challenging business practices that unnecessarily expose consumers' sensitive data and to 
helping consumers protect themselves against criminals who would steal their personal 


selling customer phone records or consumer personal information that is derived from such 
records. In addition, the settlement requires ISIS and Edmister to disgorge any ill-gotten gains 
derived from the alleged violations. 

* ^ This practice recently returned to the public spotlight with reports that Hewlett- 

Packard Co. (“HP”) officials had hired a security consultant that used another firm to obtain the 
call records of HP board members and journalists. See, e.g.. Matt Richtel, With a Little Stealth, 
Just About Anyone Can Get Phone Records, N.Y. Times, Sept. 7, 2006, available at 

http://www.nvtimesxom/2006/09/07/tech n ologv/07Dhone.html?ex=115846560QAen=2f2040«c7 

fcc7e5b&ei=507Q . 
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information.* 

Today I will first discuss the FTC’s recent efforts to protect consumers fix)m individuals 
and firms engaged in pretexting for telephone records. Second, I will provide a brief history of 
the FTC’s enforcement efforts in the related area of pretexting for financial infonnation. Finally, 
I will conclude with several recommendations for legislative action that would assist the 
Commission’s efforts to curtail pretexting for telephone records. As explained more fully below, 
the Commission urges Congress to enact specific prohibitions against telephone records 
pretexting and to allow the Commission to seek civil penalties against violators of such 
legislation. 

U. FTC Enforcement Efforts Against Firms Selling Telephone Records 

On May 1, 2006, the Commission filed lawsuits against five companies and their 
principals alleging that they sold confidential consumer call records obtained through fi-aud or 
other illegal means. The complaints charge the defendants with violating Section 5 of the FTC 
Act, which prohibits ‘Wair or deceptive acts or practices in or affecting commerce.”’ In each of 
these cases, the defendants advertised on their websites that they could obtain confidential 


The Commission also has an extensive program to teach consumers and 
businesses better ways to protect sensitive data. For example, in September 2005, the 
Commission launched OnGuard Online, a campaign to educate consumers about the importance 
of safe computing. See www.on guardonline.gov . One module offers advice on avoiding 
spyware and removing it fi^om computers. Another module focuses on how to guard against 
“phishm^” a scam where fiaudsters send spam or pop-up messages to extract personal and 
financial information from unsuspecting victims. Yet another module provides practical tips on 
how to avoid becoming a victim of identity theft. These materials are additions to our 
comprehensive library on consumer privacy and security. See www.ftc. gov/privacv/index.html . 

’ 15 U.S.C. § 45(a). An act or practice is unfair if it: (1) causes or is likely to cause 

consumers substantial injury; (2) the injury is not reasonably avoidable by consumers; and (3) 
the injury is not outweighed by coimtervailing benefits to consumers or competition Id 
45(n). 
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customer phone records from telecommunications carriers for fees ranging from $65 to $180. 
The FTC alleged that the defendants or persons they hired obtained this information by using 
false pretenses, including posing as the phone carrier's customer to induce the telephone 
company's employees to disclose the records. The complaints seek a permanent injunction to 
prohibit the future sale of phone records and request the courts to disgorge any profits obtained 
through the defendants* alleged illegal operations.* 

These Commission actions are in response to the developmait of an industry of 
individuals and companies that offer to sell to the general public the cellular and land line phone 
records of third parties. Earlier this year, news articles reported on the successful purchase of the 
phone records of prominent figures.’ Although the acquisition of telephone records does not 
present the same risk of immediate financial harm as the acquisition of financial records does, it 
nonetheless is a serious intrusion into consumers’ privacy and could result in stalking, 
harassment, and embarrassment.*® And while there is no specific federal civil law that prohibits 


Under current law, the Commission does not have authority to seek civil penalties 

in these cases. 

’ According to these reports, reporters hired pretexters to obtain the cell phone call 
records of General Wesley Clark and the cell phone and land line call records of Canada’s 
Privacy Commissioner Jennifer Stoddart. See, e.g„ Aamer Madhani and Liam Ford, Brokers of 
Phone Records Targeted, Chicago Trib., Jan. 21, 2006, available at 2006 WLNR 1 167949. 

’® Although anecdotal, news articles illustrate some harmful uses of telephone 
records. For example, data broker Touch Tone Information Inc. reportedly sold home phone 
numbers and addresses of Los Angeles Police Department detectives to suspected mobsters, who 
then used the information in an apparent attempt to intimidate the police officers and their 
families. See, e.g.. Peter Svensson, Calling Records Sales Face New Scrutiny, Wash. Post, Jan. 
18, 2006, available at httD://www.washingtonpost.comywp~ 
dvn/content/a rticle/2006/01 /1 8/AR200601 1 801 659html . 
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pretexting for consumer telephone records, the Coirmiission may bring a law enforcement 
action against a pretexter of telephone records for deceptive or imfair practices under Section 5 of 
the FTC Act.''' 

The Commission’s lawsuits against the five data brokers were the culmination of 
investigations into companies that appeared to be engaging in telephone records pretexting. 
Commission staff surfed the Internet for companies that offered to sell consumers^ phone 
records, then identified appropriate targets for investigation and completed undercover purchases 
of phone records. 

The FTC gathered important data in support of these cases by working closely with the 
Federal Comniumcations Commission, which has junsdictjon over telecommunications carriers 
subject to the Telecommumcations ActJ^ Our two agencies are committed to coordinating om 


As discussed below, the Gramm-Leach Bliley Act C*GLBA”) prohibits pretexting 
to obtain or attempt to obtain customer information of a financial institution, 15 U.S.C. § 6821. 
In addition, the practice may violate some state laws that prohibit telephone records pretexting as 
well as various criminal statutes. See. e.g., 18 U.S,C. § 1343. 

Under Section 1 3(b) of the FTC Act, the Commission has the authority to file 
actions in federal district court against those engaged in deceptive or unfair practices and obtain 
injunctive rehef and other equitable relief, including monetary relief in the form of consumer 
redress or disgorgement of ill-gotten profits. 15 U.S.C. § 53(b). 

Consumer telephone records are considered “customer proprietary network 
information” under the Telecommunications Act of 1996 CTelecommunications Act”), which 
amended the Communications Act, and accordingly are afforded privacy protections by the 
regulations under that Act. See 42 U.S.C. § 222; 47 CT.R. §§ 64.2001- 64.2009. Tbe 
Telecommunications Act requires telecommunications carriers to secure the data, but does not 
specifically address pretexting to obtain telephone records. The FTC’s governing statute 
exempts from Commission jurisdiction common carrier activities that are subject to the 
Communications Act 15 U.S.C. § 46(a). The Commission recommended that Congress remove 
tiiis exemption at its two most recent reauthorization hearings and in recent testimony on FTC 
jurisdiction over broadband Internet access service before the Senate Judiciary Committee in 
June 2006. See b_ttP://www.ftc.uov/os/2003/Q6/Q3061 Ireauthhr htm- 
http;//www.ftc.gov/os/2003/06/0306 1 1 reathsenate htm • also 
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work on this issue, as we have done successfully with the enforcement of the “National Do Not 
Call” legislation.^^ 

In the course of the litigation, FTC staff have learned further details about the nature of 
the alleged practices. In many cases, it appears that the entity that advertises the sale of call 
records does not perform the actual pretexting, but contracts with another party to do so- As 
stated above, the Commission continues to investigate various firms and individuals that 
comprise this industry. 

Iir» FTC’s History of Combating Financial Pretexfiiig 

In addition to the recent cases involving telephone records pretexting, the Commission 
has brought actions under Section 5 of the FTC Act and Section 521 of the GLBA against 
businesses that use false pretenses to obtain financial information without consumer consent. 

The Commission filed its first pretexting case against a company that offered to provide 


htto://www .ftc.£Ov/os/2003/06/0306 1 1 learvsenate.htm- 
http://www.ftc.gov/os/2002/07/sfareauthtest.htm : 

http:// www.fic.Kov/os/2006/06/P052103Commi5sionTestinionvReBrQadhandIntemetAccess 
S ervicesOO 1 42Q06Senate.pdf . 

1^^ addition, the Attorneys General of California, Texas, Florida, Illinois, and 
Mssouri have sued companies allegedly engaged in pretexting. See news releases available at 
b^ttp. //ag.ca. fioy/ne wsalert s/r e lease .php7id= 1269 ihttp :/ /www.oag . state .tx .u s/oa gne ws/release.php 
?id= 1 449: hm>://mvflori dalega].com/ g52562220065EE67.nsfiQ/D5 1 QD70C5EDFB4BQR57 
57 1 OOQOOpen&Hi ghlight=0. telephone.records : httn:// www.ag.state.il. us/pressroom/2006 
01 /20Q601 20.html:httD:/ /www.aeo.mo.gQv/news releases/200fi/0 1 2Q06h.html Several 
telecommunications carriers also have sued companies that reportedly sell consumers’ phone 
records. According to press reports, AT&T, Cingular Wireless, Sprint Nextel, T^Mobile, and 
Verizon Wireless have sued such companies. See, e.g., bttD://www. upi .com/Hi - 
Tech/view,phn?StoryrD^200601 24-01 1 904-6403t : 

http . //www. wired. COm/news/technoInKy/ T ,70077-0 html- httD://news-7idnef frf>m/21 00-1 035 22- 
6031204.htm] . 
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consumers’ financial records to anybody for a fee/^ According to the complaint, the company's 
employees allegedly obtained these records from financial institutions by posing as the consumer 
whoso records it was seeking. The complaint charged that this practice was both deceptive and 
unfair under Section 5 of the FTC Act.^* 

In 1 999, Congress passed the GLBA, which provided another tool to attack the 
unauthorized acquisition of consumers’ financial information,^^ Section 521 of the GLBA 
prohibits "false, fictitious, or fraudulent statement[s] or represeiitation[s] to an officer, employee, 
or agent of a financial institution” to obtain customer information of a financial institution.'* 

To ensure awareness of and compliance with the then-new anti -pretexting provisions of 
the GLBA, the Commission launched Operation Detect Pretext in 2001.'^ Operation Detect 
Prete^^t included a broad monitoring program, the widespread dissemination of industry warning 
notices, consumer education, and aggressive law enforcement. 

In the initial monitoring phase of Operation Detect Pretext, FTC staff conducted a "surf* 
of more than 1,000 websites and a review of more than 500 advertisements in print media to 


FTC V. James J. Rapp <£ Regana L Rapp, d/bfa Touch Tone Info., Inc., No, 99- 
WM-783 (D. Colo.) (final judgment entered June 22, 2000), avaUabieat 
hfin ://www. ftc. so v/osy20Q0/06/touchtoneorder . 

15 U.S,C,§ 45(a), (n). 

Id §§6S01-09. 

Id.^6m. 

See FTC press release “As Part of Operation Detect Pretext, FTC Sues to Halt 
Pretexting” (Apr. 18, 2001), available at http :// www .frc . go v/opa/200 1 /04/DTOtext.htni For more 
information about the cases the Commission has brought under Section 521 of the GLBA, see 
http :/ /w ww. ftc, fiov/orivacv/privacviiiitiati ves/pretexting enf . Since GLBA’s passage, the FTC 
has brought over a dozen cases alleging violations of Section 521 in various contexts. 
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identify firms offering to conduct searches for consumers'' financial data. The staff found 
approximately 200 firms that offered to obtain and sell consumers* asset or bank account 
information to third parties. The staff then sent notices to these firms advising them that their 
practices were subject to the FTC Act and the GLB A, and providing information about how to 
comply with the law?® 

In conjunction with the warning letters, the Commission released a consumer alert, 
Pretexting: Your Personal Info?7nation Revealed, describing how pretejcfers operate and 
advising consumers on how to avoid having their information obtained through pretexting?' 
The alert warns consumers not to provide personal information in response to telephone calls, 
email, or postal mail, and advises them to review their financial statements carefully, to make 
certain that their statements amve on schedule, and to add passwords to financial accounts. 

The Commission followed its consumer education campaign with aggressive law 
enforcement. The FTC followed up the first phase of Operation Detect Pretext in 2001 with a 
trio of law enforcement actions against infonnation brokers.^ In each of these cases, the 
defendants advertised that they could obtain non-public, confidential financial information, 
including information on checking and savings account numbers and balances, stock, bond, and 
mutual fund accounts, and safe deposit box locations, for fees ranging from $100 to $600. The 


See FTC press release “FTC Kicks Off Operation Detect Pretext** {Jan, 31, 
2001), available at hftp ://vyww .fie. go v/oDa/200 1 /0 1 /pretextin g.htm . 

See httP ://www . ft c. eo v/bcp/ ccnline/nubs/ credit/nretext .htm . 

^ FTC V. Victor L Guzzetta, d/b/a Smart Data Sys. , No . C V-0 1 -2 3 3 5 (E. D .N. Y. ) 
(finai judgment entered Feb. 25, 2002); FJIC v. Info. Search, Ino. No, AMD-01 -1 121 (D. Md.) 
(final judgment entered Mar. 15, 2002); FTCv, Paula L Garrett, d/b/a Discreet Data Sys., No. 
H 01-1255 (S.D. Tex.) (final judgment entered Mar. 25, 2002). 
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FTC alleged that the defendants or persons they hired called banks, posing as customers, to 
obtain balances on checking accounts.^ 

The FTC’s complaints alleged that the defendants’ conduct violated the anti-pretexting 
prohibitions of the GLBA, and further was unfair and deceptive in violation of Section 5 of the 
FTC Act. The defendants in each of the cases ultimately agreed to settlements that barred them 
&om further violations of the law and required them to sinrender ill-gotten gains3^ 

Because the anti-pretexting provisions of the GLBA provide for criminal penalties, the 
Commission also may refer financial pretexters to the U.S. Department of Justice for criminal 
prosecution, as appropriate. Following one such referral, an individual pled guilty to one count 
of pretexting under the GLB A3® 

Finally, the Commission is aware that it is not enough to focus on the purveyors of 
illegally obtained consumer data. It is equally critical to ensure that entities that handle and 
maintain sensitive consumer information have in place reasonable and adequate processes to 
protect that data. Accordingly, in several recent cases, the Commission has challenged data 


^ In sting operations set up by the FTC in cooperation with banks, investigators 
established dummy bank account numbers in the names of cooperating witnesses and then called 
defendants, posing as purchasers of their pretexting services. In the three cases, an FTC 
investigator posed as a consumer seeking account balance information on her fiance's checking 
account. The defendants or persons they hired proceeded to call the banks, posing as the 
purported fiance, to obtain the balance on his checking account. The defendants later provided 
the account balances to the FTC investigator. 

See FTC press release “Information Brokers Settle FTC Charges'’ (Mar. 8, 1002), 
available at http ://www .ftc . go v/opa/2 002/03/prctextingsettlements.htm . 

^ United Slates v, Peter Easton, No. 05 CR 0797 (S.D.N.Y.) (final judgment 
entered Nov. 17, 200S). 
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security practices as unreasonably exposing oonsomer data to theft and misuse2^ Companies that 
have failed to implement reasonable security and safeguard processes for consumer data face 
liability und^ various statutes enforced by the FTC, including the Fair Credit Reporting Act, the 
Safeguards provisions of the GLBA^ and Section 5 of the FTC Act.^ 

In one such recent case, the Commission announced a settlement with data broker 
ChoicePoint, Inc, requiring ChoicePoint to pay $10 million in civil penalties and S5 million in 
consumer redress to settle charges that its security and record-handling procedures violated the 
Fair Credit Reporting Act and the FTC Act. In addition, the settlement required ChoicePoint to 
implement new procedures to ensure that it provides consumer reports only to legitimate 
businesses for lawful purposes, to establish and maintain a comprehensive information security 
program, and to obtain audits by an independent third-party security^ professional every other 
year until 2026. This settlement and the other Commission enforcement actions in this area send 
a strong signal that industry must maintain reasonable procedures for safeguarding sensitive 


In addition to law enforcement in the data security area, the Commission has 
provided business education about the requirements of existing laws and the importance of good 
security. See, e.g., Safeguarding Customers^ Personal Information: A Requirement for Financial 
Institutions, avaHabh at http: //www. ftc. go v/bcp/conline/nuhs/aleits/safealrt. htm . 

See, e.g.. In the Matter of CardSystem^ Solutions, Ine, FTC Docket No. C416S 
(Sept. 5, 2006); In the Matter o/DSW, Inc., FTC Docket No. C-4157 (Mar. 7, 2006); United 
States V ChoicePoint, Inc,, No. I06-CV-0198 (N.D. Ga.) (settlement entered on Feb. 15, 2006); 
Superior Mortgage Corp., FTC Docket No. C-4153 (Dec. 14, 2005); In the Matter o/BJ's 
Wholesale Club, Inc., FTC Docket No. C-414S (Sept. 20, 2005). As the Commission has stated, 
an actual breach of security is not a prerequisite for enforcement under Section 5; however, 
evidence of such a breach may indicate that the company's existing policies and procedures were 
not adequate. It is important to note, however, that there is no such thing as perfect security, and 
breaches can happen even when a company has taken every reasonable precaution. See 
Statement of the Federal Trade Commission Before the Comm, on Commerce, Science, and 
Transportation, U.S. Senate, on Data Breaches and Identity Theft (June 16, 2005) at 6, available 
at http://ww w.ftc.gOv/os/2005/06/0506 1 6databreaches.pdf 
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oonsuiner mfonnation and protecting it from data thieves* 
rV. RecommeDdations 

The Commission has been effective in exercising its jnrisdictioii under Section 5 of the 
FTC Act in an effort to combat the use of pretexting by individuals and businesses to obtain 
sensitive consumer data* Howev^, it would further assist the FTC's enforcement in this area to 
have more specific prohibitions against pretexting for consumer telephone records and soliciting 
or selling consumer telephone records obtained through actual or reasonably known pretexting 
activity. In addition, the Commission recommends that any such legislation contain appropriate 
exceptions for specified law enforcement purposes* Such a statutory framework - along with 
civil penalty authori^ - would send a strong message to this industry: pretexting for consumer 
telephone records is clearly and unequivocally illegal. 

The FTC also recommends that Congress as part of any such legislation give the 
Commission authority to seek civil penalties against violators, a remedy that the FTC does not 
currently have in cases involving telephone records pretexting* Often, penalties can be the most 
effective civil remedy in these areas to provide real deterrence* 

Finally, FTC staff learned through its investigation that some websites offering consumer 
telephone records were registered to foreign addresses. This finding underscores the importance 
of the Commission’s previous recommendation that Congress enact cross-border fraud 
legislation* The proposal, called the "US S AFE WEB Act,” will overcome many of the existing 
obstacles to information sharing in cross-border investigations.^ 

V* Conclusion 

The Undertaking Spam, Spyware, and Fraudulent Enforcement with Enforcers 
Across Borders Act, S* 1608, lOQ**" Congress (2006) (passed by the Senate on Mar. 16, 2006)* 
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Protecting the privacy of consumers’ telephone records requires a multi-faceted approach: 
coordinated law enforcement by government agencies against the pretexters; efforts by the 
telephone carriers to protect their records from intrusion; and outreach to educate consumers on 
self-protection actions they can take. The Commission has been at the forefront of efforts to 
safeguard consumer information and is committed to continuing its work in this area. The 
Commission looks forward to woridng with this Subcommittee to protect the privacy and 
security of sensitive consumer information. 
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Mr. Whitfield. I would like to just clarify for myself this 
seemingly confusion over the enforcement rights of the FTC on this issue 
and specifically as it relates to Section 5, because you made the comment 
that in this legislation, any legislation hopefully would make it clear 
about civil penalties. 

And I thought that you had authority to have civil penalties today on 
pretexting. But could you elaborate on the existing law as it is today? 
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Mr. Winston. Certainly. We have civil penalty authority for 
certain kinds of cases in certain circumstances. 

We do not have civil penalty authority for violations of Section 5, 
such as the sorts of pretexting violations that we have brought cases 
against. 

We also don’t have civil penalty authority under the 
Gramm-Leach-Bliley Act. So in cases such as these, we are limited to 
remedies that are injunctive. In some cases, we can require companies to 
give back their ill-gotten profits. But we do not have penalty authority. 

Mr. Whitfield. Okay, so the 4 out of 5 lawsuits that are still 
pending in court right now, there are no civil penalties involved in those 
at all? 

Mr. Winston. Correct. We are seeking, again, return of ill-gotten 
profits. But in cases like this having that penalty authority is frankly 
much more effective. 

Mr. Whitfield. Okay. Okay. And, Ms. Monteith, you had 
mentioned in your testimony that you, the FCC had recently issued three 
notices of apparent liability for forfeiture under Section 222 of the 
Communications Act and that some companies were fined a total of 
$650,000. 

Could you elaborate on this a little bit? Specifically what is this 
apparent liability for forfeiture? 

Ms. Monteith. The notice of apparent liability for forfeiture is the 
first public type of enforcement action that the Commission takes in 
response to an investigation and an internal finding of a violation of our 
rules of the law. 

And this requires the company to respond to us and demonstrate to 
us in its response that it has or has not violated the law. 

In these particular cases, the notices of apparent liability were filed 
for violations of our annual certificate requirement, requiring the 
company to keep in place an annual certificate signed by a corporate 
officer that attests to their compliance with our rules. 

Mr. Whitfield. And so that was the only violation, not filing this 
certificate in a timely manner? Is that right? 

Ms. Monteith. Yes, thus far. We have ongoing investigations of 
other aspects of the CPNI rule, but to date, those are the violations. 

Mr. Whitfield. How many carrier certificates are filed each year? 

Ms. Monteith. The certificates, heretofore, have not been required 
to be filed with the Commission. But in January, we issued a public 
notice upon inspecting several certificates and ascertaining that there 
may be some compliance issues. 
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We required all of the carriers to file their certifications with us. We 
have over 2,000 certificates on file that we are in the process of 
reviewing. 

Mr. Whitfield. And how did you determine the $650,000 figure? 
How is that determined? 

Ms. Monteith. The Commission has discretion in terms of its 
forfeitures to determine the amount of forfeiture. Here we thought that 
the type of violation was very significant, involving personal information 
and privacy types of rights and issued forfeitures accordingly. 

Mr. Whitfield. Now, Mr. Winston, you talked about H.R. 4943 
and you talked about 4 points necessary to really make this law effective 
and from your perspective, do you all support H.R. 4943? Or are you 
taking a position on it? 

Mr. Winston. The Commission has not taken a formal position, 
but H.R. 4943 contains the elements that I identified— 

Mr. Whitfield. All 4. 

Mr. Winston. It has the three elements that I mentioned. It does 
not have obviously the cross border fraud aspect. But in terms of 
penalties and other authority, it delivers what we need. 

Mr. Whitfield. Okay. I yield back the balance of my time and 
recognize Mr. Stupak. 

Mr. Stupak. Thank you. Ms. Monteith, you are currently 
undertaking the anti trust review of the proposed merger between AT&T 
and BellSouth, and earlier the FCC fined AT&T for failing to have 
adequate consumer protections and safeguards in place. Do you think it 
would be reasonable, in light of the hearings we have had in the last few 
days, for the Commission to condition approval of that merger on a clear 
and effective policy by the company that protects consumers’ privacy 
from pretexters or other fraudulent methods for breaching customer’s 
privacy? 

Ms. Monteith. With all due respect, Mr. Stupak, I am not involved 
in the merger that is pending before the Commission. I would be happy 
to take that question back to the folks that are and have them look at it. 

Mr. Stupak. Would you have them get back with us in writing then 
if you would on that question? 

Ms. Monteith. Sure. 

Mr. Stupak. Can I ask you this question, our bill there, the Rhett, 
Scarlett Butler is that what they call it, H.R. 4943, does the FCC take a 
position on that? Are they supportive of the bill? 

Ms. Monteith. We have not taken a position on it, but Chairman 
Martin has been very clear that he does endorse in his testimony, he 
testified that he would support actions to prohibit, to ban outright the 
pretexting and the sale of consumers’ phone records. 
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Mr. Stupak. In his statements, has he had any suggestions that we 
could improve it, like Mr. Winston, you said there was one part we 
should look at a little closer? 

Ms. Monteith. The legislation? No, he has not. 

Mr. Stupak. I believe you mentioned that on pretexting, of course, 
you said that it is either customers or people posing as customers or 
telephone company employees that are involved in the pretexting. 

How often is it if you can give me a percentage, is it customer, I 
mean, excuse me, telephone company employees? Is that a complaint 
you have had fairly often? 

Ms. Monteith. We don’t know. I don’t have those figures in front 
of me. I think the responses that we have gotten from the companies that 
we have investigated have indicated that it is both. But I couldn’t tell 
you on balancing. 

Mr. Stupak. Equal or hard to say. 

Ms. Monteith. I really do not have that information. 

Mr. Stupak. Mr. Winston could you add anything to that on 
company employees or individuals posing as customers? Do you get a 
sense, is it equal, more or less, one over the other? 

Mr. Winston. We don’t have any data, but the sense I have gotten 
is that it is more from people posing as customers and calling rather than 
some sort of insider fraud. 

Mr. Stupak. FTC issued a report January 23, 2001, you mentioned 
on page 7 of your testimony in which you were surfing the Net, you 
found more than 1,000 websites and reviewed more than 500 
advertisements and print identifying firms offering to conduct searches 
for customers’ financial data. Have you gone back any more searching? 
That was like 5 years ago. Has it increased? Decreased? Can you give 
us any sense of that? 

Mr. Winston. We do periodically go back and search and monitor. 
And I think, both in the case of financial pretexting and telephone record 
pretexting, the numbers of perpetrators have gone down substantially. 
Now, how much of that is people actually abandoning the business 
versus going underground is hard to tell, but just looking at the websites, 
most of them have disappeared. 

Mr. Stupak. In your settlements— I asked the question of the earlier 
panel, what about the victims of the identity theft that were pretext? Is 
there any of that financial settlement that goes to the victims, the 
individuals? I notice you had ChoicePoint where you were going to 
settle for, like, 10 million, and I thought 5 million may go to individuals 
who have been pretexted? 

Mr. Winston. Yes, in cases where we found tangible consumer 
harm like being a victim of identity theft, we have tried to give money 
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back to consumers who were the victims. In the ChoicePoint case, we 
will be returning $5 million to those consumers. 

In the pretexting cases, we have not come up with a way of actually 
getting money back to people and having them be able to kind of 
quantify what their harm was. 

Instead, we focused on taking the profits away from the company 
that engaged in it. I think that is the most effective deterrent, although, 
again, if we had penalty authority, I think we could get substantially 
more money. 

Mr. Stupak. So without the FTC stepping in on behalf of the 
American consumer, there would be no way, really, there is no cause of 
action then for the American people to recover their damages? 

Mr. Winston. I think there may well be private causes of action. 

Mr. Stupak. But nothing statutorily? 

Mr. Winston. Nothing statutorily that I am aware of 

Mr. Stupak. Do you think there should be a separate remedy 
provision or something for consumers or families in H.R. 4943? 

Mr. Winston. That is something worth considering. One issue that 
we have been thinking about is whether victims of identity theft should 
have the opportunity to get restitution from the perpetrators for the time 
they spend in repairing the damage. So in the identity theft situation, we 
are looking at, at the analog, is there a way of allowing victims to recover 
from perpetrators? The same sort of thing might work here at as well. 

Mr. Stupak. Let me ask this question, if you can answer it. We 
mentioned a 2001 study you did where you had a thousand websites and 
500 advertisements and approximately 200 firms that offered to obtain 
and sell asset or bank account information to third parties. 

And you said that has, that number has gone down since you have 
stepped up the enforcement actions, or gone underground, as we have 
seen in our child pornography hearings they oftentimes go offshore to 
other countries or multiple sites to do it. Are you finding that same thing 
here with pretexting? 

Mr. Winston. Yes. We have discovered, as I mentioned earlier, 
that some of these pretexters, some of these data brokers are associated 
with foreign criminal rings or other foreigners, and our ability to 
cooperate with the foreign authorities to go after these people is really 
hampered by existing law. And that is why U.S. Safe Web Act is so 
critical to allowing us to be more effective. 

Mr. Stupak. In your position, have you seen any other countries 
who have addressed this more aggressively, pretexting and the problem 
of obtaining false information in a different way or manner that would be 
helpful to us as a committee to— 
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Mr. Winston. I am not aware of any. I suspect that law 
enforcement in the United States is probably about the most effective in 
the world at this point. 

Mr. Stupak. I have no further questions, Mr. Chairman. Thank 
you both for your testimony. 

Mr. Whitfield. Thank you, Mr. Stupak. Chair recognizes 
Mr. Walden for 10 minutes. 

Mr. Walden. Thank you very much, Mr. Chairman. And I don’t 
know that I am going to take the full 10 minutes, but I do have a couple 
of questions. What have you seen in terms of changes in data broker 
activity? What have you noticed since all of this has been in the public? 

Mr. Winston. Well, I think, again, there has been some movement 
to at least stop the most blatant practices, which even as recently as 
several months ago, we were seeing advertisements on the Internet 
saying we can get anybody’s telephone record. We can get Social 
Security numbers. We can get account information. We can get credit 
card statements for a fee. 

Mr. Walden. And they could? 

Mr. Winston. And in some cases, they could, and in some cases, 
they were engaged in false advertising, which is its own problem. 

But that seems to have really, if not dried up, at least dissipated to a 
substantial extent. 

What we need to learn, and our investigations are continuing is, are 
these people really gone or are they just being more subtle and more 
careful about what they say? 

Mr. Walden. Did the lawsuits you filed recently, involve 
pretexting indirectly? 

Mr. Winston. In each of the cases, I believe the ones who actually 
engaged in the pretexting were not the people who were advertising and 
selling the records. Like in the Hewlett-Packard case, there was a middle 
man. 

Mr. Walden. There was a middle person? 

Mr. Winston. Yes, we believe in each case, there was pretexting 
that went on. 

Mr. Walden. And what have you been learning about pretexting in 
the course of these recent investigations? What should we know we 
haven’t already heard about? 

Mr. Winston. Well, you probably already heard how ingenious 
these criminals are, and despite all of the protections that the phone 
companies may have put in place, ultimately, it is social engineering. It 
is a matter of somebody convincing somebody else to give up records 
that they shouldn’t. 
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And they have a lot of different techniques that they have used. We 
have learned about some of those. But ultimately, they have been 
successful. 

Mr. Walden. You heard the testimony from the panel of telephone 
folks, and you have probably observed what we went through yesterday 
with HP. What is your counsel to phone companies? What should they 
be doing they are not doing or haven’t thought about doing and what 
about the consumers? 

Mr. Winston. Well, from the consumer standpoint, it is a little 
frustrating because ultimately, they can’t prevent their records from 
being released. 

Mr. Walden. How? 

Mr. Winston. I think putting a password on is important. It is not 
foolproof, but it is important. 

Also, consumers need to be aware of the possibility that they 
themselves might get pretexted. We have seen instances where the 
pretexters will call the consumer and pose as the phone company or 
someone else and get their information. “Phishing” is the common term 
for it. We have been trying very hard to educate the public to not give up 
that information themselves. 

Mr. Walden. What is the next scam on the horizon? What are you 
seeing that you are beginning to see little rays of light that are out there 
that we need to be aware of, consumers need to be aware of? 

Mr. Winston. There are so many. I don’t know where to begin. 

Mr. Walden. We will have lots of opportunities to get together 
here with other players. 

Mr. Winston. I plan on remaining gainfully employed for a while. 

I think more broadly what we are seeing is this kind of seamy cottage 
industry of information brokers. And it is not just phone records 
anymore. It is not just financial records. 

Mr. Walden. What is it? 

Mr. Winston. It is Social Security numbers. It is any kind of 
information that you might have that you don’t want other people to get. 
There are people out there on the Internet who are selling it. And it is 
something that we have been trying very hard to get a handle on. As our 
economy becomes more high tech, so are the criminals. 

Mr. Walden. Should phone companies, phone carriers, be using 
Social Security numbers? 

Mr. Winston. Well, phone companies typically, if you want to 
open a phone account, the first thing they are going to do is pull your 
credit report. In order to pull your credit report, you have got to give 
them your Social Security number. So to that extent, yes, the phone 
companies need your Social Security number. 
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Mr. Walden. Should they be using that as part of their data for 
authentication purposes? 

Mr. Winston. One thing we are looking at, there is a government- 
wide task force right now or identity theft that President Bush set up 
back in May. And I have been serving on that. And one of the things we 
have been looking at is are there gratuitous, unnecessary uses of Social 
Security numbers both in government and in the private sector? And the 
answer is yes. There are a lot of people who are using Social Security 
numbers. 

Mr. Walden. Is that what consumers should look at first to 
minimize the use of is Social Security numbers? Is that the most 
important number we should keep secure? 

Mr. Winston. Absolutely. You know, 42 million Medicare cards 
in this country that consumers have, have their Social Security number 
on it and they carry it around in their wallet. That is just a recipe for 
disaster. 

Mr. Walden. What about when all this moves offshore? You 
know, we wrestle in this committee and the telecom subcommittee I am 
on with dealing with issues involving the Internet, and then you say we 
can do that here, but how do we get at it when it is offshore? In this 
context? What are you seeing in terms of foreign involvement and our 
ability to get at it? Are we just going to drive this whole problem 
offshore and out of reach? 

Mr. Winston. I think that is a good point and a real concern. 
Certainly in the identity theft area, more and more we are seeing, mainly 
out of Eastern Europe, organized criminal rings that are hiring people to 
get this information and then selling it, so that is a problem. 

Mr. Waeden. One way to be to get it would be that when we 
engage in treaties and trade agreements, that somehow we also lock 
down provisions to protect consumers and their identity? 

Mr. Winston. Absolutely. And a lot of that work is ongoing. 

Mr. Waeden. Do you do that now? 

Mr. Winston. We do some of that now. And as part of our task 
force, we are going to be pushing for additional opportunities to do that. 

Mr. Walden. And Ms. Monteith, are carriers better protecting their 
CPNI? 

Ms. Monteith. I think we have seen, as a result of our 
investigations, that carriers are moving to take some additional 
safeguards, yes. Certainly with respect to the kinds of information they 
require for access to accounts, we heard today that carriers are moving to 
not give information out over the telephone. Those kinds of things, yes. 

Mr. Walden. Okay, well, I really appreciate your assistance to our 
efforts today. I appreciate your comments your answers to our questions 
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and that of the other panelists who have been willing to actually talk to 
us. Are we batting 50-50 on panelists invited who talk us versus 
panelists who are invited who have decided not to talk? 

Mr. Whitfield. It is about 50-50. 

Mr. Walden. Well, thank you all very much, Mr. Chairman and I 
yield back the remainder of my time. 

Mr. Whitfield. We have had so many hearings on pretexting, we 
have given some thought to just going around and taking somebody by 
random and bringing them in and talk to them about it. 

But we genuinely thank you all for being here and for the work you 
are doing in this area and for your testimony. And you all are dismissed 
and we look forward to continue to working with you. 

Without objection, we are certainly going to enter into the record our 
document book, which we have not done yet. So with that, this hearing 
is adjourned, and thank you all so much. 

[The information follows:] 
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Ex.# 

Description 

Date 

1 

Email requests for phone records made to PDJ Services by Doug 
Atkin of Anglo-American Investigations, re: Ojani Noa 



Email request for phone records made to PDJ by Atkin, re: Damon 
Jones, and provided to Atkin by PDJ 


3 

Response to Committee's subpoena for records submitted by Lanny 
Brener on behalf of Doug Atkin 


D 

Relevant page from PDJ's client list, showing sales to Anglo- 
American between April 1, 2000, and April 19, 2006 


B 

"The Phone Thieves," by Christopher Byron {New York Po^) 

9/11/06 

B 

"Feds, face recognition, and a fishy fund," by Christopher Byron 
(Red Herring) 

Sep. 2002 

B 

Examples of email requests for phone records of Cingular Wireless 
customers submitted to PDJ Services 


B 

Examples of email requests for phone records of Verizon Wireless 
customers submitted to PDJ Services 


9 

Examples of email requests for phone records of Sprint-Nextel 
customers submitted to PDJ Services 


10 

Examples of email requests for phone records of T-Mobile customers 
submitted to PDJ Services 


11 

Examples of email requests for phone records of Alltel Wireless 
customers submitted to PDJ Services 


12 

Examples of email requests for phone records of U.S. Cellular 
customers submitted to PDJ Services 


13 

Veri 2 on Wireless' civil complaint against pretexters involved with 
the Hewlett-Packard internal leak investigation 

9/28/06 

H 

Letter from Messrs. Barton, Upton, Dingell, and Markey to FCC 
Chairman Kevin Martin, re: disclosure of consumer phone records 

1/23/06 


Page 1 
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TABl 

From: Chris Garner [mailtD:pd>ogi>ya hoo.com] 
Sent: Thursday, January 12, 2006 11:59 AM 
To: Jerri 

Subject: to u jeiri Fw: 203-iBi® Qjani Noa 

Importance; High AeMC'-tKo 

urgenti 


Thank you, 

Chris Gamer 

PDJ / 1st Source Investigations 
1-800-298-1153 Phone 
1-800-297-0012 Fax 
1.866-440-6110 Cellular 


CONFIDENTIALITY NOTE: . . ^ r ^ 

This e-maii contains confidential information and is intended solely for the use cl the 
individual named on this transmission. If you are not the intended recipient, you are 
notified that disclosing, copying, distributing or taking any action in reliance on the 
contents of this information is strictly prohibited. If you are not the intended recipient of 
this e-mail please destroy this message immediately. 


.... 

From: Doua mw^ -. - 
To: Chns^Garngr 

Sent: Wednesday, Januaiy 11, 2006 3:39 AM 

Subject: 203-*Hil*Ojant Noa 

Chris, 






We have a fairly urgent need to track this guy down lo nip some slanderous remarks he's been 
making against one of our celebrity clients. 


Full Name: Ojani Lazaro Noa 


DOB: 

SSN: 


AeoACTCO 


Is there any way you could puEl a cell phone on him and follow with landlines at his home address 
on Wednesday? I'd do it the other way around but we aren't sure where he's residing. 

I’m having surgery on a broken finger Thursday (internal and external pinning) and HI be out of 
commission all day so any progress you can make on Wednesday would be appreciated. 


His most recent reported addresses are as follows: 


Addresses: 

(Reported 10/05-11/05) 


Los Angeles, CA 90036 
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Los Angeles, 


(Reported 1/0M/05) 


CA 90005 


However, he has a history of overlapping addresses in Los Angeles and Miami (see betow). 


Please pull out afl the stops. 


Thanks and regards, 
Doug Atkin 


LOS ANGELES CA 900053821 
RPTD: 1-01 TO 4-05 8X 




LOS ANGELES CA 9001 92503 j 

RPTD: 6-98 TO 2-03 2X ^ 


LOS ANGELES CA 900362667 
RPTD: B-96 TO 3-02 


BEVERLY HILLS CA 902 101 223 
RPTD: 8-97 TO 9-98 


BEVERLY HILLS CA 90210 
RPTD: 9-97 


BEVERLY HILLS CA 90210 
RPTD: 9-97 


MARINE AIR-GROUND COMBAT CA 92278 
RPTD: 9-96 1X 


MIAMI FL 331363530 
RPTD: 3-96 TO 7-96 


MIAMI FL 331363543 
RPTD: 8-95 TO 12-95 


MIAMI FL 331403148 
RPTD: 9-93 TO 2-95 
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RtftACi gp 

LOS ANGELES CA 900364305 
RPTD: 10-05 TO 11-05 


OJANI NOA, OJANIL NOA, OJAIN NOA. NOA OJANI. 
OTANl NOA, OJANI NOAH, OJANE LAZARO NOA. O NOA 


iMame 

Address 

Phone \ DO&/DL # 

SSN 

Date Rptd 

IMDA. OJANI 

Miemi Beach. FL 33141-19^0 
CountyM lAM l-D AOE 

1 

i«aW 

1 


07/13^2001 



1 


06/01/2001 

NOA, OJANI 

i 

Miami. FL 33141-1904 
Coi/efyn'MI AM 1- DADE 

i 

1 


jNOA. OJANIL 

Los Angeles, CA 90005-3821 
Coi;/i(y;LOS ANGELES 

1 

2 1 IMMi* 


06rt)1/2001 

f 



j — 

1 

! NOA, OJANI L 

j 

JosAJIgeS^CAgcSlMSOS 

Counfy.LOSANeELES 



06/01/2^)1 

! 



1 

NOA. OJANIL 

Miami. FL 331 36-3543 
Co(/oly,'MI AM l-D ADE 

1 

! 

! 


01/01/2000 

1 — 

i NOA, OJANI L 

! 

mSjF^313^543 

CoiJATry.1WIAMLDADE 

i 

i 

loim/2000 

1 



1 NOA, OJANIL 

^^!J^h!|I^^^210-1223 

Coanly-IOSANGELES 

i 

1 


07/01/1998 



(305)M^H» 


12/31/1996 

1 NOA. OJANIL 

s 

Miami. FL 33136 

Cot/nly,‘Mi AM 1- D ADE 


^ 



1 

1 

j NOA. OJANf L 

Los Angeles. CA 90036-2604 ; 
Cou/Jfy.lOS ANGELES 

i 

(21 

i 


07/01/1996 

iNOA. OJANI 

mS^S316?6747 

Coynly ‘M lAM 1- DADE 



06/01/1996 

— 





04/01/1996 

I NOA, OJANIL 

Miami, FL 33136-3511 I 

County.MIAMI-DADE | 

BSSI^b 


1 NOA, OJANIL 

E^JR^^3^3517 

CountyMm\-OADE 



02/01/1996 

|nOA, OJANIL 

Miami Beadi. FL 33140 
Coyniy,‘MI AM l-D ADE 



08/01/1993 

! 




/).ooft£xreJ * H's 
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From: Jerri [mailto:pdjpi@yahoo.com] 

Sent: Friday, January 13, 2006 10:14 AM 
To: 'Doug Atkin’ 

Subject: RE: 203-MBB Ojani Noa 

I sent you a note yesterday that I had no luck with the addresses and that we have moved on to 
look for a cell phone. I will send it to you as soon as I have it back. 


Thank you for your business?! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail conuins confidential information and is intended solely for the use of the individual named on 
this transmission. If you are not the intended recipient, you are notified that disclosing, copying, 
distributing or taking any action in reliance on the contents of this information is strictly prohibited. If you 
are not the intended recipient of this e-mail please destroy this message immediately. 


Original Message 

From: Doug Atkin [mailto:aaii@gte.net] 
Sent: Thursday, January 12, 2006 6:56 PM 
To: Chris Gar ner; PDJ 
Subject: 203'MiHMbOjani Noa 
JkeDAtTiPD 

Any luck on this? 

DA 


From: Doug Atkin [mailto:aaii@gte.net] 

Sent: Wednesday, January 11, 2006 1:39 AM 
To: Chris Garn er (pdjcg@ yahoo.com) 

Subject: 2O3-0liiifllOjani Noa 

itCOACTCo 

Chris, 

We have a fairly urgent need to track this guy down to nip some slanderous remarks he’s 
been making against one of our celebrity clients. 


Full Name: Ojani Lazaro Noa 


DOB: 

SSN: 




Is there any way you could pull a ceJI phone on him and follow with iandlirres at his home 
address on Wednesday? I’d do rl the other way around but we aren’t sure where he's 
residing. 
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I'm Iiaving surgery on e broken finger Thursday (internal and external pinning) and ril be 
out of commission all day so any progress you can make on Wednesday would be 
appreciated. 


His most recent reported addresses are as follows: 

Addresses: Angeles, CA 90036 


(Reported 10/05-11/05) 


(Reported 1/OM/05) 


Los Angeles, CA 90005 


However, be has a history of overlapping addresses tn Los Angeles and Miami (see 
below). 


Please puil out all the stops. 


Thanks and regards. 


Doug Atkin 

/fooRtwgx I^Dfitorec> 

OJANi L NOA 

LOS ANGELES CA 90005382 1 | 

RPTD: 1-Of TO4-05 8X | 


LOS ANGELES CA 9001 92503 V 

RPTD; 6-96 TO 2-03 2X 


LOS ANGELES CA 900362667 
RPTD: 8-96 TO 3-02 


BEVERLY HILLS CA 902101223 
RPTD; 8-97 TO 9-98 


BEVERLY HILLS CA 90210 
RPTD: 9-97 


BEVERLY HILLS CA 90210 
RPTD: 9-97 


MARINE AIR-GROUND COMBAT CA 92278 
RPTD; 9-96 IX 


MIAMI FL 331363530 
RPTD: 3-96 TO 7-96 
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! NOA. OJANI L Beverly Hills, CA 90210*1223 
■ Coanfy.lOS ANGELES 


i NOA. OJANI L Miami, FL 33136 
I Counfy.-MIAMI-DADE 


? NOA. OJANI L Los Angeles, CA 90036-2604 (213)1 
j County.'LOS ANGELES 
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From: Doug Atkin [mailto:aaii@gte.net] 

Sent: Friday, January 13, 2006 2:44 PM 
To: PDJ , 

Subject: 203 ^i^HBOjani Noa 

f(eo£{ciei> 

Chris, 

The letter our clients had delivered to the mail drop has been picked up so ifs likely he's in the LA 
area. 

DA 


From: Doug Atkin [mailto:aaii@gte.net] 

Sent: Friday, January 13, 2006 10:39 AM 
To: 'Chris Gar ner' 

Subject: 203 -MMSOjani Noa 

Chris. ^ 

The client informs us that the ^MM^BWaddress is a mail drop but the other is 
residential so there should be phone service there, even if it's not in our subjects name. Our 
subject could also be in the Miami area. The/re hot to track this guy down so if you think utility 
traces in both areas may help, we'd rather double or triple our efforts and push to get whatevere 
we can before the weekend. 

Thanks, 

DA 


From: Chris Garner [mailto:pdjcg@yahoo.com] 

Sent: Friday, January 13, 2006 10:29 AM 
To: Doug Atkin , 

Subject: Re: 203 -^iB^fcOjani Noa 

^eoACT^O 

The address did not yield any results, we are working 


on the locale of a cell number still. We will 


advise. 


Thank you, 

Chris Gamer 

PDJ / 1st Source Investigations 
1-800-298-1153 Phone 
1-800-297-0012 Fajc 
1-S66-440-61 10 Cellular 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the use of the 
individual named on this transmission. If you are not the intended recipient, you are 
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notified that disclosing, copying, distributing or taking any action in reliance on the 
contents of this information is strictly prohibited. If you are not the intended recipient of 
this e-mail please destroy this message immediately. 



1314 


From : Jerri (mail to :pd jpii&yahoo . com) 

Senti Friday, Jaji^iary 13, 200€ 3;5& PM 
To ; ' lescollins^ureach . com' 

Subject: FW: Cell acq super rush please- By fri if at all possible Full 
Name: ojani Lazaro Noa 

Any chance of it today??? 


Thank you for your business n 
Investigations Dept ■ 

COWPIDEHTIAblTY NOTE; 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission- If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this inforrnation is 
strictly prohibited. If you are not the intended recipient of this e-Tfiail 
please destroy this message immediately. 


original Message-'-^’ 

From: Jerri fmailto :pdjpi®yahoo . com) 

Sent: Thursday, January 12t 200e 2:26 PM 
TO : ’ lescoil insSureach . com ' 

Subject: Cell acq super rush please. By fri if at all possible Full Name: 
Ojani Lazaro Noa 


Full Name: 


Ojani Lazaro Noa 


DOB: 

SSN: 


«ee4t,Tfo 


His moat recent reported addresses are as follows: 

Addresses: , Los Angeles^ CA 90036 

(Reported 10/05-11/05) 

LOS Angeles, CA 90005 

(Reported 1/01-4/OS) 

However, he has a history of overlapping addresses in Los Ajigelea and Miami 
(see below) , 

Please pull out all the stops. 


Thank you for your business]) 
Investigations Dept^ 
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CONFIDENTIALITY NOTE; 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 
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From : Jerri (maiito : pd jpi @ yahoo . com] 

Sent: Friday^ January 13, 2006 3:53 PM 
To: "VjtadeeWI**' JtCDUtTSO 
Subject: Pmb bust rush please Addresses: 

Angeles, CA 90036 A^&ACf€-^ 


Addresses : 
Full Name : 


Los Angeles, CA 90036 

(Reported 10/05-11/05) 

Ojani Lasaro Noa 


DOBi 

SSN; 




Thank you for your business!! 

Investigations Dept^ 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited* If you are not the intended recipient of this e-mail 
please destroy this message immediately. 
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From; Vjtade@aol.com [mailto:Vjtade@aoLcom] 

Sent: Friday, January 13, 2006 5:20 PM 
To: Jerri@PDJPI.com 

Subject: NOA 

OJANI LOS ANGELES CA 90036 

gCELESCA 90005 


THANK YOU! VICKY C.I., INC. 
PH; 800-473-7073 
FAX: 800-473-7189 


CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in refiance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 
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From: Poug Atkin [mailto : aaii®gte.iietl 
Sent: Friday j January 13^ 2006 5:2? PM 
To : Jerri®PDJPI - com 
Subject: pmb bust OJAHI tJOA 




LOS ANGELES CA S0036 


That was quick! 


Thanks , 
DA 


-----Original Message 

From: Jerri fmailtoipd jpi«>yahoo. cromj 
Sent: Friday, January 13, 2006 2:2S PM 
To; '^Doug Atkin’ 

Subject: Re; pmb bust OJAMI NOA 

ANGELES CA S0036 


OJANI NOA i 




LOS ANGELES CA 


Address on file 


(LOS ANGELES CA 90005 


90036 
is ; 


Thank you for your businefisU 
Investigations Dept . 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing^ copying^ distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 
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From: Les Collins [mailto : lescollins^ureach . com] 

Sent j Friday H Jantiary 13, 2006 7; 06 PM 
To: Jerri 

Subject: Re; FW : Cell acq super rush please. By fri if at all possible Full 
Name: Ojani Lazaro Koa 

This should be back within the next 3 hours here as an acquire, 
the utility search will probably he back no later than Tuesday. 

Best Regards f 

Les 


On Fri, 13 Jan 2006, Jerri (pdjpi@yahoo^cotn) wrote: 


> Any chance of it today??? 


> Thank you for your business! J 

> investigations Dept , 

> 

> CONFIDENTIALITY NOTE: 

> This e-mail contains confidential information and is intended 
solely for the 

:» use of the individual named on this transmission. If you are 
not the 

> intended recipient, you are notified that disclosing, copying, 
distributing 

> or taking any action in reliance on the contents of this 
information is 

? strictly prohibited. Jf you are not the intended recipient of 
this e-mail 

please destroy this message immediately. 


5 , --^--original Message^- 

> From: Jerri (mailto :pdjpi(&yahoo. com] 

> Sent: Thursday, January 12, 2006 2:26 PM 

> To: ' lescollins^ureach . com ^ 

Subject: cell acq super rush please. By fri if at all possible 
Full Name: 

> Qjani Lazaro Noa 


> Full Name: Ojani Lazarc Noa 


DCB: 



> SSN: 
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> His most recent reported addresses are as follows; 

> Angeles, 
CA 90036 

> iReported lO/OS-ll/OS) 

Angelea, 

90005 

> {Reported 1/01’4/0S) 

> 

> However, he has a history of overlapping addresses in Los 
Angeles and Miami 

> (see below) * 

> 

> Please pull out all the stops. 


> Thank you for your business!! 

> Investigations Dept. 


> confidentiality NOTE: 

> This e-mail contains confidential information and is intended 
solely for the 

> use of the individual named on this transmission. If you are 
not the 

> intended recipient, you are notified that disclosing, copying, 
distributing 

> or taking any action in reliance on the contents of this 
information is 

> strictly prohibited ^ If you are not the intended recipient Of 
this e-mail 

> please destroy this message immediately* 
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Fi:om: Les Collins [mailto:lescollins@ureach.comJ 
Sent: Friday, January 13, 2006 10:55 PM 
TO: Jerri 

Subject: Re: Cell acq Ojani Lazaro Noa (COMPLETE) 
T-Mobile 


NOTE: I pushed to get this one at the top of the list, 
unfortunately I couldn't get it back any sooner. It did get back 
to me on Friday, but it's aPH here -- I hope you get this today. 

Best Regards, 

Les 


'Ojani Noa 

LOS ANGELES CA S0036-43( 


On Thu, 12 Jan 2006, Jerri {pdjpi@yahoo.com) wrote: 


> Full Name: 

> 

> DOB: 

> 

> SSN; 


Ojani Lazaro Noa 



> His most recent reported addresses are as follows: 

> Angeles, 
CA 90036 

^ (Reported 10/05-11/05) 

> 

Los Angeles, 

9000S 

(Reported 1/01-4/0S) 

> 

> However, he has a history of overlapping addresses in Los 
Angeles and Miami 

> (see below) . 


> please pull out all the stops. 


? Thank you for your business ! J 

> Investigations Dept, 

> CONFIDENTIALITY NOTE: 

=■ This e-mail contains confidential information and is intended 
solely for the 
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> use of the individual named 071 this transmission* If you are 
not the 

> intended recipient, you are notified that disclosing, copying, 
distributing 

> or taking any action in reliance on the contents of this 
information is 

> strictly prohibited, if you are not the intended recipient of 
this e-mail 

> please destroy this message immediately. 

> 

> 

> 
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From: Doug Atkin [fTra;fto:asii@gte.r>et] 

Sent: Sunda/i January 15, 2006 3:40 PM 
To: PDJPIpYAHOOXOM 
Subject: RE: 'Ojani Noa’ 

Jerri, 

Sorry to interfere with your weekend but I resily apprecaiet that you sent this along today. 
Thanks again, 

Doug 


From: jerri [maiftorPDJPJ@ YAHOO. COM] 
Sent: Sunday, January 15, 2006 7:41 AM 
To; 'Doug Atkin' 

Subject: 'Ojani Noa" 

T’llobile 

■Ojani Noa> 


LOS ANGELES CA 90036-4105 

The utility is still being worked. Let me know if you still need it or 
not 

Jerri 


Thank you for your business. 
Investigations Dept. 
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From: Jerri - Investigations Dept. Imailtoj Jerri^PDJPI .com] 

Sent: Sunday. January 15. 2006 lliOP PM 
To: ■ leacolline®ureach.c:om* 

Subject: RE: FW : Cell acq super rush please ^ By fri if at all possible Full 
Name: Ojani Lazaro Noa 

yes. we still need the utility 


Thank you for your business . 
Investigations Dept, 


Original Message- 

From: Les Collins [mail to : lescollinsaureach .com] 

Sent: Friday. January 13. 200S 9:E7 PM 
To: Jerri 

Subject: Re: FW: Cell acq super rush please. By fri if at all possible Full 
Name: Ojani Lazaro Noa 


I'm assuming you're still interested in a utility search even though the 
cell acquire came back ae complete. Let me know if I'm mistaken though and 
I'll cancel it . 

Thanks ! 

Best Regards. 

Les 


On Fri. 13 Jan 2006. Jerri {pdjpi<»yahoo.comJ wrote: 

> Can u try a utility too. Either Los Angeles or S. Florida 
area . 


> Thank you for your business! ! 

? Investigations Dept. 

■> 

> CONFIDENTIALITY NOTE; 

> This e-mail contains confidential information and is Intended 
solely for the 

> use of the individual named on this transmission. If you are 
not the 

> intended recipient, you are notified that disclosing, copying, 
distributing 

> or taking any action in reliance on the contents of this 
information is 

> strictly prohibited. If you are not the intended recipient of 
this e-mail 

> please destroy this message immediately. 
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> Original Message 

> From: Jerri [mailto:pdjpi@yahoo.com] 

> Sent: Thursday, January 12 , 2006 2:26 PM 

> To: • lescollinsOureach . com ' 

> Subject: Cell acq super rush please. By fri if at all possible 
Full Name : 

> Ojani Lazaro Noa 


> Full Name: Ojani Lazaro Noa 


> DOB: 

> SSN: 

> 

> 

> 

> 

> 

> His most recent 

> 

> Addresses : 

CA 90036 



reported addresses are as follows: 

Los Angeles, 

(Reported 10/05-11/05) 

, Los Angeles, CA 




90005 


(Reported 1/01-4/05) 


> However, he has a history of overlapping addresses in Los 
Angeles and Miami 

> (see below) . 


> Please pull out all the stops. 


> Thank you for your business ! ! 

> Investigations Dept. 

> 

> CONFIDENTIALITY NOTE: 

> This e-mail contains confidential information and is intended 
solely for the 

> use of the individual named on this transmission. If you are 
not the 

> intended recipient, you are notified that disclosing, copying, 
distributing 

> or taking any action in reliance on the contents of this 
information is 

> strictly prohibited. If you are not the intended recipient of 
this e-mail 

> please destroy this message immediately. 


> 
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TAB 2 




From: Doug Atkin [mailto: aaii@gte.net] 
Sent: Thursday, February 02, 2006 12:20 PM 




Damon Jon^ 


Chris/Jerri. 


The message below didn't bounce back ao it should be somewhere in Chris' inbox but here's 
another copy. 

As I indicated to Jerri, the client is confident that Jones will have ano-ther cellular or two because 
he has bounced around the league and he maintains residences at least in Cleveland and 
Houston and perhaps also in Galveston. The client carries three cdlulars with different carriers in 
New York-, Seattle- and Houston-based numbers. 

Happy hunting. 


DA 


From: Doug Atkin [fnailtx):aali@gte.netj 
Sent: Wednesday, February 01, 2006 1:09 AM 
To: Chris GarnerJ^jcg(iyahoo,com] 
Subject:^l^9 [>arnon Jones 


s Garnerj^jcg(iyaboo,com] 
Damon Jones 


Chris, s^=twvt-T^O 





^.rtg oThis B uy has at least at least one cellular we know about and the number Is ZSlfi^^^Por - 
However, we suspect he may have others as well. He maintains residences in Houston 
and Galveston and lives in Houston in the off-season but he currently plays for the Cleveland 
Cavallera and he played for the Miami Heat in 2004-2005 end various other teems before them. 

First we vwuld like to pull his most recent bill on the 281 number. 

And second, we would Jlke to identify his other cellular numbers. 

His tD and bio appear below. 

Trianks and regards. 


Doug Atkin 







RPTD: 11-95 TO 12-05 2X 
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RPTD: 8-05 2X 




HOUSTON TX 77082 
RPTD; 4-01 TO 9-04 5X 


STAFFORD TX 7747*^ 
RPTD: 1-00 TO 6-01 




HOUSTON TX 77063®B 
RPTD: 5-99 TO 1-00 IX 






RPTD: 1-99 


RPTD: 9-97 


icjei>A<n^ 






WESTLAKE OH 44145 
RPTD: 1-06 


HOUSTON TX 77082 
RPTD; 6-04 


UGAR LAND 
RPTD: 4-01 


HOUSTON TX 7 7 07 7 I 
RPTD: 9-00 











RFt>Acr^ 


1 

J>OIS 

e.^Act'SP 
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CourrtyFORTBEND/ 





rep 

JONES. DAMON DARRON 

HoSton77^7W3®il 

Coonfy.HARRIS 






DRAFTED: Not drafted by an NBA franchise. 

HOW ACQUIRED: Signed as a free agent by the Cavaliers on September 8. 2005. 
PROFESSIONAL CAREER: 

2004-05: Played in all 82 games (66 starts) for the Miami Heat, averaging career-highs of 1 1 .6 
points and 2.8 rebounds to go along with 4.3 assists in 31.4 minutes per game.. .ranked third in 
the league In three-point field goals (225), fourth in assists-to-tumovers ratio (3.57:1), fifth in 
three-point field goals attempted (521) and fifth in three-point field goal pefx:entage (.432)... In 
his career-high 66 starts, averaged 12.2 points, 4.6 assists and 3.0 rebounds in 32.8 minutes 
per game while the Heat compiled a 49-17 record... his 225 three-pointers tied him with Mitch 
Richmond for the ninth highest single-season total in NBA history... set single-season career 
highs in starts, minutes (2.576), points (955), field goals made (331) and attempted (726), field- 
goal percentage (.456). three-point field goals made and attempted, three-point percentage, 
free throws made (66) and attempted (86), defensive rebounds (217), total rebounds (231). 
steals (44) and blocks (five)... made at least one three-point field goal in a career-high 21 
consecutive games from Fob. 6-March 22... led the team in scoring once, in assists 22 times, in 
steals on 11 occasions and In minutes in three contests... scored in double figures 48 times, 
Including eight games with at least 20 points and one 30-point game... scored a career-high 31 
points and hit a career-high eight three-point field goals vs. the Clippers on Feb. 16. 

2003-04: Played in all 82 games (26 starts) for the Milwaukee Bucks, .averaged 7.0 points. 5.8 
assists and 2.1 rebounds in 24.6 minutes per game . .in his 26 starts, averaged 7.7 points, 7.5 
assists and 2.7 rebounds in 27.5 minutes per game... finished the season ranked second in the 
league in assists-to-tumovers ratio (4.64:1), 14th In assists per game (5.8) and fourth In assists 
per 48 minutes (11. 3)... scored in double figures 21 times including three games with at least 20 
points... dished out double figures in assists a career-high 12 times... posted eight double- 
doubles on the season... in 36 minutes played at Orlando on March 3, dished out a career-high 
17 assists, scored nine points and grabbed seven rebounds without committing a turnover... had 
37 assists and just one turnover In a three-game span, totaling 96 minutes, from Feb. 27-March 

3.. . scored a season-high 23 points at New Jersey on April 6. 

2002-03: Played In 49 games (one start) for Sacramento. . . averaged 4.6 points. 1.6 assists and 
1.4 rebounds In 14.5 minutes per game... scored In double figures on five occasions... scored a 
season-high 18 points and hod three assists In 20 minutes off the bench vs. Cleveland on Oct. 

29.. . missed a total of 22 games due to a sprained right ankle and one game with a left ankle 
spraln...was a DNP-CD on 10 occasions. 

2001-02: Played In 67 games for Detroit during the 2001-02 season.. . averaged 5.1 points, 2.1 
assists and 1.5 rebounds in 16.2 minutes per game... scored in double figures in eight 
games. ..led the Pistons in assists six times... missed five games with right knee patella 
tendinitis and was a DNP-CD on 10 occasions. 

2000-01: Played in 71 games (11 starts) for Vancouver . . averaged 6.5 points, 3.2 assists and 
17 rebounds fn t9,9 mir^utes per game.,Jn his 11 starts, averaged 12.5 points, 4.5 assists and 
2,9 rebourids in 32.7 minutes per game... scored in double figures on 17 occasions and had 
three games with at least 20 points... posted his first career double-double with 14 points and 13 
rebounds on April 10 vs. Minnesota... srored a seasor>-high 25 points at Sacramento on April 
16. ..was a DNP-CD on 11 occasiorts. . . 

1999-00: Split lime between Golden State and Dallas during the 1999-60 season,., appeared in 
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55 oames (one start) and averaged 4.2 potnts, 1.7 assists and 1.0 rebour^^nllj minutes 
□ame scored in dou We figures on nine occasions., .played in 1 3 games for the 
Leraaed 5 2 points, 3,0 assists and 1.2 rebounds in 15.0 minutes per ..made his first 
NBA ^reer start on Nov. 13 agair^st Houston . .appeared in 42 games for Delias and averaged 
3.9 points and 1 .4 assists... 

1998-99: Split time between the New Jersey Nets ar«l Boston Celto pla^d In 24 gardes* 
averaaing S 2 points, 1.8 rebounds and 1.8 assists... played in 11 games wrth New 
averaging 4.5 Mints in 11,9 minutes per game... played in 13 games Bostori and 
6 8 Minte 2 4 rebounds and Z.Z assists... scored in double figures on five Mcasona...n^ his 
NBAdebut at Miami on Feb, 16...played for the Idaho Stampede of the CBA . ^ s iwm rt a 
CBA Alt-Star, CBA Newoomer-of-the-Year and CB A All-League First Team selection after 
ranking in the top five in both scoring average and assists 

1 997-98- Pteyed in 34 games with the Black Hills Posse of the International I 

Association.. ^raged 12.4 points, 3.4 asssists, 2.5 rebounds... earned IBA Sixth Man*of-tbe^ 

Year honors. 

MBA PLAYOFF CAREER: Has played in 30 career playoff games, averaging 9.1 
rlboun^and 4.1 assists while shooting ,468 (96-205) from the field and .410 (57^39) from 
beyor^d the arc,. .during the 2005 Playoffs, played in 15 games i^t^ 

ll -rpoints on ,481 (62-129) shooting and .429 (39-91) from beyond the arc to go 2.7 

rebounds and 4.0 assists helping lead Miami to the Eastern Confefenrto Fina}s...in the l^m s 
first-round series egainst New Jersey, averaged 16.5 points on 21-40 (.525) sh^tlng arid 17-34 
arc-.played srri stprlpd in ail five gemee for the Mil^uKM Bucks ^ 
during the 2004 Playoffs, ., averaged 1 0.0 points, 4.0 rebounds and 7.4 in 2S.8 

per game during the 2002 Playoffs, played in 10 games tor the Detroit Pistons... averaged 4.3 
^ints. 2.1 rebounds and 2.5 assists In 18.1 minutes per game, 

college CAREER: Rayed three seasons at the University of Houston before dedaring early 

for the 1997 NBA Draft... averaged 12.8 points, 4.0 rebounds and 3.9 

career ..averaged double figures In scoring in each of his three seasons... left Houston as the 

school’s alPtime leader In three-point field goals made (182).... started 26 of 27 ® 

toniSand averaged 16.4 points. 4.9 assists and 4.4 rebounds... ranked thir^ 

in assists per game and eighth In scoring average...as a sophomore, averaged 1 1.9 pojnte. J 

reM^Ml aM?9 assists in 27 games...in 27 games as a freshman, averaged 10.3 points. 3.4 

rebounds and 2.9 assists. 
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From: Jerri [mailtoipdjpieyahoo.comj 
sent: Wednesday, February OS, 2006 5:29 PM 
To: 'Doug Atkin* 

Subject: IN HE: Damon Jones ^ 

IN RE: Damon Jones ^ ^ 

Sprint {fortnerly Hextel) bill dated February 3rd 


01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 

39 01/04 

40 01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/04 
01/05 
01/05 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 
11 
12 

13 

14 

15 

16 
17 
Ifl 

19 

20 
21 
22 

23 

24 

25 

26 
27 
26 

29 

30 

31 

32 

33 

34 

35 

36 

37 
36 



10 : 

10 : 

10 : 

10 : 

12 : 


H 

M 

C 

H 

C 


41 

42 

43 

44 

45 

46 

47 

48 


01:SSA H ILWAUKEE,WI 414 
02:02A H OUSTON,TX 281 

ILWAUKEE.WI 414 
ILWAUKEE,WI 414 
OUSTON^TX 2B1 
ILWAUK£E,WI 414 
ILWAUKEE,WI 414 
24A H OUSTOlsr,T}£ 2B1 
27A W AUKSSHAiWI 262 
31A M ILHAU1CEE,WI 414 
IDWA1IECEB,WI 414 
ILWAUKEE^WI 414 
ncoming 414 
LBVELAND,OH 216 
ILNADKEE,WI 414 
ncoming 646 
0USTON,TX voice Mail 
neoming 609-1 - PP/C 
OUET0N,TX voice Mail 
OU0TON,TX 261 
ItHKU1CBE,Wl 414 
LBVfiLftND,OH 216 
ILItAUKEE,WI 414 
LBVELAND,OH 216 
01:41P H OUSTDN^TK B32 
01:42P 5 ILVKM SPG,MD 301 
01:43P I ncomlng 202 
0I:51P I ncoming 414 

36P H OUSTOtttTX Vo ice Mail 
04P I ^coming 832-MHHi 
IIP B onSTONiTit V oice Hail 
IIP 1 neoming 4l4«i^MP 
13P H Otm<»l,TX Voice Mail 
13P H OOBTOH,,T3C 281 
18P C LgVKL flMD,O H 216 
HP S32- — PP/3 
04:i2P pp/3 

04:33P H 1LMAUKEE,WI 414 
D5:11F K IlillADKEE,WI 414 
05:14P I aoomltig 804 
05:17F X ncoming 954 
10:10P B aDBTON,TX Voice Mail 
10:12P Q ALVEBTON,TX 409 
10il3P A UR0RA,C0 720 
10:14P Q ALVBSTON,T)t 409 
10:19P N EH YORK, NY 212 
12:5SA I ncomlng 714 
01:15A A UBOBA^ CO 720 


02: ISA H 
02: ISA W 
02:19A H 
02:2IA M 
02:24A M 
02 
02 
02 

02 :37A M 
02 :49A H 
02A X 
HA C 
HA H 
22A I 
S9P H 
01:00P I 
01:25P B 
01:27P 
01:31P 
01:32P 
01 :35P 
01:37? 


02 : 
03: 
03 : 
03i 
03 : 
03 j 
03 i 
04: 


,00 

,00 



OP/N N 1:00 0.0 0 0.00 0,00 
CP/N N 1:00 0,0 0 0,00 0.00 
OP/N N 1:00 0,0 0 0.00 0.00 
OP/N N 1:00 0,0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0,00 0,00 
OP/N N 1:00 0.0 0 0,00 0,00 
OP/N N 1:00 0.0 0 0,00 0,00 
OP/N N 2:49 0.0 0 0,00 0,00 
OP/N N 1:00 0.0 0 0,00 0,00 
OP/K N 1:00 0,0 0 0.00 0-00 
OP/N N 1:00 0,0 0 0.00 0-00 
OP/N N 1:00 0.0 0 0.00 0,00 
PP/N N 1:11 0.0 
PP/N N 1:00 
PP/N N 1:00 
PP/N N 1:00 0,0 
PP/N N 2:25 0.0 
W 19:28 0,0 0 0 
PP/N N 1:28 0.0 
PP/N N 3:52 0 
PF/N N 1:00 
pp/N N 1:00 
PP/N N 1:00 
PP/N N 3:23 
PP/N N 1:00 0 
PP/N N 
PP/N N 2:54 
PP/N N 1:00 
PP/N N 2:00 
PP/N N 5:35 
PP/N K 1:26 
PP/C W 1:00 
PP/N N 1:00 

PP/N N 4:01 0 

PP/N K 2; 07 0.0 0 0.00 0.00 
0.0 0 0.00 0.00 
0.0 0 0,00 0.00 

pp/N N 11:08 0.0 0 0,00 0,00 
PP/N N 1:19 0.0 0 0,00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:22 0.0 0 0,00 0.00 
OP/N N 1:18 0,0 0 0-00 0,00 

OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:18 0,0 0 0.00 0.00 
OP/N N 4:40 0.0 0 0,00 0,00 
OP/N N 3:17 0,0 0 0.00 0.00 
OP/N N 1:00 0,0 0 0-00 0,00 
I OP/N N 1:00 0.0 0 0.00 0.00 


0,0 

0.0 

0.0 

0.0 

0,0 

0,0 


0 
0 

0 0.00 0.00 

0.0 0 0,00 0 

0,0 0 0,00 0 

0 0.00 0.00 

0 0,00 0.00 

00 0.00 
0 0,00 0.00 

0.00 0.00 
0,00 0,00 

0.00 0,00 

0.00 0,00 

0.00 0,00 

00 0.00 
0.00 0 
0.00 
0,00 
0.00 
0,00 
0,00 
0 . 00 
0.00 
00 0.00 


0 0 
0.0 
0.0 
0.0 
0,0 
0 0 
1:00 0.0 0 

0.0 0 0,00 
0 
0 
0 
0 
0 
0 
0 
0 


0.00 
0,00 
0.00 
0,00 
0,00 
0,00 
0 0 , 


00 
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49 01/05 01:20A 

50 01/05 01:21A 
El 01/05 10;28A 


ALVESTOH.TX 409h 
ALVESTON,TX 4094 
ncoming 2314 


i, 


52 01/05 lOiSOA A UEORA,CO 720^ 

53 01/05 lliOlA H OLLYWOOD, FI* 954 4 

54 


01/05 11:01A W PALM BCH, FL 561 
01/05 11;02A M lAMl.PL 305 
01/05 11:26A J ncoming 7B6 
57 01/05 12:03P G ALVESTON,TX 409 
Sa 01/05 12;04P C LEVELRND^OH 216 
59 01/05 12:06P H OUS7m,TK 332 
01/05 12:11P H OUSTON.TX 332 
01/05 l2tl2P R OUSTDNrTX S32 

62 01/05 12:14P W ASHINGTt)R,DC 202 -i 

63 01/05 l2t20P A RLINGTON,TX 317-^ 

64 01/05 12:23P H OUSTON.TX 332-1 

65 01/05 12:25P 1 ncoming 713- 

66 01/05 12:26P G ALVESTON^TX 409 

67 01/05 12:20P I ncoming 832 ~ 

63 01/05 12t30P O AKLAMD,CA 510 

69 01/05 12:31P W PALM BCH,FL 561 

70 01/05 12:33P A RLIKGTON^TX 317 

71 01/05 12j45P G ALVESTON^TX 409 

72 01/05 12:S2P I ncoming 510 

73 01/05 l2i56P O ALVESTON.TX 409 

74 01/05 01: OOP A UEORA.CO 720 

75 01/05 01:07P H O)JST0N,TX 332 

76 01/05 01:19P A HLINGTON^IX Bl7 

77 01/05 01:43P H OUSTORxTX B32 


55 

56 


60 

61 



OP/N N 1;00 0.0 0 0.00 0.00 
OP/N N 1:11 0.0 0 0.00 0-00 
PP/N N 11:43 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0,00 0.00 
PP/N N 1:00 0.0 0 0-00 0,00 
PP/N K 1:11 0.0 0 0.00 0-00 

PP/N N 1:00 0.0 0 0.00 0-00 
fPP/N N 2:14 0.0 0 0.00 0.00 
IPP/N N 1:00 0.0 0 0,00 0.00 
P/N N 1:00 0.0 0 0.00 0.00 
FP/K N 1:00 0.0 0 0.00 0.00 
PP/N N 2:32 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0,00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 

PP/N N 1:00 0.0 0 0.00 0-00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 5: OS 0.0 0 0-00 0-00 
PP/N N 1:00 0.0 0 0.00 0-00 
PP/N N 1:17 0.0 0 0.00 0.00 

PP/N N 3:55 0.0 0 0.00 0.00 
PP/N N 2:47 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0-00 0-00 
PP/N N 1:39 0,0 0 0.00 0,00 
PF/N N 1:13 0.0 0 O.OD 0.00 


7B 01/05 01j 44P H OUSTON.TX Voice Mail PP/N N 1:26 0.0 0 0.00 0.00 


79 01/05 01: SOP I ncoitting 9011 
30 01/05 0l:53P S HREVEPORT,LA 3161 
SI 01/05 01:54P G ALVESTQN,TX 4091 

82 01/05 02:30P S OUTHFIBLD^Ml 248l 

83 01/05 02:36P H QUSTON,TX 3321 

84 01/05 02:43P G IVLVESTOK , IX 409| 
01/05 03: OTP I ncqming 409( 

01/05 03:22P I ncoming 8321 

87 Dl/05 04:04P N EW YORK, NY 917H 
SB 01/05 05:2BP G ALVESTON,TX 409H 


35 

86 


PP/N N 1:30 0,0 0 0.00 0-00 

} PP/N N 1:00 0.0 0 0.00 0 . 00 
PP/N N 23:01 0.0 0 O.DO 0 . 00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 5:47 0.0 0 0-00 0.00 
PP/N N 1:00 0.0 0 0-00 0-00 
PP/N N 1:35 0.0 0 0.00 0.00 
PP/N N 1:01 0.0 0 0.00 0.00 
PP/N N 6:02 0.0 0 0.00 O.OD 
PP/N N 9:22 0.0 0 0.00 0.00 


89 01/05 11:30P H OUSTON.TX Voice Mall OP/N N 1:57 0.0 0 0.00 0.00 


90 01/05 11:32P N EW YORK, NY 9l7 

91 01/05 11:36P G ALVESTON.TX 409 

92 01/05 11:3SP G ALVESTON,TX 409 

93 01/05 11:39? G AI#VESTON,*rX 409 

94 01/05 11:41P G A4VEETON,tX 409 

95 01/05 11:42P G ALVESTON,TK 409 

96 01/06 12:17A I ncoming 310- 



OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:00 O.D 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 
DP/N N 42:30 0.0 0 D.OO 0.00 
OP/C W 1:56 0.0 0 0.00 0.00 


97 01/06 12:2SA 
90 01/06 l2i26A 
99 01/06 12:27A 


H OUSTON,TX Voice Mail OP/N N 1:00 0-0 0 0.00 0.00 


S ANANTONIO,TX 210H 
1 ncoming 210H 

100 01/06 12:47A M IAMI,FL 3051 

101 01/06 12:50A W PALM BCH, FL 561- 

102 01/06 12:52A H OUSTON,TX 281 ^ 

103 01/06 12i57A H OLLYWOOD, FL 954-1 

104 01/06 12:S9A A KRON,OH 330^ 

105 01/06 1C:53A A TLANTA HE,GA 770n 


lOP/N N liOO 0.0 0 0.00 0.00 
|OP/N N 2:31 0,0 0 0.00 0.00 
I OP/N N 2:14 0.0 0 0.00 0.00 

^ OP/N N 1:17 0.0 0 0.00 0,00 
OP/N N 4:14 0,0 0 0,00 0.00 
OP/N N 1:00 0.0 0 0,00 0.00 
I OP/N N 1:00 0.0 0 0.00 0.00 

PP/N N 1:00 0.0 0 0.00 0.00 
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Pages 3 through 17 of toll records redacted. 
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961 

02/01 

05:22P 

I 

962 

02/01 

05:24P 

I 

963 

02/01 

05:27P 

H 

964 

02/01 

05:36P 

I 

965 

02/01 

05:38P 

H 

966 

02/01 

10:06P 

B 

967 

02/01 

10:13P 

A 

968 

02/01 

10:26P 

F 

969 

02/01 

10:30P 

F 

970 

02/01 

10:31P 

M 

971 

02/01 

10:32P 

W 

972 

02/01 

10:33P 

I 

973 

02/01 

10:38P 

M 

974 

02/02 

02:03A 

H 

975 

02/02 

02:05A 

M 

976 

02/02 

02:06A 

W 

977 

02/02 

02:07A 

S 

978 

02/02 

02:08A 

S 

979 

02/02 

02:08A 

M 

980 

02/02 

02:09A 

I 

981 

02/02 

02:11A 

H 

982 

02/02 

02:12A 

M 

983 

02/02 

02:13A 

H 1 

984 

02/02 

02:15A 

G 

985 

02/02 

02:20A 

I 1 

986 

02/02 

02: 34 A 

W 

987 

02/02 

02:45A 

I 1 

988 

02/02 

02:48A 

I 1 

989 

02/02 

09:39A 

M 

990 

02/02 

09:56A 

I 1 

991 

02/02 

10:25A 

S i 

992 

02/02 

10:26A 

C 1 

993 

02/02 

11:47A 

M 

994 

02/02 

11:55A 

M 

995 

02/02 

12:31P 

M 

996 

02/02 

01:30P 

I 1 

997 

02/02 

02:16P 

G i 

998 

02/02 

02:23P 

I 1 

999 

02/02 

02:48P 

I ] 

1000 

02/02 

03:06P 

A 

1001 

02/02 

03:43P 

I 

1002 

02/02 

03:45P 

F 

1003 

02/02 

03:56P 

I 

1004 

02/02 

04:15P 

I 

1005 

02/02 

04:35P 

I 

1006 

02/02 

04:37P 

M 

1007 

02/02 

04:38P 

M 

1008 

02/02 

05: 3 IP 

M 

1009 

02/02 

05:42P 

I 

1010 

02/02 

06:00P 

H 

1011 

02/02 

06:03P 

M 

1012 

02/02 

06:07P 

M 

1013 

02/02 

06:10P A 

1014 

02/02 

06:12P 

C 

1015 

02/02 

11:12P 

I 

1016 

02/02 

11:14P 

I 

1017 

02/02 

11:17P 

M 



OP/N N 1:04 

OP/C W 1:00 0.0 
joi- IAMI,FL 786 OP/N N 1:00 0.0 
03A H OUSTON.TX Voice Mail OP/N N 2:22 0.0 
OP/N N 1:00 0.0 



PP/N N 1:39 0.0 0 0.00 0.00 
PP/N N 1:04 0.0 0 0.00 0.00 
PP/N N 1:11 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
^OP/N N 5:34 0.0 0 0.00 0.00 
OP/N N 8:20 0.0 0 0.00 0.00 

OP/N N 1:39 0.0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 

0.0 0 0.00 0.00 
0 0.00 0.00 
0 0.00 0.00 
0 0.00 0.00 
0 0.00 0.00 

OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:03 0.0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:43 0.0 0 0.00 0.00 
OP/C W 1:00 0.0 0 0.00 0.00 


llA H OUSTON,TX Voice Mail OP/N N 1:00 0.0 0 0.00 0.00 

OP/N N 1:00 0.0 0 0.00 0.00 

OP/N N 1:03 0.0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:05 0.0 0 0.00 0.00 

OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 
OP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:26 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 

^PP/N N 1:01 0.0 0 0.00 0.00 
>PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 2:05 0.0 0 0.00 0.00 
IPP/N N 1:00 0.0 0 0.00 0.00 
^.►P/N N 1:03 0.0 0 0.00 0.00 
PP/N N 1:09 0.0 0 0.00 0.00 

PP/N N 3:05 0.0 0 0.00 0.00 

PP/N N 2:17 0.0 0 0.00 0.00 
PP/N N 1:13 0.0 0 0.00 0.00 

PP/N N 1:04 0.0 0 0.00 0.00 
PP/N N 1:35 0.0 0 0.00 0.00 

PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:00 0.0 0 0.00 0.00 
P/N N 1:04 0.0 
^•P/N N 1:49 0.0 
PP/N N 1:00 0.0 
PP/N N 1:00 0.0 
)PP/N N 2:37 0.0 

PP/N N 1:00 0.0 

OOP H OUSTON,TX Voice Mail PP/N N 1:17 0.0 


PALM BCH.FL 561 
ncoming 954- 



IAMI,FL 786- 



IAMI,FL 305- 


LEVELAND,OH 216* 
ncocning 310 n 
ncoming 310- 



PP/N N 1:38 0.0 
PP/N N 1:39 0.0 


0.00 0.00 

0.00 0.00 

0.00 0.00 

0.00 0.00 

0.00 0.00 

0.00 0.00 

0.00 0.00 

0.00 0.00 

0.00 0.00 


PP/N N 1:00 0.0 0 0.00 0.00 
PP/N N 1:55 0.0 0 0.00 0.00 
OP/N N 1:41 0.0 0 0.00 0.00 
OP/N N 1:40 0.0 0 0.00 0.00 
OP/N N 10:43 0.0 0 0.00 0.00 
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1018 02/02 
1013 02/02 
1020 02/02 


3eP 

30P 

;43P 


M lAMl.Flj 305^ 

I ncoming 305^ 

I ncoming 305-1 


OP/N K 1:00 
OP/N H 4 :30 
^OP/W K 1:00 


1021 

1022 

1023 

1024 


02/03 

02/03 

02/03 

02/03 


02:54A H OUSTON,TK Voice Mail OP/W H 1:09 0 
02:56A K OUSTOK.TX 2B1 OF/N N IjOO 
03jOOA P ITTSBURGH.PA 412 OP/H H 1 
03:01A C LEVBLAKD, OH OP/N N 


0 
0 
0 
0 

0 . 
00 
1:17 0 


1025 02/03 

1026 02/03 

1027 02/03 

1028 02/03 

1029 02/03 

1030 02/03 

1031 02/03 
02/03 
02/03 
02/03 
02/03 
02/03 
02/03 


1032 

1033 

1034 

1035 
1030 
1037 


12 {3 IP H OUSTON.TX Voice Mail PP/N N 1:00 0.0 0 

PP/K N 18:46 0. 
IPP/C H 1:00 0.0 0 
PP/N N ItOO 
PP/N B 1:44 0.0 
PP/N N 1:24 0 
IPP/B N 2:07 0.0 
^PP/K B liOO 0,0 0 
I PP/H B 1:00 0*0 
►PP/N N liOO 0.0 


1038 02/03 

1039 02/03 
02/03 

02/03 
02/03 
02/03 
02/03 
02/03 
02/03 


1040 

1041 

1042 

1043 

1044 

1045 

1046 


1047 02/03 

1048 02/03 


12:32P a IRLIBE,TX 281- 
12:38P I ncoming 216 
01;OOP F TLAUTERIlLx FL 9S4 
01:01P H OUSTON.-TK 281H 
01:03P C LHVBLAND.OH 216 
OltlOP H OUSTON^TX 832 
01:16P M lAMT^FL 786 
01;17P H OUSTOB.TX 2S1 
01:41P H OUSTON^TX 281 
01i42P A RLINGTON^TX 817- 
01:S0P I ncoming 2al 
01:51P I ncoming 2ai 
02:02P I ncoming 281 
02:28P I ncoming 216 
02:35P 1 ncoming 832 
03:OOP I ncoming 832 
03:13P I ncoming 847 
03:24P H OUSTON,TX 281 
03:25P I ncoming 305 
03i27P H OUSTOB.TX 281 
03i2eP I ncoming 2i6-' 

03: 3 OP H OUSTOBxTX 832 
03:31P I ncoming 216 



PP/N N 7;17 
PP/N K 1:00 0.0 
PP/N N 3 : 11 
PP/N N 8:11 
PP/N N 1 :00 
PP/N N 1:00 
PP/N B 2:04 
PP/H N 3:17 0 
PP/N N 2:28 
PP/C W 1:49 0 
PP/B N 2:11 
PP/C W 1:00 0 
PP/N N 4ilS 
PP/C H 1:12 0 


0*0 

0*0 

0*0 

0*0 

0*0 

0.0 

0 

0 



1049 02/03 03:34P H OUSTON.TX Voice Mail PP/N N 1:17 0 

1050 02/03 03:36P P TLAUDERDL^FL 954 

1051 02/03 03:37P H OUSTOB^TX Voice Mail 

1052 02/03 03i3SP H OUSTON,TX 281- 

1053 02/03 03:40P I ncoming 832 

1054 02/03 03:42P I ncoming 409 
loss 02/03 03:S2P I ncoming 2S1H 

1056 02/03 03:56P I ncOming 832 

1057 02/03 04t02P H OUSTON,TX 281 

1055 02/03 04j 05P A RLINGTON^TX Sl7-^ 

1059 02/03 04:06P X ncoming 281- 

1060 02/03 04:OeP H OUSTOKxTX 832-1 

1061 02/03 04:0BP A RLINGTOB.TX 817-i 

02/03 04!0SP I ncoming 817- 
02/03 04:12P C LEVBLAND.OH 216 
02/03 04:15P W ASHINGTONrOC 202 
02/03 04: ISP H OUSTON.TX 832 
02/03 04:20P I nCOming 832 

02/03 04:23P I ncoming 202 

02/03 04:2BP M lAMI^PL 305 

1069 02/03 04:33P W ASHIBGTGN.DC 202-i 

1070 02/03 04:3eP 1 ncoming 832 

1071 02/03 04:52P H OUSTON^TX Voice Mail 

1072 02/03 0S:O3P I ncoming 832-1 

1073 02/03 05:06P I HcOming 202-1 

1074 02/03 05:06P H OUSTON^TX 832 


1062 

1063 

1064 

1065 

1066 

1067 

1068 


0.0 
0 0 
0*0 
0 0 
0 0 

PP/B N 1:21 
PP/N N 1:00 0*0 0 
pP/K B 2:11 0.0 
PP/N N 1:23 0.0 0 
PP/C W 2:25 0,0 0 
PP/B N 1:00 0*0 0 
PP/N B 1:00 0*0 0 
PP/N B 1:47 0*0 
PP/N N 1:00 0 
PP/C W 1J15 0.0 0 
PP/B N 1:00 0.0 
PP/B N 1:00 0 
PP/C B 2:30 0.0 0 
PP/N N 1:00 0 
PP/N B 2:05 ' 
PP/N N 1:00 0.0 
PP/N N 1:54 0,0 0 
PP/N N 1:00 0,0 0 
PP/B N 1:23 0,0 0 
PP/N N 4:54 < 
PP/B N 1:00 0.0 0 
PP/N N 1:00 0.0 0 
PP/N N 2:56 0*0 0 
PP/C W 1:00 0*0 0 
PP/N N 3:19 0*0 


0,00 0.00 
0.00 0*00 
0*00 0.00 
0.00 0.00 
0 0.00 0.00 
0.0 0 0*00 0*00 
.0 0 0.00 0*00 
0*00 0.00 
0 0 0.00 0,00 
0,00 0*00 
0.0 0 0*00 0*00 
0 O.DD 0.00 
. 0 0 0.00 0.00 
0 0.00 0*00 
0.00 0.00 
0 0.00 0.00 
0 0.00 0,00 
,0 0 0*00 0*00 
0*00 0.00 
0.00 0.00 
0.00 0.00 
0*00 0*00 
0.00 0.00 
0.00 0*00 
0*00 0.00 
0 0.00 0*00 
0*00 0,00 
0 0*00 0.00 
0,00 0*00 
0 0.00 0.00 
0,00 0*00 
0,00 0*00 
0.0 0 0,00 0.00 
0.00 0*00 
0 0.00 0.00 
0*00 O.DO 
0*00 0,00 
0*00 0.00 
0*00 0*00 
0 0.00 0.00 
*0 0 0.00 O.DO 
0*00 0.00 
0 0*00 0*00 
.0 D 0*00 0*00 
0*00 0.00 
*0 0 0*00 0*00 
D.O 0 0.00 0,00 
0 0*00 0.00 
0,00 0*00 
0.00 0,00 
0*00 0.00 
i.o 0 0*00 0.00 
0*00 0*00 
0.00 0.00 
0,00 0*00 
0.00 0*00 
0 0.00 0.00 
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lO-^S 02/02 0S;12P I ncoming 281-MMM4 PP/M N St27 0.0 0 0.00 0.00 

1076 02/02 0E:19P B EVBRLYHLS.CA 210-««i*» PP/N N 5:13 0.0 0 0.00 0.00 

1077 02/03 05j 21P I ncoming PP/C W 1:06 0.0 0 0.00 0.00 

107 S 02/03 0S;24P I ncoming 832 PP/C W 1:00 0.0 0 0.00 0.00 

1079 02/03 05:27P H OUSTOK.TX S32-««i«ll PP/« K 5:19 0.0 0 0.00 0-00 
lOSO 02/03 0S:32P H OUSTON,TX Voice Hail PP/N N 1:00 0.0 0 0.00 0.00 

1061 02/03 0E:36P I ncomlng 2G1-«HM^PP/N N 4:05 0.0 0 0.00 0.00 

1062 02/03 05:43P C LEVEliANB , OK 216-CVMMM PP/N JH 1:00 0,0 0 0-00 0.00 

1083 02/03 05:44P H OUpTON, TX 2B1-MHMPP/N N 1:30 0.0 0 0-00 0.00 

1084 02/03 07jOeP H OUSTON^TX 832-tMMMi PP/N N 1:00 0.0 0 0,00 0.00 

1085 02/03 07:28P H OUSTOK^TX B22-MVW PP/N N 1:01 0.0 0 0.00 0.00 

1066 02/03 07:29P H OUSTOK,TX PP/B K 1:00 0.0 0 0.00 0.00 

1087 02/03 07:31P I ncoming 281-^MMM PP/B N 1:00 0.0 0 0-00 0.00 

lose 02/03 07:46P I ncoming 216-4VPMHV PP/N N 1:56 0.0 0 0.00 0.00 

1089 02/03 09:32P I ncoccting 281 OP/N N 25: 45 0.0 0 0.00 0.00 

1090 02/03 10:02P I ncoming 281'ftMMMiV OP/N K 12:13 0.0 0 0-00 0.00 

1091 02/03 11:07P H OUSTON.TX Voice Hail OP/B N 1:20 0,0 0 0.00 0.00 

1092 02/03 11:09P H OUSTON.TX 26MiMMt4 0P/N N 1:18 0.0 0 0.00 0-00 

1093 02/03 11:13P I ncoming 202 Hp yP/B N 1:00 0.0 0 0.00 0,00 

1094 02/03 11:14P I ncoming OP/N N 1:00 0.0 0 0.00 0.00 

Nationwide Direct connect (SH) Call Detail 142*84*12129 

1 01/13 03:33P PHOENIX, AZ liOS ANGELES, CR 142*4*64 0:16 0.03 

2 01/31 04:26P CLEVELAND , OH ALTAMONTE SPRI, FL 142*4*64 1:44 0-17 

•billed calls* ^ 

1 01/10 01;41A K orea (South) 824 -#i^^li0OP/N K 3:07 0.0 0 3.96 3.96 

2 01/24 12:34P K Otea (South) 824 PF/N N 1:57 0.0 0 1.98 1.98 

3 01/28 11:32A K orea (South) 824MiM«MOP/N H 3:38 0.0 0 3.96 3.96 

All calls from # requested off bill. 3 active phones on acet. 

ThanJcB 


Thank you for your business M 
Investigations Dept. 

OOBFIDKKTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission . If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you arc not the intended recipient of this e-mail 
please destroy this message immediately. 
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TAB 3 

Covington & Burling llp 

LA^I^fY A. BRCUER 
TCL 20a.e»2.SB98 
PAX 202.77a.883« 
LBREUER* COV.COM 


1201 PENNSYLVANIA AVENUE NW WASHINOTON 


WASHINOTON. OC 20004-2401 
TEL 202 802 8000 
PAX 202 882.8201 
WWW COV.COM 


NEW YORK 
8ANPRANCISCO 
LONDON 
BRUSSELS 


September 20, 2006 


BY EMAIL AND HAND DELIVERY 

The Honorable Joe Barton 

Chairman, Committee on Energy and Commerce 

The Honorable Ed Whitfield 

Chairman, Subcommittee on Oversight and Investigations 
United States House of Representatives 
Committee on Energy and Commerce 
Washington, D.C. 205 1 5-61 1 5 

Re: Response to September 6, 2006^ Subpoena to Douglas Atkin 
Dear Chairman Barton and Chairman Whitfield: 

We are submitting this letter on behalf of our client, Douglas Atkin, in response to the 
subpoena issued to Mr. Atkin by the Energy and Commerce Committee on September 6, 2006 
(the “Subpoena”). The Subpoena seeks (1) Mr. Atkin’s testimony at a September 28, 2006 
hearing before the Subcommittee on Oversight and Investigations; and (2) the production by 
Mr. Atkin on September 20, 2006 of documents responsive to a number of different 
specifications. This letter responds to the portion of the Subpoena relating to documents. 

For several reasons, Mr. Atkin is unable at this time to produce the documents requested 
by the Subpoena. First, the Subpoena requests from Mr. Atkin documents and information that 
are protected from compelled production under the Fifth Amendment to the United States 
Constitution. The Fifth Amendment provides that “[n]o person . . . shall be compelled ... to be 
a witness against himself.” U.S. Const, amend. V. The act of producing the documents 
requested in the Subpoena, if such documents were to exist, would require Mr. Atkin to convey 
information protected by the Constitution. See, e g.. United States v. Doe, 465 U.S. 605, 612-13 
(1984). 


As the Committee is well aware, “pretexting” and related practices used to obtoin the 
personal information of others may violate the law. See, e.g., Damon Darlin, House Panel and 
U.S. Attorney Join HP. Inquiry, N.Y. Times, Sept. 12, 2006. Indeed, a leading law enforcement 
official testified before your Committee in June about ongoing criminal investigations related to 
pretexting, noting that “[tjhere are compelling reasons for the government to believe that 
[pretexting] violatefs] federal law.” June 22, 2006 Hearing Transcript (Testimony of Elaine 
Lammcrt, Deputy General Counsel, Federal Bureau of Investigation). Likev^se, slate law 
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enforcement authorities have expressed the view that pretexting and related practices violate 
state law. See, eg.. Threat of Criminal Charges Looms at HP, Associated Press, Sept. 13, 2006. 

The Subpoena requests, among other things: 

• “(A]ll . . . records that relate to” Mr. Atkin’s customers or clients and “also relate 
to cither (i) cell phone related records, or (ii) other personal consumer 
information,” Attachment to Subpoena ^ l.d; 

• All “correspondence or other communications with any” provider of cell phone 
related records or other personal consumer information,” id. \ 2.b; and 

• All “cell phone related records or other personal consumer information provided 
by any” provider of such records, id. ^ 2.c. 

The act of producing these documents and the other documents requested by the 
Subpoena, if such documents were to exist, would require Mr. Atkin to concede (1) “the 
existence of the papers demanded,” (2) Mr. Atkin’s “possession or control” over them, and 
(3) his “belief that the papers are those described in the subpoena.” Doe, 465 U.S. at 613 
(quoting Fischer v. United States, 425 U.S. 391, 410 (1976)); see also In re Sealed Case, 877 
F.2d 83, 85 (D.C, Cir. 1989). Mr. Atkin declines to provide this testimony against himself; 
instead, he elects to assert his Fifth Amendment rights in response to the portion of the Subpoena 
seeking the production of documents. 

In addition, as we explained in our letter of September 1, 2006, virtually all of 
Mr. Atkin’s clients are lawyers and private law firms, many of whom hire Mr. Atkin to facilitate 
the provision of legal advice or in anticipation of litigation. Consequently, a substantial number 
of the documents sought by the Subpoena, including “correspondence or other communications” 
between Mr. Atkin and his clients. Attachment to Subpoena ^ l.b, and “correspondence or other 
communications” between Mr. Atkin and providers of cell phone related records and other 
personal consumer information, id. ^ 2.b, if such documents existed, would be protected by the 
attorney-client privilege and/or the work product doctrine. Mr. Atkin declines to, and under the 
law, lacks the power to, unilaterally waive these privileges of others. 

Lastly, we note for the record Mr. Atkin’s objections to the Subpoena on the grounds that 
it is overbroad, unduly burdensome, and vague. The Subpoena seeks a wide range of materials 
that Mr. Atkin may possess, including “all other records that relate to” customers or clients of 
Mr. Atkin’s and “also relate to either (i) cell phone related records, or (ii) other personal 
consumer information.” Id. \ 1 .d. Requests like these sweep far broader than is necessary to 
further the Committee’s investigation of Internet-based data brokers. Mr. Atkin also objects to 
various aspects of the Subpoena on vagueness grounds. For example, Paragraph 1 requests 
several categories of documents relating to “each individual or entity who or that was a customer 
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or client . , ^ for whom you , , ^ have procured, attempted to procure » or requested another party to 
attempt to procure on your or AAli*s behalf” This request is unclear; other aspects of the 
Subpoena are similarly vague. 

+ • • * • 

For the reasons set forth above, Mr. Atkin is unable at this time to comply with the 
document requests contained in the Subpoena. It is our expectation that, for the same reaons, 

Mr. Atkin will decline to testify substantively regarding these topics at the upcoming 
Subcommittee hearing. As a result, and becaiise we are aware that the Committee is exploring a 
range of topics in its investigation, it is our hope that the Committee will decide that Mr. Atkin's 
presence at the upcoming hearing is uimecessaty. If, however, the Committee continues to 
believe that Mr. Atkinas attendance is warranted, he will appear before the Subcomittee on 
September 28. If you or any member of the Committee Staff would like to discuss this letter, 

Mr. Atkin's possible testimony, or any other matter, please call me at (202) 662-5538. 


Sincerely yours. 



cc: Robert W, Barnes, Esq. 
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PDJ / l8t Source Investigation# 

Sales by Customer Summary 

April 1, 2000 through April 19, 2006 


ALUED recovery (OR) 

AIM Sysiams inv«sti9«boiu 

allstar recovery me, 

allstar recovery of ARIZONA 

ALLSTATE RECOVERY 

ALPHA^EOA 

alpha 4 OMEOA ENT 

alpha a OMEGA INVESTIGATIONS 

alpha INTELLIGENCE 

alpha INVESTIGATIONS 

alpha OMEGA INVESTIGATIONS 

alpha PROCESS SERVMG 

alpha RESEARCH A RETRKVAL INC. 

ALS Rwnvvry (CC) 

altschul a altschol attori;^ ati^ 

AMERICAN BUREAU OF PROTECTIVE SERVICES 
AMERICAN DETECTIVE AGENCY 
AMERICAN DETECTIVE AGENCY (2) 

AMERICAN DETECTIVES 
AMERICAN HERITAGE 
AMERICAN MVESTIGATIONS. MC. 
AMBHCANLENDOtS 
AMERICAN LENDERS - WA 
AMERICAN LENDERS (Z) 

Mrmhcmn Martdng 

AMERICAN RECOVERY 

AMERICAN SURETY 

AMERICREDIT FINANCIAL SERVICES 

AMERISTARRNANCIAL 

AfMltfMrtBAilBoods 

ANDERSON WVESTlGATIVe SERVICES. INC. 
ANDRE 8XEETER 

ANDREW FISHER INVESTIGATIOWS. »JC. 
Aaanocuift larmiOATIOMAL 


ANQLO AMERICAN WVESTIQATIONS 
ANITA 

ANN FLAHERTY PI 
ANN hill BAH. BONDS 
answers A SOLUTIONS 
ANTHONY DETECTIVE AGENCY 
ANTHONY ORAPHIA WVE8TIOATIONS 
anyway BAH. BONOS 
APfSBCVICES 
APS 

APS INTERNATIONAL 
AR FARR ASSOCIATES 
ARCHERS BA/ESTIQATIONS 
ARS 
ARSO) 

ARTEMIS GROUP 
ASAC 

ASAP AUTO RECOVERY (CC) 

ASAP BAH. BONOS 
ASHWVESnaATIONS 
ASSETT CONTROL SERVICES 
ASSETT CONTROL SERVICES Ml 
ASSETT CONTROL SERVICES (2) 
ASSETT RETRIEVAL 
ASSOCIATED WVgSTIQATIONS 
ASSURE AUTO PECOMW 
ATLANTA LEGAL SERVICES 
ATLANmaAUNDS 
ATLASAASSOCMTES 
ATLAS INVESTIGATIONS 
ATTORNEY DAVDLAZ 
ATWOOD SECURITY SERVICES 



Apr 1.'S0-Apr1>.0< 

5.605.00 

380.00 
217.36 

460.00 

1.680.00 

245.00 

560.00 

410.00 

1.250.00 

110.00 

770.00 

45.00 

3.555.00 

210.00 

2800.00 
01621 
886.00 

5.136.00 
26,670.00 

810.00 

3.665.00 
1,61523 

1250.00 

1.205.00 

40.00 

1.815.00 
800.00 

1,32128 

606.83 

225.56 

65.00 
1,142.33 

1 . 010.00 
1 . 020.00 

645.00 
36.721.68 

20.00 

45.00 

5.760.00 

265.00 

2.060.00 

475.00 

1.665.00 

106.00 
31822 

70.00 

3.660.00 

1.445.00 
406.36 

325.00 

600.00 

65.00 

2175.00 
4600 

1.11000 

3.630.00 

115.00 

1.420.00 
138.06 

3.068.96 

25.00 
56.04 

1.070.00 
25.00 

130.00 

3.006.00 

400.00 
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THE PHONE THIEVES 

By CHRISTOPHER BYRON 

S 9 pt&rrtb&r i 1, 2006 - THE phone records scan dal boiling op at Hew lett-Packand Co. brings back aonne 
Intensely unpdeessnt and infuriating rnemories for Ihrs columnist. 

Four years ago this monlh, my own phor>e records were stolen, and In exactly the same way that Ihe 
phone records of various H-P board members were sloten eerlier this year: by private investigalors who 
used the InlemeE and fake e-mail addresses to jive AT&T into handing them over 

These days, the practice is known as "pretexting" - a nice, sanitizing word that masks the demonic 
cnriiinaJ scheming that's realty behind it. Vet whatever word one uses to describe it. the skullduggery stiri 
amounls to stealing. And with the war on terror increasingly benumbing Americans to the relentless 
erosion of their civil liberties, the organized theft of telephone records has become one of the fastest 
growing and least prosecuted crimes in cyberspace. 

Now, the spreading furor over H-P's apparent mvolvenrent in pretexting offers a wake-up call for everyone 
as to just how widespread - and widely foleraled - the practice has become. 

Documents obtained by Investigators for a congressional committee probing the pretexting industry this 
summer show that many of Americans largest corporations routinely use private investigators to obtain the 
phone records of individuals they are trying to gather Information on. 

Tha documents show that the private eyes typically rely on companies known as data brokers to perform 
the dirty work of stealing the phorte records foe their corporate clients 

Oftentimes, the corporations simpiy cut Ihe private eye middlemen out of the action entirely and deal 
directly with the dat^ brokers thernsefves. Committee documents show that in 2005, Wachovia Sank 
spent more than $450,000 for purloined phone records from Global Information Group, a Florida data 
broker that was reoenily shut down by state offFClals. 

Global's disnts included Wells Fargo, Chase, Citicorp, HSBC, Ford Motor, and Enterprise Rent'a^Car. 

The committee documents show that Global's corporate customers collectively spent more than $2 million 
last year for pretexting services from Global alone, paiying $45 to obtain a month's worth of anybody's 
land -line phone refunds and $55 if the calls were made using a cell phone. 

To obtain the phone records, the date brokers typically bring In yet anolher level of even seedier 
subcontractors. This group's mission' to engage in whatever ruse or impersonaftion will convince the 
phone company to hand over a customer's phone records. 

DOCUMENTS subpoe naed in the congras sknai probe, con dueled by the over- sight subcommittee of 
the House Committee on Energy and Commerce, Include scripts of suggested lies the subcontractors can 
by, as wolJ 03 e-mail between the data brokers and their contractors regarding hoiw to proceed when a 
particular come-on faSs to work. Typical advice: Try again. 

Amsizingty, none of this outrageous behavior is sanctioned under federal criminal law, leaving it to 
prosecutors to decide for themselves whether to file cases charglr^ offenses under more general statutes 
such as criminal conspiracy and wire fraud, for which Ihe standards of proof are chatlenglng. 


http ://www.nypost .cQm/php/pfriendly/priat.php?url=htlp ://www.nyposl.com/seveii/09 1 1 20. . . 9/28/2006 



1341 


Page 2 of 2 


To date, no federal cases have been brought anywhere on pretextng, and only a smattering have been 
pursued in state courts. One reason may be the embarrassment that could result. According to 
documents cited by committee members In hearings on the pretexting industry in June, the U.S. Dmg 
Enforcement Agericy, the U.S. Marshals Service and the Department of Homeland Security routinely turn 
to data brokers to speed up the process of getting phone records illegally when obtaining court 
authorization first - as they are required to do under federal law - would take too much time. 

My own case is one of the many that have thus suffered, ignored by all cortcemed even though 
documents on file at both the Department of Justice and the Seojrities and Exchange Corrvnission show 
plainly that the theft occurred and that the man behind it was a stock market swindler and con man. 

The individual in question, one Treyton L. Thomas, had been appointed to the board of a Canadian 
company run by the retired former head of counterterrorism at the FBI, Oliver *6uck’ Revel. 

When I reported that Thomas was a pump-and-dump swirKfler who had been paradirtg around the world 
claiming to run a nonexistent S600 miion offshore hedge fund, and questioned whether Revell had done 
proper due diligence before appointing him to the board of ReveH’s company, Intagis Technologies Inc., 
Revell sued me for libel in a Canadian court. 

Weeks later, my phone records were stolen from an AT4T subcontractor. When the SEC subsequently 
charged Thomas with rtmning a pump-and-dump swindle and subpoenaed his phone records, they were 
found to contain the numbers of confidential sources I had called in researching my story. 

Imagis Technologies collapsed and its libel suit was abaridoned. For his part, Thomas was firted by the 
SEC and banned for life from serving as an officer or director of any U.S. public company. 

However, it took nearly a year for New York Post lawyers to force AT&T to disgorge the results of its own 
investigation of the case, which it had turned over to the FBI and then dropped. 

The case fie showed how my records had been stolen by someone who phoned AT&Ts customer 
service center over SO limes, each lime claiming to be me and asking for a copy of my phone records for 
the late summer and early autumn of 2002. 

Finally, the impersonator hit pay dirt, winding up on the phone with a service rep of an AT&T 
subcontractor named Aegis Communications Corp. who swallowed the imposter's bait and read out the 
details of more than 60 phone cals, line by line, in a conversation that took more than a hour. Later. 

AT&T claimed it had been unable to trace the call. 

A lot of this sort of thing could be stopped cold if public outrage over H-Ps behavior builds a fire under 
Cor>gress to make the stealing of phone records a federal felony. 

Bills to that end are now in the hopper in the Senate and the House, and their passage is desperately 
needed. Anything less would send a signal to every company in America that a corporation can steal the 
phor>e records of literally anyone, including its own board members, and the cops just woni care. 

cbyronQ^nyposi. com 

Home 

NEW YORK POST M a ragaiwad Irademarti of HYP HoUingt. me. NYPOST.COM. NYPOSTONLINE.COM. and 
NEWYORKPOST.COM 
an tradmartu of NYP HolcSnoa. Inc. 

Copyright 2006 NYP HoWmga. Inc. AM hghti raawvad. 
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THE CONTRARIAN 


Feds, face recognition, and a fishy fund. 

By Christopher Byron 


DOUBLE IMAGE 


For a stock that dkln ttventr^kevory day before September 11. Imagis 
sure has people interested now. But who’s hiding behind that mask? 
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I T'S HARD to think of 
a hotter held at the mo' 
meot than security 
technology. In the year 
since the terrorist at- 
tacks of September ii, compa- 
nies in the screening, surveil- 
lance, and crowd control 
fields have seen their stock 
prices triple arul even quadru- 
ple in an investor frenzy to 
profit from the first big rocket 
ride of the new millennium. 

Not many companies 
have caught the updraft better 
than tiny Imagis Technologies 
of Vancouver, British Colum- 
bia (OTC: IGSTF). While 
the company had fewer than 30 employees 
at year-end 2001, and last year racked up a 
mere C$2 million (US$i-3 mdliorO in reve- 
ntic, iu stock price soared nearly tenfold 
after the attacks, from $0.35 a share to $3.40, 
lifting its market value from less than 
$6 million to nearly $60 million in early 
March (see “Double Image,” above). Even 
with the market downdraft, at press time 
the stock was trading for s^o — four times 
its preattack levels. 

Investors arc said to be particularly 
smitten by Imagis's biometric techrwl- 
ogy— facial-recognition software that 
digitally stores photographs of known 
terrorists, then matches them against live 
human beings at places like police sta- 
tions and airports. The company claims 
to have more than too installations of its 
Software in such places as police depart- 
ments across the United States, Royal 
Canadian Mounted Police offices 
throughout Canada, and Toronto's Pear- 
son International Airport. 

Imagis also has another big plus: for 
the last two years, the company chairman 


has been Oliver “Buck” Revell, the one- 
time head of antiterrorism activities for 
the Federal Bureau of Investigation. Mr. 
Revell worked under FBI directors from 
J. Edgar Hoover to William Sessions, 
eventually rising to the highest career- 
official position in the bureau, where he 
was responsible for all national criminal 
investigations and antiierrorism activities. 

Add it all up, and it's hardly surpris- 
ing chat Imagis has caught the eye of at 
least one major U.S. company. California- 
based OSI Systems, a manufacturer of 
optoelectronic equipment. In July, OSI, 
which had 2001 revenue of $111 million, in- 
vested $t.E million for about 6 percent of 
I magis's stock, with the aim of developing 
a “strategic partnership.” 

But anyone who thinks this makes 
Imagis too good to pass up at its current 
price of $1.40 a share should consider a 
primer on the Vancouver petmy stock 
market— and the characters who lurk 
there. This isn’t a market in which 
value, like creant, rises to the top. It's a 
world where prices tend to go up because 


someone is helping them 
up — and just because a com- 
pany has someone like Mr. 
Revell on board hardly makes 
a stock a safer inveicmeni. 

Id fact, a close look at 
Imagis suggests that the com- 
pany has already developed 
into a plaything for deruzeru 
of the penny stock world. 

At the center of some of 
the recent action is a mysteri- 
ous Boston financier named 
Treyton Thomas, who issued 
a carefully worded quasi- 
buyout offer in the spring 
that caused a sudden rise in 
Imagis's stock price. We’ll 
delve more deeply into the story of Mr. 
Thomas in a minute, but for now it's 
enough to know that he claims to run a 
hedge fund that may or may not exist, 
and that he operates out of a building in 
Boston where you can rent a desk by the 
week or even the day. Whether or not 
these arc solid credentials, I can't say, but 
Imagis recently gave Mr. Thomas a seat 
on its board, at the elbow of Mr. Revell. 

Imagis has a typical background fi»r a 
Canadian penny stock. The company was 
uK»Tporatcd in the spring of 1998 as a 
“blind pool" fiirul, in which speculators 
paid C$0.30 per share for 1.5 million shares 
of stock, giving the business C$450,000 
with which to buy a company of some sort 
arvl set itself up in business. 

There were five original Imagis 
shareholders, with one of them— a fel- 
low named Altaf Nazerali — apparently 
calling the shots. The five appear as 
founding shareholders in a number of 
similar deals, most of which arc complex 
financing transactioru that seem to end 
in offshore shell company accounts. 
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In iny cijt, no jcoiner dixl Mr, 
Naz«rjili h*ve Ima^is up and fufiniii| 
the £.pritlf tiun be inviced 

Mr. RjewtK, by that Itme five years into 
his T«i [cement ^^□m tke boreaMi to |oin 

the compacLy at ■ n outside di rector Mr 
Revell 4iys he had Mr, Naaerali “^VOt' 
ted’^ before accepting the offer, and that 
Mr Na»rah Kis “never been involved 
in unethical or illegal activity" 

Within a ytar^ Mr. NazeCiU had elo- 
vaced Mr. Revell to the: position of chait' 
man, even ai new players bc|an to gather 
to the hope of Some action. By year-end 
^opOh the Gompeny had issued mere than 
9 &S,ooo options IC inaiders, and 30o,tX>o 
warrants to oytside promOtert in es- 
change for their stodt'* to u ting service t, 

But that Was nothing compared W ich 
what lay ahead. As wai unfolded, tmagis 
began pumping out an absolu te avalanche 
of optioilis, warrants, and unDegutered 
Stock. Sy the end of the year, 6 million 
shares of such unregistered paper were in 
the hands of more than ^ unnamed in- 
wBiora. Mr. ReveSI received options for 
IOD/>oo shares. 

At that point, the mysterious Mf. 
Thflcnaa made his appearance. He claims 
to be the owner and principal of a 
*600 milliori offshore hedge fund outfo 
called the Ffembridge Group, and to head 
a phiUniJimpk foundation bearing his 
name. So he seemed to be perfumed with 
the aiomaof money when Imagia'E CEO, 
lain Drummond, *rtd Mr. Revcil met 
him. Both say ihty ‘^checked him out." 

Yet they never asked for or StW 30 
audited (cff unaudited) Italemenl of his 
fund’s holdings or performance. They 
never spoke to a single invesror in any of 
the funds. They never asked for his em- 
plpyment khtoryp i D&B report on his 
grotip, or even information on his alleged 
foundation. They never even visited his 
office. 

ScCvriticf industry regulatory fil- 
ii^l show that Mr. Thomas enlisted in 

the U.S. Marine Corps in 1974 at the age 
of 18 and served as a courier in Rabat, Mo- 
rocco. Following his discharge in 1977, he 
attended Virginia Polytechnic Institute. 

But gaining career traction wasn’t 
easy for the young man, and after leaving 
college in 1981 he moved through six jobs 


before landing a steady position as a bro- 
ker in the Atl anta ofEcc of Morrill Lynch 
in 1984. He left in 1989, and thereafter 
Worked through six more jjobs, including 
i stint as a private itwestoi with an Other- 
wise unknown Atlanta outHt named 
Pembroke Holdings, before leaving the 
securities industry entirely in 199S. 

Little else is known, except that rtl 
1997 Mr. Thomas apparently ran afoul of 
the Internal Revenue Service and was a 
debtiorwith at least one 
tax Hen against him. 

Mr. Thomas main- 
tains chat the taxes 
were paid and the lien 
was removed. 

Mr. Thomas has 
clairned in a cdcbraCoiy 
press teleaseabout him- 
self lo have launched 
che Pecnbrvdge Oroup 
in r99y. But buiineis 
records ac D&B give 
the date as 1997, and list 
the Digaruaation as a litnited Uabtlity com- 
pacry located in an Atlanta office that pro- 
vides desk space and telephone service on 
a short-term basis. 

As for Mr. Thomas’s Boston ofifiee— 
well, Mn RevtU and Mf, Drummemd 
only met him, separately, in their hotel 
rootru at the Ricz-Garlton in Boston. So 
ihey never learned that ^nforidge’s "of- 
hoes" were, once again, nothing but a few 
desks and a phone answering service at a 
company that rents floor space to traveling 
businesspeople — the same company, in 
faev i^bat operates out of the ofllces where 
Mt. Thomas wss renting space ifl Atlantx 

Nonetheless, Mr. RevcLl and Mr. 
Drummorrd peeled off another ^C^ooo 
warrants at Csi.ao per share to Corral Mr. 
Thotnaj’s ’^strategic fmancial advice.^ 

How did Mf. Thomas respond? 
Scarcely two months after getting his 
warrants, he issued a p»SS release im- 
plying that the Pembtidge Group was 
interested in taking Imagts private at an 
almost too percent markup over the ex- 
isting market price. This caused the 
stock to spike immediately, and the 
value of his warrants spurted as well. 

Mr. Thomas did not respond to sev- 
eral requests for an interview on these 


and related matters. Nor did be respond 
to a detailed list of questions that he ct- 
qucsEcd be submltied In writing prior to 
an interview. 

Yet Mr. Rcveli snd Mr, Drummond 
arc clearly happy with hitn. ^He’i bought 
up 10 percent of our stock," Mr. Drum' 
mond told me proudly, whtk acknowl- 
edging that he didn’t actually know for 
sure whether Mr. ThoitUS was in fort the 
owner of the shares. Even Imagis of- 
fered Mr. Thomas a seat 
on its board in July, 
which he accepted. 

As for Imagis’s ac- 
tual business— 'forget fo 
Whatever the pmsumed 
meriti of its So^wa.re, 
the company’s auditors 
flagged ita hnancials 
with a “going concern." 
warning in March, and 
littU hw happened since 
10 improve the oudook. 
Cash and short-term 
assets have tumbled dramatically since 
the tten of the year, and thougjh revenue 
is up on new software sales, loSaei con- 
tinue to mount. 

Is this arty 'wjy to run a company? 
On the Vancouver penrsy stock market, it 
clearly is, which is something the folks at 
OS I Syactmi, hxvijig already paid their 
$1.8 million, may leant for thcmselves- 
for everyone else, save youtself the 
cast of the less on and lemcmben petiny 
stocks don^t become attnctiue invest 
rpents just because the board luS a grey- 
beard clnainiitn with impressive creden- 
tials. And if sitting next to him Is a man 
who claims to run ■ s6oo mlllioti hedge 
fund that may or may llroE even exist, 
then juat smite politely and llirr backing 
out of tiu: room.D 


OliU^TVHfit Bnt£i?>f is a syndi- 
Oited tEtdto ewfiJiuftloOx' and 
typitn' litftng tfi CbnriHticut. 
1 m ' hf< is aisc the author of 

Martha Inc.: The Incredible 
Story of Martha Stewart Living Omni- 
media. Mr. Byron does net invest in equity 
securities in any /orm. He holds only U,S. 
government bonds, nates, and CDs. Wit* to 
confnman(®re<fterrii^.cont. 


This isn't a market 
in which value, like 
cream, rises to the 
top. It's a world 
where prices tend 
to go up because 
someone is helping 
them up. 


SEPTEMBER 2002 • RED HERRING 93 
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TAB 7 


From: PhoneBust.com [mailto:Info@phonebust.com] 

Sent: Thursday, January 12, 2006 3:37 PM 

To: 'Michele Yontef 

Subject: RE: update already opened 

# * hi RebActeo 

818 Cingular 


1-3-06 


0.00 0.00 
12:35PM 818 
0.00 0.00 
1:12PM 818-: 
0.00 0.00 
1:45PM 412 


0.00 0.00 
2:08PM 818- 

0.00 0.00 
2:27PM 818-1 
0.00 0.00 
2:42PM 818-1 
0.00 0.00 


■ 

■ 


1 SUN 12/04/2005 12:30AM 661-1 

10 UNWO NW 0.00 0.00 0.00 

2 SUN 12/04/2005 12:34PM 818- 

UNWO NW 0.00 0.00 0.00 

3 SUN 12/04/2005 12:35PM 818- 

UNWO NW 0.00 0.00 0.00 

4 SUN 12/04/2005 1:12PM 818-: 

UNWO NW 0.00 0.00 0.00 

5 SUN 12/04/2005 1:45PM 412 

11 UNWO NW 0.00 0.00 0.00 

6 SUN 12/04/2005 2:01PM 818, 

UNWO NW 0.00 0.00 0.00 

7 SUN 12/04/2005 2:08PM 818- 

UNWO NW 0.00 0.00 0.00 

8 SUN 12/04/2005 2:27PM S18-'_ 

UNWO NW 0.00 0.00 0.00 

9 SUN 12/04/2005 2:42PM 818-fli 

UNWO NW 0.00 0.00 0.00 

10 SUN 12/04/2005 2:47PM 661« 

UNWO NW 0.00 0.00 0.00 

11 SUN 12/04/2005 2:49PM 800-4 

UNWO NW 0.00 0.00 0.00 

12 SUN 12/04/2005 2:51PM 8004 

UNWO NW 0.00 0.00 0.00 

13 SUN 12/04/2005 2:52PM 805-1 

10 UNWO NW 0.00 0.00 0.00 

14 SUN 12/04/2005 3:04PM 818-J 

UNWO NW 0.00 0.00 0.00 

15 SUN 12/04/2005 3:15PM 818-4 

UNWO NW VM 0.00 0.00 0.00 

16 SUN 12/04/2005 3:18PM 66 I -4 

UNWO NW 0.00 0.00 0.00 

17 SUN 12/04/2005 3:25PM 818-fl 


I 



VAN NUYS CA 9 
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UNWO NW 0.00 0.00 0.00 

18 SUN 12/04/2005 4:36PM SlS^flBMHM INCOMING CL 2 

UNWO NW 0.00 0.00 0.00 

19 SUN 12/04/2005 4:46PM 818-^VHi^ INCOMING CL 1 

UNWO NW 0.00 0.00 0.00 

20 SUN 12/04/2005 5:37PM 818-^flPlHt INCOMING CL 5 

UNWO NW 0.00 0.00 0.00 

21 SUN 12/04/2005 6:02PM 805*3iffBiW INCOMING CL 2 

UNWO NW 0.00 0.00 0.00 

22 SUN 12/04/2005 6:09PM SlSJBHHik BURBANK CA 2 

UNWO NW 0.00 0.00 0.00 

23 SUN 12/04/2005 6:10PM SIS-JBmMm VAN NUYS CA 4 

UNWO NW 0.00 0.00 0.00 

24 SUN 12/04/2005 6:39PM 818^VMia INCOMING CL 1 

UNWO NW 0.00 0.00 0.00 

25 SUN 12/04/2005 7:21PM SlS-Wmmm BURBANK CA 1 

UNWO NW 0.00 0.00 0.00 

26 SUN 12/04/2005 7:32PM 818-VaMV VAN NUYS CA 1 

UNWO NW 0.00 0.00 0.00 

27 SUN 12/04/2005 9:01PM 818-aHHi Voice Mai CL 1 
UNWO NW VM 0.00 0.00 0.00 

28 SUN 12/04/2005 9:16PM 818-VBHV INCOMING CL 3 

UNWO NW 0.00 0.00 0.00 

29 SUN 12/04/2005 9:19PM 818-VPBHiib BURBANK CA 1 

UNWO NW 0.00 0.00 0.00 

30 SUN 12/04/2005 9:58PM SlB-aMHHr BURBANK CA 1 

UNWO NW 0.00 0.00 0.00 

31 SUN 12/04/2005 10:13PM 818-^iMH^ INCOMING CL 

1 UNWO NW 0.00 0.00 0.00 

32 MON 12/05/2005 9:39AM 818-JHBBik» INCOMING CL 2 

MMEO DT M2MC 0.00 0.00 0.00 

33 MON 12/05/2005 10:44AM 818-tfBiH9 INCOMING CL 

2 RM85 DT 0.00 0.00 0.00 

34 MON 12/05/2005 10:59AM 4124^^MP» INCOMING CL 

5 RM85 DT 0.00 0.00 0.00 

35 MON 12/05/2005 11:07AM 818-i0HH^ VAN NUYS CA 

4 RM85 DT 0.00 0.00 0.00 

36 MON 12/05/2005 11:12AM 818-tfi^lB INCOMING CL 

3 RM85 DT 0.00 0.00 0.00 . 

37 MON 12/05/2005 11:28AM 818-|^^HHl VAN NUYS CA 

1 MMEO DT M2MC 0.00 0.00 0.00 

38 MON 12/05/2005 11:30AM OlO-^UMHP VAN NUYS CA 
1 MMEO DT M2MC 0.00 0.00 0.00 

39 MON 12/05/2005 11:49AM 818-^ 


VAN NUYS CA 
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Pages 3 through 40 redacted. 
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TMIl NW EML Out 0.10 

15 FRI 12/23/2005 5:28AM 818-^MHi M2M TXT 1 Msg 

TMll NW EML In 0.10 

16 FRI 12/23/2005 1:29PM 412-i^^H» M2MTXT 1 Msg 

TMIl DT EML Out 0.10 

17 FRI 12/23/2005 1:48PM 412-«^aBHV M2M TXT 1 Msg 

TMIl DT EML Out 0.10 

18 FRI 12/23/2005 11:02PM 818-4MMV M2M TXT 1 Msg 

TMIl NW EML Out 0.10 

19 SAT 12/24/2005 8:07AM 412-«MHBB M2M TXT 1 Msg 

TMIl NW EML Out 0.10 

20 SAT 12/24/2005 8:09AM 4124aaBI» M2MTXT 1 Msg 

TMIl NW EML Out 0.10 

21 SAT 12/24/2005 9:03AM 818MB^^» M2M TXT 1 Msg 

TMIl NW EML In 0.10 

22 SAT 12/24/2005 9:08AM 818-iaMV M2M TXT 1 Msg 
TMIl NW EML In 0.10 

23 SAT 12/24/2005 2:53PM 412'iVHM M2M TXT 1 Msg 

TMIl NW EML Out 0.10 

24 SAT 12/24/2005 3:00PM 412-M^^V* M2M TXT 1 Msg 
TMIl NW EML Out 0.10 

25 SAT 12/24/2005 3:04PM 412-MM0 M2M TXT 1 Msg 

TMIl NW EML Out 0.10 

26 SAT 12/24/2005 3:20PM 818-MHi^ M2M TXT 1 Msg 

TMIl NW EML In 0.10 

27 SAT 12/24/2005 3:58PM 818-lMBH^ M2M TXT 1 Msg 

TMIl NW EML lit 0.10 

28 SAT 12/24/2005 4;03PM 818'^HM M2M TXT 1 Msg 

TMIl NW EML In 0.10 

29 SAT 12/24/2005 4:07PM 818-aMHik M2M TXT 1 Msg 

TMIl NW EML In 0.10 

30 SAT 12/24/2005 5:20PM 818^^BM M2M TXT 1 Msg 

TMIl NW EML In 0.10 

31 SAT 12/24/2005 7:33PM 818-ff^Mk M2M TXT 1 Msg 

TMIl NW EML In 0.10 

32 SUN 12/25/2005 5:23AM 412-^mmm M2M TXT 1 Msg 

TMIl NW EML Out 0.10 ___ 

33 SUN 12/25/2005 5;56AM 818- M2M TXT 1 Msg 

TMIl NW EML In 0.10 

34 SUN 12/25/2005 8:35AM 818d|^BHI M2M TXT 1 Msg 

TMIl NW EWL In O.IC 

35 SUN 12/25/2005 8:43AM 818-«MBA M2M TXT 1 Msg 

TMIl NW EML In 0.10 

36 SUN 12/25/2005 11:18AM 818-aH^V M2M TXT 1 Msg 
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TMIl NW EML In 0.10 

37 MON 12/26/2005 4:56PM 

TMIl DT EML In 0.10 

38 TUE 12/27/2005 3:49PM 

TMIl DT EML In 0.10 

39 TUE 12/27/2005 6:01PM 

TMIl DT EML In 0.10 

40 TUE 12/27/2005 7:05PM 


818-^H^V M2MTXT 



TMIl DT EML In 0-10 

41 TUE 12/27/2005 8:13PM 818-aMBM M2MTXT 
TMIl DT EML In 0.10 

42 TUE 12/27/2005 11:17PM 661-«^B& M2M TXT 

TMIl NW EML Out 0.10 

43 WED 12/28/2005 12:16AM 818«^HI» M2MTXT 


TMIl NW EML In 0.10 

44 WED 12/28/2005 7:57AM M2MTXT 

TMIl DT EML In 0.10 

45 WED 12/28/2005 10:14PM 818-IWnft M2MTXT 

TMIl NW EML In 0.10 

46 WED 12/28/2005 10:28PM 724-^i^»m M2M TXT 

TMIl NW EML Out O.IO 

47 WED 12/28/2005 10:35PM 818-^HMHI M2MTXT 
TMIl NW EML In 0.10 

48 WED 12/28/2005 10:54PM M2MTXT 

TMIl NW EML In 0.10 

49 WED 12/28/2005 li:20PM 818-^MM- M2MTXT 
TMIl NW EML In 0.10 

50 WED 12/28/2005 11:22PM 7244a^^A M2MTXT 
TMIl NW EML Out 0.10 

51 WED 12/28/2005 11:31PM M2MTXT 

TMIl NW EML In 0.10 . 

52 WED 12/28/2005 11:44PM 818«^^BK M2MTXT 


TMIl NW EML In 0.10 . 

53 THU 12/29/2005 11:37AM 818-^HiMi M2MTXT 

TMIl DT EML In 0.10 

54 THU 12/29/2005 7;07PM 4124HBBHA M2MTXT 
TMIl DT EML Out 0.10 

55 THU 12/29/2005 8:10PM 818-^^MA M2M TXT 

TMIl DT EML In 0.10 

56 FRI 12/30/2005 1:38AM 818-aaHMii M2MTXT 

TMIl NW FML In 0.10 _____ 

57 FRI 12/30/2005 7:49PM 818-MHiMI M2M TXT 
TMIl DT EML In 0.10 

58 SAT 12/31/2005 6:06PM 818-ai^BB M2M TXT 


IMsg 
1 Msg 
IMsg 
IMsg 
1 Msg 
IMsg 
IMsg 
1 Msg 
IMsg 
1 Msg 
IMsg 
1 Msg 
1 Msg 
IMsg 
IMsg 
IMsg 
IMsg 
1 Msg 
1 Msg 
1 Msg 
1 Msg 
1 Msg 
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TMIl NW EML In 0.10 

59 SAT 12/31/2005 7:22PM 
TMIl NW EML Out 0.10 

60 SAT 12/31/2005 7:31PM 
TMIl NW EML In 0.10 

61 SAT 12/31/2005 9:14PM 
TMIl NW EML In 0.10 

62 SUN 01/01/2006 11:24AM 
TMIl NW EML In 


rf's ftfPAcffgO 
818 MMSTXT 



1 Msg 
1 Msg 
IMsg 
1 Msg 


Thank you for your business!! 

Investigations Dept, 

CONFIDENTIAUTY NOTE: 

This e-mail contains confidential information and is intended solely for the use of the individual named on 
this transmission. If you are not the intended recipient, you arc notified that disclosing, copying, 
distributing or taking any action in reliance on the contents of this infoimation is sttictly prohibited. If you 
are not the intended recipient of this e-mail please destroy this message inimedialcly. 


— Original Message 

frami Michele Yontef [rBailtD:privateeyes@qwest,net] 

Sent: Thursday, January 12, 2006 12:26 PM 
To: lnfQ@phonehust.cx)m 
Subject: update already opened 

Hi there. 

You had got tolls l>efore onmrn^t (phone: the last you got was 11/4/05 

toi2/3A>5). -t U fifttAerea 

Client now would like update (approx 12/4/05 - 1/3/06) 


Take care, 
Michel© 
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fleOACTCO 


From! ^ — 

: Thursday I January 05 j 2006 4-S5 PH 
To : Jerri 0 PD JPI . com 
Subject: New request 

This is a new request, 

^ (415^ 


i [piailto % 


sort of- we've done another 

Apparently, there is 

(cingular wireless) - We would like to get 
fc-nnw i f vflu need more info - 


T.a,^ TTIP 


number on this subject, 
a second number, 415- 
phone tolls for this 


Thanks* 


fiiuACTCO 
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Froin: PhoneBust.com [rnailto:Info@phonebust.com] 

Sent: Tuesday, December 27, 20G5 12:45 PM 
To: 'Michete Yontef 

Subject: RE; If possible, can you send these, updates..* already opened, sent earlier 

a A hlAlOt 
CINGULAR 


12-21-05 




Sun 11/20 09:56AM 
Tue 11/22 09:S4AM 
Tue 11/22 10:44AM 
Tub 11/22 11:15AM 
Tub 11/22 01:56PM 
Tue 11/22 01;57PM 
Tub 11/22 02:4OPM 
Tue 11/22 03:12PM 
Tue 11/22 03:37PM 
Tue 11/22 04:56PM 
Tub 11/22 05:12PM 
Tue 11/22 06;20PM 
Tue 11/22 10:07PM 
Tue 11/22 1Q;09PM 
Tue 11/22 10;10PM 

16 Wed 11/23 10:59AM 

17 Wed 11/23 12:33PM 
Wed 11/23 01:20PM 
Wed 11/23 01:50PM 
Wed 11/23 OlrSTPM 
Wed 11/23 03:24PM 
Wed 11/23 03:31PM 
Wed 11/23 03:32PM 

24 Wed 11/23 03:34PM 

25 Wed 11/23 03:39PM 

26 Wed 11/23 03:42PM 
Wed 11/23 03:48PM 
Wed 11/23 04:23PM 
Wed 11/23 05:14PM 
Wed 11/23 05:21PM 
Wed 11/23 05:01PM 
Wed 11/23 06:25PM 
Wed 11/23 06:29PM 

34 Thu 11/24 12:05PM 

35 Thu 11/24 12:07PM 

36 Thu 11/24 06:05PM 

37 Thu 11/24 06:07PM 
36 Thu 11/24 06;23PM 

Fh 11/25 09:21 AM JV 
FH 11/25 09:34AM N 
Fii 11/25 10:59AM h 
FrI 11/25 02:24PH M 
Fri 11/25 03:53PM M 
Fri 11/25 04:4BPM M 
45 Fn 11/25 10:25PM M 


1 

2 

3 

4 
3 
6 
7 
6 

9 

10 
11 
12 

13 

14 

15 


18 

19 

20 
21 
22 
23 


27 

23 

29 

30 

31 

32 

33 


39 

40 

41 

42 

43 


- —I WPALMFL 4 
561- —^ INCOMtCL 
551-V^H WPALMFL 
954-3 1^ FTLAUDFL 
954^^nn INCOMICL 
561^ —^ INCOMICL 
a54-MMMi INCOMICL 
551- ^W» INCOMICL 
561- —^ INCOMICL 
INCOMI CL 
954- i— FTLAUDFL 
561-^^^n INCOMICL 

aae ^^^t ssa se cl 
561 4^— WPALMFL 
eeS'MW MUP 888 5ECL 
561 ^Mlilfc INCOMtCL 
561 INCOMICL 
INCOMI CL 
600- ^1 SOOSECL 
954-flH|Vn FTLAUDFL 
561 —^^ WPALMFL 
56lVHnP WPALMFL 
954^ I I I! FTLAUD FL 
561 INCOMICL 

954- ^^^fc FTLAUDFL 
954-i^Mlil FTLAUDFL 
WPALMFL 
•INCOMI CL 
INCOMI CL 
INCOMI CL 
, INCOMI CL 
WPALM FL 
» INCOMI CL 
W PALM FL 
WPALM FL 
WPALM FL 
INCOMI CL 
INCOMI CL 
INCOMI CL ; 
W PALM FL 
INCOMI CL 1 
INCOMICL : 
INCOMI CL 1 
INCOMI CL 1 
WPALM FL 


NA4r N RW5 


NA47 

NA47 

NA47 

NA47 

NA47 

NA47 

NA47 

NA4T 


IMS 

MS 

S 

IS 

ICMS 

IS 

1$ 


0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 


8 

NA47 

P 

IMS 

0.00 

6 

NA47 

P 

MS 

0.00 

1 

NA4T 

P 

IMS 

0.00 

1 

NA47 

0 

WS 

0.00 

1 

NA47 

0 

WS 

0.00 

8 

NA47 

0 

WS 

0.00 

2 

NA47 

p 

IS 

0.00 

1 

NA47 

p 

IMS 

0.00 

2 

NA47 

p 

IS 

0.00 

6 

NA47 

p 

S 

0.00 

1 

NA47 

p 

MS 

0.00 

. 2 

NA47 

p 

S 

0.00 

. 1 

NA47 

p 

MS 

0.00 

6 

NA47 

p 

MS 

0.00 

5 

NA47 

p 

ICS 

0.00 

1 

NA47 

p 

MS 

0.00 

2 

NA47 

p 

MS 

0.00 

2 

NA47 

p 

MS 

0.00 

2 

NA47 

p 

IS 

0.00 

1 

NA47 

p 

IMS 

0.00 

1 

NA47 

p 

IMS 

0.00 

1 

NA47 

p 

IMS 

0.00 

1 

NA47 

p 

MS 

0.00 

1 

NA47 

p 

IMS 

0.00 

1 

NA47 

p 

MS 

0.00 

2 

NA47 

p 

MS 

0.00 

1 

NA47 

p 

MS 

0.00 

1 

NA4T 

p 

IMS 

0.00 

1 

NA4T 

p 

IMS 

0.00 

2 NA4T I 

P IMS 

0.00 

1 

NA47 

P 

S 

D.D0 


NA47 

NA47 

NA47 

NA47 

NA47 


IMS 

IS 

IMS 

IMS 

ws 


0.00 

0.00 

0.00 

0.00 

0.00 
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Pages 2 through 5 redacted. 
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Wed 12/14 03:55PM Mt 561-^V 


Wed 12/14 04:03PM Mt 
Wed 12/14 0€:30PM Mt 

Wed 12/14 07:12PM Mt 
Thu 12/15 09:01AM Ml 
Thu 12/15 09:26AM Ml 
Thu 12/15 09:34AM Ml 
Thu 12/15 10:13AM Ml 
Thu 12/15 10:51AM Ml 
Thu 12/15 11:17AM Ml 
Thu 12/15 11:43AM Mt 
Thu 12/15 04:20PM Ml 
Thu 12/15 04:23PM Ml 
Thu 12/15 04:40PM Ml 
Thu 12/15 04:43PM Ml J 
Thu 12/15 06:4aPM Ml i 
Fd 12/16 0a:41AM Ml 5 
Fri 12/16 12:55PM Ml 51 
FrI 12/16 01 :17PM Ml 5l 
Fd 12/16 02;14PM Ml 9! 
Fd 12/16 02:15PM Ml 9! 
Fd 12/16 02:19PM Ml 5< 
Fri 12/16 07:43PM Ml 51 
Sat 12/17 11:25AM Ml 5 
Set 12/17 07:04PM Ml 5 
Sat 12/17 08:02PM Ml 5 


Sun 12/IB 11:55AM Ml 
Sun l2/ia 11:56AM Ml 


Sun 12/16 
Sun 12/18 
Sun 1^18 
Sun 12/IB 
Sun 12/18 
Mon 12/19 

Mon 12/19 
Mon 12/19 
Mon 12/19 
Mon 12/19 
Mon 12/19 
Mon 12/19 
Mon 12/19 
Mon 12/19 
Mon 12/19 
Men 12/19 
Mon 12/19 


01:24PM 

02:05PM 

03:00PM 

05:44PM 

07:02PM 

10:43AM 

10:44AM 

11:ieAM 

01:19PM 

01:43PM 

01:4ePM 

03:02PM 

Q3:28PM 

03:40PM 

03:43PM 

03:47PM 

03:4SPM 


WPALMFL 

1 

NA47 

P 

MS 


INCOMl CL 

2 

NA47 

P 

IS 

0.00 

WPALM FL 

1 

NA47 

P 

MS 


INCOMl CL 

1 

NA47 

P 

IMS 

0.00 

INCOMl CL 

1 

NA47 

P 

IS 

0.00 

INCOMl CL 

8 

NA47 

P 

IS 

0.00 

W PALM FL 

1 

NA47 

P 

s 

0.00 

W PALM FL 

5 

NA4T 

P 

s 

0.00 

INCOMl CL 

12 

NA47 

P 

IS 

0.00 

INCOMl CL 

4 

NA47 

P 

IMS 

0.00 

WPALM FL 

3 

NA47 

P 

MS 

0.00 

WPALM FL 

3 

NA4T 

P 

MS 

0.00 

ATLANTGA 

1 

NA4T 

P 

S 

0.00 

INCOMl CL 

1 

NA47 

P 

IMS 

0.00 

W PALM FL 

1 

NA47 

P 

MS 

0.00 

INCOMl CL 

1 

NA47 

P 

IMS 

0.00 


INCOMl CL 
INCOMI CL 
INCOMl CL 
FTLAUD FL 
INCOMl CL 
INCOMl CL 
INCOMl CL 


NA47 

NA47 

NA47 

NA47 

NA47 

NA47 

NA47 


IS 

IS 

IS 

s 

IS 

IS 

IMS 


0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 


Mon 12/19 03:50PM Mt 770- 
Mon 12/19 03:51PM Ml 770- 



W PALM FL 

2 

NA47 

N 

WS 

0.00 

W PALM FL 

1 

NA47 

N 

WS 

0.00 

W PALM FL 

1 

NA4T 

N 

WS 

0.00 

INCOMl CL 

2 

NA4T 

N 

rws 

0.00 

W PALM FL 

2 

NA47 

N 

WS 


INCOMl CL 

1 

NA47 

N 

iws 

0.00 

WPALM FL 

1 

NA47 

N 

WS 


INCOMl CL 

1 

NA47 

N 

IWS 

0.00 

INCOMl CL 

1 

NA47 

N 

IWS 

0.00 

INCOMl CL 

1 

NA47 

N 

IWS 

0.00 

W PALM FL 

1 

NA47 

N 

WS 

0.00 

INCOMl CL 

1 

NA47 

N 

IWS 

0.00 

W PALM FL 

2 

NA47 

P 

MS 


ATLANT GA 

1 

NA47 

P 

s 

0.00 

INCOMl CL 

1 

NA47 

P 

IS 

0.00 

INCOMl CL 

2 

NA47 

P 

IMS 

0.00 

WPALM FL 

3 

NA47 

P 

MS 

0.00 

DA Call 2 

NA47 P 

S 

1.50 

1.50 

INCOMl CL 

1 

NA47 

P 

IS 

0.00 

W PALM FL 

7 

NA47 

P 

S 

0.00 

W PALM FL 

1 

NA47 

P 

s 

0.00 

W PALM FL 

2 

NA47 

P 

MS 

0.00 

INCOMl CL 

1 

NA4T 

P 

IS 

0.00 

OAIMESGA 

1 

NA47 

P 

MS 

_ 

GAINES GA 

2 

NA47 

P 

MS 


GAINES GA 

2 

NA4T 

P 

MS 
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0,00 

290 Mon 12/19 

299 Mon 12/19 

300 Mon 12/19 

301 Mon 12/19 

302 Mon 12/19 
0.00 

303 Tue 12/20 

304 Toe 12/20 

305 Wed 12/21 

306 Wed 12/21 

307 Wed 12/21 
306 Wed 12/21 

309 Wed 12/21 

310 Wed 12/21 

311 Wed 12/21 
0.00 

312 Wed 12/21 

313 Wed 12/21 

314 Wed 12/21 

315 Wed 12/21 


04:04PM Ml 
04:12PM Ml 
05:50PM Ml 
0&:42PM Ml 
09:39PM Ml 

1D:36PM Ml 
10:37PM Ml 
09:24AM Ml 
09:4QAM Ml 
09:41AM Ml 
Q9:43AM Ml 
10:36AM Ml 
10:37AM Ml 
04:42PM Ml 

D5:05PM ML 
05:06PM Mt 
05:50PM Ml 
0e:O6PM Ml 


tii ReaAoTBfi 



WPALMFL 
INCOMI CL 
W PALM FL 
W PALM FL 
IMCOMICL 



WPALMFL 
WPALMFL 
W PALM FL 
, W PALM FL 
W PALM FL 
W PALM FL 
INCOM) CL 
INCOMI CL 
W PALM FL 

W PALM PL 
IKCOMI CL 
IKCOMI CL 
INCOMI CL 


2 

3 

2 

1 

1 

1 

3 

2 

2 

2 

6 

2 

2 

1 

2 

7 

1 

2 


NA4T P 
NA47 P 
NA47 P 
NA4T P 
NA47 O 

NA47 O 
NA47 O 
NA47 P 
NA47 P 
NA47 P 
NA47 P 
NA47 P 
NA47 P 
NA47 P 

NA47 P 
NA47 P 
NA47 P 
NA47 P 


MS 

IS 

MS 

MS 

tws 

ws 

ws 

s 

s 

s 

s 

IS 

ICS 

MS 

s 

IS 

IS 

IMS 


0,00 

0,00 

0.00 

0.00 


0,00 

0,00 

0.00 

0,00 

0,00 

0,00 

0,00 

0,00 


0.00 

0,00 

0,00 

0.00 


MtTfy Oaistmas md have a safe & Happy New Year! ! 
Thank you for your buaincss! ! 

Investigations Etept 


tofomttlion and is intended solely for the nse of the individual named on 

this transmission. If you are not the intended recipient, you are notincd tiiat disclo^g, copyrn^ 
distributing or taking any action in reliance on the contents of this mfonnafaun is s^ctly prohibited. If you 
are not the intended recipient of this e-mail please destroy this message uimicdiately. 


— Original Message — - 

Prom; Micbefe Yontef [mailto:privateeyes@qwest.net] 

Sent; Friday, December 23, 2005 10:47 AM 

To; infd#phonebust.eom ^ ^ 

Subject; If possible, can you send these, updates.., already opened, sent earlier 


Hi there. It's Friday so tf possible please can you give me below (sent earlier) 

REPULL TOLLS (ALREADY OPENED, NEEDS UPDATE): 

-Rush if possible: 5 61 need 11/19-12/19 

-Rush is possible: need Dec 6th 

s/A/nti * ^(s fitt>Acr^c> 
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Thanks, 

Michele 
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From; Jerri [maitoipdjpiPyahoo.com] 

Sent; Wednesday^ December 21, 2005 S:59 PM 

Subject; R£: tolls needed 


dayter 551H 

angular ^ys this account was Just switched to a angular rate plan on the 14th of 
Dec. Account does not have bill on Clngular side yet Also account Is under a 
business name on both the angular and AT&T WS side, on the AT&T WS side they 
want to verify the business name on account befc^re any acct info goes out Need 
business name please. 


Merry Christmas and have a safe Si Happy New Year! ! 

Thank ydu for your business!! 

Investigations Dept^ 

CONFIDENTIAUTV NOTE: 

This e-mail contains cdundential information and is intended solely for the use of the individual named on 
this transmission. Jf you are not the intended recipient, you are notified that disclosing, copying, 
distributing or taking any action in reliance on the contents of this infomiation is strictly prohibited. If you 
arc not the intended recipient of this e-maiJ please destroy this message immediately. 


— Original Itosage- — K£bA<'*TEO 
From;di^BH& [nf^ilto:&ipMMi#Mlli«inM] 

Sent; Tuesday, December 20, 2005 8:30 AM 
To: PDJPI@Yahoo.com 
Subject: tolls needed 


Sirs- good morningCSwElVhere^^^O^^PB^Ft. Lauderdale Fla, 
Need: Tolls on: 


busness addfp (where bills go) 

Boca Rat on Fla. flppftEss 
\att: 561' 


* ii if Rcb; 4 c.tei» 


* J f-CMCTCO 



A * 

t 

aSoJl[,TEo 
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Prom; (mailto:««*^^) 

Sent ; Tuesday # December 20r 2005 12M7 PM 
To: Jerri® PD JPI - com 

Subject: RE: Cell locate i tolls - Question 


Quick question. Did you verify that this < 


>had SOCIAL:! 

^roACTFD 


Manhattan Beach, CA 90267^0398 

FfiX 

fteoAC-TgU 


^-original Message— 

From; Jerri (inailto;pdjpi@yahoo . coo] 
Sent; Monday, December 19, 2005 2:36 PM 


To: 
Subject ; 


949 ^ 


RE: 


Cell locate & tolls 

fl-, * 


t Cingular 




LAKE forest CA 92630-2790 
12-04-05 


1 

FRI 10/28/2005 

2:46PM 

0.00 

0.00 0.00 


2 

FRI 10/28/2005 

2:4ePM 

DT 

0,00 0.00 

0.00 

3 

nil 10/28/2005 

2:53PM 

DT 

0.00 0.00 

0,00 

4 

SAT 10/29/2005 

10:32PM 

NW 

0.00 0.00 

0.00 

5 

SAT 10/29/2005 

10:33PM 

NW 

0.00 0,00 

0,00 

6 

SAT 10/29/2005 

ia:39PM 

NW 

0.00 0,00 

0,00 

1 

SAT 11/05/200S 

5:18PM 

NW 

0.00 0.00 

0.00 

e 

SAT 11/05/2005 

5;iePM 

NW 

0.00 0.00 

0.00 

9 

SAT 11/05/2005 

5 :52PM 

NW 

0.00 0.00 

0.00 

10 

SAT 11/05/2005 

5:52PM 

NW 

0,00 0.00 

0.00 

11 

SAT 11/05/2005 

6:5ePM 

WM 

0.00 0.00 

0.00 

12 

SAT 11/05/2005 

7; 04PM 

ww 

0,00 0.00 

0.00 

13 

SAT 11/05/2005 

7:31PM 

FFMR 

0.00 0.00 

0.00 

14 

SAT 11/05/2005 

9:4aPM 

NW 

0.00 0,00 

0,00 

15 

SUN 11/06/2005 

11:22AM 

NW 

0.00 0.00 

0.00 


'^'S S£l>|t.T6p 

909-' 



COLTON CA ; 
COLTON CA 1 
INCOMING CL 6 

800 Toll CL 1 

800 Toll CL 3 

ARCADIA CA 2 

TRABUCO CA 1 
CAPSTR VL CA 1 

CAPSTB VL CA 1 

TRABUCO CA 1 

CAPSTR VL CA 1 
TRABUCO CA 1 

Incoming 1 DFMR 
TRABUCO CA 1 

COLTON CA 2 


RM60 DT 
RM60 
RM60 
NW50 
NW50 
NW50 
NW50 
NM50 
KW50 
NM50 
NWSO 
HW50 
MW 
NWSO 
NWSO 
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Pages 2 through 4 redacted. 
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DT 0.00 0.00 0.00 

102 WED 11/23/2005 11:17AM 

DT 0.00 0.00 0.00 

103 WED 11/23/2005 1:02PM 

DT 0.00 0.00 0.00 

104 WED 11/23/2005 1:13PM 

DT 0.00 0.00 0.00 

105 WED 11/23/2005 1:37PM 

DT 0.00 0.00 0.00 

106 WED 11/23/2005 5:52PM 

DT 0.00 0.00 0.00 

107 SAT 11/26/2005 11:20AM 

FFMR 0.00 0.00 0.00 

108 SAT 11/26/2005 11;20AM 

NW 0.00 0.00 0.00 

109 MON 11/28/2005 12:12PM 

DT VM 0.00 0.00 0.00 

110 MON 11/28/2005 12:14PM 

DT 0.00 0.00 0.00 

111 MON 11/28/2005 3:21PM 

DT VM 0.00 0.00 0.00 

112 MON 11/28/2005 3:22PM 

DT VM 0.00 0.00 0.00 

113 MON 11/28/2005 3:24PM 

DT 0.00 0.00 0.00 

114 WED 11/30/2005 1:44PM 

DT VM 0.00 0.00 0.00 

115 WED 11/30/2005 1:47PM 

DT 0.00 0.00 0.00 

116 WED 11/30/2005 2:13PM 

DT 0.00 0.00 0.00 

117 THU 12/01/2005 3:14PM 

DT 0.00 0.00 0.00 

118 SAT 12/03/2005 5:28PM 

NW VM 0.00 0.00 0.00 

119 SUN 12/04/2005 1:34PM 

NW 0.00 0.00 0.00 




% SADLEBKVL CA 1 

I IRVINE CA 1 

\ CAPSTR VL CA 1 

I SANTA ANA CA 2 

I SANTA ANA CA 1 

Incoming 3 DFMR 

• INCOMING CL 2 

1 Voice Mai CL 2 

m CAPSTR VL CA 5 

Voice Mai CL 1 
i Voice Mai CL 2 

ESCONDIDO CA 5 
Voice Mai CL 2 

LA PUENTE CA 14 

SANTA ANA CA 33 

NEWPORTBC CA 3 

Voice Mai CL 1 

IRVINE CA 1 


RM60 

RM60 

RM60 

RM60 

RM60 

NW 

NW50 

RM60 

RM60 

RM60 

RM60 

RM60 

RM60 

RM60 

RM60 

RM60 

NW50 

NW50 


Thank you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE: , , ^ 

This e-mail contains confidential information and is intended solely for the 
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us« of the Individual named on this transmission. If you are not the 
intended recipientr you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 

— Original Message^- ^ CJ> 

From: MWMHA (mailto:^^*^^»I 
Sent: Monday, December 19, 2005 2:04 PM 
To; Jerri 

Subject: RE: Cell locate tolls 


One month^s tolls on each please* Please send me a price list too 

(Mobile Response} 

(lltPACTep 

Original Message 

From: "Jerri" <pd jplt yahoo . com> 

Date: 12/19/05 lli24 am 
To: 

Subj: RE: Cell locate fi tolls 


949 - 


I Cingular Wireless 


Cingular wireless 

4's, ' 4ePAeS^ 


LAKE FOREST CA 92630-2790 


Thank you for your business!! 
Investigations Dept * 


CONFIDENTIALITY NOTE: . , ^ 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
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pLesae destroy this cnessage immediately* 


/J^oAC-Te* 


Original Mesaage- 

Trom: [mailtoji 

Sent; Thursday, D^ceiiftber 15, 2005 11; 06 AM 
To: PD J PI @ Yahoo. com; PDJCGe YAHOO.COM 
Subject: Cell locate i tolls 


Please check veri^on Wireless first. Possibly opened an account on August 
13, 2005 


SUBJECT: 


SOCIAL: 


rJ/lwCi, 4, 4 E>Df^ 

^eo>)CTfI) 


HOME: 

Just so you have it . 
BUSINESS: 

ADDRESS: 

Thanks ! 


Arcadia, CA S1007 
Here is his company's name 



, Rosemead, CA SI 770 


Dave 
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TABS 



Verizon WS says this acct is under WBVs personal name. I have tried 5 reps and 
none would speak to me, they all said acct holder only. No hit. 


Thanks 

Shelley 
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From: Jerri - Investigations Dept- [mailto:Jerri@PDJPI.com] 
Sent: Monday, April 03, 2006 5:30 PM 
To; ‘J R' 

Subject; RE; cell bill 


I have tried 10 reps on this one. A couple of the reps said the #'s appeared on the 
bill, but would not go into specifics. Sorry we cannot get this one. 


Thank you for your business! ! 

Invesrigations Dept, 

CONFIDENTlAUTy NOTE: 

This e-mail contains conTidential infomiation and is intended solely for the use of the individual named on 
this transmission. Jf you are not (he intended recipient, you are notifted that disclosing, copying, 
distributing or taking any action in reliance on the contents of this information is strictly prohibited. If you 
are not the intended recipient of this e-mail please destroy this message immediately. 


Original Message-^ 

From: J R [mailtoijrpi^ 

Sent: Friday, March 31, 2006 11:44 AM 
To: Jerri® PDJPLcom 
Subject: RE: celE bill 


Okay, 1 only need to know if these two #'s are on the bill with the dates and times 
(duration) If possible. 

(618) 

(S1S)«aH» 


Thanks 


Woodland Hills , CA 
License No. PI 


Please Read Our Blog - 


From: Jerri - Investfgatfons Dept. [maifto:JeiTi@POJPI.oom] 
Sent: frictey, March 31, 2006 7:42 AM 
To: 'J R' 

Subject: RE: celt bill 


mcgovem 618- 
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Verizon WS says this phone used 3533 mins ott the March 2Dth trilL Which 100 
do you want me to try for? Full bills are not possible at the moment with 
VeHzon WS. 


Thank you for your businessf! 

InvestigatioDS Dq^t* 

CONFlDEJSmALlTY NOTE: 

This c-mail contains confidential information and is intended solely for the use of the individual 
named on this transmission. If you are not the intended recipient, you are notified that disclosing, 
copying, distributing or taking any action in reliance on the contents of this information is strictly 
prohibited. If you are not the intended recipient of this e-mail please destroy this message 
immediately. 


— Original Message — 

From: J R [maitto:Jrpi@flMMi^K] 
Sent; Thursday, March 30, 2006 2:52 PM 
To: Jerri@PDJPLcom 
Subject: cell bill 

I need the most recent cell bill for 

aka 1 


Ifs under 
SSN 
Bom in 


Thanks 


Woodland Hills > CA 
License No. PlilH 


Please Read Our Blog - 
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From: Michele Yontef [mailto:michele@telcosecrets.a)m] 

Sent: Thursday/ February 09, 2006 6:10 PM 
To: infoPphonebustxcHTi 
Subject: New Verizon 

Need Verizon Wireless CNA, then one month tolis. Let me know you got this email (first time 
sending to emaii address of chris@pdiPi.Qom and want to make sure you are getting). :o) 


Verizon Phone is: 347^ 
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From: PhoneBust,co(n [mailto:Info@phonebust.com] 
Sent: Wednesday, February 01, 2006 3:04 PM 
To: 'MIchete Yontef 
Subject: RE: just checking 



- VERIZON 


01-23-06 


1 01/02 12:30P P 1 Duluth GA (777)«B*BI Data CL AU Included 

$.00 $.00 

2 01/02 12:31P P 1 Duluth GA (777)«BBik Data CL AU Included 

. 00 .00 

3 01/02 12:42P P 6 Duluth GA (404)MBHe Mobile CL MN 
Included .00 .00 

4 01/02 12:48P P 3 Duluth GA (OOOpHBM Voice Mall CL AR 
Included .00 .00 

5 01/02 12:55P P 1 Duluth GA (404)MiMV Atlanta GA MN 

Included .00 .00 

6 01/02 12:59P P 22 Duluth GA (570)l^*>*Turbotvl PA A 
Included .00 .00 

7 01/02 02:08P P 3 Duluth GA (678)®B*fc Incoming CL A 

Included .00 .00 

8 01/02 03:33P P 3 Duluth GA (404)eHHiAtlanta GA MN 
Included .00 .00 

9 01/02 03:38P P 1 Duluth GA (000)«B*BiVo1ce Mail CL AR 

Included .00 .00 

10 01/02 03:41 P P 1 Duluth GA (OOO)MHiHi Voice Mail CL AR 

Included .00 .00 

1 1 01/02 04:33P P 2 Duluth GA (404)IBi^Bk Atlanta GA MN 

Included .00 .00 

12 01/02 04:51P P 4 Duluth GA (678)WBM» Incoming CL A 
Included .00 .00 

13 01/02 05:27P P 2 Doraville GA (404)«BBBkMobile CL MN 

Included .00 .00 

14 01/02 10:36P 0 2 Duluth GA (OOO)aHHV Voice Mail CL YR 

Included .00 .00 . 

15 01/02 10:39P 0 1 Duluth GA (000)WaaMb Voice Mail CL YR 
Included .00 .00 

16 01/02 10:40P 0 3 Duluth GA (OOOjMMHii Voice Mail CL YR 


Included .00 .00 

17 01/03 08:38A P 15 Alpharetta GA (770)^BBWncoming CL A 
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Pages 2 through 35 redacted. 
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Included .00 .00 

715 01/23 09:22A P 1 Kissimmee FL (678)aHHi incoming CL 
MNF Included .00 .00 

716 01/23 09:23A P 1 Kissimmee FL (678)aBBHi» Incoming CL 

MNF Included .00 .00 

717 01/23 09:32A P 2 Kissimmee FL (678)MHHI Incoming CL AF 

Included .00 .00 

718 01/23 09;34A P 1 Kissimmee FL (404)MMik Atlanta GA A 

Included .00 .00 

719 01/23 09;47A P 2 Kissimmee FL (404)MSSHIiilncoming CL AF 

Included .00 .00 

720 01/23 09:48A P 1 Kissimmee FL (678)flMBHP Atlanta NE GA A 
Included .00 .00 

721 01/23 09:51A P 2 Kissimmee FL (678)HHHk Atlanta NE GA A 

Included .00 .00 

722 01/23 10:23A P 2 Kissimmee FL (678)«VW Atlanta NE GA A 
Included .00 .00 

723 01/23 10:25A P 3 Kissimmee FL (770)aMab Atlanta NE GA A 
Included .00 .00 

724 01/23 12:27P P 1 Kissimmee FL (000)MHHHb Voice Mail CL 
AR Included .00 .00 

725 01/23 12:27P P 1 Kissimmee FL (678)aHHHkAtlanta NE GA A 
Included .00 .00 

726 01/23 12:46P P 2 Davenport FL (770)flBHHII Incoming CL AF 
Included .00 .00 

727 01/23 12:49P P 1 Kissimmee FL (678)flHHi Atlanta NE GA A 
Included .00 .00 

728 01/23 02:49P P 1 Kissimmee FL (678)aHBAAtlanta NE GA A 
Included .00 .00 

729 01/23 03:30P P 1 Kissimmee FL (678)aHH[ii^Atlanta NE GA A 
Included .00 .00 

730 01/23 03:34P P 1 Kissimmee FL (770)aPaHlkAtlanta NE GA A 
Included .00 .00 

731 01/23 03:38P P 2 Kissimmee FL (678)flHBHiP Incoming CL AF 
Included .00 .00 

732 01/23 03:40P P 1 Kissimmee FL (770)«PnBr Atlanta NE GA A 

Included .00 .00 

733 01/23 03:40P P 1 Kissimmee FL (770)aMBt Atlanta NE GA A 
Included .00 .00 


734 01/23 03:4 IP P 2 Kissimmee FL 


Atlanta NE GA 


MN Included .00 .00 
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735 01/23 03:43P P 3 Kissimmee FL (404)i 
Included .00 .00 

736 01/23 04:03P P 2 Kissimmee FL (678)1 
Included .00 .00 

737 01/23 04;23P P 1 Kissimmee FL (615)J 
Included .00 .00 

738 01/23 04:24P P 1 Kissimmee FL (615)1 
MNF Included .00 .00 

739 01/23 04:39P P 1 Kissimmee FL (678)^ 
Included .00 ,00 

740 01/23 04:45P P 2 Kissimmee FL (678)i 
MNF Included .00 .00 

741 01/23 04:59P P 1 Kissimmee FL (678)< 
Included .00 .00 

742 01/23 05:3 IP P 2 Kissimmee FL (678)1 
Included .00 .00 

743 01/23 06:50P P 1 Kissimmee FL (678> 
Included .00 .00 

744 01/23 06:59P P 1 Kissimmee FL (678)1 
Included .00 .00 

745 01/23 07:03P P 1 Kissimmee FL (678)^ 
Included .00 .00 

746 01/23 07:20P P 2 Kissimmee FL (404)1 
Included .00 .00 

747 01/23 10:25P O 2 Orlando FL (678)«i 
Included .00 .00 

748 01/23 11:00P 0 1 Orlando FL (404)W 
Included .00 .00 


Atlanta GAMN 



Atlanta GA Y 
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Thank you for your business! I 
lovesti^atioits Dept, 


CONHDENmALITY NOTE: ^ ^ i j 

This c-mail contains confidential infomnation and is mtended solely for the use of the individuBl nameo on 
this transmission. If you are not the intended recipient, you art notified that disclosing, copying, 
distributing or taking any action in reliance on the contents of this information is strictly prohibited. If you 
are not the intended recipient of this c-mai] please destroy this message immediately. 


—-Original Message — 

From: Michde Yontef [maitto:prNateeyes@qwestnet] 

Sentr Tuesday, January 31, 2006 5:21 PM 
To: Snfo@phonebust.ctxTi 
Subject: Pw: Just checking 

Hf there, you sent, "are you sure this is the correct number that we did, I cannot locate 
anything on it. Please advise" in regards to below, I have sent your email far, far below. 

Client hopes maybe we could ^t the old Clnguiar instead of wait for the new Verizon, let 
me know if ifs possible and I will tell dientl 

Take cara, 

Michele 


Thank you for your businessll 
Investigations Dept, 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential informatbn and Is intended solely for the use of the 
individual named on this transmission. If you are not the intended recipient, you are 
notified that disclosing, copying, distributing or taking any action in reliance on the 
contents of this information is strictly prohibited, if you are not the intended recipient of 
this e-mail please destroy this message immediately, 

— Oiiginai Message — 

From; Michele Yontef [maifto;privateey^#qwestnet] 

Sent: Tuesday, January 31, 2006 2;26 PM 
To: infoPphonebust.com 
Subject: questioii 

Hi there, you tried VERIZON 

but said it is a newly ported account (cingu)ar to 
Verizon) so no toll up yet at Verizon (I need to ask for you to try again 
in a week). 
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Original Message — 

From I Jerri [mailtoipdjpi&yahoo.com] 
Sent: Friday, January 13, 2006 5:17 PM 

Subject : RE: Need tolls 

415-VMMik VERIZON 


12-13-05 



1 11/14 06:16A P 2 Greenbrae CA Unav ailable 

2 11/14 07:12A P 3 Greenbrae CA (415)/ ““ 

.00 

3 11/14 07:32A P 3 Greenbrae Cfl (41S)< 

.00 

4 11/14 07:35A P 1 Greenbrae CA (415)‘ 

.00 

5 11/14 07:35A P 1 Greenbrae CA (415)^ 

.00 

6 11/14 07!35A P 1 Greenbrae CA (415)' 

.00 

7 11/14 07:36A P 1 Greenbrae CA (415) 

.00 

0 11/14 07j 36A P 4 Greenbrae CA (415) 

.00 

9 11/14 07:41A P 1 Greenbrae CA (415) 

.00 

10 11/14 0&:11A P 2 Corte Made CA (415J 

.00 

11 11/14 O0:24A P 2 San Rafael CA (415) 

.00 

12 11/14 09:15A P 1 San Rafael CA (000) 

.00 .00 

13 11/14 09:17A P 1 San Rafael CA (415) 

.00 

14 11/14 03:17A P 1 San Rafael CA (415) 

.00 

15 11/14 09:17A P 1 San Rafael CA (415) 

,00 

16 11/14 09:20A P 1 San Rafael CA (415) 

,00 

17 11/14 09:20A P 1 San Rafael CA (415) 

.00 

IS 11/14 09:22A P 12 Corte Made CA (415) 

.00 

19 11/14 09:34A P 3 Sausalito CA {415) 

.00 

20 11/14 09:36A P 1 Sausalito CA (000) 

.00 

21 11/14 10:16A P 12 Mill Valle CA (415) 

.00 .00 

22 11/14 10:29A P 4 Las Cruc/0 NM {415)1 

.00 

23 11/14 10:36A P 6 Greenbrae CA (415)W 

.00 




Incoming CL A Included S.OO $.00 
Sausalito CA MN Included .00 

IrLOoming CL MN Included . 00 

Sausalito CA MN Included .00 

Sausalito CA MN Included .00 

Sausalito CA MN Included .00 

Sausalito CA WN Included .00 

Sausalito CA MM Included .00 

Incoming CL MH Included .00 

Incoming CL A Included .00 

San Rafael CA A Included .00 

Voice Mail CL AR Included 

Sausalito CA A Included .00 

Sausalito CA A Included .00 

Sausalito CA A Included ,00 

Sausalito CA A Included -00 

San Rafael CA A Included .00 

Novato CA MM Included .00 

Mill valley CA A Included .00 

Voice Mail CL AR Included .00 

San Rafael CA A Included 

f Sausalito CA MN Included .00 

San Fran CA A Included .00 
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Pages 2 through 56 redacted. 
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1576 12/13 01:3&P P 2 Corte Made CA Eausalito CA MN Included 

.00 .00 

1579 12/13 02: SOP P 1 San Rafael CA { 000 Voice Mail CL AR Included 
.00 .00 

ISflO 12/13 02:53P P 1 San Rafael CA {^IS}^**** San Rafael CA A Included 
,00 .00 

1531 12/13 03:03P P 1 San Rafael CA San Rafael CA MN Included 

.00 ,00 

1502 12/13 03:07? P 7 Corte Hade CA Unavailable Incoming CL MW Included ,00 

.00 

1533 12/13 03: 2 IP P 1 Greenbrae CA (415) Incoming CL MW Included ,00 

.00 

1584 12/13 03j 59P P 2 Greenbrae CA Incoming CL AF Included .00 

. 00 

1505 12/13 04:46P P 8 Richmond CA Unavailable Incoming CL KN Included ,00 
.00 

1586 12/13 05:10P P 1 Richmond CA Eausalito CA MW Included ,00 

,00 

1537 12/13 05:46P P 1 Corte Made CA (415} Incoming CL A Included ,00 

,00 

1533 12/13 06:12P P 24 Greenbrae CA (415)^HMMI Incoming CL A Included .00 
,00 

1509 12/13 05:36P P 1 Greenbrae CA (415) VH«V San Rafael CA A Included 
.00 .00 , 

1590 12/13 06:37P P I Greenbrae CA (415)W^^P San Rafael CA A Included 

,00 .00 ^ 

1591 12/13 06!44P P 1 Corte Made CA t4l5)*i*iW Snfrcntrld CA MW Included 

,00 .00 

1592 12/13 06e 45P P 1 Corte Made CA ( 4 lS}«***iPSnf rcntrld CA MN Included 

.00 .00 

1593 12/13 06:4 5P P I Corte Made CA {415)«»*** Snfrcntrld CA MW Included 

.00 .00 

1594 12/13 06:47p P 1 Corte Made CA Snfrcntrld CA MW Included 

,00 .00 

1595 12/13 06:43P P 1 Corte Made CA (415)®*1»* Snfrcntrld CA MW Included 
,00 ,00 

1596 12/13 06:49P P 1 Corte Made CA { 4 Snfrcntrld CA MW Included 
.00 .00 

1597 12/13 06:5OP P I Corte Made CA (4l5)«l*i* Snfrcntrld CA MW Included 

.00 .00 

1593 12/13 06: SOP P 1 Corte Made CA {4l5)IW*BiWSnfrcntrld CA MW Included 
,00 .00 ____ 

1599 12/13 03:513 P 2 Corte Made CA ( 415)**iW«» Snfrcntrld CA MW included 

,00 ,O0 

1600 12/13 06:53P P 1 Corte Made CA C4l5}Mi^HB Snfrcntrld CA MW Included 

.00 ,00 

1601 12/13 06:54P P 1 San Franci CA (41S}««W* San Rafael CA AK Included 
.00 .00 

1602 12/13 06:54 P P 7 Corte Made CA Unavailable Incoming CL A Included .00 
.00 

1603 12/13 07:01P P 3 Corte Made CA Unavailable Incoming CL MW Included ,00 

.00 

1604 12/13 07:06P P 3 Corte Made CA {415}«i^^W Snfrcntrld CA MW Included 

.00 .00 

1605 12/13 07:12P P 1 Corte Made CA { 4 1 5 ] San Rafael CA A Included 

.00 .00 
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160€ 12/13 
.00 .00 
1507 12/13 
.00 .00 

1608 12/13 
.00 .00 

1609 12/13 
,00 

1610 12/13 
.00 

1611 12/13 
,00 

1612 12/13 
.00 .00 


07:17P P 2 Corte Made Cft (415)MMm San Rafael CA MN Included 

07:18P F 1 Greenbrae CA Cortemadra CA A Included 

07:19P P 1 Greenbrae CA {415)^Mi^HH Corteraadra CA A Included 

07:32P P 2 Greenbrae CA Incoming CL MN Included ,00 

07:44? P 10 Greenbrae CA Incoming CL A Included .00 

O0:41P P* 29 Greenbrac CA (415}1MHMBHI^ Hovato CA AY Included .00 
11:07P O 2 Corte Hade CA San Rafael CA Y Included 


Thank you for your business!! 

I n vest i gat ions Dept , 

CONFIDENTIALITY NOTE: 

This e-iuail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient ^ you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message^ 

From: yvonne@desvernine. com [mailto: yvonne^desvemine . com] 
Sent: Friday, January 13, 2006 1:16 PM 
Tor pdjpi^yahoo. com 
Subject : Need tolls 
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Hello 


I need 1st 2 months tolls on following cell phone: 


Subscriber is 
Home address: 
Business Address: 


SSN 

Kentfield, CA 9490^ 
San Rafael, 


CA 94901 


Thanks » 
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TAB 9 


From: cas [mailtD;clk06190619@yahoo.com] 
Sent: Tuesday, April 04, 2006 9:12 AM 
To: PDJ 

Subject: 773-mB|NEXTEL 





LIBERTYVILLE IL 60048 
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From: NonPub.com [mailto: infofinonpub. com] 
Sent: Monday, April 03, 2006 1:54 PM 

To; t— — —i^— > tt-VkCXtP 
Subject: 512-4Mi**HfcNEXTEL 


NEXTEL 



<1'S, 


Thank you for your business ! ! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Date/Time : 03-Apr-2006 12:35:47 PM 

ORDER INFORMATION — — — — 

Invoice : 7680 

Description : Name, Addr (Comprehensive) & from list of Cellular is Amount : 
95.00 (USD) Payment Method : Visa Type : Authorization and Capture 

RESULTS 

Response : This transaction has been approved. 

Authorization Code : 000025 
Transaction ID : 1065688518 

Address Verification : Street Address: Match — First 5 Digits of Zip: Match 





— — CUSTOMER BILLING INFORMATION — 
Customer ID : 1326 
First Name 
Last Name : 

Company 

Address 

City : austin 
State/Province ; texas 
Zip/Postal Code : 78748 
Country 
Phone : 512- 
Fax : 

E-Mail 





CUSTOMER SHIPPING INFORMATION 
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First Name : 

Last Name : 

Company : 

Address : 

City ; 

State/Province : 

Zip/Postal Code : 

Country : 

....... additional information -™« 

Tax : 

Duty : 

Freight : 

Tax Exempt : 

PO Number : 

mercha nt define d — — — — 

NPtelephone : 

NPfnarae : nEoAoltO 

NPlname ; 

NPname : 

NPstreetaddr : 

NPcitystatezip : 

NPssn : 

NPcarrier : 

NPmonths : 

NPoptions : 

NPcounty ; 

NPbirthday : 

NPtagvin : 

NPstate : 

NPpobox : 

NPpersonalmb ; 

NPsearchtype : 

NPprevaddress ; 

NPipnumber : 

NPinstructions : 

NPsearchtype : Name, Addr (Comprehensive) & from list of Cellular is NPquan 
; SitelD : NonPub 
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From: On-Line Support - PDJservioes.oom [mailto:Support#PDJsefvices.com] 
Sent: Thursday, February 16, 2006 2:50 PM 
To; 

Subject: RE: Mew Request: l52-r 



RALEIGH NC 27616 


ftwne, * 

?ie.6At,Tto 


we are working on the tolls 


Thank ygu for yaur business! ! 

Invesdgatfons Deptr 

CONFIDENTTALiry NOTE: 

This e-mail contains confidential information and is intended solely for the use of the individual named on 
this transmission. If yon are not the intended recipient^ you are notified that disclosing, copyings 
distributing or taking any action in reliance on the contents of this infoimation is strictly prohibited. If you 
are not the intended recipient of this e-maii please destroy this message immediately. 


Ori ginal Message 

From; [mailtoiP 

Sent: Thureday, February 16, 2006 12:04 PM 
To; Support@PDJservH^.corTi 

Pt£o A t1 Ei) 


Subject: Re; New Request: 252-fl 
I dont know the name or address. 

Private Investigator Lic#^l^ 


CONFIDENTIALITY NOTE: 

This e-fnail contains confidential infonnation and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notiTied that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-maM 
please destroy this message immediately. 
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From: On-Une Support - PDJservices.com [mailto:Support@POJservices.com] 
Sent: Tuesday, January 24, 2006 3:44 PM 

PitettVxf'O 

Subject: RE: pdjservlces.com. Invoice#: VKYA0F002729 

4 4 HAm HfebACteo 
916-MBHISPRINT 


01-10-06 




1 12/11 
2 12/11 

3 12/11 

4 12/11 

5 12/11 

6 12/11 


12:03 AM 707 
12:04 AM 707 
12:04 AM 707 
12:49AM707- 
1:05 AM707- 
1:07AM707- 



Eureka, CA 1.0 included 0.00 0.00 
Eureka, CA 1.0 included 0.00 0.00 
Eureka, CA 1.0 included 0.00 0.00 
^Eureka, CA 1.0 included 0.00 0.00 
Eureka, CA 1.0 included 0.00 0.00 
_ _ _ Eureka, CA 1 .0 included 0.00 0.00 

7 12/11 12:26 P M Inc oming 28.0 included 0.00 0.00 

8 12/11 4:33 P M 619-IHHM^San Diego, CA 1.0 included 0.00 

0.00 

9 12/11 4:35 P M Incom ing 1 .0 in cluded 0.00 0.00 

10 12/11 6:20 P M 707-4HHBB»Eureka, CA 1.0 included 0.00 0.00 

11 12/11 8:12 P M Incomin g 17.0 included 0.00 0.00 

12 12/12 4:42 P M 619-HBIBKSan Diego, CA 2.0 included 0.00 


0.00 

13 12/12 4:46 P M 916-MMMi^ Sacramento, CA 2.0 included 0.00 

0.00 

14 12/12 4:55 P M Incoming 2.0 included 0.00 0.00 

15 12/12 9:43 P M Inco ming 4.0 i ncluded 0.00 0.00 

16 12/13 7:37 P M 9 16-*iBBi® Sacramento, CA 1.0 included 0.00 
0-00 ___ 

17 12/13 7:41 P M 9 16-MVMMik Sacramento, CA 10.0 included 

0.00 0.00 

18 12/13 7:51 P M619-a^HilSan Diego, CA 1.0 included 0.00 


0.00 

19 12/13 7:51 P M 707-MHHHIEureka, CA 1.0 included 0.00 0.00 

20 12/13 7:52 P M 707- ti—i > Eureka, CA 1.0 included 0.00 0.00 

21 12/13 7:55 P M 619-MaMH^San Diego, CA 1.0 included 0.00 

0.00 

22 12/13 7:56 P M 707-MMHi Eureka, CA 1.0 included 0.00 0.00 

23 12/13 8:31 P M Incoming 32.0 included 0.00 0.00 

24 12/13 9:03 P M 707- —— Eureka, CA 2.0 included 0.00 0.00 

25 12/13 9:08 P M 775-HHHliCarsoncity, NV 1.0 included 0.00 

0.00 
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Pages 2 through 8 of toll records redacted. 
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tls 

209 1/7 2:52 P M Incot n1ng|l.0 i ncluded 0.00 0.00 

210 1/7 8:26 P M 9 16-AlilBV Sacramento, CA 1.0 included 0.00 

0.00 

21 1 1/7 10:46 P M 775-Mii^BkCarsoncity, NV 8.0 Included 0.00 

0.00 

212 1/8 3:30 P M 707- — Eureka, CA 1.0 included 0.00 0.00 

213 1/9 5:30 P M 707- — M Eureka, CA 5.0 included 0.00 0.00 

214 1/9 7:10 P M 7074iHHIiik Eureka, CA 3.0 included 0.00 0.00 

215 1/9 9:44 P M Incoming 1.0 included 0.00 0.00 

216 1/10 10:50 A M 408-MHB Sanjs W Da, CA 2.0 included 0.00 

0.00 

217 1/10 10:59 A M Inco ming 2.0 i ncluded 0.00 0.00 

218 1/10 11:09 A M 4084BIHIft Sanjs W Da, CA 6.0 included 0.00 

0.00 

219 1/10 5:50 P M Incoming 2.0 included 0.00 0.00 

220 1/10 9:46 P M 619-SHHBSan Diego, CA 2.0 included 0.00 

0.00 

221 1/10 9:49 P M 916-WHHV Sacramento, CA 4.0 included 0.00 

0.00 

222 1/10 9:52 P M 619-HMHiASan Diego, CA 1.0 included 0.00 

0.00 

223 1/10 9:53 P M Inco ming 2.0 i ncluded 0.00 0.00 

224 1/10 9:54 P M 916-4HHHi^acramento, CA 21.0 included 

0.00 0.00 
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Thank you for your business! ! 

Investigations Dept. 

(X)NFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the use of the individual named on 
this transmission. If you are not the intended recipient, you are notified that disclosing, copying, 
distributing or taking any action in reliance on the contents of this information is strictly prohibited. If you 
are not the intended recipient of this e-mail please destroy this message immediately. 


— Original Message — 

From: [maltto:| 

Sent: Monday, January 23, 2006 1:16 AM 

To: Support@PDJservices.com 

Subject: RE: pdjservices.com. Invoice#: VKYA0F002729 

Since this didn't work out, I would like to try another cell toll search: 


Subject Name; 
Subject Phone: (916) 
Other Phone: (707) 
we need tolls on) 
DOB: 

SSN: 

Employer: 

Addresses: 



(Believe it to be a Sprint PCS phone) 
for reference only...the Sprint PCS phone is what 

WA<^C.f , * Aot>P»^5S 
RtoAt.'ao 

(Eureka, CA) 

Areata, CA 95518 


Older Addresses: 






■■■■MMai, ARCATA, CA 95521 
, SACRAMENTO, CA 95838 
^ SACRAMENTO, CA 95851 


We are looking for the cycle that would include December 25, 2005. 


Original Message 

From: On-Line Support - PDJservices.com [mailto:Support@PDJscrviccs.com] 
Sent: Wed 1/1 1/2006 1 1:27 AM 


Tn- I 

Cc: 

Subject: RE: pdjscrviccs.com, Invoice#: VKYA0F002729 


No ceHulai telephone numbers were located for this individual. 


The carriers excluded are: 


Cingular Wireless 
Verizon Wireless 
Nextel Wireless 
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SprintPCS 
T'Mobile Wireless 
AT&T Wireless Digital 
AT&T Wireless GSM 
US Cellular 
Edge Wireless 

Please advise if you would like another search or a refund. 

Thank you for your business! ! 

Investigations Dept. 

CONFTOENTlALnT NOTE: 

This e-mail contains confidential infonnatioD and is intended solely for the 
use of the individual nanied on this tiansnussion. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message- -- l^pOACfCp 

From: [ mailto^ 

Sent: Thursday, January 05, 2006 5:04 PM 
To: Support@PDJservices.com 

Subject: RE; pdjservices.com. Invoice#: VKyA0FOO2729 


Please proceed. 
Thank you! 


Original Message 

From: On-Line Support - PDJservicesxom 1 mailto : Suijport@PDJservices,co(m'| 
Sent: Thursday, January 05, 2006 3:00 PM 

Subject: RE; pdj services. com. Invoice#; VKYA0F002729 


Yes, The cell acq is 95,00 so this order will cover that. I will get that 
first and then see where you would like to go from there. Ok to do? Please 
advise. 

Thank you for your business! ! 

Investigations Dept. 

CONFIDENnALITY NOTE; 

This e-mail contains confidential infonnation and is intended solely for the 
use of the individual named on this transmission. If you are not the 
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intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message— - 

From; 

Sent: Thursday, January 05, 2006 3:37 PM 
To: Support@PDJservices.com 

Subject: RE: pdjservices.com, Invoice#: VKYA0F002729 


Can we do a cell aquisition for this individual and then the tolls off the 
discovered number? That's what I would prefer. 

Original Message 

From: Customer Support - PD J Investigations rmailto:Sales@PDJservices.com1 
Sent: Thursday, January 05, 2006 12:11 PM 

Subject: RE: pdjservices.com, Invoice#: VKYA0F002729 


This is landline. Do we have the correct number? Would you like land line 
call records? Please advise. 

Thank you for your business! ! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 




Original Message 

From: 

fmailto.-* 

Sent: Thursday, January 05, 2006 1 1 :39 AM 
To: Orders 

Subject: pdjservices.com. Invoice#: VKYA0F002729 
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Invoice# => VKYA0F002729 

Type of Search => Cell Monthly Report of Call Activity (with SSN) 


Customer Info: 
Company Name => 
License Number => 
Contact Name => 



evada) 


Contact Phone => 8774 
Contact Fax => 8774 
State => California 
Customer Authorized => False 
To authorize go to URL below: 

http://wwwpd[iservices.com/adnim/custom€r authorization/index^asp 

Date(Duration, if for Cell Phone) of each call requested =^> Yes Time of 
each call requested => Yes 

You Supply Info: 

Cellular Number => (707^ 

Name — > 3 
Address => 

City => Eureka 
State => Colorado 
Zip =>95501 
SSN=> 

Comments => DOB 



Please provide the billing cycle that covers 12/24 - 12/26, with 12/25 being 
the most important date. 


Reference Number => Gotts2 


/t eoAtTCo 

Reply E-Mail( if applicable) => Reply 

Fax#{if applicable) => S77^4HB Total Cost => $125*00 IP Address => 
Return Info Via => Email Zip Match => Y Street Match => Y 
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From: ) 

Sent: Tuesday, Decernber 20, 2005 9':43 AM 
To j JerridPDJPI - com 

Subject: Rei pdj^ervices , com. Invoice#: VKYADE3F2CeE 

Yes, please obtain the last three bills available. 
Thanks, 

Paul 


Original Message ~ 

From: "Jerri - Investigations Dept. 


To: 


< Jerri @ PDJPI , co[n> 


Sent: Monday, December 19, 2005 6:44 PM 
Subject: RE: pdj services. com, Invoice#: VKYA0E3F2CSE 




sprint (formerly Nextel} says this account was suspended due to non-payment 
on the 11-16* Acct is coded, but I have the acct # and should be able to 
get through code. Do you want me to try for the last 3 bills available 
before disconnect? Acct was set to collection agency on 12-11* Please 
advise. 


Thank you for your business H 
Investigations Dept . 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


’ Original Message- 

From: [mailto 

Sent: Monday, December 12, 2005 B:4fl AM 

To: Jerri6 PDJPI .com 

Subject: Re: pdj services . com. Invoice#: VKYA0E3F2C8E 


Here's the corrected number: 

[ 240 } 

Thanks for catching that. 

- Paul 


Original Message 

From: "Jerri - Investigations Dept." <JerriePDJPl . Com> 

To: 

Sent: Thursday, December 08, 2005 11:21 AM 
Subject; RE: pdjservices.com. Invoice#: VKYAOE3F2C0E 
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> 301- 

^ 4 i ^oAcr&O 

> This is a land line with Verizon local* Do we have the correct 

> number? 

Do 

> you want land line tolls? Would you like local area toll calls or Long 

> distance ? Please advise. 

> 

> Thank you for your business* 

> Investigations Dept . 

> 


Original Message----- 

From: pkbcsg0comcast.net [mailto ;pkbcsg0coincast . net] 
Sent: Tuesday, December Ofi, 2005 11:00 AM 
To: Orders 

Subj ect : pd j services * com, Invoice# : VKYA0E3F2C8E 


Invoice# -=> VKYA0E3F2C8E 

Type of Search -»=> Cell Monthly Report of Call Activity [with SSNJ 




Customer Info: 

Company Name 
License Number ==*> 

Contact Name 
Contact Phone ■■> 410 
Contact Fax ==> 

State "> Maryland 
Customer Authorized -=> False 
To authorize go to ORL below; 

http: //wwH*pdj services . com/ admin/customer_authori zat ion /index , asp 


Additional months request ed= 2 

You Supply Info: 

Cellular Number "> 301- 
Name 

Address »> 

City —> Greenbelt 
State Maryland 
Sip ==> 20770 
SSN 

Comments Three most recent billing cycles. 




Reference Number "> 25L-11S2^C 


Reply E-Mail tif applicable) 
Reply Fax# {if applicable) 
Total Cost “=> $245.00 
IP Address BMMl 

Return Info Via ==> Email 
Zip Match “=> Y 
Street Match *«> Y 


410 
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TAB 10 

From: 3erri - Investigaftions Dept. [mailto:JerTl@POJPI.coni] 
Sent: Monday, April 03, 2006 10:48 AM 



702- 


T'Mobile Wireless 





R*DAt,T5t> 


LAS VEGAS MV 891 08-4469 


Thank you for your business I ! 

Invesrigatjons Dept. 

CONFlDENTiALITY NOTE: , ^ , 

This e-mail contains confidential information and is intended solely for the use of the individual named on 
this transmission. If you are not the intended recipient, you arc notified that disclosing, copying, 
distributing or taking miy action in reliance on the contents of this information is strictly prohibited- If you 
are not the intended recipient of this e-mail please destroy this message immediately, 

— -Ori ginal Message - — 

Sent: Tuesday, March 28, 2006 12:32 PM 
To: JerTi@PDJPI,Com 
Subject: PDJ SEARCH 



San Jose, CA 95110 


1-8D0 

1-S66 





California Stale License Number PI 


Bond number: 


Investigator:! 
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Date: 03-28-06 



PLEASE DO NOT PRETEXT! !!!!!!!!!!! 


CELL LOCATE 


DOB 


SOCIAL 

A Wtt/ne * 


LAST KNOWN AREA 




LAS VEGAS, NV OR ARIZONA 
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From: cas [matlto:clk06190619@yahoo.coin] 
Sent: Monday, April 03, 2006 10:47 AM 
To: PDJ 

Subject: 615 -€HBIBirMOBILE 



rlAMt, * 


MEMPHIS TN 38103 
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From: On-Line Support - PDJservices.cx)m [nnallto:Support@PDJservices.com] 
Sent: Friday, February 24, 2006 3:01 PM 

Subject: RE: Toll Order 


423^i^hi 

iJaiaC4 t 

Tmobile says they have changed there security policy and isnt giving out any 
calls or codes. This phone used 1 146 mins on the February 4th bill. I have 
tried over 6 reps to get someone to go over the outgoing calls off the bill. 

But they all say the same thing. We will not be able to get anything on this one. 


Sorry 


Thank you for your business I! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is Intended solely for the use of the individual 
named on this transmission. If you are not the Intended recipient, you are notified that disclosing, 
copying, distributing or taking any action In reliance on the contents of this information Is strictly 
prohibit^. If you are not the intended recipient of this e-mail please destroy this message 
immediately. 


Ori ginal Message- — 

From: ^■■■■■b[maitto:VHi^^^M 
Sent: Thursday, February 23, 2006 3:55 PM 
To: support@pdjservlces.com 
Subject: Toll Order 


PDJ: 

Hello, I would like to place another order for 1 month (MOST CURRENT) toll records on a 
cellular account. You usually charge us $95.00 for this service, our billing Information 
should be on file. 


Cellular Telephone Number: (423) 


Account Holders Name: 




Billing Address: 


INGGOLD GEORGIA 30736 


Account Holders SSN: 




Thank You so much. 

Complete Investigations Bureau 
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Fromj jaines johnston [mailto: j johnsto^midsouth^rr.comj 
Sent; Tuesdayi January 24^ 2006 2:24 AM 
To: Jerri OPDJPI .com 
Subject: Re: Pending list 

do you have a name address if it is the one you sent last week that guy has 
a coded account that I can^t break because he lives very close to a t“mobile 
store and the fact all that shit with locatecell - com is shutting all forms 
of normal cell breaks any way* T have done all I can on that one 

Greg 

— Original Message 

From: "Jerri - Investigations Dept." <Jerri@PDJPr . com> 

To: ’^'james johnston'" <j johnstoimidsouth . rr * coin> 

Sent! Monday, January 23, 2006 4:56 PM 
Subject: RE; Fending list 


914 ok to do as a cell tolls 


Thank you for your business! ! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message 

From: james johnston [mail to: j johnsto&midsouth* rr.com] 
Sent: Monday, January 23, 2006 3:20 PM 
To: JerriSPDJPI.com 
Subject: Re: Fending list 


I didnH get the bottom 2 but the 914 # is a cell 


Original Message 

From : ’■ Je r r i " <pd j pi 13 y a ho o . com> 

To: "*JGJ" <j johnstoSmidsouth. rr, coin> 
Sent! Monday, January 23, 2006 2:45 PM 
Sub j ec t : Pending list 



cell 
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Thank you for your business ! ! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 
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From: Jerri - Investigations Dept, [raailto: JerriSPDJPI .corn) 

Sent! Wednesday. December 20, 2005 12:20 PM 

TO I 'Shelley' — 

Subject: RE: Cell tolls 3 cycles Enter Cellular Number: (702) 

Si t 

Merry Christmas and have a safe £ Happy New Year! ! 

Thank you for your business J ! 

Investigations Dept. 

CONFIDENTIALITY NOTE: . . , - u 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message— 

Prom! Shelley (mailto: shorner^midsouth.rr. comi 
Sent: Tuesday, December 27, 2005 12:30 PM 
To: Jerri@PDJPl.com 

Subject: Re: Cell tolls 3 cycles Enter Cellular Number: (702) 

^<t.pAcAVO 


Need SS# please. 


Original Message — 

From : " Je r r i <pd j pi ^ yahoo . cora> 

To : ” ' Shelley^ " <3horner0midsouth . rr . com> 

Sent: Tuesday, December 27, 2005 11 MS AM 
Subject: cell tolls 3 cycles Enter Cellular Number: 


(702) 




> Enter Cellular Nu mber: (702) Enter Full Name : 

> Enter Address: City: las uegas Select State: 

> Nevada Enter Kip Code: 09013 Comments and Special instructions: 

> t-mobile Describe exactly what info will be used for: this is my 

> divorce attorney, i believe that that she has broken the attorney 

> client priveledge Number of previous periods? 2 Obtain duration of 

> each call? True Obtain time of each call? True Entity Type contractor 

> 


> Thank you for your business. 

> Investigations Dept. 
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TABU 


From! Jerri - Investigations Dept. linailtotJerri@PDJPI.com] 
Sent: Wednesday^ January 11| ^00^ 11:59 m 
To: 'Shelley^ 

Subject: RE: Cell tolls 520-i^^^* 



fiAMes * ‘^*'1 


REfiAc.’reo 

Thank you for your business!! 
Investigations Dept, 


?hire-"Iu“onta?"r=onfi=l*.tial infcmaticn and ia 

“=^a:Lr«iipi:ru- 

intended recrpient^you contents of this information is 

strict!? prohibited. If you a« not the intended recipient of thrs e-r,atl 
nlease destroy this message immediately. 


^Original Message — 

From: Shelley [mailto : shorner^ midsouth. rr* com J 
Sent: Tuesday j January 10, 2006 StOl PM 
Tot Jerri@PDJPI.com 

Subject; Ret Cell tolls 520-MPi^» 

^£dACT "&0 


need SSi and full let name 

original Message -“ 

From: "Jerri" cpdj pi 0 yahoo, coin> 
to: "'Shelley’" <Ehorneremidsouth. rr . com> 
Sent; Tuesday, January 1 0, 2006 3t26 PM 
subject: cell tolls 


All Tel Since 9-10-96 

%pi^t"rE& 


^.r. H^-: A 1 H 95272 


Thank you for your business!! 
Investigations Dept. 


?h?re-"”fco^t??nr confidential information and is 

":e?ded1ec??i:n?:'io?"« ^^t^n^d^J^^rd^^ctCsin,, ":opying. dipributin, 
o? aotiOT in reliance on the contents of this rnformation rs 



1397 


strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 
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From; Jerri - Investigations Dept. [mailto:Jerri0PDJPI.comJ 

Sent: Tues day^ January 10, 2006 12:33 PM 

To: 

Subject: RE: Cell tolls Cellular Number — > 

Nope. Kill or keep? 


Thank you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message — — 

From: [mailto 

Sent: Monday, January 09, 2006 5:06 PM 

To: Jerri0PDJPI.com 

Subject: Re: Cell tolls Cellular Number — > 4 

dont suppose you can find an alltel account number, can you? 

Otherwise, I can get a guy to do it, but he's charging me 30 for it, though, 
since it's alltel 


— "Jerri" <pd j pi 0 yahoo. com> wrote: 

Cellular Number ■■> 434— 0 
Name 

Address ■■«> •■■■■■■■■■■■■■■A 

City — > Charlottesville 

State --> Virginia r/A-MCX 4 ^ A'OpRt.^i'ei 

Zip — > 22901 ^ I 

SSN —>«■■■■■■» 

Comments — > He might use his business address and the 

company name is 


Thank you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 
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from; InfoworkOS [mailto:infowQrk05@comcast*net] 
Sent; Monday, January 09, 2006 lr25 PM 
To: apdj _ 

Subject: _ 


PORTED TO ALLTEL 
CANT GET TOLLS 


Cell to lls 2 cyc les 


1400 


Fromi Jerri - Investigations Dept, (nisiltoi Jerri0P[>JPI . com] 

Sentt Thursday^ December 29^ ZOOS li41 PM 
To: ^Shelley* 

Subject: RE! Cell tolls ALLTEL 

AroAt-TCD 

Merry Christmas and have a safe £ iJappy New Year!' 

Thank you for your business! [ 

Investigations Dept . 

CONFIDENTIALITY NOTE; ^ _ 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission h If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited, if you are not the intended recipient of this e-mail 
please destroy this ruessage immediately. 


original Massage-- — “ 

From: Shelley [mailto : shorneremidsouth . rr . com] 
Sent: Tuesday, December 27, 2005 12:10 PW 
To: Jerri 0PDJPI .com 

Subject: He: Cell tolls 013-^^P^ ALLTEL 

#^€o4tnC[> 


need SSf pleassn 

, original Message 

From: "Jerri" <pdjpie yahoo KCom> 

To: Shelley^" <shornereraidsouth. rr , com> 

sent! Thursday, December 22 , 2005 2:52 PM 
Subject: Cell tolls ALLTEL 

d ’ i , Jaoie * 

e>3-«— ftlj-TEL SeoACTSB 


TAMPA FL 3360e 

Merry Christmas and have a safe £ Happy New Year! L 
Thank you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE: , , ^ 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 
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RCoAttgo 

From: [mailto 

Sent: Wednesday, December 51, 2005 1:13 PM 

To: Jerri^PDJPI . com 

Subject : Fw; pdj services . com. Invoice# ; VDMA0E9EF391 
Jerri, 

were you able to obtain tolls for this request. 
Please advise me on the status. 



(JA/rtE # i f\Et4cT€& 


Original Message ' — 

From: "Jerri - Investigations Dept*" <Jerri@PDJPI , com> 

> To: 

> Sent: Thursday, December 08, 2005 11:19 AM 

> Subject; RE: pdj services *coini Invoice#: VDMA0E9EF391 

> 


> Columbia South Carolina 


ALLTEL 


SS?1 -=> 

> eo3 

> 

> Thank you for your business. 

> Investigations Dept. 

> 


From: 


-Original Message- 


^ [jnailto:4H 


Sent: Wednesday, December 07, 2005 9:45 AM 
To : Orders 

Sub j ect : pdj services . com. Invoice# : VDMA0E9EF3 9 1 


Invoice# ==-> VDMA0E9EF391 

Type of Search ==> Cellular Phone Number Lookup / Search from name & 
Address 



Customer Info: 

Company Name 
License Number “=> i 
Contact Name =«> 

Contact Phone 00 3 -i 

Contact Fax »=> 803H 
State ■■> South Carolina 
Customer Authorised ==> True 


R6D4eT6D 
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> City “■> Columbia 

> State —> South Carolina 

> SSN 

> Comments ■==> Account should be alltel. 

> 

> Possible account number: 

> — 

> 

> Reply E-Mail (if applicable} -=> Reply Pax# (if 

> applicable) ==> B02-mmmmgm Total Cost -=> $95.00 IP Address 

> 70. €1.196, 35 Return Info Via ==> Email Zip Katch — > Y Street Hatch — > 

> Y 
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TAB 12 


From: Shelley Cmailto:thii1yalready@sbcglobaLnet] 
Sent: Tuesday, April 04, 2006 10:01 AM 
To: Jerrf 

Subject; oiiiao 


> 773- 


Jerrt, 


US Cellular says they only show 
Cellular's aocts^ No hit. 


^authorized on accL I cant get anything on US 


R£o Acted 


Thanhs 

Shelley 
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From; Jerri - Investigations Dept. (mailto:Jerri6PDJPI.com] 
Sent: Monday, April 03, 2006 5:31 PM 
To: 'Chuck - iinfos’ 

Subject: RE: iinfosearch.com. Invoice#: 260328150943 


US CELLULAR 



MpACCtA 


ROCKFORD IL 61104-1512 


Thank you for your business ! ! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message 

From: Chuck - iinfos lmailto:charles6iinfosearch.coral 
Sent: Wednesday, March 29, 2006 4:24 PM 
To: Jerri6PDJPI.com 

Subject: RE: iinfosearch.com. Invoice#: 260328150943 


Per client: 

When I called US Cellular , they still had the account current. That is how 
I was able to determine if it was still active or not. I know the message 
states it is not in service, but the phone company at US Cellular is saying 
different. What are your thoughts? 


Lakevil le, MN 55044 
License # •• 


* ReoAciBb 


Original Message 

From: Jerri - Investigations Dept, (mailto; Jerri6PDJPI .com] 
Sent: Tuesday, March 28, 2006 1:43 PM 
To; 'Chuck - iinfos' 

Subject; RE: iinfosearch.com. Invoice#: 260328150943 
This is disconnected. OK to do? 
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Thank you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE: 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message 

From: Chuck - iinfos [mailto:charles@iinfosearch.corol 
Sent: Tuesday, March 28, 2006 2:13 PM 
To: Jerri0PDJPI.coro 

Subject: FW: iinfosearch.com. Invoice#: 260328150943 


Ok - this is a Investigator that used those guys in FI that are now out of 
business. Looking to do a lot of business with us. Please make sure report 
is correct. 


Original Message RlE-OAC/TtO 

From: (mailto 

Sent: Tuesday, March 28, 2006 12:11 PM 
To: orders 

Subject: iinfosearch.com. Invoice#: 260328150943 

Invoice# — > 260328150943 
Type of Search --> Cell CNA 


You Supply Info: 
Phone Number ■**> 815- 


(SEOACtCO 


Reply E-Mail (if applicable) — > 
Return Info Via --> E-mail 
AVS Code — > Z 
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From: thequickestsourceStds . net [mailto : thequickestsource0tds . net J 
Sent: Thursday, January 19, 2006 2:13 PM 
To: Jerri0PDJPI.com 

Subject: Re: Cell tolls last 100 calls on most recent cycle Cellular Number 

— > 217-VHHM 


> From: "Jerri" <pdjpi0yahoo. com> 

> Date: 2006/01/18 Wed PM 05:22:52 EST 

> To: <thequickestsource0tds.net> 

> Subject: Cell tolls last 100 calls on most recent cycle Cellular Number 

—> 217-^HMi^ 


> WtACttO 

> Cellular Number — > 217-1 

> Name »«> 

> Address =*> 

> City -■> Versailles 

> State — > Illinois 


> Zip --> 62378 

>US CELLULAR 1/11/05 BILLING 



> 


> Thank you for your business!! 

> Investigations Dept. 


> 

> CONFIDENTIALITY NOTE: 

> This e-mail contains confidential information and is intended solely for 
the 

> ose of the individual named on this transmission. If you are not the 

> intended recipient, you are notified that disclosing, copying, 
distributing 

> or taking any action in reliance on the contents of this information is 

> strictly prohibited. If you are not the intended recipient of this e-mail 

> please destroy this message immediately. 
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From: Investigator [mailto; support© lstchoiceinfo.com] 

Sent : Thursday/ De cember 22 , 2005 10:21 AM 
To: 

Subject: RE: ATTN: JERRI Cell # break & current tolls 12/12/2005 


PHONE: 


919- 


Bill Date: November 19, 2005 


Month Day 


Phone Number 


NOVEMBER 

19 

919- 

NOVEMBER 

19 

919- 

NOVEMBER 

19 

919- 

NOVEMBER 

19 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

18 

919- 

NOVEMBER 

17 

919- 

NOVEMBER 

17 

919- 

NOVEMBER 

17 

252- 

NOVEMBER 

17 

919-1 

NOVEMBER 

17 

919-j 

NOVEMBER 

16 

919- 

NOVEMBER 

16 

919- 

NOVEMBER 

15 

919^ 

NOVEMBER 

15 

919-^ 

NOVEMBER 

14 

919-! 

NOVEMBER 

14 

919-i 

NOVEMBER 

14 

800-| 

NOVEMBER 

14 

919-1 

NOVEMBER 

14 

919-j 

NOVEMBER 

14 

252-. 

NOVEMBER 

14 

919-1 

NOVEMBER 

12 

919- 

NOVEMBER 

12 

919- 

NOVEMBER 

12 

919- 

NOVEMBER 

12 

919- 

NOVEMBER 

12 

919 - 

NOVEMBER 

10 

919- 

NOVEMBER 

10 

919- 

NOVEMBER 

10 

919 -^ 

NOVEMBER 

10 

919 - 

NOVEMBER 

10 

919- 

NOVEMBER 

10 

919 - 

NOVEMBER 

10 

919 - 

NOVEMBER 

10 

919 - 

NOVEMBER 

10 

919 - 


H'S ;?£OAC*TEJ> 
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NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 

NOVEMBER 


10 

919 - 

10 

919 - 

10 

252 - 

10 

919 - 

10 

919 - 

10 

919 - 

10 

919 - 

10 

919 - 

10 

919 - 

10 

919 - 

9 

919 - 

9 

919 - 

9 

919 - 

9 

919 - 

9 

919 - 

8 

919 - 

8 

919 - 

8 

919 - 

8 

919 - 

8 

919 - 

8 

919 - 

8 

919 - 

8 

919 - 

8 

919 - 

8 

919 - 

7 

919 - 

7 

919 - 

7 

919 - 

7 

919 - 

7 

919 - 

7 

252 - 

7 

252 - 

7 

919 - 

7 

252 - 

7 

252 - 

7 

252 - 

7 

919 - 

7 

919 - 

7 

919 - 

7 

919 - 

5 

919 - 

5 

919 - 

4 

919 - 

4 

919 - 

4 

919 - 

4 

252 - 

4 

252 - 

4 

252 - 

4 

919 - 

4 

252 - 

4 

919 - 

4 

919 - 

4 

910 - 

4 

919 - 

4 

910 - 
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Merry Christmas and have a safe & Happy New Year!! 

Thank you for your business!! 

Investigations Dept. 

CONFIDENTIALITY NOTE; 

This e-mail contains confidential information and is intended solely for the 
use of the individual named on this transmission. If you are not the 
intended recipient, you are notified that disclosing, copying, distributing 
or taking any action in reliance on the contents of this information is 
strictly prohibited. If you are not the intended recipient of this e-mail 
please destroy this message immediately. 


Original Message — — 

From: 

Sent: Monday, December 19, 2005 3:56 PM 
To: support01stchoiceinfo.com 

Subject: RE: ATTN; JERRI Cell « break & current tolls 12/12/2005 


get me what you can. thanks jerry 

On Mon, 19 Dec 2005 11:40:09 -0600, ’’Investigator" 
wrote: 



> us Cellular says they can only speak to the acct 
holder 

> on this account . 

> They have the account holder as male. I can try one 

> more investigator for 

> 100 calls. Would you like me to do that?? 

> 

> 

> Thank you for your business!! 

> Investigations Dept. 

> 

> CONFIDENTIALITY NOTE: 

> This e-mail contains confidential information and is 

> intended solely for the 

> use of the individual named on this transmission. If 

> you are not the 

> intended recipient, you are notified that disclosing, copying, 

> distributing or taking any action in reliance on the contents of 

> this information is 

> strictly prohibited. If you are not the intended 

> recipient of this G’-mail 

> please destroy this message Immediately. 


> 


'Original Message-’ 



1410 


^ gPUCTC D 

> From: [mailto: 

> Sent: Monday# December 12# 2005 4:22 PM 

> To: support01stchoiceinfo.com 

> Subject: ATTN: JERRI Cell # break & current tolls 

> 12/12/2005 


> 

> 

> 

> jerri# 

> 

> need number identified and most current tolls, 
thanks . 

> 

> number is 919.^1HHA. 

^ FrEpAcTtb 


jerry 

12/12/2005 


FindLaw - Free Case Law, Jobs# Library# Community 
http://www.FindLaw.com Get your FREE 0JUSTICE.COM email! 
http: //mail . Justice . com 


FindLaw - Free Case Law, Jobs, Library” Conmiunity http: //www. FindLaw, com Get 
your FREE 0JUSTICE.COM email! http: //mail .Just ice . com 
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TAB 13 

GREENBERG TRAUHIG, LLP 
200 Park Avenue 
P.O. Box 677 

Rcyrham Park, New Jersey 07932-0677 
(973) 360-7900 (Phone) 

(973) 301-8410 (Facdmile) 

Philip It Sdlinger (PS-9369) 

Ian S.Maix (IM-1704) 

Attorneys for Plaintifi^ Cellco Partnership d/h/a Verizon Wirctess 


UNITEP STATES DISTRICT COURT 
DISTRICT OF NEW JERSEY 


CELLCO PARTNERSHIP dA)/a 
VERIZON WIRELESS, 


PlaiadfTs, 


vs. 


Civil Acflon 

VERIFIED COMPLAINT FOR DAMAGES 
AND INJUNCTIVE RELIEF, JURY 
DEMAND and CERTIFICATIONS (LOCAL 
RULES 11,2 AND 201.Ud^QV^ 


JOHN and JANE DOES 1 to XX, 


Defendants, 


Plaintiff CELLCO PARTNERSHIP eWa VERIZON WIRELESS (hereinafter Tlamaff," 
'Werizon Wireless," or "the Company''), by and through its undersigned counsel, sues the 
Defendants, JOHN and JANE DOES 1 to XX (collectively “Defendants”), and alleges: 

NATURE OF THE ACTION 

1 - Verizon Wireless brings this action to protect its customers' confidential 
information ftom Defendants, who have aftempted to obtain that infonnation through unlawful 
‘■pretexting" schemes. 

PARTIES. JURISDICTION. AND VENUE 
2. Verizon Wireless is a Delaware general partnership with its principal place of 


NJ 22611634M 9/28/2006 
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business at One Vernon Way, Basking Ridge, Ncjw Jersey 07920* 

3* Defendants John and Jane Does I Ihrougb X>^ whose identities and addresses are 
presently unknown to Verkon Wireless^ are individuals or entities who: (a) weie retained, 
directly or indirectly, by the Hewlett-Packard Company {‘UF’) in 2005 and 2006 to investigate 
any leaks of confidential information from HP's Board of Directors and have att^npted to obtain 
confidential information on Verizon Wireless customers by making ‘‘pretexting" calls to Verizon 
AVireless customeT care centers or by illicitly accessing Verizon Wireless* protected computers 
and data storage facilities; and/or (b) received proceeds from the sale of confidential Verizon 
Wireless customer information* 

4* This Court has jurisdiction over the subject matter of this action pursuant to 28 
U.S-C* § 1331 and IS U*S.C* S 1030(g} because the action arises under the Computer Fraud and 
Abuse Aetj 18 U*S.C, 5 1030. Pursuant to 28 U,S,C* § 1307, this Court has supplemental 
jurisdiction over the state law claims* 

5. Venue is proper in this Court under 28 U*S.C, § 139 1 because Defendants have 
caused tortious injury within the District of New Jersey, and because a substantial part of the 
events giving rise to the claim occurred in New Jersey, or were directed toward Verizon Wireless 
in this district 

FACTUAL ALLEGATIONS COMMON TO ALL COUNTS 
Verizon Wireless* Safeguards 

6* Verizon Wireless goes to great lengths to protect confidential customer 
information* Its customer service repi^entativcs ("CSRa*^ receive extensive training and 

communications on customer privacy issues, including the threat presented by illegal data 

brokers and the identification of the schemes they employ to obtain confidential customer 

information. No confidential customer information may be disclosed unless and imtil the CSR 

2 

UJ 22611^349/1 9/26/2006 
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has fully verified the customer. 

7, Verizoo Wireless is also committed (o prolectmg the integrity of its systems that 
provide online access to account information. Customers can manage tbetr accounts and access 
certain account information online^ including call detail records, but cannot access other 
personally identiflable mforaiation, such as social security numbers, or usable credit card or bank 
account infonnation. A user cannot establish or access an account online unless and until he or 
she has bcKi fully verified by the online system. 

S. Despite the precautions taken by Verizon Wireless to preserve the confidentiality 
of its customers' information. Defendants used fiaud, trickery and deceit to access confidential 
customer information by making ^^reteitting” phone calls to Verizon Wireless customer service 
centers and obtaining imatithorized online account access. 

The HP Investigation 

9 . On September 6, 2096, HP filed a Form S-K with the United States Securities and 
Exchange Commission. {HP's 8-K is annexed hereto as Ex. 1.) The 8-K reported that, since at 
least 2005, HP was the subject of multiple leaks of confidential information, including 
information concerning the internal deliberations of its Board of Directors. HP further stated in 
the 8-K that, in response to those leaks, it retained, directly and indirectly, contractors and 
subcontractors to investigate the source of the leaks. The identiti^ of those contractors and 
subcontiuefors who obtained confidential information of Verizon Wireless customers 
(collectively, Defendants John Does I through XX and Jane Does I through XX) are unknown. 
Plaintiff wiU amend this complaint once it learns their identities. 

10* HP stated in the 8-K that a John Doc Defendant employed ^‘pretexting" in an 
attempt to collect confidential telephone records information of HP Directors* '*Pretexfing” is a 

3 


NJ 22eiie34evi 
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method used by djda brokers or other “investigators” to gain access to confidential infonnation 
through deceit, often by impersonating a Verizon Wireless customer or employee. In general, 
data brokers collect private infbnnation about subscribers from various sources, and then 
fiaudulcntly and deceptively use that information to trick customer service representatives into 
providing other private infonnation, such as call detail records. The most common ruse involves 
posing as the customer or as an employee of Verizon Wireless, M addition, data brokers may 
use customer infomialion to access a Verizon Wireless computer system (such as the sjstem that 
provides online access to account information) to obtain private infbrmarion on an account. 

U . HP finthcr acknowledged in subsequent statements that its investigatoTS attempted 

to obtain tele^jbone call records not only of HP Directors, but also of nine journalists and others. 
fSee HP Spied on Writers in leaks^ The New York Times. September S, 2006, annexed hereto as 
Ex. 2; Hewlett Review Is Said to Detail Beeper Spying^ The New York Times. September IS, 
2006, annexed hereto as Ex, 3.) Press accounts indicate the HP investigation began in or around 
January 2005. fSce Hewlett Review, Ex. 3.) The California Attorney General and U-S. 
Department of Justice have each indicated that they are conducting investigations of the 
pretexting activity, tSee House Panel and U.S, Attorney Join HP. Inquiry, The New York 
Times. September 12, 2006, annexed hereto as Ex, 4.) On information and belief, additional 
private detectives were hired on behalf of HP to obtain phone records of HP Directors. (See 
Panel Adds 5 Investigators to HP Data Hearing, Reuters, September 27, 2006, annexed hereto as 
Ex. 5.) 

Facts Reeardiae Verizon Wireless Accounts 

12, Following HP*s public disclosures, Verizon Wireless determined that account 
records of an HP Director (the 'TIP Director*') were subject to unauthorized access by one or 

4 
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more Defendants in May 2005, January 2006, and February 2006. Moreover, Defendants 
attempted to gain, and may have successiully gained, unauthorized access to the account of the 
HP Director’s spouse. 

(a) The HP Director’s Account 

13. On or about May 17, 2005, a Verizon Wireless CSR received a call from a person 
posing as a fellow Verizon Wireless employee C‘Jane Doe r). During the call, Jane Doe I 
indicated she was attempting to obtain access to the HP Director’s account but was unable to do 
so. On information and belief, Jane Doe I attempted to gain confidential information about the 
account during this call. 

1 4. On May 20, 2005, another call was made to Verizon Wireless customer service 
relating to this account. This call resulted in the blocking of text messages to the HP Director’s 
wireless phone. 

15. Minutes later, on May 20, 2005, records demonstrate that someone obtained 
online access to the account by meeting the necessary verification procedures. The user then 
changed both the user id and the e-mail address associated with the account. Verizon Wireless 
cannot determine what account information was accessed during this online session. On 
information and belief, the May 20 phone call, which resulted in the blocking of text messages, 
was an effort to prevent any text message alert from being sent to the customer’s wireless phone. 
The calls to customer service on May 1 7 and May 20, and the online access to the account 
shortly thereafter, all provide evidence that Defendants gained unauthorized access to the 
account. 

1 6. Although the HP Director terminated Verizon Wireless service on November 1, 
2005, the account remained active with a secondary line. A second instance of unauthorized 
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access occurred on or about FebiuMy 1, 2006. On (hat date* a call was made to a CSR iDdicating 
that the second line user lost her phone, could not remember her phone number because it had 
been changed, and wanted to call the phone before suspending service. In the phone 
number bad never been changed since the line was established Accordingly, the purpose of this 
call was ^arendy to obtain the phone nuiubcf of the secondary hne 

17. Records further indicate that, also on or about February 1, 2006, someone 
obtained online access to the HP Director* s account by meeting the necessary verification 
procedures and changing the password on the account. A different IP address was used to access 
tbe account on February I than had been used to access the account in (he past. This same P 
address was later us«J to access the online account on February 1 7. Verizon Wireless cannot 
determine what account infonnaiitm was accessed during these online sessions . 

13. Tbe foregoing acts demonstrate that Defraidants used pretexting to gain unlawful 
access to the HP Director* s account in Fefaniaiy 2006. 

fb^ The Account of the HP Director*s Spouse 

19. At least three attempts were made to gain unauthorized access thiou^ customer 
sendee to the account of the HP Dircctor*s spouse. These attempts appear to have been 
unsuccessfui, but online access may have been obtained. 

20. Verizon Wireless records show that, on February 2, 2006, a person posing as a 
Verizon Wireless representative called a CSR seeking information on (he account. The CSR 
added a "hot remark** on the account stating that the other GSRs should not give out any 
mfoimation without veri^ng the caller*s information. 

2L Minutes later, this account was registered online by establishing a user name and 

password. The P address used to establish Ibis account is the same P address that was used to 
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acc^ the HP Dtiector*s online account on February 1, 2006. 

22. Another call was made to customs- ficrvice on March 1, 2006. The CSR noted 
that the caller had the customer's social security number but not the mobile telephone number. 
The CSR then called the customer's number and determined that the customer's voicemail did 
not match the caller's voice. The CSR then updated the warning that was already in place on the 
account. 

23. A final call to customer service occurred on March 14, 2006. The caller posed as 
a Vmzcn Wireless employee and requested informaiion on the account When Che CSR stated 
tha t she would not provide any infonnation, the caller hung up. 

24. These three calls to customer service in February and March, and the online 
access to the account shortly after the February 2 call, all provide evid^ice that Defendants may 
have gained unauthori^ access to the account of the HP Director's ^use. 

The Harm Caused b y P^fend^nts 

25. On information and belief. Defendants continue to offer unlawful pretexting 
services. Unless they arc immediately restrained and enjoined ftom doing so, they will continue 
to engage in wrongful conduct to the detriment of Verizon Wireless and its customers. 

Moreov^, Defendants' abuse of the customer service operations of Verizon Wireless detracts 
from the service provided to legitimate customers with genuine inquiries. 

26. Defendants have not obtained authoiizatian Va access Verizon Wireless' customer 
accounts from Verizon Wireless, from Verizon Wireless' customers, or through duly issued 
subpoenas or court orders. Thus, Defendants cannot lawfully access Verizon Wireless' protected 
computers or customer accounts to obtain confidential customer information. 

27. Verizon Wireless has been forced to expend resources, in excess of $5,000.00 for 
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each iiidivi<iual Deftmiant, in investigating the ^udulcnt activities associated with Defendants' 
unauthorized access to online customer accounts, and in remediating its systems and its customer 
relationships. 

28. Vedzon Wiretess has been irreparably harmed in a number of ways by 
Defendants’ unscrupulous practices pursuant to which Verizon Wireicas’ CSRs and/or computer 
^tems have been caused to provide information to unautiioTized individuals, including the 
following: 

A. Defendants ’ actions invade the privacy o f Verizon Wireless* customers; 

B. Verizon Wireless* reputation has been harmed and the goodwill associated 
with it has been tarnished to a degree and extent that is not quantifiable 
and therefore not compensable with monetary damages; and 

C. Vwizon Wifeless* customer service operations have been compromised by 
Defendants* deception of its CSBs and abuse of its systems. 

29. Verizon Wireless thus brings this action: (a) to obtain temporary and permanent 
injunctive relief protubiting any further attempts to improperly obtain customer information; (h) 
to seek replevin of all of Verizon Wtieiess* customer infonnatjou in the possession of 
Defendants, regardless of the form or manner of storage, including without limitation Verizon 
Wireless* customer information existing on Def«idants’ computers and hard drives; (c) to obtain 
foom Defendants the identities of their customers, and all persons or entities to whom they have 
communicated or transferred any Verizon Wireless customer information; (d) to seek an order 
requiring Defendants lo account for and to disgorge atl profits obtained as a result of theh fraud 
and/or conversion of Verizon Wireless' confidentiaS cusiomer information; (e) to compensate 
Verizon Wireless for the damages caused by Defendants* illegal and/or fraudulent conduct; and 
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(Q to obtain such other and further relief as the Court deems equitable and {qiprophate, including 
costs and/or attorney's fees as directed by law. 

COUNT ONE 

(The Computer Fraud and Abuse Act, 18 U^.C. § 1030) 

30. Verizon Wireless hereby incorporates by reference aixl realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely hereiiL 

3 1 . Verii^n Wireless owns and maintains certain '^protected computers"r^thin the 
meaning of 18 U.S.C. § 1030 (eX2). These protected computers consist of high-speed data 
processing devices performing storage functions that are used in interstate or foreign commerce 
or communication or which affect interstate or foreign commerce and communication. These 
protected computers contain confidential customer information associated with Verizon Wireless 
customers. 

32. Defendants intentionally accessed Verizon Wireless's computers without 
authorization, causing damage by impairing the integrity of Verizon Wireless's data and its 
online accountdff^ices through the unauthorized dfeation oraccess'of odlmetinfomerai^unts 
containing false and inaccurate information, in violation of 18 U.S.C. § l030(a)(SXAXiii). 

33. By way of conduct involving interstate communicatioD, Defendants intentionally 
accessed Verizon Wireless's computers without authorization and ther^y obtained information 
fiom a protected con^uter in violation of 18 U.S.C. § 103(XaX2)(C). 

34. Defendants also knowingly and with intent to defiaud accessed Verizon 
Wireless's protected computers without authorization and data thereon was altered, thereby 
obtaining access to something of value - namely, the confidential customer information 
associated wiihJhc Verizon Wireless account - in violation of 18 U.S.C. § 1 030(a^(4)<^mpu!eis 
were . 
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35. As a result of the conduct described above, each of the Defendants caused loss to 
Verizon Wireless during the past year aggregating at least $5,000 in value, in violation of 1 8 
U.S.C. § 1030(5KB)(i). 

COUNT TWO 

(Computer Related Offenses Act, N.J.Sj^ 2A:38A-1) 

36. Verizon Wireless hereby incoiporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely herein. 

37. The Defendants, puiposehilly or knowingly and widiout authorization, accessed, 
or attempted to access, Verizon Wireless's computer system or computer network. 

38. The Defendants, purposefully or knowingly, accessed and obtained data from 
Verizon Wireless’s computers, in violation of the Computer Related Ofrenses Act 

39. Verizon Wireless has been damaged in its business or property as a result of the 
Defendants* foregoing conduct 

COUNT THREE 
(Fraud) 

40. Verizon Wireless hereby incorporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely herein. 

41 . By calling Verizon ^\%eless* CSRs and pretending to be Verizon Wireless 
employees and customers. Defendants, by and through their employees and agents, have made 
numerous false statements of fact 

42. By accessing Verizon Wireless* computer systems and providing confidential 
customer details to Verizon Wireless to bypass security measures and either establish or access 
online accounts of Verizon Wireless customers without the authority to do so. Defendants, by 
and through their employees and agents, have made numerous false statements of fact. 
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43, These statements were known by Defendants to be false when made. 

44, Defendants intended Verizon Wireless to rely on these statements. 

45, Defendants have acted wdlfuUy^ wantonly^ and with malice, 

46, Vetizon Wireless has reasonably relied upon Defendants* false statements, and 
has been irreparably harmed and damaged as a result, 

47, Defendants’ actions constitute an actionable baud. 

48, If Defendants are not enjoined, Defendants will continue to engage in &audulent 
conduct, causing icrq^arable harm to Verizon Wireless. 

49, Because Defendants have acted willfuUy, wantonly, and with malice. Defendants 
should provide an accounting for, and should be ordered to disgorge, any and all profits 
wrongfully obtained as a result of their fi^ud. 

50, Because Defendants have acted willfully, wantonly, and witii malice, Verizon 
Wireless is entitled to punitive damages b an amount sufficient to deto: Defendants from 
engaging in siitiilad conduct in the future, 

COUNT FOUR 
(Conversion) 

5 1 , Verizon Wireless hereby incorporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth con^letely herein. 

52, On information and belief, Defendants have received and are in possession of 
Verizon Wireless* customer information to which they are not entitled, 

53, By commereialJy utilizing Verizon Wireless* confidentiid customer information 
and providing it to third parties, Defendants wrongfully have exercised dominion and control 
over Verizon Wireless' property, thereby depriving Verizon Wireless of its ownership intciesL 
Defendants are not entitled to use Verizon Wireless' property in any way, 
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54. Such actions constitute a conversion of pr(^)erty rightiuily belonging to Verizon 
Wireless. 

55. Defendants have acted willfully^ wantonly, and with malice. 

56. As a direct and proximate result of Defendants* conduct, Verizon Wireless has 
suffered irreparable harm and damages in an amount to be proved at trial. 

57. Unless they arc enjoined. Defendants will continue to convert Verizon Wireless’ 
confidential customer information and thereby cause irreparable harm to Verizon Wireless. 

58. Because Defendants have acted willfully, wantonly, and with malice, Defendants 
should provide an accounting for, and should be ordered to disgorge, any and all profits 
wrongfully obtained as a result of their conversion of Verizon Wireless* confidential customer 
information. 

59. Because Defendants have acted willfully, wantonly, and with malice, Verizon 
Wireless is entitled to punitive damages in an amoimt sufficient to deter Defendants from 
engaging in similar conduct in the future. 

COUNT FIVE 

(Unfair Competition and Trade Practices) 

60. Verizon Wireless hereby incorporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely herein. 

61 . Defendants* behavior constitutes an unconscionable act and practice, and an 
unfair and decq)tive act and practice, in the conduct of trade and commerce. 

62. Verizon Wireless has expended millions of dollars every year to protect Verizon 
Wireless* confidential customer information. 

63. Defendants have engaged in a course of conduct that is intentionally and 
fbreseeably calculated to undermine and/or destroy Verizon Wireless* rights to fully benefit from 
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its ownership rights in and to Verizon Wireless* confidential customer infonnation. 

64. Defendants intended thereby to seize the value of Verizon Wireless* confidential 
customer information for its own benefit and indirectly for the benefit of its clients. 

65. In furtherance of its scheme of unfair competition. Defendants have engaged in 
the following conduct: 

A. Misappropriating Verizon Wireless’ confidential customer information; 

B. Violating confidentiality provisions between Verizon Wireless and its 
subscribers; 

C. Inducing and encouraging others to violate confidentiality provisions and 
to misappropriate Verizon Wireless* confidential customer infonnation; 

D. Using deceptive means and practices in dealing with Verizon Wireless; 
and 

E. Other methods of unlawful and/or unfair competition. 

66. Defendants have acted willfully, wantonly, and with malice. 

67. Unless they are enjoined. Defendants will continue to cause Verizon Wireless 
irreparable barm. 

68. As a result of Defendants* behavior, Verizon Wireless has been irreparably 
harmed and damaged. 

COUNT SIX 
(CivU Conspiracy) 

69. Verizon Wireless hereby incorporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely hereitL 

70. Upon information and belief, in connection with the foregoing actions. 
Defendants have entered into agreements or confederations with each other and third parties with 
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a common design to engage in an unlawful purpose of converting confidential Verizon Wireless 
customer information, through fiaud and/or other unlawful means, which agreement has caused 
Verizon Wireless to suffer irreparable harm and damages. 

71 . Defendants have acted willfully, wantonly, and with malice. 

72. In engaging in the foregoing conduct, one or more of the Defendants have 
engaged in overt acts in furtherance of the conspiracy, which have been the actual and proximate 
cause of damage to Verizon Wireless. 

COUNT SEVEN 
(Replevin) 

73. Verizon Wireless hereby incorporates by reference and realleges each and every 
allegation of the prior paragraphs of the Complaint as if set forth completely herein. 

74. Defendants have unlawfully received and unlawfully possess Verizon Wireless’ 
customer information to which they are not entitled. 

75. The property consists of any confidential information pertaining to Verizon 
Wireless* customers and recorded in written form by Defendants, including but not limited to the 
customers’ names, home addresses, calling records, billing addresses, billing records, and 
telephone numbers. The value of Verizon Wireless’ property is immeasurable and is difficult to 
ascertain with certainty. 

76. The property has not been taken under an execution or attachment against Verizon 
Wireless’ property. 

77. Verizon Wireless is entitled to immediate possession of its customer information 
as the rightful owner of the property and because Defendants arc engaging in conduct that places 
the confidential information in danger of improperly being used, copied, sold, or otherwise 
disclosed to third parties. 
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78. Verizon Wireless is entitled to replevin of all of its customer inibimation in the 
possession of the Defendants, regardless of form or manner of storage, including without 
limitation Verizon Wireless* customer mforraation existing on Defendants* computers and hard 
drives. 

WHEREFORE, Verizon Wireless prays that judgment be entered in its fevor and against 
Defendants as follows: 

(a) That Defendants and any of their directors, officers, ^nts, servants, and 

employees, and those persons and entities in active concert or participation with 

them, be preliminarily and pennanently enjoined from: 

(i) attempting, directly or indiiecdy, to obtain any information from Verizon 
Wireless regarding any of Verizon Wireless’^ customers; 

(ii) uBing the name or identity of any Verizon Wireless employee or customer 
for any purpose; 

(iii) contacting Verizon WireJ^ for the purpose of obtaming confidential 
customer information * whether in person, over the phone, or online; 

(iv) providing any V«izon Wireless customer information cunently b their 
possession to any third parties; 

(v) advertising that Defendants can or will obtain infonnation regarding 
wireless tcl^bone subs^bers, including but not limited to making such 
representations on any website; and 

(vi) possessing any confidential customer infonnation obtained from Verizon 
Wireless, regardless of form or manner of storage. 

(b) That Defendants be ordered to return to Verizon Wireless all confidential Verizon 
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\y^Iess customer information in their possession, regardless of the form or 
manner of storage, including all copies of such information; 

(c) That Defendants be required to account for and to disgorge all profits obtained as 
a result of their fraud and/or conversion of Verizon Wireless* confidential 
customer information; 

(d) That Defendants be ordered to pay Verizon Wireless compensatory and punitive 
damages, the cost of the suit, including a reasonable attorney's fee, and the costs 
of investigation and litigation, together with interest thereon; and 

(e) That Verizon Wireless be granted such other and further legal and equitable relief 
against £>efendants as the Court deems appropriate, including (i) an accounting of 
each and every person or entity a) whose confidential customer information was 
obtained, and b) that has been provided with Verizon Wireless* confidential 
customer information; and (ii) an award of costs and attorneys* fees. 

Respectfully submitted, 

GREENBERG TRAURIG, LLP 

Philip R. SeUinger (p/9369) 
lanS.MaiTC (IM1704) 

200 Park Avenue 
P.O. Box 677 

Florham Park, New Jersey 07932-0677 
(973) 360-7900 (Phone) 

(973) 301-8410 (Facsimile) 

Attorneys for Plaintiff 

Cellco Partnership d/b/a Verizon Wireless 

Dated: September , 2006 
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JURY DEMAND 


Verizon Wireless demands a jury trial pursuant to Rule 38(b) of the Federal Rules of 
Civil Procedure for all issues so triable, 

GREENBERG TRAURIG, LLP 



Philip R. Sellingcr (PS 9369) 

Ian S. Marx (JM 1704) 

200 Park Avenue 
P,0* Box 677 

Florham Park, New Jersey 07932-0677 
(973) 360-7900 (Phone) 

(973) 301-8410 (Facsimile) 

Attorneys for Plaintiff 

Cellco Partnership d/h/a Verizon Wireless 


Dated: September , 2006 
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CERTTFrCATTON PURSUAJVT TO L, CIV. It 11 J 

Pursuant to Local Civil Rule 11^,1 liOTcby certify that the within action is not the subject 
of any other action pending in any Courts or of any pending arbitration or axhmnistrative 


proceeding. 


GREENBERG TRAURIG, LLP 



Phihp R. Seliinger^CPS 9369) 

Ian S.Marx(lM 1704) 

200 Park Avenue 
RO. Box 677 

Florham Paric, New Jersey 07932-0677 
(973) 360-7900 CPlione) 

(973) 301-8410 (Facsimile) 

Attorneys for Pl^ti^T 

Celico Partnership d/b/a Verizon Wireless 


Dated: September 2006 
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CERTIFICATION PURSUANT TO LOCAL CIVIL RULE 201,ird¥3> 

Pursuant to Ixfcal Civi] Rule 201 .l(dX5), I hereby oerttiy that the damages recoverable in 
this action exceed the sum of $150,000, exclusive of interest and costs and any claim for punitive 
damages, 

GREENBERG TRAURIG, LLP 


By 

Phi 

lanS. Marx (IM 1704) 

200 Park Avenue 
P.O. Box 677 

Floiham Park, New Jersey 07932-0677 
(973) 360^7900 (Phone) 

(973) 301-S410 (Facsimile) 

Attorneys for Plaintiff 

CeUco Partnership d/b/a Verizon Wireless 

Dated: September *^^, 2006 
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VERIFICATTQN 

STATE OF CALIFOKMA ) 

) ss. 

COUNTY OF ) 


KAREN being duty sworn, desses and says: 

I am an Investigatcr 'within the Security Depaitmjent of Cellco Paitneiship d/tVa Vermin 


Wireless C^eiizon Wireless”), the plaintiff hereitL I have read the foregoing Complaint and 
know the contents th^eof, and believe that the same are true, based upon my own knowledge, 
my review of Verizon Wireless's busdness records and conversations, except as to the mauers 


stated to be alleged upon m&rmaiton and belief, and as to those matters I believe them to be true. 
I verify under penalty of perjury under the laws of the United Stales of America that the 


foregoiitg is true and correct 



MINK 



Notary Public 
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UNITED STATES 

SECURITIES AND EXCHANGE COMMISSION 

WA^mNOTON, D.c. 20^94004 

FORM8-K 

aiRBEm REPORT 

PURSUANT TO SECTION 13 OR IS(il) OF 
THE SECTJIOriES exchange ACT OF 1934 
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f [>i[e of Repon (Date df Ebliest £v«it Repdrted) 

HEWLETT-PACKARD COMPANY 

(BndivmddfTi^iftr^ ii ipccdficd in itc vhirter? 


DELAWARE 1-44Z3 

(Smc or dtbO' juriuUcfioii (CeimiuuiiDft Numbef) 

of iiKerpontion) 


M-ia814J6 
(TJt.3 Employer 
IdeotificviiDn No.) 


»00 HANOVER ^CErTt PALO ALTO, CA 9004 

(Address of ptincipel execodve effifs) (Zip code) 

(d^)SS7-]»l 

(Re^ijout's tefepttf ne niiLmtKr» iacltidjii^ irei ode) 

Ctwdi the iiipraprufte boi betov if ibe Fcrm O-K fHNifl u inlend«l to (Lpmhvieovily the SJii^ obtipitioo of the Tegatnmt uoder my of 
the Ibllowin^prvvwofu: 

□ Written ctmuminJaitiou purmpurt to Rule 425 ihmUt 4k SocuriJia A 44 (1 7 CFR 230-425) 
n Solkatin^iDAtcrialpiimiB&iidRiiile 1 4iO 2 under the Exchuge Act ( 1 7 CFR 240. 1 4e-]2) 

□ Pre-commiacffineDt commtiiicitioiis pununt to EUile I ^d'lOi) mder the Exchnsc Act ( 1 7 C?R 240.]4d-2(b)]| 


□ Pfe-comiDeacciiKnt Hnununiivtioaa pntuciifl to Rule 1 lodcr tbo Excbei^ Act (1 7 CfA 240. IJfrdfc)) 




1433 


Oa Miy 22, 2006, Hewictt'I’iicfeial Oomp^ motninKii tjjf TCsigDitjon of Tbomu J. f okiiu frmn itx Boud of DjicctOTL At 
Ok tnw pfliis »s4,gBitu»3, Mtr Fcrldiii did no^ p^vii^ wdc&n oc HTununfnli cp to KP ooocnniiii; iht for his i^gisatiaii. 

Foliowiiig hU rsipuik^ tad nftff HP tm Mwy 22 W dj^oscd th* fact of Mr- Pwkmi’ ca Form 8'K ia locottkitM witb 

^licub^c fodcnl lonintks l*w^ Mr, Pokma HP tlur he tud omcora wiili tha H? Dosid's btadlme of invs^iEiofu tluE had htm 

coQduoted into \tiik* of con&dtntiil HP mtomulioa ftom meeting of the Htp Bond of Diroctoir. HP it filEtis thit Form fl^K to report the 
foUowtne idditionoil mArnnadw shoul the drt^umfUnocvi^jalniVtD Mr, PaVnif* reiijpuiiiicn, tonportilie Eodingf of itt lede iiwetti^iioiia, 
tod to report other relate oveoit drst twvii occurred mbiequcac to tbe complctioii of tbooc bvettigstioat ui4 Mr. Perldia' ruigmaon. 

HP has be« the nb^ccl of mullipk jeda of comfiikiitia] HP iDformadon, Tncluding iHfbnuslJtffl COOCtniing the iatemil ddihcrlticna 
ofitiBoudofDinoton. HP beliovaibwl»ki date backto it least 3005- lonafHWK to cb»c]ak3;,outiEde legal ODUudcmdiiiCted 
interview of dnetton in nriy 3CK)5 m order to dctcnnraetbeaiHiieii of the lea^ mil to certain each drndor'i naHumalioa ofliu or her duty 
tyfcooHdeaEulity. thn interview pewesf did oot yield the aotuoi: of ttrclwki- Notwithmndir^ these acliont, the Eeahi ootiiiued- Ai a recult, 
the Chaimian of the Boar^ and ultmately aa utteiiul group withm HP, workmg with a lioemed outside firm cpedalisieg in inveiiigsiioeT, 
condiK^ invostigatiow ulo possible swioes of the leaks ofeonlidciif^ iafbrvstioti otHP, Those inveagatiotic leculud ui ■ finding ihM !>. 
Gcoige A. Keywonh B, odd of HP^s diioctors, did, m diidosc Boinl ddibcniiou mod ceher ocufidential itdbitfnaliai obtained dmiog 

Board meetmic lo the media without eudwrinitioo. At a Board mcetiiig eo May 18, 2006^ after Dr. KeywoHh admowledgEd that he had 
leaked EoaSdeotial informacioo^ the Board, after defiberatioti, asked Dr. to resign hta pofitiem as adiiector, whic^ lie dsohoBd (o do. 

Mis b 1 that meetitig that Mr. Fetidns resigired from the Board after expreaciiy penotuJ fruitntion with die Chaumanof the Board relHiiiig lo 
the hiodliiigDfCbe nutter with the Board. He stated that he objected to the nufler being brought beTtue the ftiM Board and that he believed ibc 
Chairmsp had agreed that he and che Would handle tfifi matter privately. The Quimuin dtipttted Mr. Pfiddns* assenicHi, ed^ilaiiiing that she 
was Eomptyingwiifa advice fiom nuuide counsd on the ap p fo pri ale hmdlijog of (he nutter. At (he (noe, Mr. Perkiiu enoftrmed he did oot have 
any disagrecnient wi(b on oiy nutter telaiing; lo KP^a operstiooa, policies or pcaciica. 

□n Tune L9, followiag hia lesignaiian md after HP rcjiCEted Mr. Petldnc' iesignaCton on Form S-K,. Mr. Pcrfeiiu sought infCiiTiuiitm 
bom HP conoeniing the meth^ tued to eoiKhict H?*a inVcxti^liEnu inm the leslcc, lascrixd that phone md e^nuil COEcrlQUiiiicaEiOnl hid heen 
improperly rKorded ai pant oflhe invecd^tuxi, md infomted HP (hat be had recently oocuuMed with couoael regardiagtharasseniaiL In 
reipoGse to Mr. Perldru" icgneci, infEamedMr- Perkins (hat no reooidmg or eavesdropping had occurred, but that some form of 

'‘pretexting” for phone leoord infbnnatioa, a tficholque uced by invesligaurt m obtam iufonution disguising thdr identic, had been used. 

Mr. Forlctju, aldwugb no lougi^adirBOior^ tbs] reiKuested that HP cooduct an inquiry inlo Cbcproprt^ of the teehniquei used lo conduct the 
investiga 13(393. 

HP '■ Nontmating and Goveraance Committee Iliereaftcr oegaged the ouiudc eouiuel to ooeduet m inquiry into dse oenrhict and 

processes employed with reflect to HP's inveatigatioo of leaks of 


2 



1434 


Qoofidcncul (ifae Dtiiside eoumel wuiwt iovolved in tlK invcui^^^ [jf tbc J«kii iaitiiU^ by tiK CliMmun v i1k intemial HF 

group). Tix Comraittcf wix KHsod that HP ha4 cngjiigEd an ovisidc cwniJtiiig firm with lubctiabil experioiK in tsotuhfctng iaEemal 
invcstigatioiLc Boi dm this finq hvl ceubicd lUDiiber puiy lo obtAin phooiE bfbnoAtiaq <^tm<9anmg oauii] cills betwoas HP ddrisoiots wd 
iodiviffaialK cutslde of HP. Tbe Comminec wu fWth«' advised ibtt (be duinnaa and HP had iostrucied (be Outcido oopsultiiig fiimta ocwbict 
iij tnvstjgabqti iu uconluioe with pliable law tad tbt[ the outside cooEuIang iirm lad if) cotuuid had coafimied to HP Ihtt its tedmiquea 
woo Logei. After its review, the Coquiuttoe deiainmcd that the third pnty letaiord HP^» niErde coosulciag firm had in umo oua 
employed pmtextmg. The Commiilee wu then advised by the Contmillec 'i oulnde couaad Hut the ttsc of preteJtchig il the time of the 
invudgaiioa was doi gctiierilly uolawfid (eaoept with vespect to fiTiiiiKTiB l attitudoiUi), bui tveh counsel could not coofinq ihu the tcehniquo 
employed by the outside coitculttog fine and t^ ptJly [ctancd by that finn complied in all lespectc with i{]flimhlc law. 

Based upon ils invcstigaliDiu the Nooiinatuig end Covonunce Cotnminee hu recommended to HP's Boud and Chief Pxeculivc 
OfEcet that coatroli relating to mvesdgatioDS be sEroogthened and thal mansgemenl should be in a pociiioa to asaun: that all aepeca of HP 'i 
investigatians ecHii|^ with i^licidtle laws and HP'a code of ethics as applicsblie to HP's dioechna, offioera and employees, HP's Board and 
Chief Executive OfEocr have eocqilcd the coodusioos and rfiooraibcndahQfq of lb* OjmniJilee- 

HP iccendy hu been infonnaily coatacted by (he Attorney GeoenI of the State O'f Califoanit lequestiite inComution coDoemhig die 
procctica empioyod in (be invnscigiEiOfis Inin the leaks. HP intE&ds to coopciate fiUly with Ibai hufohy, HP alw has received a conuoeat let^ 
horn the staff Oif the Semuidet and Exchange ComiDissioo'sCdviiJctaaf Coipwidon PiuinccwidmcspeatoHsMiy ZZPonn b-K mfardmg 
Mr, PerVins' iBsignatioa, HP int^kds lo ic^HSkd to the 5EC staff thal it hehr^es Its diaeloctnts hi tbc May 71 Form S-K with to Mr, 
Peildnf' resigrudoD were lecurale and ooniplctc at ihc thne of filing and wme based upon Mr. Perkins' actions and lepiesentadouspnor to 
such time eoacRtiing the reasoos fbr his resignation. 

In addilioa, or August 3 1 , 3(KM the HP Board of I>ii*e(an^ iqroa the reccHiuniaidAtiied of the Nomanaliiig and Oavemanee Committee, 
also determined that, based on his cooduct, Dr. Keyworth ibouid sot Ik Qominated for another tens on the Board of Ducctois. 
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SIGNATURE 

Punumt to the reqairemeatt of the Securities Exchange Act of 19}4, the registnot has caused this rep ort to be signed on its behalf by the 
undersigned hereunto duly authorized. 

HEWLETT-PACKARD COMPANY 


DATE; S^ > te ro bcr 6, 2006 By: /a/ Cbariea N. Chamas 

Name: CharieaN. Chanias 
Tide: Vice President, Deputy General Counsel 
and Assistant Secretary 
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The New York Times 
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SECTION; Section C; Cohunnfi; BuriiKss/Financia] Desk; Pg. 1 

LENGTH: 1025 wonSs 

HE ADUNE: Spied On Writers In Leaks 

BYLINE: By DAMON DARUH 

DATELINE: SAN FRANCISCO, SepL 7 

BODY: 

The Califomia attorney general^s investigatjoa into (he purioming of private phone records by agents of Hewlett- 
Packard has revealed that the moniloripg eflcit began earlier than previously indicated and included journalists as tar- 

gete. 

The targets included niiK j oumliste who have covered Hewlett-Packard, mcludipg one &om Tbc New York 
Tmiea, the cou^uny saidr 

The company said this week that ite board had hired private investigators to identic directors leakiiig information 
to the press and that those investigators had posed as board meiiibers — a technique known as pretextiDg — to gain ac^ 
cess to their personal phone records. 

In acknowledging Thursday that journalists’ records had also been obtaJneiL the paa^any said it was apologiziqg 
to each one, "HT. ie chsmayed that ihe phone lecords of joumalLStB were accessed without their knowledge/ a compatiy 
^Hikesman, Michael Moellei, said. 

In an mierview Thursday about the state's ciiminal invesdgation of the Hewlett-Packard matter, Attomey Oaxral 
Bill Lockyer sai4 "A crime was camnhtted.’' But he added: ia unclear how atroog the case is. Who is charged and for 
what is stUl an open question/ 

Mr. Lockyer aaid seaicb warrants would be mvied to obtain the records of Imeniet service providox in an atteiipt 
to trace the identities of (be imposters. He said Hewlett-Packard was cooperating with the investigaiktn into what he 
said was the first Califomin case of a major corporation using such metb^ to obtain phone records. 

An mvesdgatoi with direct kitowledge of die slated inquiiy characterized the fist of targets as ’"extensive}” though 
that person would mot daborale. It could contain people other tl^jouinalists or directors. 

Travis Dodd, general attorney widi ATAT Services in San Antonio^ who is working with the Califomia ptoaecu- 
tot% said the records of John Markoff, a reporter tor The Times in San Ffandlsco, were a "target of the pretoxtiiig’' in 
2005. 


Two other pews or^mizations, ihe online technology news service CNET and The Wall Sdeet Journal, said they 
had learned that their reporters had also been targets. 

A top Hewiett-Packard official indicated earlier this week that the effort to ob tain phone records had begun in 
January 2006 after am artide appeared on CNET wito accounts of a Hewlett-Packard management meeting. Those reve- 
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laticm pron^ted H-P.'$ cbaiiwDvmii, PRtheia C Dunn, to older xa inveetigitjoii of leaks, and the cod^ay his con- 
ceded diet subtetfiige was used by a subcontiaciar lo gain phooe records in tbe InvestigadocL. 

Hcwlett'Packajtf bas refused Co publicly disclose tbe Dames of the consultiDg fiim it bired or dx subcontractor that 
was used id pretext ibe records. The coc^any has said that the outside consultipg firm was instnijciEd to oDoduef its in- 
vestiptian accordiog to law and that ibe firm bad toldRP. that its techniques were legal. 

lo May, that imveitigiftioD identiiied ibe banitfs longest-serving meinber, Cieorge A. Keywogrth n, as the scniree of 
the leak He rebufTed a request Id resign, but the conqHny said he would notbe renonmiatEd, Tborttas J- Perkiiis, an- 
other board meniber, rallied m anger over the way the investigatioii was conducted His eifom to get the conqiany to 
acknowledge Ibe reason for bis dc^wture led (o ibis weeks disclosures. 

Tbeie bad been earlier concens at ibe cotipany about leaks around the tinie of Carleton S, Fiodra's dismissal is 
chief executive ui early 2005. An investigation at thu time, however, was only Jmown to have involved inlerviews of 
board membets. 

Viet D. Dinb, Mr. Perldna's lawyer, said Huizsday, it is true that the pretexting started behne January 2006 and 
dated back to 2005, it would suggat a deeper and mote troubling chain of evems than tbe hiring of tbiid-party pretex- 
ters and would reach much higher to persons lesponsible at HP." 

By Mr. Perkins's account, only tiie law firm of Wilson Sonsini Goodrich ^ Rosati, a pnwenfhl Sdicon Valley law 
firm and outside counsel fai Hewkit-Fsckaid, conducted investigations into leaks in 2005. 

A spokeswoman for the law firm, Courtney IJarmai^ said the firm '^sohitely. ddmitely did not” use pretexting or 
hire anyone who did pretexting during the firm's informal investigation of directors in 2005. 

Mr. Moeller said Thursday that the enmpany's statemeute about the pretexting bad never oonfmed those events to 

2006. 


A lawyer for The New York Tiioes, David MoDraw, said on Thursday evening, "We are deeply concerned by le- 
portB that the ligbte of one of ouricporteis were violated." 

"To the extent that this is a c riminal nutter, we will cooperate with autborities to make sure any wrongdoing ia 
proMcuted," be said. "To the extent it is a civil matter, we will pursue whatever legal recourse is available. We expect as 
an iiutial step that H J. wiU make a pirou^t and fuH disclosure of wMt took place in regards to our reporter." 

CNET said Thursday that phone records of one of its repoiten. Dawn Kawamoto, had also been obtained. A 
^keswoman, Sarah Ctiin, said: 'these actions not only violated the privacy rights of oiv ectqrloya, but also the rights 
of an repoTtevs to protect their coniidetitial sources " 

CNET said access to Ms. Kawamotols records had been gained fiomtiie same Internet address used by the person 
who accessed the phone records of Mr. Perldof. A caller used the last four digits of her husband's Sookl Security num- 
ber to establish an online account with AT&T to view tbe records. Access was gartied on one date, in late January 2006, 
it said. 

An article in The Wall Street Jacma] said records of its rafter, Pd-Wing Tam, had also been a target of pretex- 
ting activity. A spekesman for Dow Jones, owner of The Wall Street Journal, declined to conunant. 

Investor leacticn to the Hewlett-Packard board Juror his been muted. The conqjany's stock closed 'nmrsday at 
S35.42, dowa2.S5 percent fiom ha dose before news of the boartfs turmoil was reported. Indeed, at a Citigroup invest 
tor conference where Mack V. Hurd, ibe chief executive, spoke and answered questions Wednesday, do securities ins- 
lyat asked about the problems. 

URL: htq)://www.nytizDes.com 

CORRECnON-DATO: Septeztiber 9, 2006 

CORRECTION: 

An article in Business Day yesterday about tbe purloining of private phone records in a Hewlett-Packard investiga- 
tion of news leaks misattributed a disclosure that a reporter for The New York Times, John Markoff was a target of tbe 
effort Tbe information came from tbe California attorney general's office, not a lawyer for AT&T. 
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LENGTH: 1834 words 

HEADLINE: Hewlett Review Is Said to Detail Deeper Spying 
BYLINE; By DAMON DAKLIN; Kurt Bicbenwald contnbuted lepoiting, 

BODY: 

A secRt investigatioa of mews leaks at Hewlett-Pscicaid was more elaborate thm previmisly icpoitcd, and akaast 
tixttn the start involved die iUidt gathering of private phone necorda and direct surveillance of board members and jonr- 
nalists, according to people briefed on die confianiy's review of the operatioiL 

The effort received some degree of supervision Bom three officials » Patricia C. Dinm, the compan/a chair- 
woman, along wi± its general counsel and anotber staff attorney ^ but was quickly &nued out to a netwr^ of private 
inveatigative frnm early last year^ according to descriptions of tbe findings- It it still unclear bow much they knew of 
the details. 

Tboae briefed on the conpan/s review of the operation say detectives tried to plant software on at least one jour- 
nalist's computer that would enable messages to be traced, and also followed direct^ and poasbly a jounulist in an 
attenqtt to identify a leaker on ihe board. 

The revelations at Hewlett-Packard, the cmnpuler and prinler maker that helped define Silicon VaUcy, have pro- 
vided a rare glimpse of boapdroom turmoil — resulting in Ms. Dunn^ Bgreeinent to step down as chairwoman in Janu- 
ary, and two resignations from the board. 

But they have also cast a harsh light on tbe questioiuhle ind possib ly illegil techniques used m the episode, rai^ 
ing the possibility of criminal charges. 

Tbe account of ±ose briefed on Hewlett-Pickard's review of die matter sheds new light on the scope and tinaiDg of 
tbe investigative methods, establishing that invasive and possibly illegal techniques were used ik earlier than pmvi- 
ousfy known and that the couqiaay's chief ethics office: was among those providing sijpervisioii. 

The hunt fef a boardroom Jeaker began as early as January 1005, with a fbeua on disclosures immediately preced- 
ing tbe ouster of Carldon S. Fiorina as chairwaman and chief executive, with a second phase (hat began a year later. 
Hewlett-Packard has nid that as a public conpauy, it had a responsibLlity to stop unauthorized disclosures. 

But tbe review reveals that the investigation by itt detectives was notable for a lack of close supervistonby com- 
piany officials. 

Thnse briefed cn ihe iotemal review said that at various times, qnestions were raised about the legality of the 
methods used. They did not identify who raised tbe questions, when, or to whom they were addmsod. But a crucial 
legal opijiioiit its origina prEvioiisly undisclosed, was sr^lied by a Boston firm that shares an address and pbooc mun- 
ber with B detective firm on tbe case. 

Those spcaldng about the cooqianYs review worild do so only if (hey were not identified A Hewlett-Packard 
spokesmao yesterday declm^ to comment on account 
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la edditum to scnitiiiy by piaeeculots, a Home subcomminn has eaiered llie case, jsifinf for documents on the 
intenul invesijgetioQ to be delivered today m advance of a Sept. 2S hearing iu WishingtoiL 

Some of those documents an expected Co nvea] that defectives made several atterrpls at direct aurveillaDce of 
some diiectorSt and were given photos of reparteis to he^ identify them. 

At least one reporter. Dawn Kawamoto of the onhne technology news service CNET, may have been followed aa 
part of the 2Q06 mveatigitiQa, said a person briefed on the investigation. Ms. Kawamoto was a co-author of an article on 
a senior manigniEnt iKcting in Jannary. 

The detectives also tried to plant software in the congmlEr of an unspecified CNF! reporter that would commimih 
cate back to the detectives^ people briefed on tbe conqiany review sicL Ms. Kawammo said in an interview this nxinth 
that prtKseculoiES had told her that such a ptoy may have used, but raid she was not aware of any surveiilance. 

Sepiesenting themselves as an inonynanis tipstst, the detectives e^mailedmdooanieiti to aCNFTfepoiter, ac- 
cording to those briefed on the review. The e-mail was etdbedded wftli software that was supposed to trace who the 
document was forwazded to. Tbe software did not work, however, and the reporter never wrote any story based on the 
bogus document. 

Oa Saturday, the company identified one of two employees who it said had b«a a target of scrirtiny in the iDteraal 
operatioa. It said the private phone records of the eiig)1oyee^ Michael Moeller, director of corporate media relatioDS, 
were taken. 

Jt is not clear why Mr^ Moeller, whose job it is to speak with reporters, was included in the operation. Robert 
Sherbin, Hewlett-Packard'^ vice presiderit for external oonmninicafticins and Mr. Moeller^ boss, laid yesterday. Investi- 
gators' suspicions were misdincted and were uafounded* He would not elaboral#. 

Althoi;tgh the company uid others outside the con^any were also tsigete of detectives, it has not ideotified those 
people. 

According to thoK briefed on &e irdemaj review, the Hewleit-Fack&id investigatioD had two stages: from January 
to Augu^ 2005, wfann nothing substance was turned up, and again m January 200$^ after tbe CNET artick appeared. 

The first call for an investigation from tbe board cmDe in January 2005 after The Wall Street Journal published an 
article that cited discussion of the board aboiu a management reoiganization and changes in the responsibilities of Ms. 
Fiorina, then chairwoman and chief executive. 

An article m Tbe New York Times on Feb- 1 0, recounting Ms. Fiorina's ouster by the board, contained extensive 
details of a directors' meeting ind fueled the desire to plv^ leaks. 

Rfportera from those two newspapers, CNET and Business Week have been toU by the Callfomia attorney gen- 
etaPs ofi^ tiiat they were targets in tbe opctation 

Within €0 days, tbe investigation into the Leaks was up and nmning, occordiog to those briefod on the coirpany 
review. Responsibility for the mvestigaiion was delegated to the conpany^s global investigations unit, based in tbe Bos- 
ton area. con^nny ofQcials tamed tbe effort over to Security Outioureing Solutions, a two-persou agency that 
hires specialists for investigations. 

That firm hired Action Research Group, an investigarive firm in Melbourne, Fla. The actual work of obtaming the 
phone records was givcsi to other suboornraetDrs, one of which i$ $aM to have worked in or near Omaha. Tbe methods 
were said to have included dx use of subterfuge, a ptactioe known as pretexting, hr which investigators pose as those 
whose records they are seeking. 

Ibevious accounts of the Hewlett-Packard operation have focused on the use of such methods in flic 2006 pbese of 
the investiptiou, but not in tts eadiei phase. 

Federal and Cilifoniui prosecutors^ u well as tbe Oongressioual subcommittex, are examining tbe chain of detec- 
tives for jMSSible cximmal wrongdoing in obtaining phone records. Tbe California attorney general said lut week that 
he bed enough evidence to iodkt people inside and outside tbe conpany. 

Hewlett-Packud has steadfoslly refused to identify any of the investigators it used, ineludii^ its own. 
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People briefed on Hewlctt-Packanfs review of its iotenial iovestigatiaQ say tliat it was aucboiized by Ms. Dune, 
tbe chairwman, and put under tbe supervision of Kevin HunsakeT;^ a senior counsel who i$ the cotupaiiys director of 
etbica. Hut it is not elw what level of supervision he gave to Oat proj bcL 

Ms- Diutn has said in recent interviews that she could not supervise tbe investlgahoD because she was also a po^ 
tenliaL target. She has said she turned to the catnpany*a security depaitoient in April or May 2005 for an idtial invesriga- 
bon, theo asked Ann O. Baskins^ tbe coopany's geDcnl counsel^ for help in tbe furrier investigation lest January. Ms. 
Bealdiu supervises a team of more than 100 lawyers around the world. 

At at least one point, tbe compan/s lawyers soii|^ a legal opinion. But it did not come from Hewlett-PBckard's 
own outride coanscU Lany W. Sonsini of Wilson Sonsini Goodricb & Rosati, an eminent Silicon Valley law frnn. 

Instead, tbe ooiupany asked one of its contractors, Security Outsourcing Solutions, wbicb turned to a Boston law^ 
yer, John IFCieman of Banner Kieman Trebsch & Crociata, for tfae Opinion, Mr. Kieman'a office shares a Boaton address 
and phone number widi Securi^ Outfiourcing Solutions. 

The coir^any, in a recent filing with the Securities and Exchange Commijsioi^ said It had received an outside 
counsel^ opiniou that the investigative methods were legal, but it did not identify the source. 

It is also not clear whedbei con^iamy lawyers were awaie of the close business and personal ties between Mr. 
Kiemao, Roiald R. Delia, tbe owner of Security Outsouremg Solutions, end Anthony R. Qentilucci, tbe Bastoorbased 
managei' of gjdbal investigations for Hewlett-Faekard 

Executives and lawyexs back in the company'a Palo Aha, Calif., headquaiten lenuined in the dark even after i 
summary report wa$ pmdueed for them about each of tbe two phases of the operation, according to those briefed on the 
review. Neither of the lepoits, they said, outlined the methods used. 

There were discussions of phone nuniben ■od calls io the lepott. But it is not clear why that ihet apparently did 
not raiae alarm among ai^ Hewlett^Packirid lawyers ahevt tbe uvans used lo gaiu the informatioiL 

Tbe frndings were presented to the board at a meeting in May, with Geotge A- Keywortb H, the boards longest- 
serving member, identified as a source of leaks. He reftised an initial request to resign, though be ultimately agreed to 
do so last weelt But a fellow director, Thomas J. Perkrns, a Silicon Vahey venture capitalist, resigned imuKdiaftcly over 
the handlmg of the investigation. 

It was only throu^ subsequent inquoies to Mr. Somini that Mr. Perkins leamed more about methods used It 
wuB his detciminaticn to get the coiiqiany to ackztowledge the reasons fhrhia departure that bitnigjit the mtet^ investi- 
gation into tbe spofUght fhia month. 

In an e-mail message to Mr, Soorini on June 19 , Mr. Perkins asked about tbe legality of obtaining private phone 
lecoirds without a subpoena. Mr. Soosiiu responded that Ms, Baskins had "looked into the kgaltiy of every step ^tbe 
inquiry and was satisfied that it was conduct properly " 

According to those briefed on the cottipBny*s review of its investigation, thetre is no iodicatiDo that Mr. Sonaim, 
conridered the moat powexfui lawyer tn Sili^ Valley, was ULvolvod in seeking outside investigatem for Hewlett- 
Packard in 2005 or 2000, He became involved, they said, only when the board asked him for a legal opinion of the im 
vestigatiofl and tbe metbods used. 

Mth Sousim has satd that hii direct mvolvenaetit in helping the board trace news leaks was limited to interviewE 
with directors in early 2005. 

Mr. Sonsini told tis board irv August, after his tirm's investigation of the detectives:' methods, that the n$« of pre- 
texting ’Vas not generally unlawful.* Tbe law finn could not say whether the defective agendes bked by Hewlett- 
Packard, or the suboontiactofs any of them used, "conqplied in all respects with applicable law." 


URL: btq3://www.nytime&com 

GRAPHIC: Photos: Hewlen-Packard's chairwonuji, Patricia Q Dunn, top, and geunl counsel, Ann Baskins, were 
sud to have provided seine supervision of a secret investigation of t»iud membei^ and joutnahsfe. (Photo by Hewlett- 
Packard via Bloomberg News) 
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HEADLINE; House Panel and Amoroey Join H.P. Inquiry 
B YLINEi By DAMON DARLIN 
DATEUQNEi SAN FRANCISCO, Sept 11 
BODY: 

As its direcloris continued to confer oil ibe fiiture of its chairwgpfian, Kewlett-Fackard Scnmd itself under increased 
legal and political scrutiny Monday over tbe use of privale investigators to trace the soutoe of oewa leaks in the board. 

The Uniled States Btlamey^ ofQoe in San Fianciaoo said it was looking into the mctboda used by the investigatars, 
which included the questionable if not illegal lactic of ''pretexting* ^ posiag as diiectOTs and Journalists to get their 
pbone records. 

The House Committee on Energy and Commerce, tnoanwbile, asked the conquny to identify the consulting finn it 
hued for the inveitigatioiv the subcontraclor that carried out the ruses and ell oftha targets. It also demanded copies of 
contracts and legal opinions in the matter. 

The qou^ian/s board, which met inconclusively on Sunday, lesumed telephone coDSullations Monday afternoon. 
Foremost among the topics was the role of the chairwomao, Patnda C Dunn, who the confuny says iuit autbotized 
the inveatigafion last year. 

Ms, Dunn recused herself ftom parts of the discussion* accordiitg to a person with knowledge of the board'i delih- 
eiatioos, leaving the conq>an/s outside counsel, Lany W. Sonsini, chairman of the poweihouse Silicon Valley law Srai 
of Wilson Sonsini Goodiicb A Rosari, to preside. 

Mr. Sonsini and his ftim were consulted at virions poiats in the investigation, according to the conpany. As a 10 - 
suit, his lole at the board meeting was "an odd choice,* said Jefihey A. SormenJeld, a professor it the Yale School of 
Management who advises compuies on corporate govetnance. "They have a hi^y conilicteti law firm right now," be 
said. 


Hewlett’Padord spokesmen would not comment on the boatd's ddibernttons, and Mr. Sonsini haa not respanded 
to requests for comment since the upheaval at the conpany became ptihlic last we^ 

Over the weekend, in a reflection cijf the high stakes, Ms. Duim brought in Ehriok St Corcqiaay, a well-known and 
tenacious public lelatioas firm specializing in crisis management* to represent her and the cotepany, Michael S. Shriek* 
the flinfs chaitnian and chief executive, has represented a nun^er of bigh-proflle clients, including toe supemurket 
biUionaite Ronald W. Burkfe when a contributor to The New York Past wu accused of trying to extort money ftotn 
tuTB- 

Qne reason for toe boanfs extended talks was reported to be discussion of Thomas J, Perldns;, who quit the board 
in May in auger at Ms. Dunn over the internal mvestigation. A penon with knowledge of the board's dalibeiations said 
drat hrfr. Peflems* a pre-eminent Silicon V^ey venture capitalist* sought to return to the board but that itEiriben are split 
oa whether he should 
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Mr MjiA nirallrt, disputed report P^ddai will cot ibimp to ito H P. board, evai 

if BskHl»* Mr. CoisllD said, bM “T* bflhevcs in tiK pcrftJtiJMW wkI prospects of ibe Kraqjany undw 

MaikHunJr 

WbiluMr pwTirim *^1? of Mark V. Huid. flie dikfcwciirtfVB ^ Mr. pgrkma, like Mr. Hurd> sees H.P. 

ss a compimy - his pubKc sirtna of liiJ proWfiras wi(h Ms. Ehum las injured the coa^A image. {Hcwlett- 
PaeJewd's sidck, thoigb, has beea lelarively unacubcd uince Ac furor becime public tsst wedc. It dosed up slightly 
Meuday at $3d.3d.) 

Ml. Pcridiia's msisteoce that the conqany ackaowledge his leasoa for resigning in May - kkI his disclosure of 
what he had learned about Ae jeveshgative tactics - led to the currem rqihravd. Me and his lawyer presented infontu^ 
tion to fte federal anboritics al the same time that they sent mfbnnatioa to the CaJifoima attemey geaertl and the Sku- 
lities and Exchouge Commission, both ofudiich have indicated they are already conducting inquiria. 

Coiponte governance experts are ov® whathet the board should ask Ms. Dunn to Step down 

"This is one of *e biggest corporate blunders in &e past 10 yean," said Dtarlea M. Bison, director of the 
Wcinbeig Center for Corporate Govemaoce at the Udivenity of Delaware. To get this &f off teUi you that soiwlliing 
was wrong with the board" 

Mr* SonncBfcld said the ditectots would be wise to laep tlw boiid^ chahmansh^ separate fforntfae Chief execu^ 
tlve poHition, if only becaoK the chaimuD can "lake the bullets" that might otherw^ hit the chief executive , "It Iceeps 
Mark Hurd above the fiay * Mr. Sonnenfild said 

Removifig Ms. Dunn, be said, wUl not make the pibblemt go ai^ay. but win just shift the focus to Mr. Kurd who 

ula on the boaidT wouldn^ dimk be"d warn to be in the chair right DOW," be Mid 

A big part of the con^iany^s piobkmia flat it has been unwilling to speak out Joseph A. Gnmdlest a pmfesaof of 
law and busirass at Stanford Law School, said the coo^y should be saying two things. 

First, it needs to say ibnt pretextiog is wrung. There hasn't been i dew, unambiguous naessage," he said. Saying 
that would allow the con^uny to shift the terms of the debate, he said. 

T>imn was also [xetKttod." he said. "She was as much ■ victun." 

He also said the focus sbfflild he on the kalcer, George A. Keywoith n. along-serving board niem^ 

asked to resign but has rtoused. This verges on the preposteroM." Mr. Gnmdfest said, adding that he thought the com- 
pany should even take legal acdou against him. 

"Mr, Keywflrth lus said. "You cmiTt trust but share otmfidentUl con^jany mforaation with itic,* " Mr, Crmnd- 
fbatsaid 

Another public battle may not be the most appealing prospect, but Ralph D, Ward publisher orBaardrooni In- 
eider, an tmlM magazinr on corporate goveroance. suggeited that an outside pmel was needed to cvah»te the board 
"Not Larry Sonsmi." be said "He seems to hive been pan of tbe preblKn.'* 

Tbs pawl, eon^oaed of governance experts, might help to establish the board's credibility and independence. Mr, 
Ward said. 


UEL; httpy/www.DytiiiKt.coiD 

CKAFfilC; Photo: Mark V. Hurd, the chief executive of Hewlett-Packard is also a member of the con^pan/s board 
(Fhnto by Marcio Joie SancbK^Associatcd PressXpg- C3) 


LDAl^D ATE: ScpieciKr 12, 2006 
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Panel Adds 5 Invesdgmors to HP Data Hearing - New Yoik Time® 


Panel Adds 5 Investigators to HP Data Hearing 


firREUlTERS; 

PVbbtfwd S«ptomhr2^ ZOOB 


Filed at It4a p.m, ET 


REUTERS # 


SION INTO E-W a. 
TWI6 


THEUSTMifi 

DFSCDTUm 


WASHIN(JTON {Hfiutera) - A US. 

' House of R^resentatives panel on 
Wednraday extended its probe into 
Hi^lett-Packard Co.'s (HPQ.l^ use of private telephone records by 
subpoenaing ^ private investigators to testi^^ at a Thursday bearing. 


The investigators irom CoJoiado, Georgia, Florida anfbr the bearing and declined further 
comment 


Selvage, Preston and Brost could not immediately be reached for comment. 

Ihe unfolding HP soindal has revived legislation in the House and Senate that wovdd set 
criminal penalties for pretejtting and additional safeguards to protect the privacy of 
telephone records. 
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TAB 14 


HE HUXCmUlMn CGMMH 

of EtprttfBittattbEti 

Cotnminee on €ntc(P' antr Commette 

aiMtliiilMii. BC 20515-611S 

JOE AAirTDM. TEXAS 
CHAIftMAN 

Janua]7 23, 2006 



The Hotionible Kevin I Martin 

Chairman^ Pedcral Comaiumcatioiis Commission 

445 12* Street, S.W. 

Washington, D.C. 20554 

Dear Chairman Martin : 


We write with r^poct to the discLonso nf oomumer telcpbone records. The protectioD of 
consumer privacy in an age where an increasing amount of persona] infonnatioa and transactioos 
are [:^taiiicd in elechonic form is more vital Um ever. Coasumm are rightly concemed when 
they leam that their personal infhnnatioii has been coDopromised. In the recent cases involving 
the online sale of telephone rKortte the apparent case with which such personal information has 
been coinpromised, obtuDcd, and then sold, is sboeldng and tmaocepteble. 

In your January 13* response to R^resentalive Markey'a November 7* letter, you note 
that the Federal Communicadons Commissian (the Commiasion) has betofe it a petition fo>m the 
llet^tnmio Privacy inlformation Center, which was filed last year and fcr whith the public record 
is now eloaed. We arc eager to know when the Commiasion will con^lcte its review of the 
record and detenmue what actions should be taken in responae to the petitian. 

In addition, in your rc^nse, you also note that each tdecommunications earner, under 
existing customer proprietary network infonnatiofn rules> ‘'mwa# certefr onman/fy that it has 
esmbtisked ^fperatiJtg procedures dmt are adequate to ensure ct^^npliance witft these ntfes, and 
must provide a smtemeni s^laitfing how Us operating procedures ensure such comptfance" As 
part of our ongoing investigation of this issue, as well as the Commission's response to consumer 
privacy concerns, we request that you fijrward to ua the iaat annual certifications the Commisaion 
has received from the 5 largest wiieiine telecommunications carriers and the 5 largest wireless 
telecommunicatiads carriers, along with the accOnq]»nnying statements from each company 
explaining how their internal procedures protect the confidentiality of consumer idfbimation- 
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Janua3fy23, 2006 
1*^2 

Please pmvidfi our office the requested documcots by January 30j 2O06< Thank yon in 
advance for your dmc aod attention in responding to this request. 



and the Internet and the Intemet 


[Whereupon, at 1:50 p.m., the subcommittee was adjourned.] 

o 



